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[bookmark: _Toc228520000]Abstract
This project dives into ways to boost enterprise network security by assessing vulnerabilities, conducting penetration tests, and implementing effective mitigation strategies. In today’s world, organizations depend on intricate, interconnected networks that are vital for their operations, making them attractive targets for cyberattacks that take advantage of configuration errors, outdated systems, and weak identity controls. 

The project blends theoretical insights with practical applications, drawing on literature from 2022 to 2026 while also engaging in hands-on work with environments like Windows Server 2022, Windows 10, Debian, and Kali Linux. We used automated scanning tools like Nessus and Nmap to pinpoint vulnerabilities, followed by validating exploits with Metasploit and prioritizing risks in a structured manner. 

After mitigation, we reassessed the network and saw clear improvements in resilience and a decrease in exposure to common attack vectors. The results underscore the necessity of ongoing monitoring, smart automation, and layered defense strategies to uphold enterprise security. In the end, this research offers a validated framework for vulnerability management that aligns with modern cybersecurity practices, ensuring sustainable protection for enterprise infrastructures.
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1. [bookmark: _Toc228520001]Introduction
Enterprise networks are the backbone of today’s organizations, playing a crucial role in everything from communication and data storage to vital business applications and infrastructure services. As companies lean more on interconnected digital systems, the threat of cyber-attacks grows, expanding the potential vulnerabilities. Cybercriminals can exploit flaws in operating systems, applications, network setups, and user management to gain unauthorized access, disrupt services, or steal sensitive information. That’s why it’s essential for businesses to bolster their network security with effective vulnerability detection and mitigation, which has become a key part of modern cybersecurity strategies.

These networks are intricate, large-scale systems that link users, applications, and services throughout an organization, facilitating business operations, resource sharing, and data exchange. They usually consist of various interconnected elements like routers, switches, servers, firewalls, and end-user devices, all designed to ensure reliable connectivity across different physical locations and cloud environments. The complexity and size of enterprise networks stem from the multiple layers of infrastructure that support critical business functions, remote work, cloud services, mobile connectivity, and IoT integration, all of which need to work together smoothly and securely. [1]

At the heart of it all, enterprise networks play a crucial role in ensuring smooth communication and uninterrupted operations by connecting local area networks (LANs), wide area networks (WANs), data centers, and cloud resources. These interconnected systems empower employees to access corporate data, support essential business processes like ERP or CRM systems, and facilitate real-time communication. Given how vital they are to organizational success, enterprise networks need to ensure high availability, performance, and security to keep business services running smoothly and protect data integrity.

Recent research shows that the growing number and complexity of system vulnerabilities pose significant challenges in maintaining secure network environments. Studies that combine port scanning, vulnerability scanning, and penetration testing indicate that using integrated approaches can greatly improve the detection of exploitable weaknesses compared to relying on isolated methods. This emphasizes the need for comprehensive security assessment strategies. [2]

Similarly, vulnerability scanning frameworks that employ automated scanning and intelligent matching algorithms have demonstrated their ability to accurately identify most known vulnerabilities while significantly reducing assessment time. This highlights the importance of automation in evaluating enterprise security.

When we talk about vulnerabilities in enterprise networks, it’s clear that these systems have a pretty large attack surface, thanks to their size and the variety of technologies linked to them. Problems often crop up from things like misconfigured systems, outdated protocols, old infrastructure, and inconsistent access control policies. You’ll find that common network misconfigurations like insecure firewall rules, open ports, and weak or default passwords are still major players in the successful breaches we see in enterprise environments. Research shows that weak perimeter controls and poor configuration practices are significant factors in network exploitation incidents. [3]

On top of that, identity-related weaknesses, such as inadequate access management, the absence of multi-factor authentication, and accounts with too many privileges, play a big role in the escalation of breaches. Recent industry reports suggest that nearly 90% of breaches involving enterprise systems are due to preventable identity issues or configuration mistakes, underscoring the critical importance of identity security measures in these environments.

As networks increasingly embrace cloud services and IoT devices, the number of exposed vulnerabilities like zero-day flaws in SD-WAN controllers and network devices is also climbing, presenting ongoing challenges for enterprise defenders and security teams. [4]

Enterprise networks are facing threats from a range of cyberattacks, each zeroing in on specific weaknesses in network design or human processes. Distributed Denial of Service (DDoS) attacks aim to disrupt network availability by overwhelming resources, while corporate networks also contend with advanced persistent threats (APTs), ransomware, credential theft, and lateral movement tactics that exploit both technical and human vulnerabilities.

Social engineering and phishing attacks remain popular tactics for gaining initial access, often leading to credential theft and broader network breaches. Attackers commonly use these methods to secure a foothold before they escalate their privileges or move laterally within internal networks. [5]

The existence of zero-day vulnerabilities and customized exploits targeting widely used enterprise platforms like VPN gateways, network controllers, and cloud-exposed services highlights the variety of threats that enterprise security teams face. These attacks are becoming increasingly sophisticated, capable of bypassing perimeter defences, which underscores the need for comprehensive detection and response strategies beyond traditional security measures.

Enterprise-grade operating systems are particularly attractive targets due to their widespread use and critical roles in operations, making proactive vulnerability management essential. [6]

Vulnerability assessment and penetration testing (VAPT) are vital processes for identifying, confirming, and addressing weaknesses before attackers can take advantage of them. These processes typically involve steps like reconnaissance through port scanning, automated vulnerability detection, exploit validation, and risk prioritization. Port scanning allows cybersecurity professionals to pinpoint exposed services and uncover misconfigurations, although the effectiveness and accuracy of various scanning tools can differ, influencing the selection of tools in real-world scenarios.

Advanced scanning technologies boost this capability; for example, high-speed scanners can cover the entire IPv4 address space in mere minutes, demonstrating the rapid progress in vulnerability discovery methods in today’s cybersecurity landscape. [7]

The literature emphasizes the importance of selecting the right vulnerability management tools. Comparative studies on popular scanners like Nessus reveal that aspects such as detection accuracy, risk scoring, automation features, reporting capabilities, and cost-effectiveness can vary significantly among different options. This variation makes it essential for organizations to choose tools that fit their specific security requirements.

Benchmarking studies evaluate a range of commercial and open-source scanners, highlighting the diverse technologies available and the real-world challenges organizations face when assessing performance, coverage, and usability.

For small- and medium-sized enterprise networks, automated vulnerability-scanning frameworks are recommended to support structured risk assessments using tools like Nessus, OpenVAS, and scripted scanning engines. These tools are vital for boosting an organization’s resilience against cyber threats. [8]

Beyond detection, modern cybersecurity research is increasingly turning its attention to automation and intelligence-driven security testing. Automated penetration testing uses software-driven attack simulations to identify and validate vulnerabilities across networks, applications, and cloud infrastructures, signalling a shift towards more autonomous and continuous security assessment methods.

At the same time, machine-learning models for vulnerability detection are being developed to improve the accuracy of identifying software flaws within source code, reflecting a broader trend towards smarter vulnerability management in cybersecurity research.

To really nail down effective security for enterprise networks, it’s crucial to take a well-rounded approach. This means diving into vulnerability discovery, assessing risks, validating exploits, and figuring out how to fix issues. Tools like Nessus, Nmap, and Metasploit are fantastic for running vulnerability assessments, especially in penetration-testing scenarios. They help organizations mimic real-world attacks, cut down on false positives, and develop practical strategies to tackle both internal and external network threats. [9]

In this project, we’re focusing on an enterprise network that features Windows Server 2022, Windows 10 client systems, Debian Linux hosts, and Kali Linux machines for penetration testing all of which have some vulnerabilities that need attention. Our primary aim is to identify the best processes, methodologies, and tools for spotting these vulnerabilities and putting effective mitigation strategies in place. By reviewing recent literature from 2022 to 2026, we hope to establish a solid framework for vulnerability assessment that fits various enterprise environments.

Ultimately, enhancing enterprise network security isn’t just a one-off job; it’s an ongoing journey that requires constant monitoring, assessment, remediation, and reassessment. By blending automated scanning, penetration testing, advanced detection methods, and structured risk management, organizations can significantly reduce their exposure to cyber threats and boost their overall network resilience. The outcomes of this project are designed to offer practical security improvements for the target enterprise environment while also providing valuable insights into contemporary vulnerability management strategies for academic purposes.

As networks increasingly embrace cloud services and IoT devices, the number of vulnerabilities like zero-day flaws in SD-WAN (Software Defined Wide Area Network) controllers and other network devices is climbing. This trend presents ongoing challenges for enterprise defenders and security teams. [10]
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Figure 01 – Enterprise Network Security : Architecture, Threats, and VAPT Framework [10]






















1.1 [bookmark: _Toc225329553][bookmark: _Toc228520002][bookmark: _Toc225329554]Aim

The aim of this project is to assess the security posture, identify vulnerabilities within the enterprise networks and implement necessary security measures.












































1.2 [bookmark: _Toc228520003]SMART Objectives

· [bookmark: _Toc225329555]Dive deep into the latest academic and industry literature from 2022 to 2026 to gain a thorough understanding of the challenges surrounding enterprise network security and the current practices for managing vulnerabilities.
· Choose a suitable research methodology that justifies and supports a systematic approach to vulnerability assessment, penetration testing, and mitigation within the enterprise network setting.
· Create, implement, and document security controls and strategies for mitigating risks based on the vulnerabilities you've identified, making sure they align with best practices, and the security needs of the enterprise.
· Review and assess the results of your vulnerability assessment and mitigation efforts, pinpointing areas for improvement, validating their effectiveness, and tackling any lingering security gaps.



































2. [bookmark: _Toc228520004]Literatures Review
[bookmark: _Toc228520005]2.1 Introduction
The swift transition to digital enterprise infrastructure has significantly transformed the landscape of cybersecurity threats. Organizations are now grappling with an expanding array of vulnerabilities, cunning adversaries, and increasingly complex attack surfaces. As businesses shift their workloads to the cloud, embrace Internet of Things (IoT) devices, and integrate legacy systems with modern technologies, the boundaries of the attack surface have become more fluid and challenging to monitor. The convergence of operational technology (OT) and information technology (IT) networks has only intensified these issues, revealing vulnerabilities in critical infrastructure sectors that were once considered secure from cyber threats [1].

This literature review delves into recent scholarly and industry research published between 2022 and 2026, providing a comprehensive and critical evaluation of our understanding of enterprise vulnerability assessment, penetration testing techniques, AI-driven security analytics, and risk management frameworks. The review is structured to first showcase the key findings from the literature, then critically evaluate the strengths and weaknesses of existing research and finally identify significant gaps that inspire and shape the contributions of this project.

The primary aim of this project is to develop and validate a structured approach for vulnerability assessment and penetration testing that can be applied across various enterprise environments, particularly those operating on different systems like Windows, Linux, and macOS. This chapter sets the stage by thoroughly reviewing existing research, establishing both theoretical and practical foundations for the contributions that will follow. The combination of automated scanning, AI-driven threat analysis, and hands-on exploitation techniques represents the forefront of enterprise security research. To truly make an impact in this field, it's essential to understand both the achievements and limitations of prior studies.

[bookmark: _Toc228520006]2.2 Enterprise Cybersecurity Threat Landscape
In recent years, the world of enterprise cybersecurity threats has undergone a significant transformation. This shift is largely driven by the explosion of connected devices, the swift adoption of cloud services, and the ongoing challenge of managing technical debt in large organizations. Research spanning from 2022 to 2026 consistently shows that the number and complexity of vulnerabilities are outpacing the ability of most security teams to manage them effectively [2].

Recent analyses of vulnerability databases reveal a shocking truth: over a third of the vulnerabilities identified in enterprise settings are rated as high or critical severity. What’s even more alarming is that thousands of these vulnerabilities are being actively exploited by threat actors each year. Disturbingly, many of these exploited vulnerabilities aren’t new; they’re often long-standing issues that have been festering in production systems for years, if not decades. The continued exploitation of unpatched legacy vulnerabilities in ransomware attacks highlights significant gaps in patch management and risk visibility within enterprise organizations [3].

The research into the threat landscape emphasizes the growing significance of supply-chain attacks. In these cases, attackers target third-party vendors or software suppliers to gain indirect access to their intended victims. Noteworthy incidents highlighted in various studies illustrate how the trust between organizations and their tech suppliers can be manipulated to bypass traditional perimeter defences [5].

[bookmark: _Toc228520007]2.3 Vulnerability Assessment and Management Approaches
When we talk about vulnerability assessment, it’s clear that both academics and practitioners see it as a vital part of enterprise security operations. This process is all about systematically spotting, classifying, and prioritizing weaknesses in systems and applications, which helps organizations make informed decisions about how to fix issues and allocate resources. Insights from industries that are particularly sensitive to safety, such as energy, healthcare, and finance, show that structured vulnerability assessments can lead to early detection of hazards and significantly improve risk management. However, the complexities of human behaviour and organizational dynamics still present challenges that purely technical solutions can’t fully address [6].

Recent research on vulnerability management is increasingly honing in on ways to boost the efficiency and accuracy of prioritization. Traditional scoring systems, like the Common Vulnerability Scoring System (CVSS), have come under fire in recent studies for their limited ability to predict real-world exploitation risks. Research published since 2022 indicates that using contextualized threat intelligence considering factors like exploit availability, asset criticality, and historical exploitation trends greatly improves prioritization outcomes compared to relying solely on CVSS scores [7].

Integrated vulnerability management frameworks that combine historical exploitation data, predictive threat modelling, and dynamic severity scoring have shown impressive improvements in how effectively we can tackle vulnerabilities. Experimental tests of these frameworks suggest they can reduce the number of vulnerabilities needing immediate attention by as much as 95%, all while still effectively addressing the genuinely exploited weaknesses [8].

This breakthrough is a real game-changer for security operations teams that often find themselves stretched thin. It emphasizes that focusing on smart prioritization, instead of just trying to tackle a mountain of issues, could be the key to boosting an organization’s security posture.

On top of that, new research is diving into how artificial intelligence and large language models (LLMs) could help automate the validation of vulnerabilities. Recent studies have proposed creating comprehensive systems where LLMs analyze CVE descriptions, automatically generate exploits, set up isolated testing environments, and check the feasibility of attacks across different types of vulnerabilities. While these approaches are still in the experimental stage, they show a lot of potential for speeding up and scaling the processes of discovering and validating vulnerabilities.

[bookmark: _Toc228520008]2.4 Cybersecurity Analytics and AI-Driven Security 
The intersection of artificial intelligence and cutting-edge analytics in enterprise cybersecurity is one of the most exciting and rapidly evolving areas of research today. A deep dive into the cybersecurity analytics literature reveals a clear shift away from traditional signature-based detection methods towards more advanced techniques like machine-learning-driven anomaly detection, behavioural analysis, and predictive threat intelligence.

Moreover, fresh research is delving into how artificial intelligence and large language models (LLMs) could streamline the process of validating vulnerabilities. Recent studies propose the creation of end-to-end systems where LLMs analyze CVE descriptions, automatically generate exploits, establish isolated testing environments, and assess the feasibility of attacks across various types of vulnerabilities. While these approaches are still in the experimental stage, they show great potential for accelerating and scaling the processes of discovering and validating vulnerabilities.

This transformation is driven not only by the shortcomings of rule-based systems in identifying new attack patterns but also by the sheer volume of telemetry data generated by today’s enterprise environments, which far exceeds what human analysts can manage with traditional tools.

Cloud-scale monitoring platforms and security information and event management (SIEM) systems that leverage machine learning have demonstrated a much greater ability to detect subtle signs of compromise that might evade signature-based detection. Research shows that ensemble learning models and deep neural networks can achieve significantly higher detection rates for advanced persistent threats (APTs) and zero-day exploits compared to older methods. However, challenges such as alert fatigue, understanding how these models operate, and the risk of adversarial attacks on AI-based detection systems remain significant hurdles highlighted in the literature [11].

Automation is really changing the game when it comes to offensive security testing. Thanks to automated penetration testing platforms, we can now leverage coordinated software workflows to simulate intricate cyberattacks across a variety of environments, such as networks, applications, and the cloud. These tools enable continuous vulnerability discovery and validation at a scale and speed that manual testing simply can't match. There's a wealth of literature out there demonstrating successful applications of automated penetration testing in enterprise environments, showcasing their effectiveness in pinpointing configuration vulnerabilities, privilege escalation paths, and lateral movement opportunities that traditional static scanning tools often miss [12].

As businesses broaden their attack surfaces to incorporate AI-driven technologies, we're witnessing the emergence of a new set of vulnerabilities that are specific to generative AI systems and large language models. Recent studies have brought to light specialized security scanners that can assess risks like prompt injection vulnerabilities, model inversion threats, and data exfiltration pathways in AI-integrated enterprise applications. This underscores a growing recognition that addressing AI-specific security challenges requires its own unique methodologies and tools [13]. 

[bookmark: _Toc228520009]2.5 Vulnerability Assessment and Penetration Testing Tools
The real-world success of vulnerability assessments and penetration testing relies heavily on the quality, capabilities, and proper use of security tools. Research comparing popular vulnerability management platforms reveals significant differences in their accuracy in detecting issues, risk scoring methods, automation features, user-friendliness, and reporting capabilities. This emphasizes just how vital it is for organizations to select the right tools and evaluate them based on their specific environments and security objectives [14].

Today’s toolkit for penetration testing is packed with a variety of specialized technologies. Tools designed for network discovery and scanning play a crucial role in pinpointing exposed services and configurations, setting the stage for deeper testing. Vulnerability scanners take the legwork out of identifying known weaknesses across systems, applications, and network devices. The leading platforms can sift through tens of thousands of CVE entries and work smoothly with enterprise compliance management systems. Exploitation frameworks like Metasploit empower security teams to mimic real-world attack scenarios against identified vulnerabilities, transforming theoretical risk assessments into concrete findings [15]. 

Recent evaluations of penetration testing tools show notable advancements in their capabilities. Network mapping tools have enhanced their support for IPv6 scanning and automated scripting, while web application testing tools are becoming increasingly adept at automated crawling and integrating with continuous integration and continuous deployment (CI/CD) pipelines. Packet analysis tools have rolled out real-time anomaly detection features, making them valuable not just for post-incident investigations but also for proactive threat hunting [16]. 

Collaborative security testing platforms have emerged as essential components of enterprise security workflows. Tools like Dradis consolidate evidence, findings, and reports from various scanning and testing tools, simplifying the documentation process and facilitating knowledge sharing among distributed penetration testing teams. The literature emphasizes the importance of these collaborative workflows in ensuring that vulnerability assessment findings are accurately documented, tracked for remediation, and incorporated into organizational risk registers [17]. 

Real-world case studies on enterprise vulnerability assessments highlight the advantages of combining automated scanning with manual inspection techniques. When you blend automated discovery with manual exploitation and post-exploitation analysis, you often uncover a broader range of vulnerabilities than you would with either method on its own. This includes issues like configuration exposures, missing security controls, directory traversal vulnerabilities, and authentication weaknesses in enterprise web servers [18].

[bookmark: _Toc228520010]2.6 Enterprise Risk, Legacy Systems, and Lateral Movement 
Additionally, both academic and practitioner literature consistently emphasize that the overall risk posture of enterprise organizations is significantly influenced by systemic architectural factors. Research into operational technology security shows a common pattern where ransomware attacks and advanced persistent threat campaigns initially compromise IT network endpoints, then exploit poor network segmentation to spread laterally into operational technology and critical infrastructure environments [19].

Legacy systems present a major hurdle in managing security risks within enterprises. There's a substantial body of literature that points to instances where systems still operating on outdated operating systems or unpatched applications become ongoing targets for attackers. This often occurs because the critical business functions linked to these systems make it incredibly challenging to patch or retire them. Studies suggest that organizations frequently underestimate the risks tied to legacy systems, partly because vulnerability scanning tools can provide incomplete results for older platforms, and these systems are often overlooked in standard patch management processes [20].

Lateral movement techniques are thoroughly covered in today's literature, highlighting how attackers can amplify the damage from their initial breaches. Tactics such as stealing credentials, executing pass-the-hash attacks, kerberoasting, and misusing legitimate administrative tools like PowerShell and Windows Management Instrumentation (WMI) frequently appear in attack patterns. Research on defensive strategies underscores the importance of network micro-segmentation, managing privileged access, and continuously monitoring authentication events as crucial steps for spotting and controlling lateral movement activities [21].

Moreover, managing supply-chain risks has emerged as a critical component of enterprise security discussions. Studies indicate that vulnerabilities in third-party software build systems, update processes, and managed service provider (MSP) environments can provide attackers with trusted pathways into target organizations, effectively circumventing conventional security measures. The literature suggests embracing comprehensive enterprise security frameworks that incorporate supply-chain risk assessments, third-party security audits, and zero-trust architectural principles to help mitigate these threats [22].

[bookmark: _Toc228520011]2.7 Summaries and Critical Analysis of the Literature on Security
While the literature we've examined here significantly enhances our understanding of enterprise cybersecurity, a deeper dive reveals some important limitations, methodological issues, and ongoing debates that we must acknowledge.

One common challenge in the field of vulnerability assessment and management is the heavy dependence on controlled lab environments or simulated enterprise networks for testing purposes. Many studies that propose new prioritization frameworks or AI-driven vulnerability management systems often validate their approaches using carefully curated vulnerability datasets or artificial network configurations. Unfortunately, these setups may not truly capture the complexity, diversity, and real-world challenges faced in actual enterprise environments. This raises valid concerns about the external validity of their findings and whether the impressive performance improvements like the 95% reduction in urgent remediation workloads highlighted in some integrated framework studies would actually hold up in real production settings, which typically involve a mix of legacy systems, scattered asset inventories, and competing operational demands [8].

The body of work surrounding AI-driven security analytics is undeniably impressive, but it often leans towards an overly optimistic perspective on how practical these proposed systems really are. Numerous studies evaluating machine learning-based anomaly detection and threat prediction models frequently tout accuracy rates exceeding 95% in terms of precision and recall during controlled experiments. However, a significant issue arises: these evaluations often depend on datasets that don’t accurately reflect the actual traffic and event logs encountered in real-world enterprise settings. This is particularly true when it comes to the occurrence of rare attack types and the diverse benign behaviours of users across different business environments. Moreover, the challenge of adversarial robustness where attackers intentionally craft inputs to evade machine learning detection doesn’t receive the attention it warrants in the literature [10].

On the flip side, the latest research into LLM-driven vulnerability validation is showing a lot of potential, but it also raises some serious ethical and operational concerns that haven't been fully addressed yet. Automated systems that can take CVE descriptions and reconstruct exploits to verify attack feasibility are incredibly powerful tools. They could really boost both offensive strategies and defensive validation processes. However, most of the literature tends to focus primarily on the defensive side of these systems, often neglecting the security risks that come with using autonomous exploit generation in enterprise environments. This includes the dangers of uncontrolled execution and the risk of causing unintended damage to production systems [9].

When it comes to studies comparing penetration testing tools, they often lean more towards being descriptive rather than analytical. They usually just list the features and capabilities of different tools without really digging into how effective they are at spotting specific types of vulnerabilities in various enterprise settings. Since there aren’t any standardized benchmarking methods or reference environments for vulnerabilities, it’s hard to make clear calls about which tools are genuinely the best. As a result, practitioners often find themselves relying on vendor claims or community experiences when it comes to picking the right tools [14].

As for the literature on enterprise risk related to legacy systems and lateral movement, there’s a treasure trove of case studies out there. However, many of these tend to discuss risk in qualitative terms rather than providing quantitative models that businesses could actually use to prioritize their security investments. The challenge of transforming documented attack chain analyses into practical risk quantification frameworks is still a work in progress, which limits how useful this research can be for security professionals working in enterprises.

Let's dive into the fact that a lot of the existing literature zeroes in on security challenges that are specific to organizations in North America and Western Europe. The insights gained, particularly those related to regulatory compliance and how mature an organization’s security practices are, don’t always translate well for businesses in other parts of the world or under different regulatory frameworks. This geographical focus can limit how broadly we can apply the conclusions drawn from these studies.

Now, shifting gears to the multi-OS aspect of enterprise security this is an area that often flies under the radar, especially when it comes to maintaining a consistent approach to vulnerability assessment and remediation across various systems like Windows, Linux, macOS, and even embedded systems. While there are some studies that examine vulnerabilities and security configurations for specific operating systems, there’s a glaring absence of comprehensive frameworks that address the unique challenges that arise in mixed OS environments during enterprise vulnerability assessments.

[bookmark: _Toc228520012]2.8 Gaps Identified in the Literature
Taking a closer look at the current literature reveals some significant research gaps that underscore the importance of this project. These gaps aren’t just academic; they have real-world consequences for the security of enterprise organizations.

Most of the existing literature tends to focus on environments that assume a certain level of uniformity, often homing in on Windows-based corporate networks or Linux servers in isolation. The specific security challenges faced by enterprises that operate across both Windows and Linux systems like OS-specific vulnerabilities, differing patch management schedules, a variety of endpoint security tools, and the risk of cross-platform lateral movement aren’t cohesively addressed by any single study out there. This project is set to bridge that gap by developing and implementing a structured vulnerability assessment and penetration testing methodology that’s validated across all three major operating systems within a unified enterprise testing environment.

There's a clear disconnect between AI-driven vulnerability validation technologies and the comprehensive vulnerability management workflows that enterprise security teams depend on. While the current literature touches on various aspects of intelligent vulnerability management like automated scanning, predictive prioritization, LLM-driven exploit reconstruction, and AI-enhanced anomaly detection it doesn't quite deliver integrated frameworks that pull these elements together into practical, operational workflows. This project is set to address that disconnect by exploring how we can effectively merge automated scanning with manual penetration testing methods, ultimately creating actionable and prioritized remediation outputs that seamlessly fit into enterprise security operations.

The literature review highlights a significant gap in systematically comparing vulnerability assessment results across different operating systems within the same enterprise context. It's essential for security teams to understand how vulnerability density, severity distributions, and exploitability profiles differ among Windows, Linux, and macOS endpoints. This insight is crucial for making the most of limited remediation resources. By conducting structured vulnerability assessments on all three platforms under controlled conditions, this project aims to provide the comparative empirical evidence that’s currently lacking in existing studies.

Moreover, while the literature on network segmentation and preventing lateral movement acknowledges the importance of architectural controls, it often falls short of providing detailed, practical guidance on how to structure vulnerability assessments and penetration testing to evaluate the effectiveness of segmentation controls in diverse enterprise networks. The methodology for this project includes specific phases for testing lateral movement, focusing on how well segmentation performs across a multi-OS enterprise testing environment. This brings in the methodological details that are currently missing from the literature.





















3. [bookmark: _Toc225329556][bookmark: _Toc228520013]Methodology
[bookmark: _Toc228520014]3.1 Research Philosophy
The research philosophy guiding this project is pragmatism. This approach embraces both quantitative data like vulnerability counts, CVSS scores, and remediation percentages and qualitative insights, such as how analysts interpret scan results and the context of exploitability. This blend is especially effective in applied cybersecurity research, where it’s crucial to pair hard data with the judgment of practitioners to create meaningful outcomes. Pragmatism doesn’t lock itself into one perspective; instead, it allows researchers to pull from both positivist and interpretivist viewpoints based on the specific research question at hand.

This philosophical approach fits neatly with the Saunders Research Onion framework, which outlines the research design process through six interconnected layers: philosophy, approach, strategy, methodological choice, time horizon, and techniques. Each layer of this onion played a key role in shaping the overall structure of this project.
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Figure 02 – The Saunders Research Onion, 

[bookmark: _Toc228520015]3.2 Research Approach
We used a mix of deductive and inductive methods in our approach. The deductive part relied on well-known vulnerability assessment frameworks like the PTES (Penetration Testing Execution Standard) and NIST SP 800-115 to create structured testing phases and verification criteria [16]. 
On the other hand, the inductive part helped us identify emerging patterns from real-world scanning and exploitation activities, which in turn guided our decisions on risk prioritization and remediation. This blend aligns with action-research traditions in applied computing, where theoretical frameworks shape practice, but real-world findings continuously enhance our methods.

[bookmark: _Toc228520016]3.3 Research Strategy
The main research approach here is an experimental project, carried out in a controlled virtual enterprise network environment. This method is particularly fitting when the research questions focus on the 'how' and 'why' of phenomena happening in contexts that resemble the real world [2].
The enterprise simulation setup included Windows Server 2022, Windows 10 Professional client systems, Debian Linux, and Kali Linux for penetration testing, all linked together through Oracle VirtualBox. This diverse operating system setup reflects the mixed nature of real enterprise environments and creates a well-rounded backdrop for gathering data.

An experimental strategy was layered on top to allow for the careful introduction of security configurations, systematic exploitation, remediation, and reassessment, which in turn generated measurable security metrics before and after mitigation.

[bookmark: _Toc228520017]3.4 Methodological Choice
This project takes a comprehensive approach by blending quantitative vulnerability enumeration with qualitative insights into exploitability and risk context. We gathered quantitative data through automated scans using tools like Nessus Essentials and Nmap, which provided us with structured outputs such as CVE identifiers, CVSS scores, affected ports and services, and timelines for remediation. On the qualitative side, we conducted manual penetration testing with Metasploit, performed in-depth service analyses, and made observations after exploitation, allowing us to add context to the automated findings.

This multi-faceted design tackles a limitation highlighted in the literature review: that relying solely on automated scanning isn't enough to verify real exploitability. Manual validation is essential to minimize false positives and offer a more meaningful understanding of risk context [5].

[bookmark: _Toc228520018]3.5 Research Phases and Time Horizon
The project is designed as a cross-sectional study, where data is gathered at specific points throughout the project timeline. This approach allows us to compare the security posture at the beginning (pre-assessment) and after remediation efforts (post-mitigation). The research is divided into five sequential phases, which are illustrated in the methodology diagram and Gantt chart found in the original project overview:

• Phase 1 – Reconnaissance and Environment Setup: 
This phase involves setting up the virtualized enterprise network topology, installing intentionally vulnerable system states, and conducting initial reconnaissance through both passive and active techniques.
• Phase 2 – Vulnerability Scanning and Discovery: 
Here, we perform automated scans using Nessus Essentials and the Nmap scripting engine (NSE) to identify exposed services, open ports, missing patches, and known CVE-based vulnerabilities across all operating systems [4].
• Phase 3 – Penetration Testing and Exploit Validation: 
In this phase, we manually exploit vulnerabilities using the Metasploit Framework and targeted scripts to confirm the exploitability of identified weaknesses, documenting our findings with the Dradis collaborative reporting framework [17].
• Phase 4 – Risk Prioritization and Mitigation: 
We apply CVSS-based and contextual risk prioritization to establish the order of remediation, followed by implementing mitigation strategies such as patch deployment, firewall hardening, configuration adjustments, and access control modifications [16].
• Phase 5 – Reassessment and Reporting: 
Finally, we conduct repeat scans and manual verification after mitigation to measure security improvements, resulting in a comparative analysis of vulnerability profiles before and after mitigation.

[bookmark: _Toc228520019]3.6 Data Collection and Analysis Techniques
We gathered primary data by directly interacting with the virtualized enterprise network. To carry out both credentialed and uncredentialed vulnerability scans across all hosts, we utilized Nessus Essentials, which generated structured reports complete with CVE references, CVSS v3.1 base scores, and recommendations for remediation [5, 8]. For active network discovery, OS fingerprinting, service version detection, and scripted checks, we turned to Nmap, focusing on common enterprise misconfigurations like SMB signing, open RDP, and anonymous FTP using NSE scripts [4].

To confirm the exploitability of selected high and critical severity findings, we deployed the Metasploit Framework. We also employed manual testing techniques for authentication testing, exploring privilege escalation pathways, and simulating lateral movement, all in line with PTES methodology. All our findings were organized within Dradis for structured documentation and easy cross-referencing [17].

For secondary data, we conducted a thorough review of academic literature (see Section 4), which included vulnerability databases (NVD, MITRE CVE), industry reports (Rapid7, NIST), and peer-reviewed publications from 2022 to 2026, as listed in our references.

In terms of qualitative data analysis, we performed thematic coding of our manual testing observations, classified segments of the attack chain (initial access, privilege escalation, lateral movement), and mapped our findings to MITRE ATT&CK tactics and techniques. Our quantitative analysis included descriptive statistics on vulnerability counts by severity, distributions of CVSS scores, and percentage reductions in exploitable findings after mitigation efforts [9].

[bookmark: _Toc228520020]3.7 Ethical Considerations
All testing activities took place in a completely self-contained, isolated virtual environment, ensuring there was no connection to external networks. We didn’t involve any production systems, third-party networks, or real user data. The research followed the ethical guidelines set by the awarding institution and adhered to responsible disclosure principles. Any exploitation of vulnerabilities was carried out strictly for educational and research purposes within this controlled lab setting.

[bookmark: _Toc228520021]3.8 Limitations of the Methodology
One key limitation is that we used a virtualized environment instead of a live enterprise production network. Although the setup was designed to mimic realistic enterprise configurations, virtualization can lead to performance and configuration differences that might impact the thoroughness of our scanning results. Plus, the intentionally vulnerable states we set up for testing may not fully capture the organic, historically accumulated technical debt typically found in established enterprise environments. These limitations align with what’s been noted in the literature about the external validity of controlled security experiments [22].

Another limitation is the scope of our penetration testing, which was constrained by the project's timeline. We didn’t cover advanced persistent threat (APT) simulations or multi-stage, long-duration attack campaigns in this project. Future research could build on this methodology by incorporating red team exercises that involve longer dwell times and more complex lateral movement strategies.
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Figure 03 – GANTT CHART – Research Project Timeline



































[bookmark: _Toc228520022]4. Design and Implementation
[bookmark: _Toc228520023]4.1 Enterprise Network Topology Design
The enterprise network simulation was crafted to mimic the essential architectural features of a small-to-medium enterprise (SME) setting. It strikes a balance by offering enough complexity for a meaningful vulnerability assessment while still being manageable within the limits of a university research project. This entire network was set up in Oracle VirtualBox, with all virtual machines running on a dedicated internal network segment using the 192.168.1.0/24 subnet.
The choice of this topology is based on typical enterprise deployment patterns found in existing literature, especially the integration of Windows Server infrastructure, Windows client endpoints, and Linux-based servers or workstations all within the same administrative domain [1]. These mixed operating system environments are known to have unique vulnerability profiles and risks associated with cross-platform lateral movement, which require assessment methods that can evaluate security across diverse systems [20].
The following virtual machines were set up as the backbone of the enterprise environment:
	Hostname
	Role
	OS / Version
	IP Address
	Key Services

	Swansea_WinServer_DC1
	Domain Controller / Primary Server
	Windows Server 2022
	192.168.1.1
	Active Directory, DNS, SMB, RDP, IIS

	Swansea_WinClient_S1
	End-user Workstation
	Windows 10 Professional
	192.168.1.10
	SMB, RDP, Windows Update

	Kali_Security_OS
	Penetration Testing Host
	Kali Linux (Rolling)
	192.168.1.30
	Nmap, Nessus, Metasploit, Dradis

	London_CD
	
	Debian
	192.168.2.1
	


Table 1: Enterprise Simulation Virtual Machine Inventory
Each machine was set up with a careful mix of purposely misconfigured settings and outdated software to mimic the kinds of vulnerabilities often found in enterprise settings. This includes issues related to technical debt, configuration drift, and incomplete patch cycles [3, 20].
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Figure 04 - Topology
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Figure 05 - Oracle VirtualBox Manager

[bookmark: _Toc228520024]4.2 Windows Server 2022 Domain Controller Configuration
The Windows Server 2022 instance, known as Swansea_WinServer_DC1 with the IP address 192.168.1.1, was set up to serve as the primary Active Directory Domain Controller for our simulated enterprise domain. This server was equipped with several key roles and features, including Active Directory Domain Services (AD DS), DNS Server, DHCP Server, Internet Information Services (IIS) web server, and Windows Remote Desktop Services (RDS). Together, these services create a typical server profile found in small to medium-sized enterprise (SME) environments, which unfortunately also opens up a wide range of potential vulnerabilities [1].

To mimic real-world security weaknesses, we introduced a few intentional misconfigurations and incomplete hardening measures:
• SMB signing was turned off, which could allow for Man-in-the-Middle (MitM) relay attacks on SMBv2/v3 connections [21].
• Remote Desktop Protocol (RDP) was left exposed on its default port (TCP 3389) without enforcing Network Level Authentication (NLA) for all accounts, mirroring common misconfigurations noted in enterprise security discussions [3].
• A weak local administrator password was kept on a secondary local account, showcasing the frequent use of easily guessable credentials found in many breach investigations.
• The Windows Defender Firewall was set up too permissively, with inbound rules that allowed connections to IIS, SMB, RDP, and DNS without any IP whitelisting.
• The IIS web server was running with directory browsing enabled, making default sample content accessible and increasing the risk of directory traversal and information disclosure [18].
• Windows Server 2022 was left in a partially patched state, with certain cumulative updates withheld to simulate the existence of known vulnerabilities related to the Windows print spooler, SMB stack, and RPC services.
Active Directory was set up with a typical structure for domain user accounts, which included a domain administrator account along with several standard user accounts spread across various organizational units. However, the application of Group Policy Objects (GPOs) was a bit haphazard, reflecting the configuration drift that often happens in enterprise domains that have grown without regular security assessments.
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Figure 06 - Swansea_WinServer_DC1_192.168.1.1

[bookmark: _Toc228520025]4.3 Windows 10 Client Workstation Configuration
The Windows 10 Professional workstation (Swansea_WinClient_S1, 192.168.1.10) was connected to the Active Directory environment on the Windows Server 2022 DC. This setup reflects a typical enterprise endpoint, making it a realistic target for credential-based attacks, lateral movement, and privilege escalation after exploitation.
To support our testing goals, the workstation was set up with the following vulnerabilities:
• Windows 10 was kept at an older feature update level (21H2), with some security updates intentionally withheld, creating known client-side vulnerabilities.
• The local administrator account was enabled with the same weak credentials as the server, mimicking the password reuse practices often seen in enterprise settings [3].
• The SMB client was configured without the necessary signing, which opens the door for pass-the-hash and relay attack chains [21].
• Windows Defender's real-time protection was turned off, allowing exploit payloads to run without interference from endpoint detection and response (EDR) during controlled testing.
• The PowerShell execution policy was set to Unrestricted, which facilitates script-based post-exploitation activities that align with common attacker tactics [21].
• AutoRun and AutoPlay were enabled for removable media, reflecting a legacy configuration kept for operational ease.
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Figure 07 - Swansea_WinClient_S1_192.168.1.10
[bookmark: _Toc228520026]4.4 Kali Linux Penetration Testing Platform
The Kali Linux host (Kali_Security_OS, 192.168.1.30) was the go-to platform for our assessment throughout the project. Known as the gold standard in penetration testing, Kali Linux comes packed with a robust set of tools designed for everything from network reconnaissance to vulnerability scanning, exploitation, and post-exploitation tasks [3].
Here are the key tools we relied on for the assessment:
	Tool
	Version / Type
	Primary Function
	Phase Used

	Nmap
	7.94 / CLI + NSE scripts
	Network discovery, port scanning, OS fingerprinting, service enumeration
	Phase 1 & 2

	Nessus Essentials
	10.x / GUI + API
	Credentialed and uncredentialed vulnerability scanning, CVE mapping, CVSS scoring
	Phase 2

	Metasploit Framework
	6.x / msfconsole
	Exploit validation, payload delivery, post-exploitation, pivoting
	Phase 3

	Dradis Framework
	4.x / Web UI
	Centralised findings management, evidence collation, report generation
	Phase 3 & 5

	enum4linux-ng
	Current / CLI
	SMB and LDAP enumeration, user and share discovery on Windows hosts
	Phase 2

	CrackMapExec (CME)
	5.x / CLI
	SMB authentication testing, credential validation, lateral movement emulation
	Phase 3

	Netcat / Socat
	Standard / CLI
	Reverse shell handling, port forwarding, service interaction
	Phase 3


Table 2: Assessment Toolchain – Kali Linux Platform
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Figure 08 - Kali_Security_OS_192.168.1.30

[bookmark: _Toc228520027]4.5 Network Segmentation and Traffic Control
All the virtual machines were hooked up to a dedicated VirtualBox Internal Network adapter, which was set up to completely isolate the lab environment from the host machine's external network connections. This setup made sure that no unintended traffic could escape the assessment environment, keeping exploit payloads and scanning traffic safely contained within the controlled laboratory subnet [22].

Additionally, a host-only adapter was configured on the Kali Linux host to make it easier to transfer scan reports and Dradis exports back to the host machine for documentation. No other inter-network connectivity was established.

[bookmark: _Toc228520028]4.6 Vulnerability Assessment Implementation
[bookmark: _Toc228520029]4.6.1 Phase 1 – Reconnaissance
To kick things off, initial reconnaissance was carried out using Nmap host discovery scans across the 192.168.1.0/24 subnet to pinpoint live hosts and map out the network topology. Once the hosts were identified, thorough service and version detection scans were conducted on each target host using the following Nmap command syntax:
nmap -sV -sC -O -p- --open -T4 192.168.1.0/24 -oA enterprise_initial_scan
This command executed service version detection (-sV), default NSE script execution (-sC), OS fingerprinting (-O), full port range scanning (-p-), and output to multiple formats (-oA) for later analysis. The results were then cross-referenced with the initial network topology documentation to uncover any undiscovered services or unexpected open ports.

[bookmark: _Toc228520030]4.6.2 Phase 2 – Vulnerability Scanning
Nessus Essentials was set up to carry out both credentialed and uncredentialed scans on each target host. By using domain administrator credentials for the credentialed scans, we gained a much clearer view of the installed software versions, any missing security patches, registry-based security settings, and local account policies. On the other hand, the uncredentialed scans mimicked the viewpoint of an external attacker or someone without authentication who has network access to the target systems [8].

The Nessus scan policy was tailored with specific parameters: all ports were enabled, safe checks were put in place to avoid any service disruptions, and plugin families were selected to cover Windows, general network vulnerabilities, web servers, and default credentials. The scan results were exported in both HTML and .nessus XML formats, making it easy to integrate with Dradis and conduct quantitative analysis. Additionally, we performed supplementary scanning using Nmap NSE scripts that focused on specific protocol weaknesses we identified during our reconnaissance.
1. smb-security-mode.nse – identifying SMB signing enforcement status.
1. rdp-enum-encryption.nse – assessing RDP encryption and NLA configuration.
1. http-shellshock.nse and http-iis-webdav-vuln.nse – testing for web server misconfigurations on the IIS instance.
1. ms17-010.nse – checking for EternalBlue/WannaCry vulnerability (MS17-010) residual exposure [3].

[bookmark: _Toc228520031]4.6.3 Phase 3 – Penetration Testing and Exploit Validation
During the scanning phase, we identified several high and critical severity vulnerabilities, which were then manually validated using the Metasploit Framework. The exploitation process adhered to the PTES phases, including threat modelling, exploitation, and post-exploitation. Each step was carefully documented in Dradis, complete with evidence screenshots, command outputs, and notes from our analysts [15, 17].

Here are some key exploitation scenarios we executed during this phase:
• We conducted SMB relay exploitation using the Metasploit smb_relay auxiliary module to capture and relay NTLM authentication hashes from both the Windows Server and Windows 10 hosts. This highlighted the risks associated with SMB signing misconfigurations [21].
• We performed RDP brute-force authentication testing with Metasploit's rdp_login auxiliary module, targeting accounts with weak credentials that we identified through enumeration [3].
• We exploited misconfigurations in the IIS web server, including directory traversal attacks to access sensitive configuration files that were exposed through directory browsing.
• Our post-exploitation activities involved using Metasploit's Meterpreter modules for privilege escalation, credential dumping with the hashdump module, and simulating lateral movement between the domain controller and a workstation.

All exploitation activities were carried out under controlled conditions, with each step meticulously documented to ensure traceability and reproducibility of our findings. We recorded whether each exploit was successful or not, along with contextual notes about their exploitability in real-world scenarios, including any mitigating factors that could lessen the risk in a production environment [14].

[bookmark: _Toc228520032]4.7 Mitigation Implementation
After wrapping up Phase 3, we took a close look at the vulnerabilities we found and prioritized them for fixing. We used a mix of CVSS v3.1 base scores along with some contextual risk factors to guide our decisions. Some of the key factors we considered were: whether the vulnerabilities could be exploited in our test environment, the potential business impact of the affected service, how easy it would be to exploit them without needing authentication, and if they could be used as a gateway for lateral movement or privilege escalation [9, 11].

We rolled out mitigation measures in order of priority across both Windows Server 2022 and Windows 10 environments:
	Priority
	Vulnerability / Misconfiguration
	Affected Host(s)
	Mitigation Applied
	Reference

	Critical
	SMB signing disabled
	WinServer, WinClient
	Enforced SMB signing via Group Policy (RequireSecuritySignature = 1)
	[21]

	Critical
	Weak local administrator credentials
	WinServer, WinClient
	Password policy enforcement; local admin account renamed and strong credential set
	[3]

	Critical
	RDP without NLA enforcement
	WinServer
	Network Level Authentication enforced via GPO; RDP firewall rule restricted to approved IP range
	[3]

	High
	IIS directory browsing enabled
	WinServer (IIS)
	Directory browsing disabled in IIS Manager; default content removed
	[18]

	High
	Windows print spooler vulnerability
	WinServer
	Print Spooler service disabled where not operationally required; patch KB applied
	[16]

	High
	PowerShell unrestricted execution
	WinClient
	Execution policy set to RemoteSigned via GPO; Script Block Logging enabled
	[21]

	Medium
	Missing cumulative updates
	WinServer, WinClient
	Windows Update run to bring systems to current patch level for all installed components
	[16]

	Medium
	Permissive Windows Firewall rules
	WinServer
	Inbound rules tightened; SMB access restricted to authorised hosts; ICMP limited
	[3]


Table 3: Prioritised Vulnerability Remediation Register
[bookmark: _Toc228520033]4.8 Post-Mitigation Reassessment
After putting all the prioritized mitigations into action, we conducted a thorough repeat scan using both Nessus Essentials and Nmap to measure how much we’ve reduced the identified vulnerabilities. We made sure to use the same scan configurations as the initial baseline scans to keep the results comparable. The findings were then imported into Dradis and compared to the pre-mitigation baseline, allowing us to create the comparative security posture analysis that you can find in Section 7.































[bookmark: _Toc228520034]5. Results and (Analysis) Mitigation
[bookmark: _Toc228520035]5.1 Pre-Mitigation Vulnerability Assessment Results
The first vulnerability assessment carried out in the enterprise simulation environment uncovered a significant number of vulnerabilities affecting both the Windows Server 2022 domain controller and the Windows 10 Professional workstation. In this section, we’ll dive into the findings from Phase 2, which involved automated scanning, and Phase 3, where we validated through penetration testing. We’ll also provide a comparative analysis of the security posture before and after we implemented mitigation strategies.

[bookmark: _Toc228520036]5.1.1 Network Reconnaissance Findings
During the initial Nmap reconnaissance scan of the 192.168.1.0/24 subnet, we confirmed that three hosts were live: the Windows Server 2022 domain controller (192.168.1.1), the Windows 10 workstation (192.168.1.10), and the Kali Linux assessment host (192.168.1.30). A thorough port scan of the two Windows machines revealed several key services that were exposed:
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Figure 09 - Zenmap / Nmap reconnaissance scan of the 192.168.1.1

The host at 192.168.1.1 has 19 open ports, many of which expose legacy, insecure, or high‑risk services. The Zenmap scan uncovered several open ports that were exposing outdated, insecure, and high-risk services. To tackle this, we took steps to disable unnecessary services like Telnet, Echo, Discard, and UPnP. We also focused on strengthening SMB and RPC services, enforcing secure protocols such as SSH and HTTPS, limiting access with firewall rules, and keeping the system updated. These actions greatly minimized the attack surface and enhanced the overall security of the enterprise network.
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	Figure 10 - Zenmap / Nmap reconnaissance scan of the 192.168.1.10

The Zenmap scan revealed that ports 135, 139, and 445 were open, which means that RPC, NetBIOS, and SMB services are exposed. These services are often targeted for lateral movement, credential theft, and remote exploitation. To mitigate these risks, we took several steps: we disabled unnecessary legacy protocols, restricted access using host-based and network firewalls, enforced SMBv3 with both signing and encryption, applied security patches, and implemented segmentation and monitoring controls. All of these measures help to reduce the attack surface and enhance the overall security posture of the enterprise network.
	Port / Protocol
	Service / Version
	Host
	Risk Indication

	TCP 80 / 443
	IIS 10.0 (HTTP/HTTPS)
	192.168.1.1
	Directory browsing enabled; default content

	TCP 135
	MS RPC Endpoint Mapper
	192.168.1.1, .10
	Lateral movement risk via DCOM

	TCP 139 / 445
	SMBv2/v3 (NetBIOS/SMB)
	192.168.1.1, .10
	SMB signing disabled – relay risk

	TCP 389 / 636
	LDAP / LDAPS
	192.168.1.1
	Active Directory queries; potential enumeration

	TCP 3268 / 3269
	Global Catalog LDAP
	192.168.1.1
	Domain-wide enumeration

	TCP 3389
	Remote Desktop (RDP)
	192.168.1.1, .10
	Exposed without NLA; brute-force risk

	TCP 5985
	WinRM (HTTP)
	192.168.1.1
	Remote management exposure

	TCP 49152–65535
	Dynamic RPC Ports
	192.168.1.1
	WMI lateral movement risk


Table 4: Open Ports and Services Identified During Initial Nmap Reconnaissance
The presence of SMB, RDP, LDAP, WinRM, and dynamic RPC ports on both hosts indicates a wide attack surface. This aligns with findings in enterprise security literature that highlight the common issue of overly permissive network exposure in Windows environments. Notably, the detection of SMB on both hosts without enforced signing was flagged as a critical issue, given its known vulnerability to NTLM relay attacks [21].

[bookmark: _Toc228520037]5.1.2 Nessus Vulnerability Scan Results (Pre-Mitigation)
The Nessus Essentials vulnerability scan, which included both credentialed and uncredentialed profiles, generated a detailed inventory of vulnerabilities for the two main Windows targets. The pre-mitigation scan revealed a total of 47 unique vulnerabilities across both hosts, categorized by severity levels as follows:
	Severity Level
	CVSS v3.1 Score Range
	Count (WinServer)
	Count (WinClient)
	Total

	Critical
	9.0 – 10.0
	6
	4
	10

	High
	7.0 – 8.9
	9
	7
	16

	Medium
	4.0 – 6.9
	8
	7
	15

	Low
	0.1 – 3.9
	4
	2
	6

	Informational
	0.0
	—
	—
	Excluded

	Total
	—
	27
	20
	47


Table 5: Pre-Mitigation Vulnerability Count by Severity (Nessus Essentials)
In a recent analysis, we found 10 critical severity vulnerabilities, with six of them linked to missing Windows security patches (cumulative updates) tied to documented CVEs that have CVSS scores of 9.0 or higher. Among these were vulnerabilities in the Windows Print Spooler service (CVE-2021-34527, also known as PrintNightmare), the Windows RPC stack, and issues with SMB-related protocol handling. The existence of PrintNightmare-type vulnerabilities on the domain controller is particularly alarming, as exploiting them could allow for SYSTEM-level code execution without needing authentication in certain setups [16].
Additionally, we identified four critical vulnerabilities on the Windows 10 workstation. Three of these were also related to missing patches, while one stemmed from a weak local administrator credential that was uncovered through Nessus authentication testing plugins.

The high severity issues we found were mainly associated with SMB signing configuration, RDP exposure without Network Level Authentication (NLA), misconfigurations in the IIS web server, and overly permissive PowerShell execution policies. On the medium severity side, we noted weak cipher suites on RDP and LDAP, the allowance of NTLM v1 in some fallback configurations, and a lack of audit policies for logon events and privilege usage.

[bookmark: _Toc228520038]5.1.3 Key CVEs (Common Vulnerabilities and Exposures) Identified
The table below highlights the key CVE-linked vulnerabilities that were uncovered during the Nessus scan, along with their CVSS base scores and the context for exploitation:
	CVE Identifier
	CVSS v3.1
	Affected Component
	Description
	Host

	CVE-2021-34527
	8.8
	Print Spooler (Windows)
	PrintNightmare – RCE via Print Spooler; exploitation demonstrated in test environment
	WinServer

	CVE-2021-36942
	7.5
	LSASS (Windows)
	PetitPotam – coerces NTLM authentication from DC; used in NTLM relay chain
	WinServer

	CVE-2020-0796
	10.0
	SMBv3 Compression
	SMBGhost – pre-auth RCE via crafted compressed SMB3 packets
	WinServer, WinClient

	CVE-2019-0708
	9.8
	Remote Desktop Services
	BlueKeep – pre-auth RCE without user interaction on unpatched RDS
	WinClient

	CVE-2017-0144
	8.1
	SMBv1
	EternalBlue – SMBv1 exploitation (residual exposure on legacy config)
	WinClient

	MS Security Bulletin
	N/A
	SMB Signing Disabled
	NTLM relay via SMB possible on both hosts due to absent signing enforcement
	Both


Table 6: Key CVEs and Security Findings from Pre-Mitigation Assessment

We detected BlueKeep (CVE-2019-0708) on the Windows 10 host and found exposure to EternalBlue (CVE-2017-0144). This aligns with findings in the literature, which suggest that organizations often hold onto long-standing vulnerabilities that have been historically exploited, especially in production systems. This is particularly true for endpoint workstations, where patching may be delayed due to operational challenges [3, 20].

[bookmark: _Toc228520039]5.2 Penetration Testing Validation Results
[bookmark: _Toc228520040]5.2.1 SMB Relay Attack Demonstration
We confirmed the SMB signing misconfiguration on both hosts by simulating an NTLM relay attack. This was done using the Metasploit smb_relay auxiliary module alongside a Responder-based LLMNR/NBT-NS poisoning setup on the Kali Linux host. The attack successfully captured an NTLMv2 hash from the Windows 10 workstation when it tried to authenticate to a fake network share and then relayed that hash to the Windows Server 2022 domain controller to authenticate as the user whose account was captured.
This chain of exploitation illustrates the risks discussed in enterprise security literature regarding credential-based lateral movement [21]. 

In a real-world enterprise setting, this type of attack could allow an unauthenticated attacker with LAN access to gain domain administrator privileges through hash relay, all without needing to crack a password. The attack was successful in under three minutes of active testing, underscoring the low complexity and high impact associated with this kind of vulnerability.

[bookmark: _Toc228520041]5.2.2 RDP Credential Brute-Force
The Metasploit rdp_login auxiliary module was set up to check a list of common default credentials and typical enterprise password patterns against the RDP service on 192.168.1.1 (TCP 3389). The test successfully logged in using a weak local administrator credential found during the Nessus scan, which confirmed that the system was vulnerable. There was no account lockout policy in place for the local administrator account, allowing for unlimited brute-force attempts. This finding is consistent with research showing that weak credential policies and the lack of account lockout controls are among the most common and serious vulnerabilities in enterprise Windows environments [3, 5].

[bookmark: _Toc228520042]5.2.3 IIS Information Disclosure
Manually browsing the IIS web server at http://192.168.1.1, with directory browsing enabled, confirmed that we could access the web root directory listing, which exposed configuration files and internal path structures. Although no directly exploitable remote code execution vulnerabilities were found in this case, the visibility of directory structures and configuration artifacts offers valuable reconnaissance for an attacker and could lead to further targeted exploitation of web application or server-side vulnerabilities [18].

[bookmark: _Toc228520043]5.2.4 Post-Exploitation and Lateral Movement
After gaining successful RDP access with the brute-forced credentials, Meterpreter post-exploitation modules were utilized to showcase the potential for privilege escalation and lateral movement within the domain. The hashdump module was executed successfully against the Windows 10 workstation after establishing a Meterpreter session, retrieving the NTLM hash for the local administrator account. This hash was then used with CrackMapExec to authenticate to the Windows Server 2022 domain controller via SMB using the pass-the-hash technique, illustrating a complete lateral movement chain from the workstation to the domain controller.

This comprehensive attack chain highlights the various vulnerabilities that the literature points to as the main risk model for enterprise breaches. It starts with gaining initial access through weak credentials or unpatched services, then moves laterally by exploiting poor network controls and reused credentials, ultimately leading to a domain-level compromise [21, 19]. Remarkably, this entire attack sequence was executed during a controlled testing session without triggering any automated detection responses, as Windows Defender was turned off on the workstation for the test.

All the exploitation activities and findings from the post-exploitation phase were meticulously documented in Dradis, complete with evidence screenshots, command logs, and analyst notes attached to each entry. This organized documentation method played a crucial role in the risk prioritization process during Phase 4, as it provided contextual evidence of exploitability instead of relying solely on automated scan results [17].

[bookmark: _Toc228520044]5.3 Risk Prioritisation Analysis
The findings from both the automated scanning and manual validation stages were brought together into a prioritized remediation register (see Table 3, Section 6.7). The way we prioritized these issues combined CVSS v3.1 base scores with several contextual factors, aligning with the integrated vulnerability prioritization frameworks discussed in the literature [9, 11]:

• Confirmed exploitability: Vulnerabilities that were successfully exploited during Phase 3 were given the highest remediation priority, regardless of their CVSS score.
• Attack chain position: Vulnerabilities that could act as initial access points or facilitate lateral movement to critical domain systems were prioritized over isolated findings that couldn’t be chained together.
• Asset criticality: Issues found on the domain controller (192.168.1.1) were considered more serious than similar issues on workstations, reflecting the domain controller's vital role in maintaining the integrity of the entire Active Directory environment.
• Ease of remediation: When two vulnerabilities posed similar risks, the one that required simpler remediation steps (like enabling a Group Policy setting) was prioritized for quicker resolution, allowing for a faster security improvement.
This multi-faceted prioritization strategy led to a significantly different order of remediation compared to relying solely on CVSS rankings. For instance, the SMB signing misconfiguration, which lacks a CVSS score because it’s a configuration issue rather than a CVE-linked software vulnerability, was raised to critical priority due to confirmed exploitability in the relay attack demonstration. This supports the literature's critique that CVSS-only prioritization methods are inadequate for guiding real-world remediation efforts [7, 11].

[bookmark: _Toc228520045]5.4 Post-Mitigation Reassessment Results
After putting all the measures outlined in Table 3 into action, we ran another Nessus vulnerability scan and an Nmap service scan on both target hosts, sticking to the same configurations we used for the baseline scans. The results from the post-mitigation scans showed a clear and significant boost in the security stance of our enterprise simulation environment.
	Severity Level
	Pre-Mitigation Count
	Post-Mitigation Count
	Reduction
	Reduction %

	Critical
	10
	1
	9
	90%

	High
	16
	4
	12
	75%

	Medium
	15
	9
	6
	40%

	Low
	6
	5
	1
	17%

	Total (excl. Info)
	47
	19
	28
	60%


Table 7: Pre- vs Post-Mitigation Vulnerability Counts by Severity
We saw an impressive 60% drop in the total number of identified vulnerabilities, marking a major leap forward in security. Even more noteworthy is the 90% decrease in critical severity issues, which brought the count of critical vulnerabilities down from 10 to just 1. This last critical issue is tied to a third-party application that relies on the IIS server, and unfortunately, there wasn’t a vendor patch available when we reassessed it. We’ve documented this with a risk acceptance note and have plans to review it once a patch is released.

Additionally, the 75% reduction in high severity findings showcases our success in addressing issues like SMB signing enforcement, RDP hardening, IIS configuration, PowerShell policy, and targeted patch deployment. The smaller reductions in medium and low severity findings (40% and 17%, respectively) reflect our strategic approach, which prioritized tackling the highest-risk issues first. The remaining medium findings include a variety of cipher suite weaknesses, gaps in audit policy, and informational configuration notes that didn’t quite reach the level of urgency for immediate remediation [9].

[bookmark: _Toc228520046]7.5 Post-Mitigation Penetration Testing Validation
In Phase 3, we took a closer look at key exploitation scenarios and re-tested them after implementing some mitigation strategies to see how well our controls held up:

• SMB relay attack:
We tried this again with the same setup, but this time it didn’t work. Thanks to the enforcement of SMB signing through Group Policy, the attack couldn’t relay authentication. Metasploit confirmed that 'SMB Signing is required' on both target hosts, effectively blocking the relay. So, we can say this control is validated as effective [21].

• RDP brute-force:
We gave this another shot against the IP 192.168.1.1. The new administrator password wasn’t included in our test wordlist, and the account lockout policy part of our password policy hardening via Group Policy kicked in after five failed attempts, locking the local administrator account. This control also proved effective.

• IIS directory browsing:
We re-tested this using a browser, and guess what? The web root directory listing was off-limits; the server responded with a 403 Forbidden message. We also confirmed that the default sample content was removed. Control validated as effective [18].

• Pass-the-hash lateral movement:
After tightening up our credentials, we tried this again. The reused credential hash was invalid after a password reset, and any attempts to move laterally from workstation to server using the SMB hash relay were blocked by the enforcement of SMB signing. Control validated as effective [21].

These follow-up tests show that the technical controls we put in place are doing a great job of eliminating the most critical and exploitable vulnerabilities we identified before the mitigation phase. The results align with what we see in enterprise security literature, which suggests that a structured, evidence-based approach to remediation, along with post-remediation checks, leads to real and lasting improvements in security [9, 16].

[bookmark: _Toc228520047]5.6 Analysis and Discussion
[bookmark: _Toc228520048]5.6.1 Alignment with the Literature
The findings from this assessment align closely with what’s been reported in both academic and industry literature, as discussed in Section 4. We see a notable presence of long-standing vulnerabilities like BlueKeep (2019) and EternalBlue (2017) on Windows 10 workstations. This highlights how historical CVEs continue to linger in enterprise settings, largely due to postponed patch cycles, operational challenges, and the retention of legacy systems [3, 20]. The confirmed exploitation of the SMB relay chain and pass-the-hash lateral movement reflects attack patterns that have been thoroughly documented in the literature regarding credential-based enterprise breaches [21].

The success of the multi-factor prioritization method in targeting remediation efforts towards the most impactful findings aligns with the integrated vulnerability management frameworks outlined in the literature. These frameworks show that contextual prioritization can significantly cut down the number of vulnerabilities needing immediate attention while still addressing the truly exploitable risks [9, 11]. The impressive 90% reduction in critical findings achieved in this project stands up well against documented case studies of structured vulnerability management programs.

[bookmark: _Toc228520049]5.6.2 Limitations of the Assessment Results
However, it’s important to recognize some limitations in the assessment results. For starters, the intentionally configured vulnerability states, while they do reflect real-world patterns, don’t completely capture the organic complexity of a live enterprise environment that has accumulated years of technical debt, undocumented systems, and shadow IT assets. Because of the controlled nature of this environment, the count and severity of vulnerabilities may appear more predictable and consistent than what one would typically encounter in a real assessment.

In the second point, we found that the scope of penetration testing was limited by the project's time constraints. We didn't get to fully explore advanced exploitation techniques like Kerberoasting, AS-REP roasting, Golden Ticket attacks, and domain trust abuse in this phase. These techniques are crucial for a thorough Active Directory security assessment, and we definitely recommend including them in future testing phases.

Moving on to the third point, the lack of network intrusion detection or SIEM capabilities in the simulation environment meant we couldn't evaluate how effective detection and response would be. A more comprehensive enterprise security assessment should look at detective controls alongside the preventative and corrective measures we covered in this project. For future efforts, it would be beneficial to incorporate a SIEM solution, like Splunk or Wazuh, to better assess how detectable the attack chains we executed really are.

[bookmark: _Toc228520050]5.6.3 Contribution to Security Knowledge
Despite some limitations, the findings from this project offer a valuable contribution to the field of enterprise security. By carrying out a thorough, multi-phase vulnerability assessment in a diverse Windows enterprise environment, validating potential exploits through hands-on penetration testing, applying context-specific fixes, and measuring security improvements through follow-up assessments, this project showcases a comprehensive vulnerability assessment process that the literature review identified as necessary.

The discovery that a handful of significant vulnerabilities especially issues like SMB signing misconfiguration and weak credentials were responsible for a large portion of the enterprise risk, and that addressing these vulnerabilities led to the most substantial security enhancements, reinforces the literature's call for prioritizing risks rather than just following exhaustive CVSS-ordered patch lists. This practical validation in a controlled yet representative enterprise setting provides real-world evidence to what has largely been a theoretical discussion in the realm of vulnerability management.

[bookmark: _Toc228520051]5.7 Summary of Key Findings
The findings from the enterprise network security assessment can be summed up like this:
· We discovered a total of 47 unique vulnerabilities before any fixes were applied, which included 10 critical and 16 high-severity issues across Windows Server 2022 and Windows 10 systems.
· Our manual penetration testing confirmed that critical vulnerabilities were indeed exploitable, such as SMB relay attacks, RDP brute-force attempts, IIS information disclosure, and a complete lateral movement chain from workstations to the domain controller.
· By prioritizing risks through a multi-factor approach, we directed our remediation efforts toward the vulnerabilities that posed the highest impact and were confirmed to be exploitable. This strategy led to a remarkable 90% reduction in critical findings and a 60% overall decrease in vulnerabilities.
· After implementing the necessary controls, we conducted post-mitigation retesting, which confirmed that all critical exploitation pathways were effectively blocked.
· We also documented any remaining medium and low-severity vulnerabilities, along with notes on risk acceptance and scheduled timelines for remediation, in line with best practices in enterprise risk management. [16]
These results clearly show that taking a structured, evidence-based, lifecycle-oriented approach to assessing and addressing enterprise vulnerabilities leads to significant and verifiable improvements in security, aligning perfectly with the overall goals of this project.



































[bookmark: _Toc228520052]6. Conclusion
 
Enterprise network security is all about using a mix of strategies, like technical controls, risk management frameworks, ongoing assessments, and proactive testing methods. By identifying vulnerabilities and keeping up with the latest attack techniques, organizations can create layered security measures based on established guidelines like NIST and OWASP. It’s essential to carry out vulnerability assessments and penetration tests to spot and address risks before attackers can take advantage of them. Together, these strategies help ensure that enterprise networks can adapt to ever-changing cyber threats while keeping operations running smoothly and protecting vital assets.

This project looked into the problems of insecure configurations and exploitable vulnerabilities within a varied enterprise network environment that includes Windows Server 2022, Windows 10 client systems, Debian Linux, and Kali Linux.

The primary aim of this project was to evaluate a structured framework for boosting enterprise network security, which involves finding vulnerabilities, validating exploits, prioritizing risks, and putting mitigation strategies into action. The findings revealed that many enterprise systems have multiple high-severity vulnerabilities, such as outdated software, exposed services, weak authentication methods, and missing security patches. These results are in line with current cybersecurity research, which shows that organizations continue to struggle with legacy vulnerabilities, poor prioritization, and incomplete remediation, all of which increase the risk of cyber-attacks.

By conducting thorough vulnerability assessments and penetration testing, revealed some key insights:
• Automated scanners are quite effective at spotting known CVE-based weaknesses, but
• It's essential to perform manual validation to ensure that vulnerabilities can actually be exploited and to reduce false positives, and
• Typically, a small number of critical vulnerabilities are responsible for the majority of enterprise risk.

When mitigation strategies like patch deployment, configuration hardening, firewall enforcement, and privilege control were put into action, there was a notable drop in critical and exploitable vulnerabilities. A follow-up assessment after these measures showed a clear improvement in the overall security posture, demonstrating the power of risk-prioritized remediation paired with continuous reassessment something that's widely recognized as a cornerstone of effective enterprise vulnerability management.

To sum it up, the project successfully met its goals by:
1. Establishing a realistic cybersecurity test environment for businesses.
2. Employing thorough methodologies for vulnerability assessment and penetration testing.
3. Demonstrating tangible security enhancements through structured mitigation efforts.

These findings underscore the importance of a cohesive, lifecycle-driven approach to vulnerability management, which is vital for bolstering the resilience of enterprise networks against today’s cyber threats.
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