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1.0 [bookmark: _Toc101173917]Introduction

As technology has become more integrated into people’s lives the amount of data stored on technological systems has become larger and more sensitive thus requiring adequate data security, governance and compliance be implemented on the technological systems storing the information in order to stop the sensitive, private and even classified information from falling into the wrong hands of people who could use the information for evil means. As technologies advances so do the vulnerabilities of the systems that the information/data is stored on and requires the need for reviews on regular basis to provide the best security possible at that time in order to protect the information/data stored.
Dependent on the type of data, information stored and the industry type there are many different security frameworks and models to suit the type of data/information dependent on the need type, this can range from top Government classified data to basic company customer data. When storing certain types of data, it is the law that a certain security framework/model be implemented as a minimum standard, an example of this would be the General Data Protection Regulation (GDPR) which is the United Kingdoms data privacy law which provides governance to the processing of the personal data of individuals within the United Kingdom.
Information and data which is also now counted as personal information which also needs to be protected is CCTV footage of a person and in the UK the ICO upholds the information rights for the public’s interests and data privacy of individuals and polices premises with CCTV to make sure that they are not putting an individual’s personal information at risk. The ICO do not only police the data security, governance and compliance of CCTV but have also begun doing so with commercial vehicle dashcam footage. The need for Security Frameworks is becoming more needed than ever before for all different types of data but depending on what the security framework is for it can be difficult to decide which is right one to implement.
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[bookmark: _Toc101173919]2.1 Analysis and Assessment

The following is a Critical Analysis and Assessment of three security frameworks/models in preparation for a comparison of the one stated to provide an in depth look to show the differences between each one.
[bookmark: _Toc101173920]2.1.1 Information Technology Infrastructure Library (ITIL)

The information Technology Infrastructure Library (ITIL) was first used by the British government’s Central Computer and Telecommunications Agency (CCTA) in the 1980’s. Based on the ISO 27001 standard ITIL requires continuous review which allows for appropriate changes to made to should/when threats, environments and requirements change so its constantly effective. ITIL uses documented processes and standards that can be audited and monitored such as OLAs (Operational Level Agreements) and SLAs (Service Level Agreement). Many thousands of organisations have implemented ITIL security model including MoD, NASA and Microsoft. The main benefits of using ITIL are:
· Gives IT solutions alignment with business needs.
· Has realistic service levels.
· Repeatable and consistent processes.
· Efficiently delivers service.
· Improvement of Services and processes.
· Improved investment return and transparent costs.
· Continuous improvement capabilities with regular measuring and monitoring.
[bookmark: _Toc101173921]2.1.2 International Organisation of Standardisation (ISO 27000 series)
The ISO 27000 series there are some which are different to the ISO 27001 due to not being organizationally focused is a bundle of international standards which are information security related of which there is 46 of them with other having the same focus as ISO 27001. Due to successful cyber attacks causing breaches which has allowed attackers to gain access to personal information of which almost every organisation now has stored with in their networks ISO 27001 has become the standard for organisations to use as a blueprint when they implement their security.
Another ISO 27000 standard used is ISO 27002. A supplementary standard ISO 27002 provides an overview of information security controls which an organisation may choose to implement. The only controls that can be adopted by an organisation are those which are deemed relevant so they will become apparent during a risk assessment. Annex A of ISO 27001 outline the controls which is short overview whereas, ISO 27002 provides a more comprehensive view of said controls containing information about the implementation, the objective and how each control works.
Introduced in 2015 ISO 27017 and 27018 are supplementary standards which explains how organisations should protect sensitive information and data within the cloud, there has been a high demand for this standard due to organisations migrating their sensitive information and data to cloud solutions to reduce cost. Being a code of practice for information security ISO 27017 works by providing information in relation to the application of controls in Annex A to information stored in the cloud. ISO 27001 provides a choice to treat the controls separately by Annex A for normal data and ISO 27017 for cloud data whereas, ISO 27018 works the same but has extra consideration regarding the personal data.
Created due to GDPR (General Data Protection Regulation) the newest standard of the series is ISO 27701. ISO 27701 provides information to organisations on what they need to do when implementing PIMS (Privacy Information Management System). Due to GDPR not providing information on how organisations should adopt the appropriate technical and organisational measures to protect the personal data ISO 27701 was made.

[bookmark: _Toc101173922]2.1.3 NIST SP 800-171

The NIST SP 800-171 is designed to protect CUI (Controlled Unclassified Information) in government contractors and subcontractors IT networks. NIST SP 800-171 provides practices and procedures that contractors to the government must adhere to when CUI is being stored or processed on their networks.
There are 14 families of NIST SP 800-171 which have been organised and are:
· Access Control- Dealing with the access to networks, systems and information there are 22 different requirements to help ensure access is only gained by authorised users. There are requirements to safeguard the flow of sensitive data and information within the network and provides guidance about connected network devices.

· Awareness and Training- The awareness training is made up of three separate requirements which include users and system administrators are aware of potential cyber security risks and procedures alongside other security risks as well as employees are adequately trained for security related roles.

· Audit and Accountability- The family of these requirements are made up of 9 requirements focusing on event logs, systems analysis and auditing. Dealing with the recording and storage of reliable audit records the requirements allow for best practice analysis and reporting. Further cybersecurity incidents can be identified and mitigated through regular review of the system security logs.

· Configuration Management- The proper configuration of hardware, software, and devices across the organization’s system and network is covered by 9 requirements. These requirements also have a focus on the prevention of unauthorised software installation and restriction of non-essential programs.

· Identification and Authentication- These requirements ensure that only authorised users have access to organisation network and/or systems, 11 requirements cover the procedures and policy for authentication and passwords along with reliable user identification. The requirements provide distinction between the nob-privileged and privileged accounts within the network access.

· Incident Response- There are three requirements that deal with the organisation capability of response to serious cybersecurity incidents, these are to ensure effective procedures are in place to detect, contain and recover a range of incidents within an organisation which includes appropriate training and planning as well as regular capability testing.
· Maintenance- The system and network procedures are made up of six requirements, including the regular system maintenance performance and verification of any external maintenance.

· Media Protection- Made up of nine security requirements to help organisations control access to sensitive media, the requirements cover best practice storage or destruction of media and sensitive information in both digital and physical formats.

· Personal Security- The security requirements covering the CUI of employees and personnel are made of two requirements. The need for security screening of individuals prior to accessing systems that contain CUI is covered by the first. Ensuring the CUI is protected during termination/transfer of personnel, which includes the return of building passes/id badges and hardware/devices.

· Physical Protection- The physical access to CUI within the organization, including the control of visitor access to work sites is dealt by six requirements. It is a requirement that devices/hardware and equipment be limited to authorised personnel.

· Risk Assessment- The performance and analysis of regular risk assessments are covered by two requirements. The security of the system is improved by regular highlighting and strengthening vulnerabilities through keeping network devices and software updated and secure and regular system scans.

· Security Assessment- The development, monitoring and renewal of system controls, and security plans are covered by four requirements. Through periodically reviewing security procedures, vulnerabilities across the organisation are identified and improved which ensures plans to safeguard CUI remain effective.

· System and Communications Protection- There are 16 requirements that cover monitoring and defence of systems and the transmission of information/data, this includes the prevention of unauthorized information transfer and the denial by default of network communication traffic and best practice cryptography policies to protect any CUI.

· System and Information- There are seven integral requirements which relate to the monitoring and ongoing protection of systems within the organisation including processes that identify unauthorized use of systems and the monitoring of system security alerts.

[bookmark: _Toc101173923]2.2 Security frameworks/models Comparison

Although ITIL was based off ISO 27000 series they do have their differences which are:
· ITIL is a best practice framework whereas ISO 20000 is a standard and code of practice.
· ITIL does not have an award system for organisations whereas ISO 20000 does.
· ITIL has guidance for processes and management system whereas ISO 20000 has requirements.
· ITIL has more roles than ISO 27000 along with processes, functions and responsibilities described.
· ITIL describes 5 stages of the lifecycle, numerous roles and approximately 37 processes, where ISO 20000 requires 13 processes without explicit specified lifecycles.
· ITIL provides descriptions of key documentation, but ISO 20000 has a definitive set of documents required.
Although there is a difference between NIST and ISO 27000 series, NIST CSF can be used to compliment ISO 27001. The differences between the NIST and ISO series are as follows:
· Internationally recognised ISO 27001 is for establishment and maintaining an ISMS (Information Security Management System) where NIST was created by the US government to help their federal agencies better manage their risks.
· NIST framework contain various control catalogues where ISO 27001 Annex A provides 14 control categories containing 114 controls.
· NIST CSF framework has three key components which are the core, implementation layers and profiles with categories within each function, where ISO 27001 is less technical which focuses more on risk-based management to provide recommendations for best practice for securing all information/data.
· ISO 27001 is reliant on independent audit and certification bodies whereas NIST uses a voluntary, self-certification mechanism.
· In order to customize cybersecurity controls the NIST framework uses five functions where ISO 27001 has ten clauses to guide organizations through their ISMS (Information Security Management System).
Like ISO 27002, NIST has limits related to the scope to information security, whereas ITIL is more general and like NIST and ISO 27001 ITIL can be complimented when used with COBIT.
















[bookmark: _Toc101173924]3.0 CoffeBlue bespoke information system security, governance and compliance solution.

The following is the design of the bespoke security framework which is based on the findings of research previously carried out within this report.
[bookmark: _Toc101173925]3.1 Bespoke Security Framework Design

	
1. Identification and Authentication


	
2. Access Control


	
3. Awareness and Training


	
4. Implementation


	
5. Review


	
6. Maintenance


	
7. Recover




(Fig 1. Proposed Framework)

It is clearly stated that the Framework is to be implemented within a network which is heavily reliant on Wireless technologies this has been considered during the design process. The following design is based on the findings of strengths of all previously researched Security Frameworks and are as follows:
· Identification and Authentication- Identification and Authentication has been implemented due to the NIST CSF framework through identification of a desired security level this provides strong security measures from the start.

· Access Control- Also being implemented due to the NIST CSF framework Access Control works in combination with Identification and Authentication which can be implemented on the companies wireless control list to prevent any unwanted users connecting to the wireless networks should they gain access to login credentials. Implementing access control can also restrict access to users to stop them from having access to things that they really do not need to have access to or see, this alone severely reduces the risk of a successful cyber-attack through human error.

· Awareness and Training- Again taken from the NIST Framework it is paramount that appropriate training be provided to all employees to reduce the risk of human error which is what is a common vulnerability used by cyber criminals using social engineering techniques which can be very effective. As time advances so do the skills of cybercriminals who are constantly finding new ways to exploit systems not just through social engineering but by using advanced technical skills also, by educating employees through making them aware of the types of methods used by the cyber criminals and training them in specialist roles to mitigate cyber attacks it allows for early detection and prevention.

· Implementation- Influenced by the ISO 27000 series.

· Review- As stated previously if implemented together ISO 27000 series in combination with NIST CSF truly compliments each other and allows for self-assessment and self-improvement through NIST CSF and requirements for audit within ISO 27002. The need to review is critical in keeping the network secure due to the constant discovery of new vulnerabilities and threats

· Maintenance- There will always be a need to keep updating Security frameworks due to forever evolving world of technology. Based on the NIST CSF the need to update security measures and the policies along with the implementation of the framework, which is also in ISO 27002, this is important because of the forever evolving cyber security threats. Maintenance also allows for the adaption, fixes and evolution of any vulnerabilities/threats found.

· Recover- Based on the NIST CSF policy requirements it is paramount that should any attack be successful that the downtime of any systems remain minimal as to reduce the time loss of critical operational hours which also allows for self-improvement through self-assessment.
Due to the business being reliant on cloud networking it has been difficult to provide a fully secure framework due to the use of external parties.
	
1. Policies

	
Administer and develop the policies to aid in following Framework controls.


	
2. Controls

	
Use Frameworks controls and adapt them as appropriate.

	
3. Requirements

	
Work towards meeting defined requirements.

	
4. Compliance

	
Organisations activities must all be legally and morally acceptable



(Fig 2. Proposed Framework Hierarchy)
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Implement contingency plans in case of data loss. Learn from past experiences
.
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Keep security procedures, policies and measures updated and make changes where appropriate.
) (
Educate employees and maintain employee periodic training to keep training up to date
) (
Permit and refuse access 
of registered devices in access control lists
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Make audits for compliance. Maintain continuous self-assessment make adaptions from previous experiences.
) (
Identify the level type in order to provide authorisation to assigned levels resources
)                          
 (
Implement all cyber and physical security including related policies.
)
                   
 (
Repeat until necessary organisation requirements are met
)




(Fig 3. Framework order of implementation)













4.0 [bookmark: _Toc101173926]Conclusion

The research which one done in the first part of this report truly laid the foundation for the bespoke security framework in the second part. It is clear the importance of needing these different security frameworks and the reason why there are so many different types of frameworks due to there being a no one glove fits all scenario however, it is evident that the frameworks that currently do exist are not fully appropriate for all organisations and the need for bespoke solutions is only going to rise over the coming years. The research concludes that there will always be a need for adaption in relation to evolution of older frameworks to correspond with identified new threats along with the need for completely new frameworks to be created when and as new technology becomes available a great example of this would be the difference needs between traditional computing to cloud computing.
A future adaption for the bespoke framework could be a more detailed guidance regarding each subcategory.
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