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[bookmark: _Toc186900181]Introduction:-
Throughout this research paper I have been tasked with researching “Blue teams” and the challenges and advancements in a few areas of blue team operations I have chosen the following area for the focus of my research: -

· Vulnerability management, security operations centre (SOC) & Optimisation


[bookmark: _Toc186900182]What is blue team?
The term “Blue teaming” derives from the military, the ‘blue team’ consists of groups of cybersecurity experts who assume the roles of the defenders to protect an organisation’s digital infrastructure. A foundational pillar of blue teams is a comprehensive understanding of cybersecurity principles, technologies and their best practices. They acquire this knowledge through education and training which equips the team members with the ability to navigate the intricacies of an organisations digital landscape.[1,2]

[bookmark: _Toc186900183]Security operations centre:

The definition of a security centre is “it identifies, detects and mitigates cyber threats through people, processes and technologies. However, there Is no IT industry standard definition on how these centres can operate so affiliations and tasks may differ between organisations.[3]
[bookmark: _Toc186900184]Tools in an enterprise SOC:
The technologies in an SOC are the second central pillar, these also include tools that the SOC’S do not directly manage but still leverage the functionalities or data of said tools.[3]
SOC’s use a huge array of tools to support their operations however there are a few of note which assist in incident analysis and the management platform of their operations.[3,4
	Tool
	Description

	Malware analysis sandbox / platform
	Dynamic or static analysis and execution of malware in a secure environment

	Digital forensics and incident response tools (DFIR)
	Hardware and software tools for recovering and preserving digital evidence and attacker methodologies to contain, remediate, and testify in case of an incident

	Security orchestration, automation and response (SOAR)
	Automates the contextualization of security relevant data and processing of security events/incidents



[bookmark: _Toc186900185]Challenges of SOC’S
Every SOC will naturally face challenges in its lifetime depending on its operational model, architecture and scope. However, we can categorise, identify and easily describe the root of the problem at hand. The problems we can encounter in an SOC environment can be narrowed down into three categories during the following I will also list one problem of each category: [3,6]

1. People
2. Technology
3. Compliance

[bookmark: _Toc186900186]The people 
As there is a vast number of alerts coming in every second to an SOC it requires a huge amount of monitoring even though tools try to only flag positive alerts the number of false positives can still be very high this for employees is a monotonous and demotivating task as they will need to filter through hundreds of repetitive alerts which can take hours this is only one issue that pertains to the people keeping the team running.[7]

[bookmark: _Toc186900187]Technology
The main issue I can see from technology in the field is the complexity and wide variety of tools. As an infrastructure is becoming vastly more complicated and intertwined which makes it difficult to maintain awareness and an overview. This also means that managers and analysts have poor visibility of a network as they cannot keep track of all the devices within a network.
Also along side this issue you have a vast amount of tools normally the issue of complexity would be mitigated by the implementation of tools however this does not solve the overall problem as tools need to be constantly configured and maintained which is a time consuming and resource heavy intensive task with more and more tools needed to maintain networks it may not be possible to keep up with them all leading to errors and false positive popping up in a network more frequently making it less efficient.[3,6]
[bookmark: _Toc186900188]Compliance
Measuring the effectiveness and performance of an SOC is one of the most important management tasks, however many of the currently established metrics are considered inefficient. Also, if metrics are too focused on the performance of an SOC the analysts may be convinced to work for general statistics.[6]
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