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Abstract: - this documentation is the project proposal for penetration testing a private network, within the proposal the author will cover their Aim, objectives. Also provided is information about their research methods and a small introduction to the background research of their project.
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The author of this report has been tasked, with running a Black Box Penetration Test on a Private network, on the request by “Down to Earth”[1] This report will cover subjects such as, research in to Private Networks, Network reconnaissance, Penetration Testing methods, and possible threats a Private Network can face. Also included is the research methodology’s the author plans to use and their aim’s and objectives for this project.  
Penetration testing is an authorised cyberattack on a computer network, it is used to perform and evaluate the security of a network.  As this is a Black Box Penetration test (provided with minimum or no information about the network) the author has not been told any information about the network other than that it is a private network. This poses a challenge as it means that the author has to run reconnaissance on the network, this will involve scanning for wireless networks using tools in Kali Linux[2] such as Nmap[3] , Recon-ng[4]. using the data gathered from the reconnaissance the author will attempt to gain access to the network, through the use of software such as OpenVAS[5] and Fluxion[6]. The reason for this task, is that the company plans to send their network data over an internet connection and want to have assurance that the network is secure.

[bookmark: _Toc8813782][bookmark: _Toc8832445]2. Background to the Proposed Research

This section of the proposal will cover a brief introduction of the background research the author will need to do for this project. Included will be an introduction on securing a network and a simple explanation on some methods of testing a network.
Network security is any method used to protect a network and data, from external and internal threats. Securing a network requires the use of software and hardware such as anti-virus software and physical locks to protect the network and devices. To effectively secure a network, one must ensure user access while simultaneously targeting a variety of threats and preventing them from gaining access to the network. There are multiple ways to secure a network such as: -
· WPA2[7], this is an encryption standard used in access points to provide clients with a unique encryption key.
· WPA2[7] Passphrase, while setting up a device it is important to change the default settings, to prevent unauthorised access, as the default security information is often printed on the device.
· Disabling WPS[8], Wireless Protect Setup (WPS), is a feature that allows for a quick connection for a WPA2 protected access point. This feature can be exploited by attackers to steal the WPA2 Passphrase.
· Hiding SSID[9], as access points broadcast the network name to make it easier to connect, by hiding the SSID it is possible to prevent unauthorised access to the network by people who do not know it is there.
· Firewalls[10], this device filters packets and can be set to block specific packets going to or coming from a specific source and destination address.
· Enable MAC authentication[11]. This method of securing a network limits what devices connect to it by using the unique MAC address each device has as the identifier and blocking non-recognised addresses.
To proactively protect a network infrastructure from attackers, it is important to know what weaknesses in the network they will try to exploit, the most effective way to do that is by penetration testing the network. Penetration testing is the act of testing a network to find vulnerabilities that could be exploited. This test can be performed manually or automatically by software, both methods require gathering information of target, identification of potential points of entry, attempting to gain access and a report of the findings from the test.  There are two different methodologies used when penetration testing a network, White Box and Black Box tests.
· [bookmark: _Hlk8823400]During a White Box penetration test[12], the investigator is provided with the specific details of the network, such as the system information of the devise. This is done to reduce the resources required during the project, and it also helps in testing if the network can withstand an attack with security information available to the attackers. The main goal of a white box penetration test is to examine the sturdiness of the network infrastructure in an environment where the security information cannot be controlled. The advantages of using white box penetration testing are that it provides:
· The ability to run thorough tests
· Maximises the amount of time used to test the network
· Extends the areas that are tested such as the application design and the network policies. 
· The disadvantage of using white box penetration is that it does not simulate a realistic attack, as the testers are not in the same position as an attacker information wise.
· The Black Box methodology[12] on the other hand, the investigator is provided only the basic information, or no information at all. The goal of this type of penetration test is to verify the network integrity and to proactively assess and counter the risks to the network.  The advantage of black box testing is that it simulates the real-world scenario of an attacker attacking a network, this allows for a detailed explanation of the reconnaissance of the network, weaknesses found and how they where exploited. The disadvantages of using black box penetration testing are: 
· Because of the need for reconnaissance, the amount of testing time is reduced., this means that the testing time is only a week of the project because the reconnaissance took a month.
· As the testing will be limited in time, some areas of the network infrastructure can remain untested.
There are many different tools that can be used in a penetration test such as: -
· Metasploit[13], this tool is a collection of various penetration tools combined, constantly updated this tool is good at finding currently known vulnerabilities and perfect for finding old ones.
· Nmap[3], this free open source tool is used to scan networks for weaknesses, it is also useful for monitoring service uptimes and mapping network attack surfaces.
· Wireshark[14], this network analyser is used for assessing vulnerabilities in a network traffic in real time, Wireshark allows for the capturing of data packets, and analysing the packet for information such as the source and destination addresses.
· Aircrack-ng[15], allows for the monitoring of security of a network by capturing data packets, then exporting them into a text file for analysis. This utility can verify a Wi-Fi cards performance through the capture and injection of packets.
· John the Ripper[16], this password cracking tool is a blend of different password crackers into a solitary package. As one of the most important penetration tests, password cracking is used to discover user passwords and show how secure the devices on the network are.
· Nessus[17], scans for vulnerabilities in a network that can be exploited, such as open ports, poor passwords and misconfiguration errors. 
· Burp Suite[18], utility for vulnerability checking on web-based applications, consisting of various tools which can be used for security testing of web applications. There is a free and a paid version of this software.
· Recon-ng[4], this is a reconnaissance framework, used to preform web based open source reconnaissance on networks.
· OpenVAS[5], this is a open source vulnerability scanner and assessment tool that can be used for unauthenticated and authenticated penetration testing.
· Fluxion[6], this is a Wi-Fi security and auditing tool that can be used to create rogue access points and steal Wi-Fi credentials.
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The Aim of this project is to run a black box Penetration Test, on a private network. This penetration test is being done under the request of “Down to Earth”[1], to enquire about the possible threats their network can face when connected to the internet. To achieve this the author will be conducting multiple live PEN Tests on the company’s network, using software such as Kali Linux[2].
The objectives of this project are: -
· Provide a literature review on penetration testing and hacking software 
· Establishing an understanding on how to attack a private network
· Learn how to use the Linux based Operating System Kali Linux[2]
· Run penetration tests on a controlled private network environment 
· Run penetration tests on the live private network environment
· Intercept data transmission
· Capture data
· Manipulate captured data
· Replace intercepted data with changed data
· Gather results and analyse data 
· Recommendations 
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This section of the project proposal will cover the research methodologies, the author will use during the project. This will include the philosophy, strategy and approaches that will be used, and will also have a brief overview of the risks and limitations. The purpose of this project is to have an exploratory look into a private network, the reason for this is to collect preliminary data to identify possible problems with the security of the network.

[bookmark: _Toc8813785][bookmark: _Toc8832448]4.1 Philosophy

Research philosophies are the way the researcher thinks about their project, while conducting the activity. The philosophy being used for this project is positivism: Positivism[19], the uses of observing data from an objective viewpoint and using variation of variable to try and repeat, or change the results, by using this philosophy the author will run penetration tests on the private network to find weaknesses in its security.
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The strategies of a project are the way the researcher will gather data during the course of the project. The strategies employed for this project are: -
· Document Review[20], a literature review will be used to identify the prominent research of protecting a private network, and how to attack such a network. The literature review will also allow for a comparison of results for the penetration tests. 
· Experiments (Laboratory/Field)[20], Laboratory Experiments will be used to provide the researcher with the ability to identify the correct methods to use to cyber-attack a network. The field experiments will be used to test the results of the laboratory experiments in a live environment.
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The author is going to adopt the Deductive[19] approach for this project, the reason for this is that for this project the author will have to generate primary, and quantitative data, to show the results of attacking the network.
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There are many risks to a project, such as limitations in researcher’s abilities causing the dead lines to be missed. As this project is about attacking a private network on behalf of a company, there are two major risks that need to be considered: -
· Risk to Investigator:
· Risk of accusation of impropriety, such as unauthorised accessing of data. As this project is being conducted with the permission and formal documentation of the company, that has requested the Penetration test the likely hood of this is low.
· Risk to University:
· Bad publicity in the event of the investigator is accused of impropriety.
· Legal:
· As gaining access to a network without authorisation, is an illegal act. It is important to have a knowledge of the laws of the county the project will be conducted in. in conjuncture with this the author will have to comply with the Computer Misuse Act 1990, Data Protection Act 1998, 2018, also the British Computing Society Code of Conduct.
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The following has been extracted from the Computer Misuese Act 1990
“Computer misuse offences 
1.—(1) A person is guilty of an offence if— Unauthorised access to 
(a) he causes a computer to perform any function with intent to computer secure access to any program or data held in any computer; material. 
(b)  the access he intends to secure is unauthorised; and 
(c) he knows at the time when he causes the computer to perform the function that that is the case. 
(2) The intent a person has to have to commit an offence under this section need not be directed at— 
(a) any particular program or data; 
(b) a program or data of any particular kind; or 
(c) a program or data held in any particular computer. 
(3) A person guilty of an offence under this section shall be liable on summary conviction to imprisonment for a term not exceeding six months or to a fine not exceeding level 5 on the standard scale or to both.” [21]
[bookmark: _Toc8813790][bookmark: _Toc8832453]Data Protection Act 1998

The following has been extracted from the Data Protection Act 1998
[bookmark: _Toc8813791][bookmark: _Toc8832454]“Basic interpretative provisions
(1)In this Act, unless the context otherwise requires—
“data” means information which— 
(a) is being processed by means of equipment operating automatically in response to instructions given for that purpose, 
(b) is recorded with the intention that it should be processed by means of such equipment, 
(c) is recorded as part of a relevant filing system or with the intention that it should form part of a relevant filing system, or 
(d) does not fall within paragraph (a), (b) or (c) but forms part of an accessible record as defined by section 68; 
· “data controller” means, subject to subsection (4), a person who (either alone or jointly or in common with other persons) determines the purposes for which and the manner in which any personal data are, or are to be, processed; 
· “data processor”, in relation to personal data, means any person (other than an employee of the data controller) who processes the data on behalf of the data controller; 
· “data subject” means an individual who is the subject of personal data; 
· “personal data” means data which relate to a living individual who can be identified— 
(a)
from those data, or 
(b)
from those data and other information which is in the possession of, or is likely to come into the possession of, the data controller, 
and includes any expression of opinion about the individual and any indication of the intentions of the data controller or any other person in respect of the individual;” [22]
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The following has been extracted from the Data Protection Act 2018
“Protection of personal data
(1)The GDPR, the applied GDPR and this Act protect individuals with regard to the processing of personal data, in particular by—
(a)requiring personal data to be processed lawfully and fairly, on the basis of the data subject’s consent or another specified basis,
(b)conferring rights on the data subject to obtain information about the processing of personal data and to require inaccurate personal data to be rectified, and
(c)conferring functions on the Commissioner, giving the holder of that office responsibility for monitoring and enforcing their provisions.
(2)When carrying out functions under the GDPR, the applied GDPR and this Act, the Commissioner must have regard to the importance of securing an appropriate level of protection for personal data, taking account of the interests of data subjects, controllers and others and matters of general public interest.”[23]

[bookmark: _Toc8813793][bookmark: _Toc8832456]British Computing Society Code of conduct 

The following has been extracted from the BCS code of conduct.
“Duty to Relevant Authority 
You shall: 
carry out your professional responsibilities with due care and diligence in accordance with the Relevant Authority’s requirements whilst exercising your professional judgement at all times. b. 
seek to avoid any situation that may give rise to a conflict of interest between you and your Relevant Authority. c. 
accept professional responsibility for your work and for the work of colleagues who are defined in a given context as working under your supervision. 
NOT disclose or authorise to be disclosed, or use for personal gain or to benefit a third party, confidential information except with the permission of your Relevant Authority, or as required by Legislation. 
NOT misrepresent or withhold information on the performance of products, systems or services (unless lawfully bound by a duty of confidentiality not to disclose such information), or take advantage of the lack of relevant knowledge or inexperience of others.”[24]
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The data generated by this project, will be used to provide a recommendation on if the network should be allowed internet access, and if so, what needs to be done to protect the network. As this project is experimental, all the data will be made through the actual penetration tests, to evaluate this data one must:
· Determine if the objectives of the test where met.
· Assess if weaknesses were found.
· Review the exploitations used.
· Comparing the results with an external bench mark.

[bookmark: _Toc8813795][bookmark: _Toc8832458]5. Development Methods

In this section of the project proposal, the author discuss the development methodologies they are planning to use.

[bookmark: _Toc8813796][bookmark: _Toc8832459]5.1 Software Development Methodology

The software development methodology the author has chosen to use during this project is a modified version of the lifecycle models of Waterfall and Spiral. This methodology will allow for a solid plane for the project, while allowing for a trial and error testing phase.
lifecycle models
· Waterfall, a Software lifecycle in a sequential approach with specific phases, each phase relies on the previous phases to be completed to start, if one phase fails then the process must be started from the begging again. 
[image: ]
[bookmark: _Toc8832464]Figure 1: Waterfall Methodology[25]

· Spiral, risk driven development process that involves retesting experiments multiple times. While retesting the experiment, users of this methodology do not need to restart from the previous phase as the premise of the experiments will still be sound.
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[bookmark: _Toc8832465]Figure 2: Spiral Methodology[26]
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In this section of the document the author will provide the details about the resources that they will need for the project, while also providing a time scale for the project.
[bookmark: _Toc8813799][bookmark: _Toc8832461]6.1 Resources Required

Within this segment of the document, the author will consider the assets they will need, this will cover both hardware, software and the reasons why they are needed. To run a penetration test, the resources required are both the existing network and a few tools the run the test. The resources: -
· 1 Laptop, this is the tool that will be used to run the penetration tests on the network with, the reason it is a laptop is for the portability of the device as it needs to be taken to the location of the live network. This device can be provided by the university, but the author plans to use their own personal device.
· Kali Linux operating system[2], this tool is one of the most useful penetration testing assets, because it comes with a plethora of other tools and utilities that are used in penetration testing, and that the author needs. This tool is a free open source software that can be downloaded from the internet.
· Nmap[3], this will be used to run reconnaissance on the network. 
· Wireshark[14], this is used to capture and analyse packets traveling through the network. 
· Metasploit[13], one of the tools that will be used to gain access to the network. 
· Aircrack-ng[15], tool used to find hidden networks. Comes with Kali Linux
· Burp Suite, this tool will be used to test the web capabilities of the network. Can be downloaded for free from the Burp Suite website.
· Recon-ng[4],this tool will be used to preform reconnaissance on the network.
· OpenVAS[5],this will be used for vulnerability exploitation.
· Fluxion[6], this tool will be used to try and steal WPA2 encryption hashes.
· Test Network, this will be used as a training area for learning the penetration testing techniques.
· Transportation, as the author will need to go to the building that has the live network, they will need transportation. 
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This section of the document will provide an understanding of the time scale the author has for this project. In figure 3 it shows the time frame the author is constrained by, the start of the project is 1/06/19, then they have 67 days to complete the project before the deadline on the 31/08/19. Based on the data in figure 3, figure 4 is a visual representation of the project time frame. Also shown is the order in which each task must be completed, for example it shows that to start the Report and Evaluation, Analysis of results 1, Analysis of results 2 and the background Research must be finished. When viewing figures 3 and 4, it can be seen that the chart is colour coded with the amount of time till the dead line of the project, with green being the start and red being the dead line. 
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[bookmark: _Toc8832466]Figure 3:  Gantt chart data
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[bookmark: _Toc8832467]Figure 4: Gantt chart
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