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1. Introduction

In this modern era, daily life, financial systems and critical infrastructure are increasingly interconnected with the digital world, computer security has evolved from a mild concern to a grave fundamental necessity. Computer security’s inherent function is the safeguarding of assets (hardware, software and data) from unauthorized access, alteration or destruction [1]. Central to this effort is the preservation of the "CIA Triad": Confidentiality (restricting information access to authorized entities), Integrity (protecting data from unapproved alterations) and Availability (ensuring systems and data are readily accessible whenever required). It is a continuous task to protect the computer infrastructure of both domestic and professional companies, from the many threats that they’re exposed to both internally and externally. 
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                                           Figure 1: Cybersecurity threats identified. Source: Top 15 Cybersecurity Threats in 2024 | Sprintzeal


2.1
Identification of Modern Threats.

With the advancement in technology, comes the ever-increasing and versatile tactics of cybercriminals. In 2026, the digital space continues to face a mountain of sophisticated cybersecurity threats. It is essential to be abreast of the dangers that face the cybersecurity landscape if we want to defend ourselves and our companies. These threats can be grouped into two broad categories; Internal threats and External threats.
An Internal threat stems from individuals within an organisation who have legitimate access to systems and information and may cause harm through deliberate actions or unintentional mistakes [2]. It has been established that these attacks are often perpetrated by trusted users who possess insight into the system's weaknesses. The average cost of an insider threat incident in the UK is approximately £9.4 million, with over 63% of incidents resulting from employee negligence [3]. 
These fall under 4 categories, namely:
· Malicious Insiders who are aggrieved employees who deliberately try to harm the organization either by pilfering or forging secretive information and implanting malware (a malicious program or code intentionally created to damage, disrupt or take control of devices and data). Some of which are Viruses, which attach to files as they depend on hosts to replicate. Worms self-replicate without a user action.
· Negligent Insiders unintentionally cause harm due to negligence or disregarding security controls. They might unsuspectingly click on a Trojan, (a malware disguised as a legitimately safe software and trick users into installing) and infect the system.
· Compromised Insiders have their credentials stolen by an external attacker via a social engineering called Phishing, where fraudulent emails that purport to be from a legitimately known organisation, are laced with malicious links to steal a user's credentials [4].
· Collusion Insiders consciously work with external threats to cause harm. This threat is often financially motivated or a blackmail and might involve the use of Ransomware. This attack encrypts files and demands payment to restore access, as was the case in the WannaCry attack of 2017 [5].
An External threat originates from outside an organisation and involves Hackers. They are categorized based on their agenda. Black Hats are unethical criminals who break into the network to steal data for their own personal gain. White Hats hack a network to discover vulnerabilities and ensure they’re fixed. Grey Hats lie in-between and will only report any discovered vulnerabilities if it fits their agenda. Hacktivists are generally grey hats who are fighting for a socio-political cause and aim to coerce governments/ big organisations to do their bidding through attacks. Examples of some of the attacks they perform are:
· DDoS attacks where multiple devices infected with malware called botnets, are used to overwhelm a target with excessive internet traffic/requests. This disrupts its normal operation and prevents legitimate users from gaining access.
· Zero-day attacks occur when previously unknown vulnerability in a software or system is taken advantage of by hackers before its discovered and fixed by the vendor.
· Man-in-the-Middle attacks are the orchestrations of hackers who capture transmission between devices, using packet-sniffing tools to steal and decrypt the data.
· Supply Chain attacks happen when cybercriminals breach a credible external supplier whose products or services are essential to business operations. An example is the SolarWinds’ software attack which is one of the most widespread and sophisticated hacking campaigns ever conducted [6].84% of respondents to a CrowdStrike survey view this attack as a potential major threat to them within the next three years [7].






2.1
Modern Security Policies
Cyber security policies are the blueprint that dictate an organization's approach to safeguarding important data and systems from cyber-attacks. This outlines the key objectives and rules of behaviour for administrators and users of data. To strengthen its cybersecurity posture, SteelForm Manufacturing Ltd (SFM) will develop and action security policies in accordance with ISO/IEC 27001, a universally accepted benchmark for Information Security Management Systems (ISMS), ensuring data security [8].The General Data Protection Regulation (GDPR), a data protection law by the EU, sets strict guidelines for the safety of users and organisations [9]. The policies align with the CIA Triad framework, helping to maintain the confidentiality, integrity, and availability of organisational information.

Access Control Policy: SFM will implement Role-based Access Control (RBAC), which hinges on the idea that employees can only access systems and data essential to the performance of their roles. Multi-factor authentication (MFA) will be mandatory for privileged accounts, with access to critical production systems reviewed regularly.
Password Policy: Employees must use strong passwords with a minimum of 12 characters, which will be a mix of capital and small letters, numbers and special characters. It must be private, not reused across systems and reset promptly if security has been breached. MFA will be enforced wherever possible.
Acceptable Use Policy: Company-owned devices, networks and software must only be used for authorised business purposes. The installation of unauthorised software, use of personal USB devices and accessing malicious or inappropriate websites are strictly prohibited.
Email Security Policy: Employees must remain vigilant against phishing attacks by verifying suspicious emails before opening attachments or clicking links. Email filtering, anti-malware protection and spam detection technologies will be deployed to reduce email-based threats.
Backup Policy: Critical business data, production records and system configurations will be backed up daily following the 3-2-1 backup strategy. Backup integrity will be tested regularly to ensure successful recovery in case of ransomware, infrastructure failure or accidental data loss.
Remote Access Policy: For remote access, employees will use a Virtual Private Network (VPN) with MFA. Remote devices will adhere to company security protocols, have updated antivirus software and device encryption before accessing SFM's internal network.
Patch Management Policy: Network administrators must ensure that critical patches are applied within
72 hours of release and ensure routine monthly updates.




2.2
Technical Mitigation Measures
SteelForm Manufacturing Ltd (SFM) will implement a range of technical and organisational mitigation measures. 
Network segmentation will be used to isolate the production network from the corporate network, limiting the spread of malware and protecting Industrial Internet of Things (IIoT) devices. Separate VLANS will be installed to implement the segregation.
Endpoint Detection and Response (EDR) software, together with latest firewalls and Intrusion Detection/Prevention Systems (IDS/IPS), will constantly track endpoints and internet traffic for malicious activity. Microsoft Defender for Endpoint software will be installed.
Regular vulnerability assessments and security patch management will ensure that operating systems, applications and IIoT devices remain protected against known vulnerabilities. 
Sensitive company information including engineering designs, customer records and financial data will be encrypted with globally accepted encryption protocols. 
Multi-factor authentication (MFA) and Role-based Access Control (RBAC) will mitigate unapproved access to critical systems.
To minimise the impact of ransomware and accidental data loss, SFM will adopt the 3-2-1 backup strategy, with routine backup testing to verify successful recovery.
Periodic penetration testing, security audits and phishing simulations will be conducted to identify weaknesses and gauge the effectiveness of existing controls.
Lessons from the WannaCry crisis highlight that organizational resilience depends on proactive software patching, up-to-date infrastructure, continuous user training, secure data redundancy and well-rehearsed incident response protocols.


2.3
Proactive Monitoring and Incident Response

The U.S. National Institute of Standards and Technology (NIST) launched the Cybersecurity Framework (CSF) as a guide to aid organizations with their cybersecurity combative practices. The plan to provide round-the-clock monitoring and response will hinge on this framework which is in 5 stages as follows;
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                                                             Figure 2: Image of the NIST Cyber Security Framework.

Identify: SFM should maintain an inventory of all critical assets, including Industrial Internet of Things (IIoT) devices, production systems, cloud services and sensitive data. Regular risk assessments should be conducted to identify vulnerabilities and emerging threats.
Protect: This stage focuses on implementing safeguards such as Role-based Access Control (RBAC), Multi-factor authentication (MFA), network segmentation, encryption and regular employee cybersecurity awareness training to lower the probability of cyber threats succeeding.
Detect: SFM should utilize Security Information and Event Management (SIEM), Endpoint Detection and Response (EDR) and Intrusion Detection and Prevention Systems (IDS/IPS) to continuously track online activity to identify suspicious behaviour and generate real-time security alerts.
Respond: At this stage the incident response team should quickly contain affected systems, investigate the root cause, remove malicious software and communicate with relevant stakeholders to minimise operational disruption and protect sensitive information.
Recover: Business continuity must be ensured by restoring systems from secure backups. System integrity should be validated before normal operations resume and a post-incident review must be conducted. Lessons learned should be incorporated into security policies and procedures to continually improve Steel Form’s cybersecurity resilience against future threats.

SFM should adopt the NIST Cybersecurity Framework (CSF) to strengthen its capacity to anticipate, mitigate and ensure system recovery from cyber-attacks like a Distributed Denial of Service (DDoS)attack.




2.4
Continuous Training and Awareness
SteelForm Manufacturing Ltd (SFM) should establish a continuous cybersecurity training and awareness programme to instil security-aware behaviour among employees and reduce their mistakes which remain one of the leading causes of cyber incidents [10]. All new employees should complete mandatory cybersecurity induction training covering password management, phishing awareness, acceptable use of company systems, data protection and incident reporting procedures. Refresher training should be delivered quarterly through practical training sessions, mock phishing assessments and digital learning courses like ’The Beginners 2024 Cybersecurity Training Awareness Course’ video [11].
Given SFM's use of Industrial Internet of Things (IIoT) gadgets and automated machinery, specialist training should also be provided to engineers and production staff on securing operational technology, recognising abnormal equipment behaviour and following secure maintenance procedures. Regular tabletop exercises involving IT, production managers and senior leadership should test the organisation's readiness to respond to cyber incidents and improve coordination during real events.
The importance of cybersecurity awareness is demonstrated by the 2021 Colonial Pipeline ransomware attack [12], where operational disruption highlighted the need for effective staff training and incident preparedness. The NIST emphasises that cybersecurity awareness and role-based training are essential components of an effective cybersecurity programme [13]. To measure effectiveness, SFM should monitor results such as simulation success rates, training target-achievement rates and incident reporting times. These will be benchmarks to update future training initiatives.


2.5
Conclusion, Recommendations and Future Work
This report has demonstrated that SteelForm Manufacturing Ltd faces significant cybersecurity risks arising from its adoption of smart manufacturing technologies, including ransomware, phishing, insider threats and attacks on Industrial Internet of Things (IIoT) systems. To strengthen its cyber resilience, SFM should implement the proposed security policies, adopt the NIST Cybersecurity Framework and ISO/IEC 27001, and invest in continuous employee training and advanced security monitoring solutions. 
Future work should focus on incorporating artificial intelligence (AI) for threat detection, implementing a Zero Trust security architecture, and conducting regular penetration testing and security audits to address emerging cyber threats and ensure continual improvement of the organisation's cybersecurity posture.
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Policy Purpose

Protecting information assets from unauthorized access and
ensuring operational continuity and safety is the policy's core
purpose.

Policy Scope

The policy covers all employees, contractors, third parties, and all
digital systems including IT, OT, cloud, and IloT devices.

Business Alignment

Cybersecurity aligns with business goals by supporting
production efficiency, data -driven decisions, and innovation.

Shared Responsibility

Cybersecurity is a shared responsibility across all organizational
roles, not just the IT department.
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              Purpose and Scope of the Cybersecurity Policy       Policy Purpose Protecting information assets from unauthorized access and ensuring operational continuity and safety is the policy’s core purpose. Policy Scope The policy covers all employees, contractors, third parties, and all digital systems including IT, OT, cloud, and IIoT devices. Business Alignment Cybersecurity aligns with business goals by supporting production efficiency, data - driven decisions, and innovation. Shared Responsibility Cybersecurity is a shared responsibility across all organizational roles, not just the IT department.
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Confidentiality in Cybersecurity

Ensures sensitive information is accessible only to authorized
users, protecting intellectual property and personal data.

Maintaining Data Integrity

Focuses on accuracy and trustworthiness of data, preventing
malicious or accidental alterations in industrial systems.

Guaranteeing System Availability

Ensures systems and data accessibility to support continuous
operations and prevent downtime from cyberattacks.

Balancing the CIA Triad

Integrates confidentiality, integrity, and availability carefully to
optimize security without hindering business functions.
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                  Core Principles: The CIA Triad in Practice       Confidentiality in Cybersecurity Ensures sensitive information is accessible only to authorized users, protecting intellectual property and personal data. Maintaining Data Integrity Focuses on accuracy and trustworthiness of data, preventing malicious or accidental alterations in industrial systems. Guaranteeing System Availability Ensures systems and data accessibility to support continuous operations and prevent downtime from cyberattacks. Balancing the CIA Triad Integrates confidentiality, integrity, and availability carefully to optimize security without hindering business functions.
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Operational Vulnerability

Manufacturing relies on automation and connected machinery,
making it vulnerable to cyber disruptions like ransomware attacks.

Financial and Compliance Risks

Cyber attacks can cause financial losses through halted
production, penalties, and regulatory fines like GDPR violations.

Insider Threats and Safety

Insider threats risk exposing sensitive data and compromising
safety on the factory floor.

Strategic Cybersecurity Value

Strong cybersecurity acts as a competitive advantage, ensuring
trust and guiding informed management decisions.
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              The Business Impact of Cybersecurity in Manufacturing       Operational Vulnerability Manufacturing relies on automation and connected machinery, making it vulnerable to cyber disruptions like ransomware attacks. Financial and Compliance Risks Cyber attacks can cause financial losses through halted production, penalties, and regulatory fines like GDPR violations. Insider Threats and Safety Insider threats risk exposing sensitive data and compromising safety on the factory floor. Strategic Cybersecurity Value Strong cybersecurity acts as a competitive advantage, ensuring trust and guiding informed management decisions.
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Internal Threats

Internal threats stem from trusted individuals within the
organization, both malicious and unintentional, risking sensitive
data and systems.

External Threats

External cyber actors exploit system vulnerabilities to gain
unauthorized access, including cybercriminals and state-
sponsored groups.

Manufacturing Cyber Risks

Threats target both IT and operational technologies including lloT
devices, posing severe risks in manufacturing environments.

Layered Defense Strategy

Comprehensive defense requires policies, technical controls, and
continuous monitoring to protect against varied cybersecurity
threats.





image14.svg
              Threat Landscape Overview: Internal and External Risks       Internal Threats Internal threats stem from trusted individuals within the organization, both malicious and unintentional, risking sensitive data and systems. External Threats External cyber actors exploit system vulnerabilities to gain unauthorized access, including cybercriminals and state - sponsored groups. Manufacturing Cyber Risks Threats target both IT and operational technologies including IIoT devices, posing severe risks in manufacturing environments. Layered Defense Strategy Comprehensive defense requires policies, technical controls, and continuous monitoring to protect against varied cybersecurity threats.
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Malicious Insiders

Malicious insiders intentionally harm organizations by stealing
data or introducing malware for financial or personal motives.

Negligent Insiders

Negligent insiders create risk through weak security practices
without intent to harm, such as poor password management.

Compromised Insiders

Compromised insiders have stolen credentials, enabling external
attackers to masquerade as legitimate users.

Collusion Insiders

Collusion insiders cooperate with external attackers, sometimes
under coercion, facilitating cyberattacks like ransomware.
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              Internal Threats and Insider Risk Categories       Malicious Insiders Malicious insiders intentionally harm organizations by stealing data or introducing malware for financial or personal motives. Negligent Insiders Negligent insiders create risk through weak security practices without intent to harm, such as poor password management. Compromised Insiders Compromised insiders have stolen credentials, enabling external attackers to masquerade as legitimate users. Collusion Insiders Collusion insiders cooperate with external attackers, sometimes under coercion, facilitating cyberattacks like ransomware.
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Types of Threat Actors

External threats include black hat, white hat,
grey hat hackers, and hacktivists with varied
motivations and skills.

Common Attack Techniques

DDoS, zero-day, man-in-the-middle, and supply
chain attacks are common methods used to
disrupt and exploit systems.

Risks from External Dependencies

Reliance on third-party suppliers and cloud
services increases exposure to supply chain
attacks and other risks.





image18.svg
                 External Threat Actors and Attack Techniques       Types of Threat Actors External threats include black hat, white hat, grey hat hackers, and hacktivists with varied motivations and skills. Common Attack Techniques DDoS, zero - day, man - in - the - middle, and supply chain attacks are common methods used to disrupt and exploit systems. Risks from External Dependencies Reliance on third - party suppliers and cloud services increases exposure to supply chain attacks and other risks.
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Governance and Compliance Framework

Security policies provide governance and align with ISO/IEC
27001 and GDPR for regulatory compliance.

Access Control and Authentication

Role-based access and multi-factor authentication restrict system
access to authorized users only.

Password and Acceptable Use Policies

Strong password requirements and acceptable use rules reduce
risks from credential compromise and malware.

Email Security and Patch Management

Email policies address phishing, while patch management
ensures timely vulnerability fixes for system resilience.
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              Modern Security Policies Aligned with Standards       Governance and Compliance Framework Security policies provide governance and align with ISO/IEC 27001 and GDPR for regulatory compliance. Access Control and Authentication Role - based access and multi - factor authentication restrict system access to authorized users only. Password and Acceptable Use Policies Strong password requirements and acceptable use rules reduce risks from credential compromise and malware. Email Security and Patch Management Email policies address phishing, while patch management ensures timely vulnerability fixes for system resilience.
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Network Segmentation

Separates production and corporate networks to limit breach
spread and protect lloT devices effectively.

Endpoint Detection and Response

Combines EDR, firewalls, and intrusion detection to monitor
endpoint and network activity continuously.

Data Protection and Access Control

Encrypts sensitive data and uses multifactor authentication to
reduce unauthorized access risks.

Vulnerability Management and Backup

Regular assessments and 3-2-1 backup strategy ensure resilience
against attacks and data loss.
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                Technical Mitigation Measures and Defense - in - Depth       Network Segmentation Separates production and corporate networks to limit breach spread and protect IIoT devices effectively. Endpoint Detection and Response Combines EDR, firewalls, and intrusion detection to monitor endpoint and network activity continuously. Data Protection and Access Control Encrypts sensitive data and uses multifactor authentication to reduce unauthorized access risks. Vulnerability Management and Backup Regular assessments and 3 - 2 - 1 backup strategy ensure resilience against attacks and data loss.
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Identify Assets and Risks

Maintain an up-to-date inventory of IT systems, lloT devices, and
sensitive data while conducting risk assessments regularly.

Implement Protective Measures

Apply safeguards like access controls, encryption, network
segmentation, and employee training to reduce attack likelihood.

Continuous Threat Detection

Use technologies such as SIEM, EDR, and IDS/IPS for real-time
monitoring and detection of anomalous activities.

Incident Response and Recovery

Coordinate incident handling with containment, investigation,
communication, remediation, and secure system restoration.
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                Proactive Monitoring Using the NIST Cybersecurity Framework       Identify Assets and Risks Maintain an up - to - date inventory of IT systems, IIoT devices, and sensitive data while conducting risk assessments regularly. Implement Protective Measures Apply safeguards like access controls, encryption, network segmentation, and employee training to reduce attack likelihood. Continuous Threat Detection Use technologies such as SIEM, EDR, and IDS/IPS for real - time monitoring and detection of anomalous activities. Incident Response and Recovery Coordinate incident handling with containment, investigation, communication, remediation, and secure system restoration.
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Incident Response Planning

Defines roles, responsibilities, and communication channels for
rapid, coordinated action during cyber incidents.

Containment and Investigation

Early containment prevents malware spread; forensic analysis
identifies root causes and failed controls.

Business Continuity Planning

Ensures critical processes continue or are quickly restored using
tested backups and recovery procedures.

Ongoing Testing and Review

Regular simulations and post-incident reviews strengthen
defenses and maintain response effectiveness.
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                Incident Response and Business Continuity       Incident Response Planning Defines roles, responsibilities, and communication channels for rapid, coordinated action during cyber incidents. Containment and Investigation Early containment prevents malware spread; forensic analysis identifies root causes and failed controls. Business Continuity Planning Ensures critical processes continue or are quickly restored using tested backups and recovery procedures. Ongoing Testing and Review Regular simulations and post - incident reviews strengthen defenses and maintain response effectiveness.
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Mandatory Induction Training

New employees receive essential training on password
management, phishing, data protection, and incident reporting.

Regular Refresher Programs

Refresher training via e-learning, workshops, and phishing
simulations helps maintain awareness and adapt to threats.

Specialized Operational Training

Engineers and production staff receive training to manage risks
associated with lloT and automated machinery.

Incident Preparedness Exercises

Tabletop exercises with IT, operations, and senior management
improve coordination during security incidents.
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                Continuous Training and Security Awareness       Mandatory Induction Training New employees receive essential training on password management, phishing, data protection, and incident reporting. Regular Refresher Programs Refresher training via e - learning, workshops, and phishing simulations helps maintain awareness and adapt to threats. Specialized Operational Training Engineers and production staff receive training to manage risks associated with IIoT and automated machinery. Incident Preparedness Exercises Tabletop exercises with IT, operations, and senior management improve coordination during security incidents.


image29.png
Recommendations,
Future Work, and
Conclusion

Strengthening Cybersecurity Policies

Implement proposed policies and align governance with ISO/IEC
27001, GDPR, and NIST frameworks to enhance security.

Investing in Technical Controls

Continuous investment in technical controls, monitoring, and
employee training reduces cyber incident risks and impacts.

Future Technologies and Practices

Explore Al and machine learning for threat detection, adopt Zero
Trust, and conduct regular penetration testing.

Commitment to Continuous Improvement

Continuous improvement ensures protection of operations, data,
and reputation for sustainable digital growth.
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                Recommendations, Future Work, and Conclusion       Strengthening Cybersecurity Policies Implement proposed policies and align governance with ISO/IEC 27001, GDPR, and NIST frameworks to enhance security. Investing in Technical Controls Continuous investment in technical controls, monitoring, and employee training reduces cyber incident risks and impacts. Future Technologies and Practices Explore AI and machine learning for threat detection, adopt Zero Trust, and conduct regular penetration testing. Commitment to Continuous Improvement Continuous improvement ensures protection of operations, data, and reputation for sustainable digital growth.


