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STEP 1
Type in the following commands just as below:
nmap localhost
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STEP 2
if config
[image: ]
· Type the command you used to find out your Host IP Address: Inet addr: 10.0.2.15 (if config)
· Type in the command you used to scan after finding your Host IP Address: nmap 10.0.2.15
· Record the outcomes of the above command here:



STEP 3
Analyse the outputs/outcomes from Step 1 and 2 and record your reflections:
[image: ]
Differences between local Host and IP Address of the Host:
· Ports displayed are different: nmap localhost showed:
22/tcp open ssh 
23/tcp open telnet
631/tcp open ipp
But,
· Then when I did command nmap 10.0.2.15 
I did not get the last port 631/tcp open ipp 
I did get first two 22/tcp open ssh and 23/tcp open telnet
· Unsure why the difference



STEP 4
Why is the nmap scan only scans the first 1,000 ports?  What will be the command to scan all the ports.
Generally seems first 1,000 ports available but some are not (reserved).

STEP 5
Scan the UDP Ports
nmap -sU localhost
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STEP 6
From the above outcomes select any ports which is open
sudo nmap -p168 localhost
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STEP 7
Try other port related commands and record its purpose:
sudo nmap -p150 10.0.2.15
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STEP 8
Detecting the version is a very important part of information gathering.  Try to find out the version:
[image: ]
PORT STATE SERVICE VERSION


STEP 9
Try other commands to detect other versions and record its purpose
· Command to identify the Operating System Version: lsb_release -a
· Command to identify the Service Version
[image: ]
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Terminal
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©®®® cisco@ubuntu: ~

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:56 CST
Failed to resolve "p10.0.2.15".

WARNING: No targets were specified, so 0 hosts scanned.

Nmap done: © IP addresses (0 hosts up) scanned in 23.34 seconds
ciscogubuntu:~$ sudo nmap -p168 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 11:01 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000060s latency).

PORT  STATE SERVICE

168/tcp closed rsvd

Nmap done: 1 IP address (1 host up) scanned in ©.34 seconds
ciscogubuntu:~$ sudo nmap -p150 10.0.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 11:06 CST
Nmap scan report for 10.0.2.15

Host is up (0.000080s latency).

PORT  STATE SERVICE

150/tcp closed sql-net

Nmap done: 1 IP address (1 host up) scanned in 13.34 seconds
cisco@ubuntu:~$ |
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Terminal

O™ 0 cisco@ubuntu: ~

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 11:06 CST
Nmap scan report for 10.0.2.15

Host is up (0.000080s latency).

PORT  STATE SERVICE

150/tcp closed sql-net

Nmap done: 1 IP address (1 host up) scanned in 13.34 seconds
ciscogubuntu:~$ nmap -sV localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 11:14 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.0035s latency).

Not shown: 997 closed ports.

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2
0)

23/tcp open telnet Linux telnetd

631/tcp open ipp CUPS 2.1

service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap
.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 13.28 seconds

ciscogubuntu:~$
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Terminal

O™ 0 cisco@ubuntu: ~

Nmap scan report for localhost (127.6.0.1)
Host is up (.0035s latency).

Not shown: 997 closed ports

PORT ~ STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2
0)

23/tcp open telnet Linux telnetd

631/tcp open ipp CUPS 2.1

service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at http:
_org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 13.28 seconds
ciscogubuntu:~$ Isb_release -a

No command 'Isb_release' found, did you mean:

Command 'lsb_release' from package 'lsb-release' (main)
Isb_release: command not found

ciscogubuntu:~$ lsb_release -a

No LSB modules are available.

Distributor ID: Ubuntu

Descriptio Ubuntu 16.04 LTS

Release 16.04

Codename: xenial

cisco@ubuntu:~$ ||
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Ubuntu Desktop.

cisco@ubuntu: ~

* You are welcome to visit our Web site *

* http://root.cern.ch *
* *

B .

ROOT 5.34/30 (heads/v5-34-00-patches@vs-34-28-57-gec27989, Apr 05 2016, 13:55:00
on linuxxg664gcc)

(CINT/ROOT C/C++ Interpreter version 5.18.00, July 2, 2010

Type ? for help. Commands must be C++ statements.

Enclose multiple statements between { }.

root [6] service --status -all

Symbol service is not defined in current scope (tmpfile):1:
symbol status is not defined in current scope (tmpfile
symbol all is not defined in current scope (tmpfile
(const int)e

*** Interpreter error recovered ***

root [1] service --status-all

Symbol service is not defined in current scope (tmpfile):1:
symbol status is not defined in current scope (tmpfile
Error: Symbol all is not defined in current scope (tmpfile):1:
(const int)e

*** Interpreter error recovered ***

root [2]
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Terminal

©® 6 cisco@ubuntu: ~

cisco@ubuntu:~$ Cisco

No command 'Cisco' found, did you mean:

Command 'disco' from package 'mono-devel' (main)
Cisco: command not found

ciscogubuntu:~$ nmap localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:01 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (.00032s latency).

Not shown: 997 closed ports’

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in ©.35 seconds
cisco@ubuntu:~$ i
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Terminal

©® 6 cisco@ubuntu: ~
23/tcp open telnet
631/tcp open ipp
Nmap done: 1 IP address (1 host up) scanned in .35 seconds
ciscogubuntu:~$ ifconfig
enpos3  Link encap:Ethernet HWaddr o
inet addr:10.6.2.15 Bcast:10.6.2.255 Masl
inet6 addr: fe8e::ca79:647d:bfla:21e/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1560 Metric:1
RX packets:9 errors:@ dropped:@ overruns:0 frame:o
TX packets:211 errors:0 dropped:0 overruns:® carrier:o
collisions:@ txqueuelen:1000

RX bytes:1600 (1.6 KB) TX bytes:19515 (19.5 KB)

:127:22:97:95

55.255.255.0

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr /128 Scope:Host

UP LOOPBACK RUNNING MTU:65536 Metric:1

RX packets:2154 errors:0 dropped:@ overruns:
TX packets:2154 errors:@ dropped:0 overrun:
collisions:0 txqueuelen:1

RX bytes:110160 (116.1 KB) TX bytes:110160 (110.1 KB)

frame:0
carrier:0

cisco@ubuntu:~$ |
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Terminal

©® 6 cisco@ubuntu: ~
RX bytes:110160 (110.1 KB) TX bytes:110160 (110.1 KB)

ciscogubuntu:~$ nmap 16.0.2.5

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:16 CST

| Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.14 seconds

ciscogubuntu:~$ nmap 16.6.2.5

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:25 CST

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.12 seconds

ciscogubuntu:~$ nmap 16.0.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:26 CST
Nmap scan report for 10.0.2.15

| Host is up (0.00031s latency).

Not shown: 998 closed ports)

PORT  STATE SERVICE

| 22/tcp open ssh

23/tcp open telnet

DED5 Do

Nmap done: 1 IP address (1 host up) scanned in 13.23 seconds

cisco@ubuntu:~$ |
u N "PaaL
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Terminal
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©® 6 cisco@ubuntu: ~

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:16 CST

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.14 seconds

ciscogubuntu:~$ nmap 16.6.2.5

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:25 CST

Note: Host seems down. If it is really up, but blocking our ping probes, try -Pn
Nmap done: 1 IP address (@ hosts up) scanned in 3.12 seconds

ciscogubuntu:~$ nmap 16.6.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:26 CST
Nmap scan report for 10.0.2.15

Host is up (.00031s latency).

Not shown: 998 closed ports’

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in 13.23 seconds
cisco@ubuntu:~$ nmap -sU localhost

You requested a scan type which requires root privileges.
QUITTING!

cisco@ubuntu:~$ |
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Terminal

©® 6 cisco@ubuntu: ~

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:49 CST
WARNING: No targets were specified, so 0 hosts scanned.

Nmap done: © IP addresses (0 hosts up) scanned in ©.13 seconds
ciscogubuntu:~$ sudo nmap -p22

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:53 CST
WARNING: No targets were specified, so 0 hosts scanned.

Nmap done: © IP addresses (0 hosts up) scanned in ©.13 seconds
ciscogubuntu:~$ sudo nmap p10.6.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 10:56 CST
Failed to resolve "p10.0.2.15".

WARNING: No targets were specified, so @ hosts scanned.

Nmap done: © IP addresses (0 hosts up) scanned in 23.34 seconds
ciscogubuntu:~$ sudo nmap -p168 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-22 11:01 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000060s latency).

PORT  STATE SERVICE

168/tcp closed rsvd

Nmap done: 1 IP address (1 host up) scanned in ©.34 seconds
cisco@ubuntu:~$ |
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