



Why we need IPv6
IPv6 was made to be the successor to IPv4. IPv6 has a larger 128-bit address space, providing for 340 undecillion addresses. But, IPv6 is more than just larger addresses. When the IETF began its development of a replacement to IPv4, it used this opportunity to fix the limits of IPv4 and include additional improvements. One example is Internet Control Message Protocol version 6 (ICMPv6), which includes address resolution and address auto-configuration not found in ICMP for IPv4 (ICMPv4). ICMPv4 and ICMPv6 
The reduction of IPv4 address space has been the inspiring factor for moving to IPv6. As Africa, Asia and other areas of the world become more connected to the Internet, there are not enough IPv4 addresses to adapt this evolution. 
IPv4 has a hypothetical maximum of 4.3 billion addresses. Private addresses in combination with Network Address Translation (NAT) have been instrumental in slowing the reduction of IPv4 address space. Still, NAT breaks many applications and has limitations that severely impede peer-to-peer communications.
Internet of Everything 
The Internet of today is knowingly changed than the Internet of past decades. The Internet of today is more than email, web pages, and file transfer between computers. The growing Internet is becoming an Internet of things. No longer will the only devices accessing the Internet be computers, tablets, and smartphones. The sensor-equipped, Internet-ready devices of tomorrow will include everything from automobiles and biomedical devices, to household appliances and natural ecosystems. 
With a growing Internet population, a limited IPv4 address space, issues with NAT and an Internet of Everything, the time has come to begin the transition to IPv6.The rate of ipv6 implementation is growing fast but is also unsure. The timeline for the distribution takes time and it`s a difficult process. Still many issues with IPv6 with just a few providers on the market. In comparison to IPv4, IPv6 traffic is still low but it`s growing continuously. One of the issues that is holding back IPv6 is the customer premises equipment’s that does not support IPv6.A concept name Multihoming that is helping to connect multiple service providers for redundancy is not fully workable and it will take time but it`s not sure that they can hold back organizations from launching IPv6.


IPv6 Vulnerabilities

In the future IPv6 will become popular as IPv4 if not even more. In the next ten years IPv6 will be launched and it will overcome the number of systems that was on IPv4.Organizations who started to use IPv6 from the beginning will help to identify and eliminate all the security issues and bugs. Specialists are encouraging that they need to prioritise security during the transitions. There are different threats running IPv6 on a network without any security measures. Some operating systems can run these two protocols at the same time, without requiring user interference. One of the biggest issues is that this protocol might connect to IPv6 internet if there is no configuration made by the user and there is a big risk for an attack. Another reason why we should secure IPv6 is because it can be used as’ ’backdoor protocol’ ’while most of the security systems can only secure IPv4 and ignore IPv6.
These threats can be a very motivational facts to secure your IPv6 before it will be launched.





IPv4 and IPv6 Synchronicity

As I mentioned before the change from IPv4 to IPv6 can take years, but that doesn`t mean that we cannot have both protocols on the same network. The IETF (Internet Engineering Task Force) has made different tools and protocols to help the network administrators to move their network on IPv6.The relocation process has three categories:
-Dual Stack: it allows IPv4 and IPv6 to coexist on the same network segment. Dual stack devices can run both of the protocols in the same time
-Tunneling: is a technique that allows to transport an IPv6 packet over an IPv4 network. The IPv6 packet is encapsulated inside an IPv4 packet similar to other types of data.
-Translation: Network Address Translation 64 (NAT64) permits IPv6-enabled devices to connect with IPv4-enabled devices using a translation technique like NAT for IPv4. An IPv6 packet is decoded to an IPv4 packet and vice versa.

IPv6 Address Representation

Ipv6 addresses have 128 bites in dimension and written as a string of hexadecimal values. Every 4 bits is characterised by a single hexadecimal number; for a total of 32 hexadecimal values. IPv6 addresses can be assigned either lower or uppercase because they are not case-sensitive.
IPv6 has a chosen format, for example: x:x:x:x:x:x:x:x with each ‘’x’’ containing four hexadecimal values.
As you know at IPv4 we use, octet and on IPv6 we use hextet. Hextet means a segment of sixteen bits or four hexadecimal values.

IPv6 address types

There are three different address types

-Unicast: IPv6 unicast address has the power to recognize an interface on an IPv6 enabled device.
-Multicast: can send a single IPv6 packet to a multiple destination
-Anycast: An IPv6 anycast address is any IPv6 uncast address that it can be assigned to multiple devices. In the process of sending to an anycast address, this is directed to the nearest device that has the address.

Another difference between IPv4 and IPv6 is that IPv6 does not have a broadcast address but there is an IPv6 all-nodes multicast address that is working in the same way like a broadcast address.

  
       IPv6 prefix length
   As we know that IPv4 use a dotted decimal subnet mask or prefix length to identify the network and the host portion, IPv6   uses the prefix length to represent the prefix portion of an address. IPv6 prefix length is used to identify the network portion of an IPv6 address
The length of and IPv6 prefix can be from 0 to 128.

They are different types of IPv6 Unicast addresses.
One of the most used addresses is global unicast along with link local unicast addresses.

Global Unicast

A global unicast is like a public IPv4 address. They have totally exclusive internet routable addresses. The addresses can be configured statically or allocated dynamically

Link-local

Link-local addresses are used to interconnect with other devices on the same local link. In IPv6 the term ‘’link’’ is referring to a subnet. Link-local addresses are limited to a single link.
There are unique, and they must be used only on that link because they are not routable outside the link.

Unique local
Unique local is another unicast address. Unique local addresses are used for local addressing inside a site or between a restricted number of sites. Unique local addresses they can be used without having or need access from another network.
Unique local addresses are in the range of FC00: :/7 to FDFF::/7.


Link-Local Unicast

An IPv6 link local addresses allows to a device to establish communication with other IPv6 enabled devices just on the same connection. Packets with a source or end point link-local address cannot be routed outside the connection from which the packet initiated.
There is no need for a global unicast address, but every IPv6 network interface it must have a link local address. If a link-local address is not configured manually on an interface, the device will automatically create its own without communicating with a DHCP server.

IPv6 link-local addresses are in the FE80: :/10 range. The /10 indicates that the first 10 bits are 1111 1110 10xx xxxx. The first hextet has a range of 1111 1110 1000 0000 (FE80) to 1111 1110 1011 1111 (FEBF)

Structure of an IPv6 Global Unicast Address

As I mentioned before IPv6 global unicast addresses are globally unique and routable on the IPv6 internet. These addresses are like IPv4 public addresses.

A global unicast address has three parts:
· Global routing prefix
· Subnet ID
· Interface ID

1.Global routing prefix

The global routing prefix is the prefix, or network, part of the address that is given by the provider, such as an ISP, to a customer or site.

2.Subnet ID 
The Subnet ID is used by an association to classify subnets within its site. The larger the subnet ID, the more subnets available.

3.Interface ID
The IPv6 Interface ID is the same like the host portion of an IPv4 address.
A single host can have multiple interfaces and each of them can have one or more IPv6 addresses.


[bookmark: _GoBack]In my opinion  IT organizations will manage to secure IPv6 successfully in the nearest future as the IT industry is growing continuously and the next generation of technology will be a big part of it!
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