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Introduction
Cybersecurity is currently one of the most important strategic priorities for organizations as there is an increase in the dependence on more digital technologies that help to manage business operations, deliver services and store customer data. The sudden increase in the use and adoption of cloud computing, remote working, interconnected systems and artificial intelligence has increased the possibilities for attack by cybercriminals. This resulted in organizations facing more sophisticated cyberthreats, this includes phishing, ransomware, supply chain attacks and insider attacks. These threats have manged to show and support evidence that current and traditional security models are no longer sufficient to protect business assets and sensitive information. Modern cybersecurity should focus on managing and creating systems that are capable of preventing attacks, be able to detect threats at early stages and to respond efficiently to incidents, it also should be able to recover efficiently while minimising the disruptions to operations. In order for this objective to be achieved organizations are required to establish clear security policies, adopt certified security frameworks, asses risks, adopt strong governance structures and to create a security aware culture within the organization. Security is not a solely an it responsibility but an essential part of a big organization, requiring regulatory compliance, executive leadership and the willing to continually improve. This report will examine multiple modern approaches to protect the information assets of organizations with the implementation of Zero Trust Architecture. This will evaluate the benefits, limitations and principles. Later on, I will apply these principles to the 2017 Equifax data breach by designing an structured cybersecurity model based on certified frameworks. This includes National Institute of Standards and Technology (Nist) Cybersecurity framework 2.0.

Task 1
1.1 The Zero Trust Architecture
The recent growth in technology has created a digital transformation that has significantly changed how information systems operate. Business have increased their reliance on cloud computing, mobile devices, hybrid working environments and third party suppliers to aid the day to day business operations. These technologies will improve the efficiency and flexibility, but on the other hand side it has introduced new security challenges and threats, reaching the organizational network beyond the standard corporate level. Cybercriminals have managed to the adapt to this changing landscape and have been able to steal credentials, exploit vulnerable applications, insecure clouds environments and to gain access to valuable information. Basic cybersecurity models were deigned in mind with the concept of perimeter security, in which the users and devices of a corporate networks were considered safe and trustworthy. Firewalls and VPNs were used to help create a secure boundary separating the internal users from external threats. This has worked well and was effective when business operated from centralised offices and on-site infrastructure. But in today’s world this has become ineffective due to the changes in these aspects, such as more people working from home, more offices and off site infrastructure or the use of more cloud software. Once an attacker has affectively breached the network then it can easily access sensitive information and move across the network and cause further escalations. The Zero Trust Architecture has become a modern cybersecurity model that will address these weakness, by directly changing how trust is established within the system. Rather than assuming all users and devices are safe, the concept of “never trust, always verify” will be applied to the network covering all users and devices. So every access request will be classified as a potential threat regardless of their origin. Many aspects will be identified before granting access. Zero Trust will assume that breaches are inevitable rather than unlikely . This will encourage the organization to focus on limiting the impact of attacks rather than just preventing compromises. Access permissions are restricted using the principle of least privilege, this ensures that users receive the minimum level of access needed to perform their jobs. The National Institute of Standards and Technology defines Zero Trust as an evolving paradigm that shifts security shifts security controls away from static network based perimeters towards users, assets and resources. The several factors that increased the adoption of Zero Trust, include the growth of remote work during the Covid pandemic, increased use of cloud, increased ransomware attacks and stricter reglementary requirements. This have demonstrated that organizations need to adopt adaptive security models that can cope with modern requirements. Lastly Zero Trust is viewed highly as a comprehensive organizational strategy that integrates governance, risk management, identity management, continuous monitoring , automation and a secure system design into a unified cybersecurity framework [1],[2].

1.2 Core Principles of Zero Trust Architecture.
The zero trust architecture follows several security principles that will reduce the risk of unauthorised access and will minimize the impacts of successful cyberattacks. Zero trust has multiple levels of protection across the users, devices, network and data. These principles will work together to create an adaptive security model that’s capable of responding to cyberattacks. 
Never Trust, Always verify.
This principle assumes that no user or device is trustworthy or safe, therefore all requests to access data will be authenticated, authorised and validated before granting the access. This is safer than assuming users and devices are safe and trustworthy. The verification is not only limited to initial login process, but the organization will also examine different aspects such as behaviour, geographic location and device security and will decide whether access should remain active. If any suspicious activity is detected then more authentications will be required, certain things could be restricted or service be terminated altogether. The continuous use of verification will reduce the risk of attackers gaining access or stealing credentials. Even if the attackers get legit credentials, it will be hard to get over the other aspects without getting detected. 
Principle of Least Privilege 
Using this principle then all employee or contractors receive the minimum permissions required to do their duties. Users will not receive more administrative rights only unless deemed essential. These permissions will actively be monitored and reviewed and changed when changing duties and no longer required for the new task. The limitation of permissions reduces the potential in damages in the case of an account being compromised. For example, an employee working in customer service, should not be able to access pay roll information. The use of restrictions will help reduce the areas which cybercriminals can access and restricting parts of the network. Role-Based Access Control and Attribute Access Control is used by organizations to automate the principles of least privilege. RBAC will assign permissions based on job roles, while ABAC will assign based on user identity, device type and location.[3]
Identity and Access Management 
The identity aspect of zero trust has become one of the new security perimeters within the framework. IAM is essential in ensuring that only authorised users can access data. Identity Management combines several technologies such as Multi Factor Authentication (MFA), Single Sign on and password less authentication. MFA is essential because it requires the users to have more verifications before the access will be granted. This can include a combination of password and verification code texted on their mobiles. This will effectively reduce the risk of passwords being compromised. Privileged Access Management will provide protection for administrative accounts which are primarily being targeted by attackers due their wide access to data within the network. So, the administrative accounts require additional monitoring and approval, this will reduce the potential risk. Effective identity management includes account provisioning and immediate removal of access when employees leave the company, this ensures the compliance with the security policies.
Micro Segmentation
 This aspect will divide the network of organization, into multiple isolated security zones. Each segment will have its own security policies, access controls and different monitoring types. In order for communication between the segments will require additional authentications and authorisations, this will prevent the risk of attackers or malware to travel between the segments. A good example in which organizations can use this is to create a different segment for the finance, human resources or customer service databases, ensuring that it’s hard for a threat to travel to other databases keeping the other safe. This is because there’s additional security when accessing a different segment. Micro segmentation is particularly essential in cloud environments as the data is distributed across multiple virtual networks and data centres.
Continuous Monitoring and Behaviour Analytics
Continuous monitoring will enable the organizations to identify threats before much damage is done. Security Information and Event Management (SIEM) is a platform that collect logs from servers, applications, firewalls and cloud services. This data will be analysed to detected unusual activity such as repeated failed login attempts and unusual data transfers. A lot of organizations now expand their monitoring capabilities using Artificial Intelligence and User and Entity Behaviour Analytics. These technologies will identify the current activity of the organization and decide whether an action is normal or if its suspicious and should be flagged. For example, an employee will try to extract an unusual volume of data during unusual hours and from a different computer, then the automated security controls can trigger an investigation or block access.
Device Security and Continuous Compliance 
Organizations will evaluate whether the devices meet predefined security standards before allowing them to access sensitive data. The compliance checks may verify if the devices have the latest operating system updates, antivirus software and encryption. Devices that will fail this test will have restricted access or be isolated until fixed. This approach will result in a reduction in risks of being compromised or be controlled by unmanaged devices. This more common in hybrid environments where different types of devices are being used. [4]


	Traditional Security Models
	Zero Trust Architecture

	Trust users in the network.
	Trust no user or device

	Security focused on the network perimeter 
	Focus on security, identity, devices and data

	One time authentication
	Continuous authentication and authorization

	Broad network access after login
	Least privilege access only

	Flat Network Structure
	Micro segmentation architecture

	Assumes internal users are trusted
	Assumes breaches can always occur

	Reactive incident response
	Proactive prevention, detection and automated response.



1.3 Critical Evaluation of Zero Trust Architecture compared with traditional security models. 
Zero Trust has become one of the most significant development in modern cybersecurity, because it can address many of the weaknesses associated with traditional security models. Despite its recent growth zero trust architecture is not the complete solutions to all cybersecurity challenges . Both advantages and limitations, need to be evaluated by organizations before implementing it . So therefore a critical analysis is required for analysing the benefits and challenge t when implementing the model. Traditional network security was developed when organizations operated from centralised offices using on site infrastructure. Once users entered the network they were automatically trusted and were allowed unrestricted movement trough the network. This approach is effective when the employees worked with office environments and the resources remain in company data owned centres. The ore advances in technology changed this to the environment we know today. This includes cloud computing, remote working and software as a service. With the more advances in technology the traditional security concepts of a safe network, have become increasingly difficult to defend. A major advantage of zero trust is the ability to limit movement. In traditional networks, attackers with access, can theoretically move through systems freely and undetected until they find valuable data needed to perform their attack. In some cases, attackers were able to remain in networks for long periods of time taking sensitive data and causing big damages. This is due to the lack of protection in place to avoid this. Zero trust addresses this weakness by making considerably harder for attackers to access additional systems. 
Zero Trust can also improve the visibility of the organization over the network. Continuous monitoring will collect data from all users and devices of the network, visualising what’s actually happening in the network and is able to flag suspicious activity. Therefore, Security operations centres can identify the threats much earlier the traditional models. Early detection can prevent the loss of data and reduce the damage overall. The model will provide several compliance benefits. This includes regulations such as the GDPR, DORA and NIS2. This requires organizations to have technical measures to protect sensitive data. Zero Trust supports compliance by offering authentication, encryption and continuous activity monitoring. This helps organizations to demonstrate regulatory compliance during audits.
Zero trust is heavily dependent on the accurate asset inventories effective identity management. Organizations will not be able to protect unknown systems. Unmanaged devices or cloud services can create blind spots in which attackers can exploit easily. Also outdated user accounts and poor identity management can weaken even the most advanced protection tools. This demonstrates the zero trust requires strong governance and defined policies to be effective. A criticism of Zero Trust is that it cannot protect against every cybersecurity risk. The social engineering attacks remains one of the most popular and effective due to the fact that it targets human behaviour rather than technical vulnerabilities. Employees are at risk of disclosing confidential and sensitive data trough phishing emails or trough fraudulent phone calls, despite the organization using advanced authentication systems. Also inside threats will remain quite difficult to detect. Zero trust should be combined with employee awareness, continuous behavioural detection and effective governance to be able to actually provide the protection required. Academic researchers suggest that is better to view zero trust as a strategic security philosophy rather than a single security product. Organizations my sometime believe that they can use zero trust by only implementing it on a single software platform. But in reality successful implementation will require adapting identity management, risk management, continuous monitoring, governance, network segmentation, secure software development and executive leadership. If the organization is not committed and will not enforce a cultural change then technical solutions by themselves wont be necessary.
Overall Zero Trust represents a big improvement over traditional methods. This is because it will address todays security issues of the digital world. Continuous verification and identity centred security will significantly reduce the chances for attackers to carry out effective attacks while it helps the organization to improve visibility and regulatory compliance. But the organizations will need to be aware that the implementation is complex, resource intensive and will require strong governance to be effective. The best approach is to adapt Zero Trust gradually using a structured scheme aligned with certified frameworks such as NIST Cybersecurity Framework 2.0 and ISO/IEC 27001, this will ensure that the security improvements will support the organizations objectives rather than causing unnecessary operational disruption [5].
	Evaluation Area
	Traditional Security
	Zero T. Architecture 
	Critical Evaluation

	Trust Model
	Trust after login
	Continuous verification
	Zero T. significantly reduces credential-based attacks

	Attack contained
	Limited
	Micro segmentation
	Prevents lateral movement 

	Cloud Security
	Limited support
	Designed for hybrid and cloud environments 
	Suitable for modern organisations

	Compliance
	Basic auditing
	Continuous logging and monitoring
	Demonstrate NIST and GDPR compliance.

	Cost
	Lower initial investment
	High implementation costs
	Long term security but significant investment

	Complexity
	Easy to deploy
	Requires major organisational change
	Strong governance is essential for success

	User experience
	Simpler Access
	Additional authentication steps
	Better security, but can impact productivity if not managed properly.












1.4 Implementation Challenges, Future developments and Conclusion.
 	Implementation Challenges
One of the biggest challenges faced by organizations is the use of traditional infrastructure. Business continue to use old systems to tackle the modern cybersecurity issues, which were designed way before this threats appeared and some of the new technology used by the businesses. This systems lacks support for modern technologies such as multi factor authentication or continuous identity verification. Replacing and upgrading the old technology can be disruptive and expensive for large organizations with hundreds or thousands of users. Another significant challenge is to maintain an large inventory of assets. Zero trust works by knowing exactly which device, user, application and data exist within the corporation. Many businesses face problems when users use unauthorized software or cloud services without consulting the IT department, this is often called shadow IT. Unmanaged devices can create security blind spots making it harder to successfully apply monitoring policies and access control. Identity management has some practical difficulties. This is seen more in organizations with large numbers of employees, contractors and third-party suppliers requiring different levels of access. User access can change frequently due to employee promotion, move to different departments or projects. This means that permissions and access need to be monitored and reviewed continuously. Financial investment is another challenge faced by organizations. The implementation of Zero Trust is expensive and therefore requires organizations to invest large amounts of money to be able to implement the framework. Also the framework requires additional investment in multiple security technologies including Access management, Endpoint Detection and Response (EDR) and network segmentation technologies. Beyond this the organizations must also invest in stuff training. The costs should be assed and compared to the costs associated to cyberattacks which can result in far greater costs. 
	Future Development in Zero Trust
The traditional security monitoring relies on predefined rules and manual investigations by officers. However modern technologies and organizations will produce large amounts of data which is hard to be monitored and managed manually. The use of AI technologies can simplify the process by processing millions of security events and scanning large amounts of data in a short period of time, minimising the need of officers. Saving time and resources. Automation is another big tool enabling organizations to automate repetitive security tasks such as isolating compromised devices , disabling user accounts and blocking malicious IP addresses. Automation will reduce the response times and improve consistency.  Password less authentication has become more popular within organizations and its an significant improvement . Traditional passwords hosts a considerable risk of being compromised by phishing and credential theft. Future Zero Trust implementations are expect to focus more on protecting supply chains. Recent cyberattacks has shown that attackers target third party software providers and service partners to gain access to multiple organizations at the same time. The constant mentoring of this external providers and partners have become essential in combating cyberthreats.
Conclusion.
The evolution of this digital technologies has changed the cybersecurity landscape, making the traditional security become irrelevant and weak. The rises in the new technologies used by organizations have resulted in the requirement of adopting more adaptive and resilient approaches to protecting the data of organizations. The Zero Trust architecture provides a great security model which is based on continuous monitoring and verification of users, devices and systems. This will boost the organizations’ ability to prevent and protect against new modern cyberthreats. Zero Trust however is not a stand-alone solution, requiring the organization to implement strong governance, executive leadership and organizational culture change. The organization must be able to balance security improvements with operational efficiency while realising that cybersecurity is an ongoing process rather than a one-time project. [6]
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Task 2 – Designing a Cybersecurity programme for the Equifax Data Breach
	2.1 Organizational Structure and accountability.
In 2017 the Equifax data breach has showed that cybersecurity failures are often caused by weaknesses in the governance rather than with the technology alone. For this to be avoided in the future is essential for the organization to ensure its clearly define cybersecurity responsibilities. At the centre of the proposed structure is the Chief Information Security Officer (CISO), who will report directly to the CEO, further cybersecurity updates should be presented to the board of directors. Cyber risks should be treated as strategic business risks rather than technical issues. CISO is responsible for developing security strategy and overseeing compliance and also ensuring alignment with frameworks such as NIST. In the help and support of the CISO there should be several specialist teams with defined responsibilities. The security Operation Centre (SOC) will monitor the organizations systems, security alerts and coordinate incident response activities. The Security Architecture team should actively design secure infrastructure and implement the Zero Trust principles. The Secure Software team should integrate security in every step of the Software Development Life Cycle (SDLC) this will ensure vulnerabilities are identified trough code reviews and automated security scanning before the actual software is released. This governance will address the several weakness that were identified during the breach. This will be done by improving the executive oversight and ensuring that security responsibilities are clearly allocated. The use of regular reporting, defined roles and board level involvement will result in faster decision making and it will improve the risk management and be able to support a culture within the organization, which views cybersecurity a fundamental aspect of organizational resilience. [7]
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2.2 Policies and Procedures 
A path management policy is dependant on critical security updates to be deployed within a set period of time such 24 or 48 hours for critical vulnerabilities and up to 7 days for high risk vulnerabilities. Before the initial deployment patches should be tested in a controlled environment to minimise operational disruption. This policy directly addresses the failure to patch the Apache Struts vulnerability that lead to the attack. A vulnerability Management Policy is essential to require automatic vulnerability scanning with immediate investigation of the critical findings. The vulnerabilities should be assessed using a risk scoring system such as the Common Vulnerability Scoring System (CVSS) , this will ensure that the highest risks will be assessed first. To successfully improve software security the organization should implement the Secure Software Development Life Cycle (SSDLC). Security should be at core of every step and be incorporated in the development using secured coding standards, automated security testing before the systems will be released into production. The Assets management Policy will maintain the accurate inventory of all hardware, software and information assets. Each of this assets are required to have an responsible person ensuring that all updates, monitoring and security controls are maintained regularly ensuring that its safe and risk free. Finally, the Security Monitoring and Data protection Policy should require the use of log collection, real time monitoring trough a SIEM platform and to ensure that the encryption of data its in place. These policies should all work together and improve organisational resilience, improve accountability and significantly reduce the risks of threats and attacks. [8]
2.3 Governance and Strategic Alignment 
The NIST CSF 2.0 is made of six core functions which include the governance, identity, protection, detection, response and recovery. The governance function should be integrated into the enterprise risk management trough the board security overview. It will clearly define the responsibility, and it will report to the Chief Information Security Officer (CISO). This will result in improvements in the efficiency of accounting and ensure that cyber risks will receive the same attention as financial and operating risks. The identity function will require the organization to have accurate inventory of assets. Also it should classify sensitive information and conduct regular risks assessments. This will enable the security teams to prioritize the critical systems and be able to manage the vulnerabilities in a more efficient manner. The protect function is focused on the implementation of preventive controls such as the Zero Trust principles and multi factor authentication  The employee awareness training its also essential to reduce the chance of successful attacks. The detect function uses continuous monitoring , security information and event management (SIEM) systems to successfully automate the vulnerability scanning to be able detect suspicious activity quickly and be able to deter it. This function will require a documented incident response plan with outlined responsibilities and communication procedures. The recover function will finally focus on disaster recovery by tested back-ups and business continuity planning. The effective governance will be able to support the organizational aims and objectives, while it ensure it protects customer trust, ensure regulatory compliance and maintaining business continuity. However this frameworks are effective only when they are supported by the executive commitment and by the adequate resources. Organizations can make risk based decisions, this results in improvements in the resilience and reduce the impact of future cyberattacks. [9]












	2.4 Risk Management and Assessment 
Risk management is the process of identifying, assessing and prioritising cybersecurity risks to reduce the likelihood and impact of security incidents. The Equifax data breach demonstrated the consequences of ineffective risk management, as a known Apache Struts vulnerability remained unpatched, allowing attackers to exploit the system. To minimise similar risks, organisations should adopt a proactive, risk-based approach that continuously identifies and addresses vulnerabilities before they can be exploited. Public-facing websites and applications should be considered high-risk assets and protected through accurate asset inventories, regular vulnerability scanning, penetration testing and the removal of unsupported services. Critical business systems should be prioritised to ensure security resources are focused where they are needed most. Effective patch management is essential, with defined timeframes for applying security updates based on risk level, supported by automated patch management tools, testing before deployment and continuous compliance monitoring. Organisations should also manage supply chain risks by assessing third-party security practices, monitoring software dependencies, reviewing supplier compliance and including cybersecurity requirements within supplier contracts. In addition, network segmentation and Zero Trust principles should be implemented to separate critical systems, restrict administrator privileges and prevent attackers from moving laterally across the network. Risks should be prioritised according to their likelihood and potential business impact using a risk matrix, ensuring that critical issues such as unpatched software and weak access controls are addressed first. Appropriate mitigation measures include continuous vulnerability scanning, automated patch management, Multi-Factor Authentication (MFA), encryption, security awareness training, regular security audits, SIEM-based monitoring and endpoint protection. However, risk management should not be viewed as a one-time exercise. As cyber threats evolve, organisations must regularly review risks, reassess priorities and invest in controls that address the most significant business risks. This continuous approach strengthens organisational resilience and would have significantly reduced the likelihood and impact of a breach similar to that experienced by Equifax.[10]
	2.5 Compliance, Incident Response and Protection Controls
All this aspects will work together to minimise the potential impacts of cyberthreats while it ensures the business will meet the regulatory requirements. There should be a structured cybersecurity programme that aligns with regulations such as the GDPR, which will require organizations to report the potential data breaches within a required time frame. The Network and Information System Directive 2 (NIS2). This will strengthen the cybersecurity governance and resilience. In order for security controls to remain effective and compliant, then regular compliance audits and assigned accountability is needed. Organisations should also implement a documented incident response plan aligned with the NIST incident response lifecycle, including preparation, detection, containment, eradication, recovery and lessons learned. Clearly defined roles, communication procedures, escalation processes, disaster recovery plans and regularly tested backups enable organisations to respond quickly to incidents while reducing operational disruption. Conducting post-incident reviews allows organisations to identify weaknesses and continuously improve their response capabilities. The technical protection controls should include continuous monitoring trough the SIEM and EDR systems. These measures will work together to improve the potential threat protection, deny unauthorised access and limit the potential impact of cyberattacks. By combining regulatory compliance, effective incident response and layered security controls can boost the resilience and protect the sensitive data and protect the organizations reputation and reduce the potential consequences of similar data breaches. [11]
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