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[bookmark: _Toc212719326]Abstract
This research examines how operational stability in hotels depends on human behaviour, technological systems, and regulatory factors. It draws on academic literature and significant security incidents at leading hotel chains. The focus of the study is on identifying failures that consistently cause financial, operational and reputational damage. Applying the STAR framework, the research demonstrates that most hotel cybersecurity initiatives are reactive in nature. They tend to focus on recovery rather than addressing the root causes of problems. The hotel industry’s cybersecurity performance is often undermined by human error, manipulation through social engineering, and the continued use of ageing technology. The analysis shows that resilience in cybersecurity cannot be maintained through policy compliance alone or through reactive mitigation. In response, hotels are encouraged to transition from reactive recovery efforts to an offensive, risk-aware cybersecurity strategy. Successful implementation requires steady investment in employee training, modern IT infrastructure, and full protection of connected systems. Awareness of cybersecurity reinforces both the hotel’s daily reliability and its reputation.
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The hotel sector has undergone a rapid digital transformation in recent years. Keyless entry, AI-driven personalisation, and connected booking systems have transformed the guest experience while adding to business efficiency (Anwar et al., 2024). Although digitalisation has improved operations, it has also increased the hotel industry’s exposure to security breaches. Along with the financial damage, these violations erode public trust and undermine the reputation of the brand.
According to industry data from 2024, 74% of hospitality organisations faced system breaches and 45% reported financial losses (Cahyandari, Chusniyah & Setiyowati, 2024). Cybercrime has moved beyond purely technological boundaries and now represents a critical strategic concern for business operations. 
Therefore, this research addresses cybersecurity related to the hotel sector. It will explore the key types of attacks, the responses of organisations, and possible effects on operations and reputation. The study uses academic sources and real-world cases to assess whether current cybersecurity practices are effective.
[bookmark: _Toc212719328]2. Literature Review
[bookmark: _Toc212719329]Cyber Risk Factors in Hotel Operations
Over the years, the hotel sector’s exposure to cyber risks has increased, reflecting both the complexity of its digital systems and the slow evolution of security standards. According to Marino (2025), ransomware remains one of the most common attack methods, often encrypting critical systems and completely paralysing the business. In addition, assaults on point-of-sale (POS) systems where malware collects guests’ card information during purchases are also frequent. Guest Wi-Fi remains a weak point, particularly when network devices are poorly protected. Since hotels often rely on multiple suppliers linked to their networks, a single breached partner can affect the entire system. However, both academic and industry resources confirm that in most cases the breaches do not involve just technological aspects. The compromise of hotel systems is still largely the result of human mistakes and a lack of awareness of security policies among employees. High employee turnover combined with weak training continues to leave hotels open to phishing and other online attacks.
Findings so far suggest that people and internal structures remain central to cybersecurity in hotels. Addressing these risks requires both technological strength and constant staff training (Sharma, 2024). The differences between formal compliance requirements and actual security performance are often a subject of debate among researchers.
[bookmark: _Toc212719330]Legal Framework
Changing legal and regulatory standards for data and payment protection set most of the cybersecurity demands in hotels. The European Union’s GDPR (2018) obliges hotels to keep guest data protected, and to report any data leak within 72 hours (Hollander, 2020). Companies ignoring this rule risk financial penalties of up to €20 million or 4% of their annual revenue (Wolford, 2025).
The Payment Card Industry Data Security Standard (PCI DSS) and the GDPR together outline a total of twelve requirements that are technical and administrative for the protection of card payments. Some of these requirements include data encryption, management of access, and practices of continuous auditing which are all aimed at securing the payment data (Pipyros and Liasidou, 2025). In addition to enhancing the basic security standards, consistent execution throughout the industry is essential. Small hotels struggle to meet standards due to insufficient hardware and technical resources, along with operating on tight budgets. The application of security standards does not ensure total defence against cyber-attacks.
Global hotel brands face additional challenges in ensuring compliance with different country standards. The Australian Data Protection Act and US state laws are good examples of national regulations that hotels must consistently monitor due to constant updates (Hughes, 2025; Kirvan, 2024). Overall, legal frameworks increase employee accountability but have not led to a consistent level of preparedness across all hotels.
[bookmark: _Toc212719331]Reputation and Loyalty
Hotels that experience data breaches frequently face a loss of guest confidence and long-term harm to their public image. Sutherland (2025) observed that customer return rates may drop by up to 70% following a major data compromise. In addition, more than 80% of travellers refer to online reviews before making vacation plans, according to Fan et al. (2021). Reliance on digital feedback systems increases hotels’ exposure to brand damage caused by data or privacy incidents.
Guest trust largely depends on how hotels respond to cyber incidents. To maintain guest trust, hotels can clarify incidents quickly and take prompt action to minimise any potential harm. Moon et al. (2022) indicate that ethical data management supports lasting relationships of trust with guests. Sustaining public confidence allows cybersecurity to impact the guest experience instead of operating quietly in the background. According to Chotia et al. (2025), recent studies have started exploring how cybersecurity affects customer relationship management and long-term brand strategy.
[bookmark: _Toc212719332]Current Trends in Hotel Cybersecurity
Cybersecurity standards across the hotel industry vary widely among organisations. Global hotel brands are investing significant resources in cybersecurity. These companies rely on expert staff and permanent system monitoring, therefore spending millions each year on employee education, new software, and security evaluations. In Sharma’s (2024) study of more than 100 small hotels, around 27% provided cybersecurity training to staff only once a year, while about 28% offered no training at all. The research demonstrates that smaller hotels maintain insufficient cybersecurity knowledge despite managing guest data equivalent to large hotel chains. The hotel industry faces increased security threats because it operates with outdated systems which do not fulfil modern cybersecurity requirements.
Reliance on legacy property management systems leaves many hotels increasingly exposed to modern cyber threats. High replacement costs and complex system integrations often delay necessary upgrades, allowing such risks to persist. Managing external suppliers remains a major challenge, as hotels depend on them to run their digital infrastructure. Over time, security has gained more attention in the hotel sector, although proper education has not fully followed. International hotel brands are consistently enhancing their operations through investments and strategies, while the smaller firms fall short. Bridging this gap requires stronger communication and the exchange of good practices among hotel groups.
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This research follows a qualitative methodology using secondary data to examine cybersecurity challenges in hotels. Data sources include publicly available case studies of breaches taken from security databases, news outlets, cybersecurity associations, and private firms, as well as peer-reviewed academic journals and prior academic work published between 2020 and 2025. The selection centred on materials that address cybersecurity risks, regulatory standards, and hotel industry practices. This approach keeps the research aligned with the industry’s present conditions and ongoing cybersecurity developments. The STAR framework was applied to explore how frequently cybersecurity incidents occur in hotels and how organisations respond to them.
The study builds on existing literature and case records to evaluate hotel security risks and organisational responses. As the analysis is based solely on secondary data, the results provide a theoretical rather than first-hand perspective. Available reports may also understate the scale of the issue, as companies often disclose only limited details about breaches.
[bookmark: _Toc212719334]4. Theme impact analysis
This section discusses four recorded cyber incidents through the STAR framework, each affecting different types of hotels and involving distinct attack methods.
[bookmark: _Toc212719335]Situation
Ransomware attacks that interfered with the company’s booking and payment systems led to the temporary suspension of standard operations at over 200 sites of Nordic Choice Hotels in 2021 (Baker, 2022). Marriott International has also experienced several breaches in recent years. Guest data in the hotel’s reservation database was exposed after a breach affecting about 500 million guests in 2018. The hackers re-entered the reservation system later in 2020 after having obtained logs with an employee’s login credentials.
Incidents involving other hotel brands show that social engineering remains a significant risk. Cybercriminals gained access to MGM Resorts’ databases in 2023 after employees were deceived by a LinkedIn scam (Cole, 2023). In the same year, Caesars Entertainment announced that a phishing call resulted in the compromise of information about 10 million loyalty members (Hammoudah and Ensign, 2025).
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The events posed an exceptional range of operational and strategic difficulties demanding immediate action from senior leadership under extraordinary pressure. Leaders at Nordic Choice and MGM were compelled to take crucial decisions after digital systems failed. They had to assess service quality, evaluate temporary offline alternatives, and conduct financial analyses in relation to organisational principles (Bischoff, Garlington & Erdem 2025; Bizga 2021).
After the large-scale data breach, Marriott was confronted with difficult legal and reputational challenges. The company had to determine the full scope of the incident, coordinate international notification requirements under various data protection laws, and regain partners’ trust while managing several regulatory investigations at the same time (Anishchuk, 2025).
Beyond technical containment, Caesars’ leadership had to assess organisational culture, evaluate the effectiveness of staff training, and determine whether existing security awareness programs were fundamentally failing (Hammoudah and Ensign, 2025).
[bookmark: _Toc212719337]Action
Industry responses ranged from major financial investments to strategic realignments and resource reallocation.
Nordic Choice put emergency backup strategies into action and deployed staff to 200 sites to perform all the manual backup tasks such as check-in and billing, while IT technicians were trying to find and fix the impacted networks (Nair, 2025). Marriott’s response evolved notably throughout the incidents. The company’s initial action was to offer complimentary credit monitoring, but progress remained slow and gradual. After the second breach, it introduced multi-factor authentication and set up customer support channels, along with a deletion protocol for affected customers. The organisation’s growth and accountability were reflected in its leaders’ transparent communication with officials during the crises (Young, 2021; Okolie, 2025).
MGM Resorts refused to accept any financial settlement and held to its principles, even though operations were affected for a long time. To restore operations, the organisation’s leaders accepted a brief decline in income while cybersecurity teams worked to repair and stabilise the network (Sayre, 2023). The security incident at Caesars Entertainment compelled the company to dedicate $30 million towards improving security measures. The organisation executed its full incident response protocol by engaging external cybersecurity specialists and contacting state officials and law enforcement agencies. They also provided credit monitoring services to affected customers while taking steps to ensure the attackers deleted all stolen data (Brewer, 2023; Velotta, 2023).
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The industry experienced lasting operational, financial, and reputational impacts as a result of these incidents.
In the case of MGM, operational disruption resulted in estimated losses of around $100 million, driven by lost revenue, cancellations, reduced guest satisfaction, and recovery expenses (Collier, 2023). Marriott’s penalties included roughly $52 million in the U.S. and £18.4 million in the U.K. for violations of privacy laws (Page, 2020). MGM and Caesars were later investigated under comparable regulatory actions (Schwartz, 2023). The reputational harm was further intensified by negative media coverage, which reduced customer confidence and influenced booking behaviour across the industry.
The overall improvement remained minimal despite all efforts to address the issue. The technical improvements made by Marriott addressed minor issues but failed to resolve the core problems within their outdated system architecture (Okolie, 2025). MGM’s ethical response showed leadership but did not fix the weaknesses linked to social engineering (Hammoudah and Ensign, 2025). Caesars’ financial strategy allowed business operations to continue but failed to protect sensitive guest information (Brewer, 2023). Marriott’s shares fell by approximately 5.6%, while Caesars experienced a decline of around 2.7% (Kilgore, 2018; Murphy, 2023).
Following the incident, Nordic Choice continued its regular operations, with only limited evidence of major security changes being reported. In general, the findings show that short-term measures stopped the immediate damage but failed to build lasting cyber resilience. Long-term digital stability requires continuous improvement in staff behaviour, technology, and security governance rather than reliance on temporary solutions (Kong, Kwan, and Tong, 2022).
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In conclusion, hotels should implement cybersecurity measures that extend beyond basic protection systems. Effective protection relies on trained staff, responsible management, and clear security practices. Building strong cybersecurity requires continuous behavioural and organisational development rather than short-term responses. Long-term data protection requires regular employee education and modern, integrated IT systems. Guest data protection should go beyond legal obligations. It stands at the centre of trust and business reliability in hospitality today.
[bookmark: _Toc212719340]6. Recommendations
The following section builds on the vulnerabilities identified in the research and case examples. It suggests practical steps that organisations can take in management, system security, and staff engagement.
[bookmark: _Toc212719341]Building a Proactive Cybersecurity Culture
The persistence of human error and system manipulation in hotels highlights the need for continuous employee education. To strengthen defences, hotels must create a workplace culture that consistently prioritises data protection. Hilton’s required annual programme shows strong results in preventing phishing incidents (Hilton, 2024). However, with new risks and frequent staff rotation, one training cycle annually is not enough. Hotels can strengthen awareness by scheduling quarterly training that focuses on specific duties, response plans, and simulated attacks. All staff members and key business partners should receive regular training to maintain organisational preparedness.
[bookmark: _Toc212719342]Upgrading Security Systems
Modernisation in cybersecurity cannot succeed without replacing legacy and fragmented IT systems. The strategic modernisation of InterContinental Hotels Group is illustrated by its deployment of Fortinet Secure SD-WAN technology. The technology gives the organisation real-time visibility across all locations and enables centralised traffic management (Fortinet, 2023). Effective use of cloud security frameworks enables centralised visibility and rapid threat response in hotel operations. The integration of advanced firewalls, detection systems, and event management platforms helps organisations strengthen and scale their defences. Hotels with limited technical expertise can strengthen their defences by partnering with managed security providers that offer expert support at reasonable cost.
[bookmark: _Toc212719343]Access Control and Authentication
Attackers often exploit stolen passwords to gain access to hotel networks. Hyatt addressed this risk through the adoption of physical security keys, which block unauthorised users while keeping systems functional (Hospitality Technology, 2024). It is recommended that hotels require staff to verify their identity through a physical or biometric method before entering systems containing sensitive data. This can first be applied to reservation, PMS, and payment modules. Hotels must balance security strength with workflow needs. Clear communication explaining how stronger authentication protects guest trust encourages adoption. Access control audits should take place frequently to guarantee only current staff retain their credentials.
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