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8. Layer 2 security on $1and 52

2) Shut down all unused ports
b) Enable port security.

©) Allow only one MAC addsess to be learned by cach port before a violation oceurs.

d) Configure sticky Mac addresses.

Ons1

) Configure the ports to send Syslog notification and drop packets from MAC addresses that exceed the maximum number

that is permitted. Note the port should NOT be SHUTDOWN.

Oons2

§) Configure the ports to send Syslog notification and drop packets from MAC addresses that exceed the maximum number

that is permitted. Note the ports should SHUTDOWN when sccurity is violated.

6. Configure CDP, LLDP, and NTP

2) Configure R2 to use the sever at 209.165.201.2 as NT Server

b) Disable CDP on R2.
©) Enable LLDP globally on R2.

d) OnR2, configure the link to 2 to only receive LLDP messages.

©) Disable CDP on S2
§) Enable LLDP globally on S2.

) On'S2 switch, configure the link to R2 router to only send, not receive, LLDP messages.

1) Disable LLDP completely on access port fa 0/18 that is in use.

ission Requirement

The packet tracer file should be saved as “studentname_id” and uploaded onto Moodle.

In ad:

jon to packet tracer file, you must also submit the following

i) screenshot in a word document clearly displaying your completed percentage and Assessment Items.
The screenshot must include Full screen including the File name at Top and system time in Bottom.

8 Cisco Packe Tacer -

. sample is shown below.

—
s
&7 _IP Nomain Name. Comact 1 Other e
:
 m— -
o G ® - ©





image2.png
% . W Cisco Packet Tracer - C:\NetworkExam\GeraintJones_1908119.pka - Geraint Jones - 2023-05-09 10; - o X
3 7S Fle Edt Optons View Toos Exensions Window Help
RECIEEmIWeEKT)
Actity Resuts Time Elapsed: 01:47:59
You did not complete the activity. Please close this window and try again.
S ) Overal Feedback _[Assessmentfens]  Connectivty Tests
AccesiData N TesmVieien
FTKimsgen ExpandiColapse All [Show ncorrect tems seore 1371140
tem Count 103104
Assessment tems S Points Component(s) _ | Feedback E
) 5 Network Component  ftemsfTotal ~ Score
B PCA Acl e
T o Detaut Gateway Comect 1 3 b w8 3212
SeInaE & ports Nat n
E FasiEthemetd Other 3434 050
v Paderess Comrect 1 ® Physical 2020 2020
"o subnetifask Correct 1 ® Routing ‘e 222
X
2! "o Defaut Gateway Comect 1 ®
FTKTS) =) Ports
5 FastEthemeto
v Paderess Comrect 1 ®
"o subnetifask Correct 1 ®
L) )
B AcL o Al
&l S Correct 3 ™
FTPIGS 5 Consale Line
o Logn Comrect 1 Physical
& Password Correct 1 Other
& ons
& P Domai Name Correct 1 Otner
o "« P Domain-Lookup Comrect 1 Other
& Enable Secret Correct 1 Otner
Gaza & Hostllame Correct 1 Other
Cieane &P Domai Name Correct 1 Other
& AT o Nat
ﬁ - Inside Source List 0 Nat
X NATSourceSetting1  ncorrect 3 Nat
N = oser
5 Process D 10
o = Natworks
v Roued Correct 2 Routng
"« Routet Correct 2 Routng
o) = passueieace o frs
| &) "o Loopbackd Comrect 1 Routing
—l |« RouerD Corect 1 Routng
PG & poris
5 GioabiEthemet0/0t
v Paderess Comrect 1 ®
& NATHode Correct 2 Nat
& PortStatus Comrect 1 Physical
v portlp Comrect 1 Physical
"o Submetfask Correct 1 ®
= Loopbacko
v Paddress Comrect 1 ®
o OSPFNetworkType  Correct 2 Routing
& submetifask Correct 1 ®
& Seri/i)
v Padress Comrect 1 ®
& NATHode Correct 2 Nat
Cose

NG 1248
UK 09/05/2023

@ 13°C Cloudy S =ED)





image3.png
%\ ¥ Cisco Packet Tracer - C\NetworkExam Geraintlones_1908119.pka - Geraint Jons - 2023-05-09 10 - o x
o ) Fie G Opons Vew Tooe Exensons Wndow Heb
IRecycleEinp ek
Actuty Resuts TieEpsed 14816
T D T T S T T
o b OveroFeedback _Assesament s Comectuty Tess
AccessDataliTeamViewer)
Filmager) [ExpandiCollepse Al| [Show ncorrect fems score 1371140
Yemcont 103108
‘Assessment tems. /| status. Points ‘Component(s) Feedback |
\ T e ; B Component _tlems/Toal  Score
B a w e
- O oo Cancmer | Corect ; o " mos w2
o OSPF Hello-interval Correct 1 Routing Nat 23 an
o Port Status Correct 1 Physical Other. 3434 S050
o PotUp Correct 1 Physical Physical 2020 2020
‘o Subnet Mask Correct 1 P Routing 1616 22122
t = ooy o Goer
0 oduunots comect : fred
) o Service Password Encryption Correct 1 Other
= Vsrtianes o Over
0 eemans comect H fred
oV e
C tnez
¢ iy Conect ! Frysca
G [ - Caret ) Frvsce
ETKIPIGSE R
e o aa
' e secummy comect H e
o o o Over
T contrasna comect H fred
G = ConsoLie
s it Conect ! Frysca
e [T paaaors Coreat ) i
o
< P T— comect ! over
" ‘o IP Domain-Lookup Correct 1 Other
\ o e seem Coreat ) over
"J o Host Name Correct 1 Other
Clattvy o IP Domain Name Correct 1 Other
el = LLDP o U
%% enaves comect H 4
‘?? = NTP. 0 Other.
2 R — o Over
] T Ratressd Correct 2 oner
; 5 oser
s - Process D 10
s o Rosing
o : Rasing
[ } Rasing
L Ocmatmmaton Goet i Rauing
= v
' e comect 2 Rosing
[ Coreat : Rauing
= pasaue naface h Rasing
T Gemtnermetn  Canect : Rasing
Lo ouerd Coreat ) Rauing
= pors
i T——
==

ENGV 1249
UK 09/05/2023

@ 13°C Cloudy S =ED)





image4.png
%\ W Cisco Packet Tracer - C:\NetworkExam\ Geraintlones_1908119.pka - Geraint Jones - 2023-05-09 10 - o x
| ) Fle G Opans Vew Toos Exensons Wndow Hep
ReqycleBintuieekd]
Actty Resuts Time Elpsed: 01:45:36
You did not complete the activity. Please close this window and try again
o ) OveraiiFeedback _ Assessment tems _ Connectity Tests
AccessData TeamViewer
FTklmagen ExpanaiCotapse A Show ncarrecttems Soore 1311140
tem Count 103104
Assessment ftems /| Status Points Component(s) Feedback | e ——
) 5 | Component  emsrTotal  Score
"« AcosssgoupOut  Comest 2 ] Act w
TSGR o Padess Caorect i ® ® mos 2
ST SRE & Subnet Mask Correct 1 P Nat 23 47
= GigabiEhemett/rt otner s sos
T padress Correct 1 » Physica 220 200
o P Transmt Caorect 2 Otner Routng e 2222
o rortstats Caorect i Physica
td & PortUp Correct 1 Physical
FIRTS) o Subnetask Corect 1 [
& Seri0it
o Pagress Carect 1 »
& OSPFDeacmenal  Comest 1 Routing
@ (B e B Rodng
b o rortstats Caorect 1 Physica
PPl o oy Caorect 1 Physical
" Subnetask Corect 1 »
= Routes o Otner
= Statc Routes o Routing
e Rouso Corect 2 Routing
& Securty o Otner
2 & Modulus Bits Correct 1 Other.
Gaogle) o Service Password Encryption  Correct 1 Otner
Chrore 5 User Names o otner
e Usemame Corect 2 Otner
S 5 VIY Lines
N VIV Lne 3
Nz o Logn Carect 1 Physical
E " Transportnput Corect 1 Physical
(OracleUM) bost
el & Default Gateway Correct 2 e
& Ports
= = FastEtemert o otrer
P2C o rontstatus Corect 1 Physica
P 5 FastEtemet0rto o otner
: o rontstatus Corect 1 Physica
s [ FastEthernet0/S.
= Port Securty
o Enabes Carect 2 otner
o Maxium Static HACs Correct 2 otner
& Port Security Violaion Carrect 3 otner
o StcyEnabes  Comect 2 otner
5 GigabiEtnemet0r2 o otner
o portstatus Corect 1 Physica
& Vant
e padress Carect 1 [
o Subnetask Corect 1 »
Vians o Otner
RS
Close

ENGV 1249
UK 09/05/2023

@ 13°C Cloudy S =ED)





image5.png
Req/cleB il ieekd)

o e
AccessData TeamViewer
FTklmagen

SICISGRE

RS

FIKEIE

¥ Cisco Packet Tracer -

NetworkExam Geraintlones_1908119.pka - Geraint Jones - 2023-05-09 10

Fle Edt Optons View Took [Exiensions Window Hep

Activy Resuts

You did not complete the activity. Please close this window and try again.

Overal Feedback _Asses:

ntfems  Connectiviy Tests

[Expand/Colapse Al |Show Incorrect tems Score
tem Count
Assessment tems /| status Points Component(s) | Feedback =
S Ports Component
- FastEtherneto/t 0 Other Ac
o PortStatus Correct 1 Physical [
- FastEtherneto/19 0 Other Nat
o PortStatus Correct 1 Physical Other
- FastEthemeto/s Physical
- Port Security Routing
‘o Enabled Correct 2 Other
& Maximum Static MACs Correct 2 Other
& Port Securty Violation Correct 3 Other
o Sticky Enabled Correct 2 Other
- GigabitEthernet0r2 0 Other
‘e PortStatus Correct 1 Physical
= Viant
o PAddress Correct 1 L}
i B
VLANS 0 Other
B8z
B cop 0 Other
"o/ COPEnabled Correct 2 Other
o Defaut Gateway Correct 2 o
o HostName Correct 1 Other
B Lop 0 o
"o Enabled Correct 2 o
= Ports
- FastEtherneto/1e
o/ LLOPReceive Correct 2 Other
o/ LLOP Transmit Correct 2 Other
- Port Security
‘o Enabled Correct 1 Other
& Maximum Static MACs Correct 1 Other
& Port Securty Violation Correct 3 Other
o Sticky Enabled Correct 1 Other
) FastEthernetor22 0 Other
o PortStatus Correct 1 Physical
- FastEthemet0/s 0 Other
o/ LLOPReceive Correct 2 Other
) FastEthemnet0ls 0 Other
o7 PortStatus Correct 1 Physical
- GigabitEthernet0/1 0 Other
‘e PortStatus Correct 1 Physical
= Viant
o PAddress Correct 1 »
"o SubnetMask Correct 1 »
- Web_Server/NTP Server
o Defaut Gateway Correct 1 »
= Ports 0 Other
- FastEtherneto 0 Other
"o SubnetMask Correct 1 »

@ 13°C Cloudy S =ED)

[i'3

Time Elapsed: 01:48:53

157140
1031104

Hems/Total  Score

W e

28 w2

o

e s0m0

220 2020

166 2222
Close

ENGV 1249

09/05/2023




