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Chapter 1:
Lab Topology
=====================[image: A diagram of a computer network
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Configuration Details
IP Addressing Summary
	Component
	Role
	IP Address
	Default Gateway

	A-GUI
	SmartConsole + GUI Access
	10.1.1.201/24
	10.1.1.1

	A-SMS
	Security Management Server
	10.1.1.101/24
	10.1.1.1

	A-GW
	Security Gateway
	10.1.1.1/24, 192.1.1.254/24, 20.0.0.1/30
	-

	S-DC
	Primary Domain Controller (SWANSEA.ACCA)
	192.168.1.1/24
	192.168.1.254

	ClientS1
	Windows 10 Domain Member
	192.168.1.10/24
	192.168.1.254

	L-CD
	Child Domain Controller (LONDON.SWANSEA.ACCA)
	192.168.2.1/24, 20.0.0.2/30
	-

	ClientL1
	Windows 10 Domain Member
	192.168.2.10/24
	192.168.2.1



Make sure the adapter settings are correctly configured.
A_GUI
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A_SMS
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Installation of SmartConsole on A-GUI
1. Start the A-GUI machine.
2. Download the SmartConsole from the Check Point support site.  For this lab environment, the SmartConsole is already downloaded in the A-GUI machine inside Downloads folder.
3. Double click the Check_Point_RXX.XX_XXX_SmartConsole.exe to install it.
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4. Enable I have read and agree to the Check Point End User License Agreement and click install.  
[image: A screenshot of a computer]



Smart Console will begin the installation.
[image: A screen shot of a computer
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5. Once installed, select the Finish button and complete the installation of Smart Console. [image: A screenshot of a computer
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6. You could see Smart Console R81.20 in A-GUI desktop. 
[image: A screenshot of a computer
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This is the end of the lab 1.

Chapter 2 : Installing the Primary Security Management Server (A-SMS)
In this lab, you will install the Gaia OS on A-SMS machine and configure the A-SMS as Security Management Server using First Time Wizard.

1. Before power on A-SMS, go to the settings of A-SMS machine.  Under General properties, make sure version refers to other/Unknown(64-bit)
[image: A computer screen shot of a computer
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2. Mount to GaiaOS.iso and start the machine.  When the system is started, the following screen appears:
[image: A screenshot of a computer]


3. Click on install Gaia on this system
A warning message will appear, select OK to continue the installation and press Enter
[image: A computer screen shot of a computer
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4. Select a keyboard language.  US is the default, select Great Britain version:
[image: A computer screen shot of a keyboard
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5. Check the partition configuration.  The disk space depends on your system configuration.  So, don’t change it.  Press TAB key to select the OK button and press Enter.
[image: A screenshot of a computer
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6. Enter the password for the admin account and confirm it. You can use any password.  For this document, Chkp!234 is used as password.

[image: A computer screen shot of a login screen
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7. Enter the password for Maintenance admin password.   For this documentation, Chkp!234 has been used as a password.  You can choose any password of your choice.  Make sure you remember it.
8. Click OK to continue. 

[image: A computer screen shot of a login box
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9. Choose the eth0 port to configure A-SMS interface.  Click OK to continue.
[image: A computer screen shot of a computer
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10. Enter the system configuration for A-SMS. 
	IP address 
	10.1.1.101

	Netmask 
	255.255.255.0

	Default Gateway
	10.1.1.1

	DHCP server on this interface
	Disabled (Default)



11. Select OK and press Enter to continue.
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AI-generated content may be incorrect.]
12. Select OK to confirm the installation of GAIA OS in the A-SMS.  Press Enter to start the installation process.
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13. After the installation completes, press Enter to quit the installer process.[image: A screenshot of a computer

AI-generated content may be incorrect.]
14. After the reboot, choose Do not install Gaia.  Boot from local drive and press Enter.
[image: A computer screen shot of a blue and white computer screen
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15. When the system reboots, it will ask for login details to login to the Gaia OS.  Use the following details:
	Username: admin
Password: Chkp!234


	[image: A screenshot of a computer
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16. Once login, Set the inactivity and web session timeouts and save the configuration using save config
set inactivity-timeout 720
set web session-timeout 720
save config
	[image: A screenshot of a computer
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17. Type Exit and press Enter to logout the A-SMS console window.


Chapter: 2.1 Configuring Security Management Server(A-SMS)  through the First Time Wizard
Access the Web UI and finish the First Time Wizard on the A-SMS machine.  
2.1.1 Go to A-GUI, open a web browser.
2.1.2 Use the following URL to access the A-SMS through web portal from A-GUI 	https://10.1.1.101
2.1.3      You might see a warning message as shown below, select Advanced and continue
	[image: A screenshot of a computer
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2.1.4     Use the admin login that you have created during the A-SMS installation to log in to the A-SMS using Gaia portal from Web GUI. 
Username: admin
Password: Chkp!234

[image: A screenshot of a computer
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You will see the following welcome screen from the First Time Wizard to configure A-SMS
[image: A screenshot of a computer
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2.1.5    Select Continue with R81.20 configuration and click Next to continue
[image: A screenshot of a computer
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2.1.6   Check the settings on the Management Connection page is correct and click on Next to continue.
[image: A screenshot of a computer]
Leave the settings as it is from the following screen.
[image: A screenshot of a computer]
2.1.7  Configure the A-SMS using the Device Information and select Next to continue
	Hostname : A-SMS
Domain Name : swansea.acca
Primary DNS Server : 192.168.1.1
Secondary DNS : 8.8.8.8
Teritary DNS Server : 4.2.2.2
	[image: A screenshot of a computer
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2.1.8 Select use Network Time Protocol on the Date and Time Settings page.  Configure the NTP servers with time.google.com.  Also choose London,Europe(GMT) for the Time Zone. Select Next to continue.
	Primary NTP Server : time1.google.com
Secondary NTP Server : time2.google.com
	[image: A screenshot of a computer
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2.1.9 On the installation type, select Security Gateway and/or Security Management and select Next to continue.
[image: A screenshot of a computer
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2.1.10       Select Security Management option from the Products page and ensure Security Gateway is disabled. Verify the Define Security Management is set to Primary.  Select Next to continue
[image: A screenshot of a computer
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2.1.11     Choose Define a new administrator from the Security Management Administrator page and configure new administrator.  You can use any username and password (This is going to be used to login to A-SMS from Smart Console.  For this documentation, the following details were used. Select Next to continue.  
For your assignment, use your firstname_studentID as your administrator name.
	Administrator Name : cpadmin
Password : Chkp!234
	[image: ]



2.1.12      Select the Network option the Security Management GUI Clients page and use the following details. Choose Next to continue
	IP Address : 10.1.1.0
Subnet : 255.255.255.0
	[image: A screenshot of a security management
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2.1.13      Make sure the First Time Configuration Wizard Summary shows only Security Management: Primary Security Management, select Finish to finalise the configuration.
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2.1.14   Select OK to confirm the configuration.
2.1.15    Click Open Terminal and run the command api status to check the API readiness test to check the status of the A-SMS startup process. 

	[image: A computer screen shot of a computer
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2.1.16   You should see API readiness test Successful.   You may need to run the command more than once to get the SUCCESSFUL message.  Exit the terminal using exit command.
[image: A computer screen with white text
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Chapter 3: Installation of the Check Point Gateway (A-GW)
1. Turn on A-GW machine.
[image: A screenshot of a computer
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2. A warning message will appear, select OK to continue the installation and press Enter
[image: A computer screen shot of a computer
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3. Select a keyboard language.  US is the default, select Great Britain version:
                     [image: A computer screen shot of a keyboard
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4. Check the partition configuration.  The disk space depends on your system configuration.      So, don’t  change it. Press TAB key to select the OK button and press Enter.
       [image: A screenshot of a computer
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5. Enter the password for the admin account and confirm it. You can use any password.  For this document, Chkp!234 is used as password.
[image: A screenshot of a computer
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6. Enter the password for Maintenance admin password.   For this documentation, Chkp!234 has been used as a password.  You can choose any password of your choice.  Make sure you remember it.  Click OK to continue. 
[image: A computer screen shot of a computer
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7. Select eth0 interface and configure the A-GW
[image: A computer screen shot of a computer
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8. Enter the system configuration for A-GW. 
	IP address 
	10.1.1.1

	Netmask 
	255.255.255.0

	Default Gateway
	

	DHCP server on this interface
	Disabled (Default)



9. Select OK and press Enter to continue.
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You will see the following screen.
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This is the end of the A-GW installation.


Chapter 3.1 Running the First Time Wizard on the Security Gateway
Access the Web UI and finish the First Time Wizard on the A-GW machine.
3.1.1 Go to A-GUI, open a web browser.
3.1.2 Use the following URL to access the A-GW through web portal from A-GUI https://10.1.1.1
3.1.3 You might see a warning message as shown below, select Advanced and continue
	[image: A screenshot of a computer
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3.1.4 Use the admin login that you have created during the A-SMS installation to log in to the A-GW using Gaia portal from Web GUI.
Username: admin
Password: Chkp!234
 
[image: A screenshot of a login screen]
You will see the following welcome screen from the First Time Wizard to configure A-GW
[image: A screenshot of a computer]

3.1.5 Select Continue with R81.20 configuration and click Next to continue
[image: A screenshot of a computer]
3.1.6 Check the settings on the Management Connection page is correct and click on Next to continue.
[image: A computer screen shot of a computer
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Leave the settings as it is from the following screen.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
3.1.7 Configure the A-GW using the Device Information and select Next to continue
	Hostname : A-GW
Domain Name : swansea.acca 
Primary DNS Server : 192.168.1.1 
Secondary DNS : 8.8.8.8 
Teritary DNS Server : 4.2.2.2
	[image: A screenshot of a computer
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3.1.8 Select use Network Time Protocol on the Date and Time Settings page. Configure the NTP servers with time.google.com. Also choose London,Europe(GMT) for the Time Zone. Select Next to continue.
	Primary NTP Server : time1.google.com 
Secondary NTP Server : time2.google.com
	[image: A screenshot of a computer
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3.1.9 Make sure Security Management option is disabled from the Products page and ensure Security Gateway is enabled. Verify the Define Security Management is set to Primary.  Select Next to continue
[image: A screenshot of a computer
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3.1.10 Verify No is selected on the Dynamically Assigned IP and press Next to continue
[image: A screenshot of a computer
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3.1.11 On the Secure Communication to Management Server page, enter the Activation key.  This key is used to establish the Secure Internal Communication (SIC).  For this activity, Chkp!234 has been used for the activation key.
Activation Key : Chkp!234
[image: A screenshot of a computer
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3.1.12  Verify  only Security Gateway is listed on the First Time Configuration Wizard Summary page and press Finish to start the configuration process.  Press Yes to the following process to continue.
[image: A screenshot of a computer
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3.1.13 You will be seeing the following screen.  Once done, press Ok to restart the A-GW.
[image: A screenshot of a computer
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3.1.14	After A-GW finishes its reboot, log in to the Gaia Portal again.  Navigate to Network Interfaces. Select the eth0 and choose Edit.  You will see a Caution! message indicating that you are trying to edit the interface you are connected to.  Select Ok button to continue

[image: A screenshot of a computer
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3.1.15 Check the configuration of eth0 and verify the following settings and press OK to close the configuration window for eth0
	Enable: Enabled
Comment : Swansea.acca
Ipv4 Address : 10.1.1.1
Subnet Mask : 255.255.255.0


3.1.16 Select eth1 , click on Edit and configure the eth1 interface with the following details
	Enable: Enabled
Comment : IntSWA
Ipv4 Address : 192.168.1.254
Subnet Mask : 255.255.255.0
	[image: A screenshot of a computer

AI-generated content may be incorrect.]


3.1.17 Select eth2 , click on Edit and configure the eth2 interface with the following details
[image: A screenshot of a computer
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	Enable: Enabled
Comment : ExtLCD
Ipv4 Address : 20.0.0.1
Subnet Mask : 255.255.255.252
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3.1.18 Select eth3 , click on Edit and configure the eth3 interface with the following details
[image: A screenshot of a computer
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	Enable: Enabled
Comment : ExtInt
Choose Obtain IPv4 address automatically.
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3.1.19 Click Sign Out to log out of the A-GW Gaia Portal.  Close the browser.  
[image: A screenshot of a computer]
This is the end of the Lab.


Chapter 4 Establishing Secure Internal Communication
To create a Security Gateway object in SmartConsole, complete the following steps.
1. On A-GUI, log into A-SMS using SmartConsole.
	Username : cpadmin
Password : Chkp!234
IP Address: 10.1.1.101
	[image: ]


2.  Select Gateway from the New menu, select Wizard Mode to create the new Gateway object using the Check Point Security Gateway Creation Wizard.
	[image: A screenshot of a computer
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3. Configure the object with the following details and select Next
	Gateway name : A-GW
Gateway platform : Open server
IPv4 IP : 10.1.1.
	[image: A screenshot of a computer
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4. Enter the one-time password, Chkp!234 and select Next
[image: A screenshot of a computer
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5. You should able to see the configuration information from the Get Topology Results, once verified select Close.
[image: A screenshot of a computer screen
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6. Select Finish to complete the Check Point Gateway Installation Wizard.
[image: A screenshot of a computer
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7. Go to the General Properties for A-GW, enable the Firewall and Monitoring.
[image: A screenshot of a computer
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8. Verify the IP addresses and topologies match this image.  
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9. Select the Gateway & Servers view.  Double click the A-GW object
[image: A screenshot of a computer
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10. Select Communication

[image: A screenshot of a computer]
11. Select the Test SIC Status communication
[image: A screenshot of a computer
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12. If SIC has been established properly, you will see a status of Communicating.
[image: A screenshot of a computer error message
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13. Select the Close button to close the SIC Status window and select OK to close the Trusted Communication window.  Select OK to close the A-GW object.  
14. Select Publish button on the global toolbar to save the changes to the database.  
[image: A screenshot of a computer
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Chapter 5: Managing Licence
To Analyse the Current Licence Status
1. Login to the SmartConsole from A-GUI machine using the credentials below.
	Username : cpadmin
Password : Chkp!234
IP Address : 10.1.1.101
	Select the Gateways & Servers[image: A black and white logo
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2. Select A-GW object and check the licence status from the summary tab below.  You should see Not Activated
[image: A screenshot of a computer
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3. Select the Device & Licence Information and select Licence status from the left object pane and verify the Expiration date and close/exit the Device & Information window.  
	[image: A screenshot of a computer
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4. Examine the licence for A-SMS and Exit the window.

[image: A screenshot of a computer
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Chapter 4A :Attaching a Licence Using SmartUpdate (Active licences are available in Moodle under OVA files and resources tab)
SmartUpdate is an utility to manage and maintain licence.  In this chapter, we will go through how to attach licences using SmartUpdate.
1. Choose Manage licence and packages from the SmartConsole application menu.

[image: A screenshot of a computer
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2. Select OK to proceed further.
[image: A screenshot of a computer error
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3. Select the Licence and Contracts tab at the top of the window.
[image: A screenshot of a computer
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4. From the SmartConsole menu, choose, Licence & Contracts and select View Repository
[image: A screenshot of a computer
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5. Right click in the Licence and Contracts Repository pane, choose Add Licence and select From File option.

[image: A computer screen shot of a computer
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6. Go to the licence directory that you have downloaded from Moodle.  You could see all the licence for the Check Point appliances.  Select A-SMS.lic [image: A screenshot of a computer
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7. Select OK to acknowledge to the message.

[image: A screenshot of a computer
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8. You could see the local licence was attached to the SMS server.
[image: A screenshot of a computer
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1. Right click in the Licence & Contracts repository pane.  Select Add licence and choose From File.
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2. Go to the licence directory that you have downloaded from Moodle.  You could see all the licence for the Check Point appliances.  Select A-GW.lic
[image: A screenshot of a computer
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3. Select Ok to acknowledge the licence was added to the repository.
[image: A screenshot of a computer
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4. The licence is added to the repository but it is not attached to the Security Gateway.
[image: A screenshot of a computer
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5. Right click on the Unattached licence and select Attach Licence.  Choose A-GW from the option given below
	[image: A screenshot of a computer
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6. Make sure now, Smart Update shows all the licence were installed on both machines.
[image: A screenshot of a computer
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Update the Service Contracts.
1. Explore the Licence & Contracts view, you will see on the right, Has Contracts column
[image: A screenshot of a computer
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2. Select SmartConsole menu and choose Licence & Contracts and select Update Contracts and choose From File.  Navigate to ServiceContract.xml.  Select and open it.

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[image: A screenshot of a computer

AI-generated content may be incorrect.]
3. Verify both A-GW and A-SMS has contracts.  Close the SmartUpate.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
4.  Now the contracts have been attached to A-GW is complete.
5. Press X to close the SmartUpdate window.



Generating a Licence Report
1. In SmartConsole, navigate to Gateway & Servers and choose Licences option [image: A screenshot of a computer
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2. Select the Action button and choose Licence Report.
[image: A screenshot of a computer
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3. A licence report will be created.
	[image: A computer screen shot of a computer
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4. Go through the inventory report and you can see the blades are available and active.  Also, you can see any inactive blades detail as well.  
5. Select the options menu and select Export to PDF. The PDF is ready, it is ready to download.
This is the end of Managing and Licence lab.






[image: A screenshot of a computer

AI-generated content may be incorrect.]
image3.png
Senchsetings O

Network
Adpr) | A2 A Aduprs
[CE—
At NT 7
At i RO/ BOMT Dskiop G250 =
5
W gt tersesoD i)
e comeces

Pon ommaring





image92.png
Columns: | @ General

Status  Name
- =y A.a\§
o B A-sm
Summary ~ Tasks

A-GW

Swansea Network SMS

1Pv4 Address:
os:

Version:
License Status:
Alerts:

Alerts

Ver.

10113 R81.20
1011101 R81.20

10111
Gaia
R81.20
—NA
- oK

Licenses

| Q search

Ac

=m0
- @

ve Blad

e 10 1-

Hardware  CPU Usag [ ——— T
Open server

Open server = 3% WA

Open server





image93.png
IPvA Address: [10.1.1.1

| Resolvefom Name | [] Dynamic Address

IPv6 Address:

Soce o Cmuricaon: [t oaaited
Platform
Hordware: [Openserver | Verson: [R81.20 | 05:[Gaia vl G

&% Network Secuty @) & Threat Prevention (Custom) ¥ Management (0)

Access Contiot:
[ Frewal
iPsecvPN

Policy Server
(] Mobile Access
[ Application Control
[JURL Fiteing
[ Identity Awareness
(] Content Awareness

Advanced Netwarking: Infnity Services:
© Dynamic Routing © 10T Protect
© Secuexl © SDWAN
Ooes

M Monitoring

Other.

[JData Loss Prevention

[JAntiSpam & Email Securky




image94.png
Trusted Communication ?

[[roo- DE—— |

Authentication ©

One-ime password: [ ]

Confir one-ms password: | ]

Trusted Communication Inttiation





image95.png
Trusted Communication

Flottorm _[Opensenver/ Appkencs |





image96.png
g - Oracle ViuaBx

v 1o 1-

Columns: | @ General -

tatus  Name

Hardware  CPU Usag [T

= < AGw 10114
< ©8 A-SMS 10.1.1.101  R81.20 r B8 Open server = 13% WA

Open server

Click 'Publish’ to make these changes
available to all.

You are required to provide a session name before you can publish
your changes:

Session name: | Aitheesh@O08/07/2025

Description:

Swansea Network SMS
Total draft changes: 15 Show Changes

1Pv4 Address:

os: Publish Cancel
Version:

License Status:

Alerts: - oK





image97.png
GarEwars
wsenvs

poucs

~

NONTOR

N4

seRvces

&

SenGs





image98.png
Columns: | @ General Q search. v 2o

Version  Active Blad Hardware  CPU Usag [T

Status | Paeme 3
° & aew 10113 R81.20 =O Openserver = % wa
° 5 asmdNio11101 Re120 e EB Openserver = 2% wa

Licenses

Swansea Network SMS Open server

1Pv4 Address:
os: Gaia

Version: R81.20 °
License Status: A\ Not Activated

Alerts: © ox
cpu: - 17%

Memory: emmm 40%





image99.png
Licenses

Access Blas

Open server g2z |

CPU: s 17%

Memory: emmm 40%




image100.png
@ Device Status

. License Status
»  System Counters

> Traffic




image101.png
e & License Information

Dev
© Device stotus s =
Y — P Address: 10.1.1.1
vl — == Version:  RB1.20
os Gaia Kernel Version: 3.10
s e
A-GW T et 53 it
;
e Te———

@ Firewall Security Policy: InitialPolicy
Installed On:  Tue Jul 8 15:54:26 2025




image4.png
- a x

prrm—

Network.
et Adprer2 | Adate3 | Aduperd
[ZE—

et =

O —

MaC gt [JozsEsEC ®

D CaeConnectes





image102.png
Device & License Information - A-GW ® O x
@ Device Status Options
. License Status
»  System Counters eted
s Teaffic ~N/A
= N/A

iration: N/A

Blade Name License Status Expiration Date
22 Firewall D Available 23, 2025 (Evaluatio





image103.png
B8 U (Ruring1 - Ol Vewmlox

Manage policies and layers.
Open Object Explorer.

New object

Session details.
Install policy. Ctri=Shift-Enter
Verify Access Control Policy.

Install database.

Uninstall Threat Prevention Pol

Manage licenses and packages...
Smartprovisioni
Endpoint
Global properties.
About Check Point SmartConsole.
Help
Exit
Version:
License Status

Alerts:

Q search. r °

Active Blades
]
-

Hardware  CPU Usage  Recommended Upd]
Openserver = /A

Openserver =

Open server

evice & License Information.





image104.png
Check Point products are activated and entitled
automatically in most common scenarios.

If needed, you can manage software licenses for a Security Gateway or a Security
Management Server within SmartConsole by using the Licenses tab in the Gateways
& Servers view.

Deploying software packages can also be done within SmartConsole via the toolbar
menu of the Gateways & Servers view.

See k169692 for more information.





image105.png
& 10.1.1.101 - Check Point SmartUpdate.

BN wme
-

T packoge anagement [0 RTNE RSO
Machines 1Pua Address | IPVE Address
= & 1011101

& AsMS 1011101
@ Acw 10111





image106.png
B A-GU! [Runing] - Oracle VirtuslBox

&5 10.1.1.101 - Check Point SmartUpdate

Attach
Operations Detach...
Tools
Window Get all Licenses
Help »| | Getticenses
Add License
Delete

Attach all Assigned

Export to File.

Show Expired...

Update Contracts
iew Repository





image107.png
U AU [Rurning) - Oracle Vit

&5 10.1.1.101 - Check Point SmartUpdate
o

Eile »
view e Licenses & Contracts

Tree » |4 Address 1Pv6 Address Version
Packages >

Licenses & Contracts. Attach.

Opeations B Detach...

Teols > Attach all Agsigned

Window 4 Get all Licenses

Help g Get Licenses

Add License
Delete

From User Center...
File.

Export to File.
Show Expired.
Update Contracts  »

View Repository

SKU

Trial Period




image108.png
i AUl [Rurning) - Oracle VitwalBox

B 10.1.1.101 - Check Point SmartUpdate
& Choose License File
<« « 4 [} « Dow... > License Files Do...
Organize v New folder
A Neme
# Quick access g
' ic
Deskeoy -
- i [ A-GW.tic
& Downloads # (01 a-smic
[£] Documents # [ b-owac
= Pictures  # [] Border Routerlic
D Music [7] ccas R81.20 Jic
B Systema2 [ cces.uc
B videos B CCME Lic

@ OneDrive

& Network

ceMms.iic

[ ccsaic
[ ccaic

[

File name: [ A-sMs.lic

Search License Files_Do Not D.

B

Date modified

> m

20/12/2023 13:14
08/01/2024 07:53

20/12/2023 12:59
28/12/2023 09:34
22/01/2024 13:02
20/12/2023 13:14
17/12/2023 11:33
25/12/2023 07:43
20/12/2023 11:06
22/01/2024 13:02
20/12/2023 11:06

=
o

2]
=
u
ul
u
u
u
u
u
u
u
u
u

U~

|License or Activation Files (*.lic ~

conc





image109.png
g

Check Point SmartUpdate x

Import File Summary:
The file contains 1 license(s).
All licenses were added to the License Repository.

)





image110.png
&3 10.1.1.101 - Check Point SmartUpdate

El| me - Check Point
= & smartupdate
"5 rackage o B ucenses & contraats
Machnes 1Pus Address  IPvE Address Verson State SKu Descrption =
& 101.1.101
= EF A-SMS 1011101 Tral Period 15
[ cPsmcscrsm- Software Bia CPSMCSCPSMNGSMC.  Securty Management containerto manage upto . nev
@ AGw 10114
<

e =
Attached Machine State Version IP Address  SKU Description  Certificate ... Name Type Expiration
[dattached  A-sMs Software Bl.. 10.1.1.101 CPSM-C-5... Security M.. OBD70EC82.. CPSM-C-5.. local never





image111.png
U A-GUI [Running - Oracle VirtuslBox
&5 10.1.1.101 - Check Point SmartUpdate

[ [Tepp—
1Pv4 Address  IPv6 Address Version

SKU

& 1011101
o5 Asms 10.1.1.101
& AGw 10111

B o

Small lcons.
List

Bl showcria

< ] BN e
From File...

% | License And Cont =  View ail Licenses & Contracts
Attached  Machi  View Unattached Licenses Manually...

Description  Certifi
View Attached Licenses

View Contracts





image5.png
@ AsMs - Setings - o x

Yy .. 4 Semchsetngs 5
o o et
Al A2 At Adutrs
[ZER——
p— 7

MaC adaess: [EERTTIGE ®

& CaeCorneces
ponForrding
Secports





image112.png
BB AUl [Rurving) - Oracle Vil

& 0 Check Point SmartUpdate
& Choose License File <
4 [} « Dow.. > License Files Do... <] ©| [ Search License Files_Do Not D... &
Organize v New folder B==- ™ @
A Neme - Date modified A
# Quick access. )
B Destiop . 7] A-EPM-02.lic 20/12/2023 13:14 u
e e () A-GWiic 08/01/2024 07:53 u
Dewatad [ A-sMmsiic 20/12/2023 13:08 u
[#) Documents [7] B-GW.lic 20/12/2023 12:59 u
&) Pictures - [ Border Router.i 28/12/2023 09:34 u
D Music [) CcAs Re1.20 tic 22/01/2024 13:02 u
B system32 [ cces.uc 20112/2023 13:14 u
B videos [ ceMme Lic 1771272023 11:33 u
[) ccmsiic 25/12/2023 07:43 u
@ Onedrive [ ccsa tic 20/12/2023 11:06 u
T [] ceskdic 22/01/2024 13:02 u
[ ccTa tic 20/12/2023 11:06 uw
¥ Network . A >
File name: | A-GW.lic ~ License or Activation Files (".lic ~

Open Cancel





image113.png
Ee| =S = - R Mo R

=
—# Package Management Licenses & Contracts

1Pva Address _IPv6 Address
& 1011101

& &g ASMS 10.1.1.101 Trial Period 1
[ cPsMc.5CPSM- Software Bia. CPSM.C-5 CPSM-NGSM C... _ Securty Management containerto manage up o ... ne

FE=

Check Point
SmartUpdate

<

Description

Get Licenses.

Atfach Assigned Licenses
Detach all Licenses

Show Installed Packages...

Upgrade St... Version 1P Address  SKU Description  Certificate ... Name Type Expiration ...
Software Bl. 10.1.1.101 CPSM-C-5... Security M.. OBD70EC82.. CPSM-C-5.. local never





image114.png
License And Contract Repository

Attached  Machine  St.. U.. Version 1P Address
[dattached  A-sMs Software Bl... 10.1.1.101
[dattached  A-SMS Software Bl... 10.1.1.101

Detach License

Add License >
Delete License/Contract
Export License to File...

|8 Viewal Licenses & Contracts
View Unattached Licenses
View Attached Licenses
View Contracts

T eeteme.

SKU
'CPSM-C-5 CPSM-NGSM CPSB-WKF...
'CPSB-WS CPVP-SNX-U-NGX CPSB-S...




image115.png
Attach Licenses

Attach license(s)to:

Machine
EGA-SMS





image116.png
License And Contract Repository

Attached __ Machine  St.. U..

AsMs
A-SMS
AGW

Version 1P Address
Software Bl... 10.1.1101
Software Bl.. 10.1.1101
Software Bl... 10.1.1.101

KU
(CPSM-C-5 CPSM-NGSM CPSB-WKE...
CPSB-WS CPVP-SNX-U-NGX CPSB-S..
(CPSG-C-B-U CPSG-C-8-U CPSB-FW

Description
Securty Management container to manage up t
‘Web Security blade. SSL Network Extender for un
Securty Gateway Container for Security Gateway




image117.png
& 10.1.1.101 - Check Point SmartUpdate

®o B MW e F

Licenses & Contracts

1Pv4 Address  IPv6 Address Version
=@ 1011101

o5 Asms 1011101
- CPSM.C5CPSM-

Get Licenses.

Attach Assigned Licenses
Detach all Licenses

Show Installed Packages...





image118.png
& 10.1.1.101 - Check Point SmartUpdate

@ Check Point

& smartupdate
Descrption

Trial Period =
CPSMC-5CPSM-NGSMC...  Securty Management container to manage up to

CPSGCB-UCPSGLBUC. Securty Gateway Container for Securty Gateway.

Get all Licenses.
Get Licenses
Add License
Delete

Export to Fil

Attached

[Attached  A-sMs.
Flattached  A-Gw

Machine 1P Address  SKU Certificate .. Name Type Expiration ...
10.1.1.101  CPSM-C-5... Security M.. OBD70ECE2.. CPSM-C-5.. local never

1011101 CPSG-C-8-.. Security Ga.. 4DD4D2BO.. CPSG-C-8-.. central 18Dec2024





image119.png
& 10.1.1.101 - Check Point SmartUpdate

& Choose Contract File >
A [l « Dow... > License Files Do ... ~|®] | Search License Files_Do Not D... ©
m @
Date modified L)
20/12/2023 13114 u
17/12/2023 11:33 u
25/12/2023 07:43 u
20/12/2023 11:06 u
22/01/2024 13:02 u
20/12/2023 11:06 u
22/01/2024 13:02 u
28/12/2023 10:46 u
19/12/2023 15:39 u
23/01/2024 16:15 u

23/01/2024 16:08 Te!





image120.png
nnE e EE

[ cpsucscosm CPSNCSCPSUNGSHC. Socuty gemert corterto mansge oo novr
[ crsswscrv. CPSBSCPIPSIKUN. Ve Securtybde. L ek B 2202t

@ ow
{2 cpsceuces. CPSGCHUCPSGCIUC... Secuty Gateway Cortamerfor Secrty Gateway... ZVAor2024





image121.png
(R Licenses

= ® Generst
°

0 Healh

ccess Control
@ Threst Prevention
W Management

(R Uceses





image6.png
- @

x

Semchsetngs O

Ntk
PRSI ———
[CTI Vi

st i 5)

dpterpe iR
Promiscuous Mo Deny

MaC adtess [JozasdRca

& CaeConneces

ot pons





image122.png
Columns: [[Ricenses Bl - | Q seonn v °

@ General
Varston’ | Iscanse Status’ | G S| Accoumt D’ | Sappertiav
B, ... = pro
R81.2( W
© & Traffic S
R81.20 - N/A
° 2 Access Control
@ Threat Prevention
W Management
Ch licenzes [

Summary Tasks Alerts Licenses b
A-aw N—
Swonses Network SMS P —
1Pya Address. 10.1.00
os. Gain
Version: Re1.20 ()

License Status: —na
Alerts: @ oK

cpu: - 18%

Memory: emmm 40%

Device Information. Activate 8





image123.png
Columns: [ Licenses - Q search. R g Y
& monitor
Status Name "» 2 ~ K K Acco »)
Actions .
e mrow maas D Sy saca.
Soisks & stem Restore.
© €S ASMS 1011101 R System Rest
X Delete Open sheil
N e Gaia Portal
He | Naw... » Install Hotfix/Jumbo...
Version Upgrade..
License Repofys
Export
&
Alerts Licenses b
Swansea Network SMS Open server
1Pva Address: 10.1.1.1
os: Gaia
Version: R81.20 o
License Status: —na
Alerts: © ox

cpu: - 18%

Memory: emmm 30%

Device Information. Activate





image124.png
U A-GUI [Running) - Oracle VietualBox.

License Inventory

LICENSE INVENTORY

LICENSE INVENTORY

-
ep CHECK POINT

LICENSE INVENTORY

Report

Jul 7, 2025 6:02 PM Bt 8, 2025 6:02 PM





image125.png
Q Refresh

&* Export Template





image126.png
Attach Licenses

Ucense(s)to attach:

Name sKU
[FHCPSG-C-8.. CPSG-C-8-U CPSG-...

IP Address  Expiration ...
1011101 18Dec2024

[Afen ] [ conesl |





image7.png
Network
A1 ddopr? | gty Aot
[

Atachet: ema e

Name: [IntSwa.
dptes v e PRO/ICO0MT Desktop @254
Promiscuous M Dery
MaC bt [d0zE0RTE

& CaeConnectes

S prts
Pont oz Pomd pond

- o x

prr—





image8.png
- a x

Senchsetngs O

M) pdp2 | Adpted | Adopgt
[ZEn—
Atachet: kema e B

L

Promiscuous Mo Deny

e — )

G CaeCornecies





image9.png
- o x

Senchsetngs O

Network.
M) adopr2 | Adptes | 2ot
[ZE——
Atachest WY <
Adopte ype: fntel P
[—— %
MaC gt [sozeceTRE i)
© CaeConnectes
Pon Fommaring
S ports





image10.png
$ 2@ Downloads
BT ore  shee  view | Aven
« «~ 4 & > ThisPC > Downloads
Name
# Quick access
B Desktop . 7 Lastmonth (2)
3 Souds - ‘& Check_Point_R81.20_T631_SmartConsole
e 2 1 License Fies_Do Not Delete
& Pictures -

D Music
11 System32
B Videos

@ OneDrive
8 This PC

& Network

Date modificd

08/06/2025 15:21
08/06/2025 17:15

Search Downloads

Type

Application

File folder

o
o
size
427,485 KB




image11.png
L an=N" Bl Manage Downloads = ]

EERE tome  shee  view | AppicationToon

<« ~ 4 & > ThisPC > Downloads ~|® | Search Downloads »

Name Date modified Type size
# Quick access

B Desktop
& Downloads
[#) Documents
& Pictures.

D Music

1] System32
B Videos

~ Last month (2)

Check_Point_R81.20_T631_SmartConsole  08/06/2025 15:21 Application 427,485 KB
| License Files_Do Not Delete [ 08/06/2025 17:15 File folder

LRI

@ OneDrive

[ This PC.

@ Network





image12.png
® cHECK POINT
@ smartconsole

Welcome to

SmartConsole

[¥] 1 have read and agree to the Check Point

[

Install Directory: | CA\Program Files (x86)\CheckPoint\SmartConsole\R81.20 Browse.

oo J oo ]





image13.png
CHECK POINT
SmartConsole

Installation

1594 Insling now: SmartComsole





image14.png
CHECK POINT
martConsole

Thank you for installing

SmartConsole

[#] Launch SmartConsole

Learn about demo options





image15.png
SfhartConsols
RE1.20;

SmartConsole

-
@ cHeck poinT




image16.png
- o x

prr—

st T B o
B© optical
@ Hard Ok

O Netwet |

(o] (e [





image17.png
Welcome to Check Point Gaia R81.20

Install Gaia on this system

Do not install Gaia. Boot from local drive

Press [Tabl to edit options

G.CHECK POINT" oAaA




image18.png
T Warning T

This process uill install th
operating system and associats

applications.

Do you uish to proceed with the installation?

SR E





image19.png
1 Regboerd Selection f—

Which keyboard type is attached
to this coputer?

German

Hungarian
Icelandic
Halian
dapanese
Noruegian
Polish





image20.png
(1 Tortitiors CouT guretion f———

Your disk size is 80 6.

Disk space will be assigned s follous:





image21.png
:

T Recount. Cont iguration |

Choose a passuord for the "aduin account





image22.png




image23.png
T Navagenent. fort |

You have multiple netuork ports on this
systew. Choose the port you would like
to use for managing the systen.

etht (link up)





image24.png
=7 Managesent. Interface cthd [—

=





image25.png
T cqatiraation |

The next stage of the Installation process will
format all your hard drives.

fre you sure you want to continue?





image26.png
"Check Point Gala KB1.28

Setting up the installation enviromment

CTab> betueen elements | (Space) selects | (M2 next





image27.png
tarting installer, one noneat
naconda 21.48.22.156-1 for anaconda bluesky started

» installation log files are stored in /tup during the nstellation

« shell is available on TTYZ

« uhen reporting a bug add logs from /tap as separate text/plain attachents

Installation coplete. Press return to quit

lease do not resove the installation media until the system reboots._

»

SUitch tab





image28.png
Welcome to Check Point Gaia R81.20

Install Gaia on this system
Do not install Gaia. Boot f

local drive

Press [Tabl to edit options

Automatic boot in 43 seconds...




image29.png




image30.png
his systen
ogin: adwin
assuord
er 1
Tise bizord
a323fc>

configure your systen.

s the Vb U1 and

b the

First




image31.png
gu-aiZifc) set inmactivity-timeout 726




image32.png
w-a3Z3fc) set web session-timeout 720




image33.png
pu-adciic) save conflg




image34.png
U 4-GUI [Runing] - Orace VietualBox

DO  Privacy error x |+

« C © Notsecure | https//10.1.1.101 S

Your connection isn't private

Attackers might be trying to steal your information from 10.1.1.101 (for example. passwords.
messages. or credit cards). Learn more about this warning

NET:ERR_C

T_AUTHORITY_INVALID

Advanced





image35.png
B8 AUl (Rumning) - Oracle ViulBox
DO  Privacy error x |+

<« C © Notsecure | https//10.1.1.101

Your connection isn’t private

Attackers might be trying to steal your information from 10.1.1.101 (for example, passwords.
messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

This server couldn't prove that it's 10.1.1.101; its security certificate is not trusted by your
computer’s operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue to 10.1.1.101 (unsafe)




image36.png
@ This system is for authorized use only.

€ cHECK PO T Usemame: | aamin

Password

GAIA Portal R81.20

LOGIN >





image37.png
R81.20 First Time Configuration

Welcome to the
Check Poir t Time Configur Niz

You're just a few steps away from using your system
Click Next to configure your system.

Platform: Open Server




image38.png
Deployment Options

Setup
® Continue with R81.20 configuration
Installation

Install from Check Point cioud

Install from USB device
Recovery

Import existing snapshot @





image39.png
Management Connection

Intertace: etno
Configure 1Pva: Manually
1Pva acaress: 10.
Subnet mask:

Defauit Gateway:

Configure 1Pve:





image40.png
Internet Connection

Configure the interface to connect to the Internet (optional) @

Intertace: etn1

Configure 1Pva: ot





image41.png
Device Information cHECK

Host Name: Asms

Domain Nam

Primary DNS Server: 192.168.1.1
Secondary DN Server: 8888
Tertiary DNS Server: 2222

Proxy Settings

] Use a Proxy server





image42.png
Date and Time Settings

Set time manually:

® Use Network Time Protocol (NTP):

Primary NTP server: time1.googie.com Version: 2>
Secondary NTP server: | time2.googie.com version: i~

Time Zone: London, Europe (GMT) ~





image43.png
Installation Type

® Security Gateway ana/or Security Management
Muiti-Domain Server





image44.png
Products

Products

Security Gateway

U] Security Management

Clustering

Define Security Management as:





image45.png
Security Management Administrator

.
€ “cHECK o

tor: admin

Use Gaia administr
© Define 2 new administrator
Administrator Name:

New Password:

Confirm Password:




image46.png
Security Management GUI Clients

I clients can log into the Security Management from:
Any 1P Address

This machine

© Network

1P Adaress: 0.

o

Subnet: 255.255.255.0

Range of IPva addresses:





image47.png
First Time Configuration Wizard Summary

Your device will be configured with the following products:

Security Management: Primary Security Management

= The installation and usage of this product(s) are subject to the terms of Check Point's Eng-user License Agreement
ana rivacy Policy
= Review Update ana Data Sharing settings here

(oo [ v QI conce |




image48.png
First Time Configuration Wizard Summary

Veritying Configuration
Security Management
Compatibility Packages

[ —
Finalizing Configuration (th

@  Coniourmtion completed successully





image49.png
B -GV [Running] - OracleVitunlBox

[=] Gaia x|+
& C | © Notsecure | https//10.1.1.101/_f634054a1abf6702fbb1f4acc632eas5/cgi-bin/home.tcl

{open termina Manage Software Blades using SmartConsole [
Viewmode: [ Advancea
® . System Overview ~Ax
= & Network Management Check Point Security Management | R81.20
& Network Interfaces
. Kernet 3.10.0-1160.15.2cpxB6_64
OHEP Server edition: 64-bit
24 Hosts and DNS Build Number: 634

IPva Static Routes System Uptime: 24 minutes

NetFlow Export Software Updates: D0 new recommended updates detected
= ¥ system Management

&3 system Passwords
4 Proxy

4 Time

S corocras ———T
& sNmP

£ Job Scheduler
¥ Mail Notincation
¥ Messages

4% Dispiay Format Open Server

£ Session
P

Platform:





image50.png
Tue Jul 8 15:17:33 on pta/1
Config lock is owned by admin. Use the command 'lock database overri

e* to acquire the lock.

-SMS> api status





image51.png
chine profile. Small Medium env resources profile
PM heap size: 1280m

Apache port retrieved from: hrtpd-ssl.conf

I readiness test SUCCESSFUL. The server is up and ready to receive connections

otes:

please run ‘api status -s <comment>"





image52.png
Press [Tab) to edit options

e.CHECK POINT onA

——'—mm




image53.png
"Check Point Gala RO1-20
1 Tartitions Contguration f————
Your disk size is 48 GB

Disk space will be assigned as follous





image54.png
ecount. Cont lguration F————]

Choose a passuord for th

“admin® account





image55.png
Faintenance

Create a password for Haintenance
wode (“admin” user)

=





image56.png
1 Panagenent Fort |
You have multiple netuork ports on this

systen. Choose. the port you would 1ike
10 use for managing the system.

£th3_Llink up)

SEn [link upd
oth (1ink upd





image57.png




image58.png
T Cont irmation |

The next stage of the installation process uill
Format all your hard drives.

fre you sure you uant to continue?





image59.png
Thstalling 03 T





image60.png
Starting installer, one

inaconda 21,4027 156-1 for anaconda blucsky startcd
= shell is available on TIVZ

% Uhen reporting  buj add logs from /twp as separate text/plain

RE—
Installation complete





image61.png
U 4-GUI [Runing] - Orace VieualBox

D  Privacy error x |+

<« C © Notsecure | hetps//10.1.1.1 S

&

Your connection isn't private

Attackers might be trying to steal your information from 10.1.1.1 (for example. passwords.
messages. or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

Advanced





image62.png
B -Gl [Running] - OracleVetunlBox

D  Privacy error x |+

<« C © Notsecure | hitps//10.1.1.1

Your connection isn't private

Attackers might be trying to steal your information from 10.1.1.1 (for example. passwords.
messages, or credit cards). Learn more about this warning

NET:ERR_CERT_AUTHORITY_INVALID

FRgsadned m

This server couldn't prove that it's 10.1.1.1; its security certificate is not trusted by your
computer’s operating system. This may be caused by a misconfiguration or an attacker
intercepting your connection.

Continue t40.1.1.1 qunsafe)




image63.png
@ This system is for authorized use only.

Usemame: | admin

Password





image64.png
20 First Time Configuration

Welcome to the

Check Point First Time Configur

You're just a few steps away from using your system
Click Next to configure your system.

Platform: Open Server

Cancel





image65.png
Deploymeizt Options

Setup
@ Continue with R81.20 configuration
Installation

D Install from Check Point cloud
Install from USB device

oV

Import existing snapshot @





image66.png
Management Connection

Interface: etno
Configure 1Pva: Manually

1Pv4 acdress: 0.1 .1
Subnet masic 255.255. 255

Detautt Gateway:

Configure 1Pve:





image67.png
Internet Connection

Configure the interface to connect to the Interet (optiona) @

Intertace: etn1

Configure 1Pva: orr

Configure I1Pve:





image68.png
Device Information

Host Name:
Domain Name:
Primary DNS Server:
Secondary ONS Server:

Tertiary DN Server:

Proxy Settings

Use a Proxy server

AGw

192.168.1.1

sss88

2222





image69.png
Products

Products

U] Security Gateway

[7] Security Management

Clustering

Unitis a part of a cluster, type:





image70.png
Dynamically Assigned IP

Does this gateway have a dynamically assigned IP address (DAIP gateway)?

ves





image71.png
Secure Communication to Management Server

Activation Key:

Confirm Activation Key:

Learn more about SIC here

Connect to your Management a5 3 Service

Don't have an account?





image1.png
Part 2
Securing Enterprise Network

A-GUI
10.1.1.201/24
DG: 10.

SWANSEA.ACCA

ASMS
10.1.1.101/24 Windows Server 2022 Windows 10
DG:10.1.1.1 soC Cidts1
Domain Controller Donain Member
10.1.1.1/24 192.168.1.10
AGW DG;/192.168.1.254

ClientL1
Domain Member

199.168.2.10
DG}192.168.2.1

Child Domain Controller

192.168.2.1/24

Windows Server 2022 Windows 10

LONDON.SWANSEA.ACCA|




image72.png
First Time Configuration Wizard Summary

Your device will be configured with the following products:
Security Gateway

= The installation and usage of this product(s) are subject to the terms of Check Point's Eng-user License Agreement
ana Privacy Policy
= Review Update ana Data Sharing settings here

[ oo J ren JI conce |





image73.png
[ —

) TS confiuraticn e e O i o e 4 S et





image74.png
First Time Configuration Wizard Summary @ "check o

Veritying Configuration

00

Security Gateway
First Time Configuration Wi

You must restart the system in order to finish the configuration. Click OK to restart now.

Reboot in 54 seconds





image75.png
Network Management » Network Interfaces Configuration || Monitoring

»

i~ Interfaces

2 OHCP Server | Configure interfaces, aliases, bridges and VLANs Type 1Pv4 Address e
&% Hosts and DNS. tho 4 Ethernet 10119 255.255.255.0 -
22 1Pva Static Routes e 4 Ethernet - . -
& NetFiow Export i 4 Ethernet - - -
S 4 System Management etn3 & Etnemet = - R
4 system Passwords. ] o - Loopback 127.001 255.000 =
£ Proxy
£ Time
¥ Cloning Group
© snmp
&3 Job Scneauier
¥ Mail Notification
€ Messages
oy K o ———————————— >
& session Poge [T or1 Dispiaying 1 -5 0f 5

€ Crash Data
¥ System Configuration

Management Interface




image76.png
You are about to change the settings of an interface you are connected to.
Click OK to proceed, Cancel to return.

oK | ‘ Cancel




image77.png
WPva | 1PvE | Ethernet

© Obtain IPva address sutomatically
® Use the foilowing P4 adaress:
1Pva acdress: 193 1es. 1 .254

Subnet mask: 255.255.255. d





image78.png
Network Management » Network Interfaces Configuration || Monitoring

Interfaces

etno & Etnernet 10.1. 2552552550 5

em & Etnemet 192.168.1.254 2552552550 B

etnz & Etnemet E o 3

etn3 4 Etnemet = E "

© # Loopback 127001 255000 E

 ——————————————— >
Page [1 | ot1 Dispiaying 1 -5 0t 5

Management Interface





image79.png
Edit eth2

1Pv6 | Ethernet

© Obtain IPva acdress automatically

@ Use the following IPv4 adaress:
1Pva acaress: 20.0.0

Subnet mask: 255.255.255.

1

252





image80.png
Interfaces

[asa = | [eangy

etno & Etnemet ot 2552552550 z
etm 4 Ethemet 192168.1.254 2552552550 -
etz - Ethemet 20004 ssassassasz -
etn3 - Etnemet = z .
o - Loopback 127.00.1 255.000 -
 ———————————————————— >

Page [1 | of1 Dispiaying 1 -5 of 5





image81.png
Edit eth3

Link Status:

1Pv6 | Ethernet

© Obtain IPvg acdress automatically
© Use the foiidwing IPv4 adaress:





image2.png
- o x

Y - 4 e

- o =
et L e
——
g T
D —
oo s T
N

MaC bt [C02TATSFS @
& CaeConneces





image82.png
Netwo Management » IPed Staic Routes Contgurasen  Montorng

Oowver L st





image83.png
l 1 ~ cpadmin

SmartConsole

=~ [10.1.1.101

Read Only Demo Mode @





image84.png
B A-GUI [Rurning] - Oracle VetunlBox

Columns: | @ General - [l Q seorcn v e
= & Monitor
[ Status_Name e vl Hardware | CPU Usmge | Rocommended Upd!
© B AsSMS 10.1.1.101 = Opensever = 1% WA
& Sscripts >
b N Ear
S| i L Gateway...
Cuustel® .
~
vsx .
wore .
Tasks Aterts ticenses
A-SMsS
Swansea Network SMS Open server ——
1Pva Address 1011101
os Goia
Version. Re1.20
License Status: £ Not Activated
- Alert: © oK
cru.
Memory





image85.png
Create the Check Point Securty Gateway using

2] =

Wizard Mode

[] Dont show this again





image86.png
Check Point Gateway Installation Wizard

wva: [10 .

il

Resolve from Name

@p CHECK POINT

O Dynamic IP address (e.g. assigned by DHCP server)





image87.png
Check Point Gateway Installation Wizard

& Secure Internal Communication Initialization

5 wtinkzing the Secure intemal Comm.

R @ Intiste trusted commurication now.

» Trusted Communication Enter an oneime password that will be used to intialize the Secure.
. Intemal Commurication between the gateway AGW and the Securty
Management

This onetime password must be the same one-time password you entered
in the "Secure Intemal Communication”tab when you installed and
configured the Check Point software on the Gateway AGW.

Gateway's Name. AGW

One-time password

Trust State Uninttislized

O Skip and intiste trusted communication later

@p CHECK POINT

<Back





image88.png
Get Topology Results >

was retrieved successfully
T oy vebie Shows cvery recriate found forthe iven machine
Networks (o a group of them) that reside behind each interface are aiso shown here.

Name. 1Pva Address 1PV Netmask 1PV6 Address.
O eth2 20001 255255255252 N/A
O eth3 100215 255.255.255.0 A
O eth0 10111 255.255.255.0 NA

o eth1 192.168.1.254 255.255.255.0 NA





image89.png
Check Point Gateway Installation Wizard

& Installation Wizard Completion
{35 The Gateway's installation wizard has completed.

°.°|ICK POINT





image90.png
Network Management
NAT

HTTPS Inspection
HTTP/HTTPS Proxy
ICAP Server

Platform Portal

Mail Transfer Agert
Monttoring Software b
Logs

Fetch Policy
Optimizations.

Hit Count

Other

Machine

Name.

1Pv4 Address

1Pv6 Address

Comment Swansea Network SMS

Secure Intemal Communication:  [Trust established

Platform

Hardware: | Open server

. Network Securty (2)

Access Contiol
I Firewsall
[JiPSec VPN

Policy Server
] Mobile Acce:
[ Application CaRitrol
] URL Fitering
[identity Awareness
] Content Awareness

<] Version: [R81.20 <] os: [Gaa

G Threst Prevention (Custom)  ¥ar Management (0)

Advanced Networking Infinity Services:
© Dynamic Routing © IoT Protect
© Secuexl © sDwaN
Oaes

4 Monitoring

Other

[J Data Loss Prevention

] Anti-Spam & Email Securty

% Mobile Access

Integrated Mobile Access that provides efficient and secure remote access
connectivity for both managed and unmanaged clients.





image91.png
General Properties
Network Management
NAT

HTTPS Inspection
HTTP/HTTPS Proxy
ICAP Server

Platform Portal

Mail Transfer Agent
Monttoring Software b
Logs

Fetch Policy
Optimizations.

Hit Count

Other

Name.

Bobohoh

etho
etht
ethz

eths

Get Interfaces. -\ Edt

Topology
This network
This network
This network

This network

w
10.1.1.1724
192.168.1.254/24
20001730

10.0.2.15/24

1 Actions ~

[ —

Cancel




