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[bookmark: _agoepukcwwgi]Introduction
This essay aims to achieve 2 goals, the first being split into 2 tasks. The first task being a collaborative work in which the goal is to manage and maintain a network using policies and security practices, while the second task is about routing and packet filtering within TCP/IP services and failover/redundancy practices. The second goal of the essay is to display the knowledge that was obtained via the collaborative work by giving detail about topics such as enhancing security in a network, failover clustering and drafting a network policy. This will be shown in the observational task.


[bookmark: _ctpqwkedl31v]Part 1: Group Task
Task 1 - Managing and Maintaining Network Resources Using Network Policy and Security

1.1 - Understanding NTFS and Share Permissions 
[image: ][image: ][image: ][image: ]
In the above screenshots, a folder was made and a file was created within it. Then permissions were changed to only allow access to these through one user. This will deny access to anyone else accessing it besides the user with full control. After that, another user was added but only given read and execute permissions, meaning that they cannot modify the contents at all.

1.2 Share Permissions

[image: ]
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[image: ]
In this section, a shared storage service was created. This was done by loading into the server manager on the Server 1 VM and going through the process of setting up the shared storage, which includes entering the name and location of the shared storage and specifying permissions. As mentioned in the worksheet, administrators were given full control while 2 more users were added with only read and execute permissions.


1.3 Accessing the file share/server over a network
[image: ]
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This shows that a network mapped drive was created in order to make sure that potential snoopers won’t be able to find/access the shared drive.

2.1 Configuring User Environment and Computer Environment, ‘Network Group Policy Objects’

GPO 1 - Moderating Access to Control Panel
[image: ][image: ][image: ][image: ]
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Group policy management was used to restrict access to the control panel. Since it wouldn’t be ideal to restrict all users' access, user groups had to be created using GPO so that the restriction only affected certain users, this was done via use of the Organisational Units. This is because some users need access to the control panel while some other users do not benefit from it at all, so it has been restricted for the ones that don’t require access for security purposes. The final 2 screenshots above show that the restriction had worked.

GPO 2 - Removing Access to Command Prompt 
[image: ][image: ]
Due to the same reasoning as the control panel restrictions, the command prompt was also restricted to the same group of users by using the same method. The above screenshot shows that the restriction had succeeded.

GPO 3 - Restricting Access to Removable Media Devices

[image: ]
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In order to keep the networks secure, a restriction on access to removable media devices was also made. This is due to them being an easy way to carry viruses and malware. The same restriction as the previous 2 tasks was applied here.

GPO 4 - Restricting Software Instals
[image: ]
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Unauthorised software installations can be dangerous for a network. This is because the software can be used to exploit vulnerabilities in the network. Due to this, a restriction was set on users in which only authorised administrators could install software to these machines. The final screenshot above shows this in effect.

GPO 5 - Enforcing Password Policy in the ‘accatask.msft’ Domain
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To further increase security, a password policy was added across the entire network. This policy ensured that passwords had to be at least 7 characters in length, and that the policy remembers the previous 3 passwords so that a user couldn’t keep reusing the same 2 passwords over and over. A complexity requirement was also added to make sure that the passwords were as secure as possible.

Task 2 - Routing and Packet Filtering Within Core TCP/IP Services and Critical Failover/Redundancy Practices

1 - Utilising ARP and Routing Tables
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The “arp -A” and the “route print” command were used to display the MAC table, which includes the NIC, the MAC and the IPs of the NICs. 


2 - Deploy Core Services
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In this section, an FTP server was created into the network, this allows the exchange of files across the network. A new user was created with the name of “ftpuser23” and following that, the Internet Information Services (IIS) tool was used to add an FTP Site with the name of “MYFTPSITE”. After that, the new user was given read/write permissions to this FTP Site. The FTP Site was customised with a banner as a way to greet users and to inform them that they were connecting to the right server. The final screenshots show that the connection to the FTP service was successful.





3 - Installing and Configuring the Routing and Remote Access Service 
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As a side note, the user then repeated this process over again for the second server to make sure that both of them are equipped with Direct Access and VPN with the routing services.
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In this section, two local area networks were created and connected using routing protocols. This was done using the Server Manager on the Windows Server OS. These LANs were configured to allow remote connections by using the “Add roles or features” section of Server Manager. The routing protocols were added to the interfaces used to connect both the public and private network in the servers.


4 - IP Packet Filtering

Filter 1

[image: ]
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The first filter was used to stop users from pinging the router firewall service, this was done via IP filtering, this was used as a firewall to prevent unwanted outbound and inbound data. This was configured using the “Routing and Remote Access” section of Server Manager. This filter was then tested in the final screenshots above.

Filter 2
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The 2nd filter was to restrict access to the FTP service running on Server 2 to only the users on the PrivateNet2. This was once again achieved by using the “Routing and Remote Access” tool available in Server Manager. This filter was then tested as shown in the final screenshots above.

Filter 3
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Server 1
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Client 1 success
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Server 2 
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Client 1 
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Client 2

Filter 3 was used to only allow specific hosts on PrivateNet1 to access the FTP service which was running on Server 2. This was done by creating our own rule which allowed us to put a restriction on the access to the FTP server on anyone except Client 1. The final screenshots above show this in effect.


[bookmark: _dcp4xon12uiv]Part 2: Observational Task
[bookmark: _xbah63cribdf]SOHO (Small Office/Home Office)
Even in a SOHO (Small Office/Home Office), security is still a very important matter. A SOHO is a small business that is usually based out of an office, typically in a home. [1] Due to this, enforcing a password policy with certain length and complexity requirements would help in protecting against unauthorised access to other users' data. A small business is likely to include people who knew each other and were good friends beforehand, so there should be good trust between the workers to ensure no malicious intent but it’s always better to be safe than to be sorry. 

Even though the network should be relatively small due to being a SOHO, if there’s enough people working there, then each employee may be working on completely different aspects of the business. Because of this, restricting access to the control panel and/or the command prompt using group policies is a good idea to prevent potentially harmful intent or even to prevent lesser tech savvy employees from messing around and causing harm if they don’t require access to them. Allowing all users to have access to the control panel and command prompt isn’t a good idea as both of these can cause irreparable damage to the machine if it gets into the hands of a malicious user.

Another thing that can be done to enhance security is to create shared drives on the machines. Shared drives can be useful for collaborative work but that only takes up 35-45% of the files found in organisations shared drives. [2] This allows the small office to easily share files among each other without much effort. Shared drives by themselves don’t increase security, enhancing security with shared drives can be achieved by limiting who has access to them and the permissions that they have. This is done by using group policies. Some users can have access to the folders and also be able to create files inside of it, some users may only be able to view the folders and files but not edit or create any, while other users may not have access to view the folders or files at all. This allows the SOHO to pick and choose who they trust to look at these files and if they should be able to edit/create any of them.

[bookmark: _t3z3m9yrcd21]Failover Clustering
A failover cluster is an important technology that helps to ensure that essential services and programs remain available and operational even if there are issues with one or more computers in the cluster [3]. This type of cluster is made up of a group of independent computers that work together in order to increase the availability and scalability of various services and programs. The computers in a failover cluster can be both physical or virtual and they work together in order to provide the required service.

When a failover cluster is created, the computers are configured in a way that they cooperate in order to maintain the availability and performance of the services and programs that are running on the cluster. If one of the computers in the cluster fails, the other computers in the cluster will automatically take over the failed computer's workload in order to ensure that the services and programs remain available to users [4]. This process is known as failover, and it is an important aspect of ensuring that a failover cluster provides availability.

Aside from failovers, failover clusters also allow monitoring of the services and programs running on the cluster. This monitoring helps to ensure that any issues that appear are addressed quickly and effectively. If a service or program is not running as it should be, the cluster will automatically take steps to remedy the situation. This might involve restarting the service or program, moving it to another computer in the cluster, or taking other steps as necessary.

As part of the tasks in the worksheet, an IIS (Internet Information Service) was created in order to allow the users in the network to share information across the network to each other. This was done via an FTP site. Failover clustering can be very important when used in conjunction with IIS as it allows a constant uptime for the FTP service. This lets users share information across the network without any worry of the service going down and possibly losing the information they had stored.
[image: ][image: ][image: ][image: ]
These screenshots above show an IIS being configured with the FTP service. A host machine was selected to host the service as well as the FTP service being added alongside it. Authorisation was then given to users and a banner was created to ensure users that they were connected to the right service.

Overall, Failover clusters are very important for the availability for various applications and services in order to ensure that a user can always count on it being active. Failover clusters work well in conjunction with IIS as it allows the FTP service to have a high availability, which allows the users to have access to the service whenever they please while protecting the loss of potential files if the service went down at a bad time.

[bookmark: _kajg1oxb20iw]Network Policy
In an Enterprise Network, a network policy is vital to ensure the security and availability of the services for the whole business. Without these policies, a business will have no rules to enforce to keep the network and users/employees safe. The network policy below will touch on numerous areas, such as network access, the security team, enforcement of policies, employee/user behaviour and habits of the users.

Due to the business requiring high availability and operating in multiple locations. Two different topologies are recommended, these are the dual ring topology and the mesh topology. The dual ring topology is a cost efficient topology with redundancy which allows the network to have a backup in case one ring fails. This keeps the network active and prevents loss of data. The mesh topology has more redundancies due to all the machines being connected but it’s less cost efficient as a lot of cabling is needed to set it up. 

Since the business has critical applications which require high availability practices, the mesh diagram is what was chosen. The business is large since it operates in numerous locations, so the extra redundancies will ensure that the services are always available. The high cost was a considered factor but ultimately securing the high availability took priority over the cost.

1. Account Administration
Users accounts will need secure passwords that meet the character length and complexity requirements, this is to ensure that the users accounts are secure and to lessen the risk of malicious intent from outside sources gaining access to the users data.

2. Clean Desk
An employee's desk must not have any confidential data on display as this could lead to the information being easily stolen. An example of this would be a flash drive being left on a desk while an employee went to use the bathroom. Anyone with malicious intent could easily take the flash drive and steal all the contents stored within it which can cause astronomical harm to the business.

3. Security Management
Users/employees must report incidents related to the company's systems as soon as possible. Depending on the severity of the incident, the response time may be crucial in ensuring that as little harm is done to the services and the information stored within them.

4. Backups
Users are required to make backups of any important/confidential data to ensure the data is secure and to prevent accidental loss in case of storage failure or accidental deletion.

Violations of these policies will be taken seriously and upheld to the full extent of the law. The company’s applications and practices are critical to the success of the company and any violations will not be tolerated. This will likely lead to employees being fired on the spot if not taken seriously.

[bookmark: _u1wvi7num77a]Reflection on collaborative work
Overall, the tasks were very useful and helped develop skills which will help in careers in the future. Getting hands-on experience with network creations and setting up users and different services in the server manager is critical in helping success later in life. Being able to complete these tasks in a group has also been helpful in preparing for a career in which working in a group in an environment similar to this is likely unavoidable. The group all performed very well and each person did their own tasks with relative ease and every person provided help to others when needed. This work has allowed me to get to know these people better and has helped me make some new friends during the experience we shared in completing the work together.
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