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[bookmark: _Toc39522663]Abstract	Comment by Carlene Campbell: Expand the scope of reference sources consulted to improve the quality of research based tasks.
An abstract is the last to be written to include key outcome or contribution about the outcome or results.

This report should be able to provide the reader an insight into the advancements in research and technology within the cybersecurity field, associating all risk factors related to internet security vulnerabilities and the threats faced by organisations in the online world.

[bookmark: _Toc39522664]Introduction	Comment by Carlene Campbell: 
Introduction need improvement.

Cybersecurity is the name given to the penultimate protection of all IT related systems and networks within a given environment. Cybersecurity is required for the vulnerabilities and exploits that are within such networks and its systems from unknown source attacks against them. Cyber-attacks are the name given to the attacks placed upon the network and system whereas cyber-threats are the attacker behind these attacks. The ultimate reason for strict cybersecurity measures are to protect users, their data and information in terms of integrity and confidentiality from being cloned, used or destroyed.



















[bookmark: _Toc39522665]Part 1 – Research and Analysis of Lab Exercises

[bookmark: _Toc39522666]Task A - Research

[bookmark: _Toc39522667]Future Trends in Cybersecurity

Cybersecurity consists of many factors of information and data security and integrity when related to computer networks and devices such as internet connectivity, online cloud storage usage, multimedia communication services, sensor and actuator monitoring and services related to IoT devices. The main aim of a cybersecurity specialist is to monitor a computer network and its devices and locate and test for any vulnerabilities that may occur leading to system security breaches with their main aim of providing security to device applications, data and information, overall network, network operations and disaster contingency [1]. 

[bookmark: _Toc39522668]5G Network Signal  

A relevant, upcoming trend within cybersecurity that possesses both benefits and limitations is the 5G phone signal technology. 5G is the 5th generation of telecommunications technology that will boast features such as high speeds, lower latency and now the ability to combine a whole host of IoT devices in a more available, huge capacity network field allowing for the connection of new industries to provide a better progression in day to day life for users and businesses [2]. The most common attack that happens against any such network is a Distributed Denial of Service (DDoS) attack which ultimately hijacks and paralyses a network by distributing huge amounts of network traffic to nodes, which in turn they are unable to handle, causing memory errors and overall crashing the network of its use [3]. 5G is based on an Orthogonal Frequency-Division Multiplexing digital signal that uses several signal channels in order to reduce any signal/network interference which allows for the delivery of a much better signal with a higher degree of flexibility and scalability [4].  

In terms of internet, the 5G network signal is able to provide much faster data connectivity and a whole host of variable devices that will be interconnected on to the signal, however, this creates room for hackers to flood the signal with wireless signals, further interrupting connectivity due to too much bandwidth being processed but not being able to be adhered to which further causes problems for the network user, as they may be paying for high speeds such as 5G but would actually be getting speeds such as 2G/3G due to this attack. Furthermore, to limit such threat occurring, the inability for a hacker to commit such act would be ensuring that the signal nodes that carry traffic are untraceable from probing and scanners not allowing the attacker to see the available connections and disallowing them to distribute an attack from one node to the other node whilst affecting systems in between.

Another issue with the future of 5G technology is the interconnection of devices and machine to machine fragility [5]. This relates entirely to automated machine networking, where various types of IoT devices are connected to the 5G signal in order for their operational capabilities to work minus the human monitoring. This is a cause for concern as IoT devices are connected to the internet in order to work, furthermore, the networks these devices are likely to be connected to will be insecure, limited public networks that run legacy operating systems. Any attack against a public internet connection will allow device data to be gathered as well as the devices being completely inoperable and shut down by the attackers, disrupting such services.

[bookmark: _Toc39522669]Artificial Intelligence (AI)

Artificial Intelligence is the name associated with computer devices that have been automated in to controlling and making their own decisions without any human input based on the data the selected device is receiving [6]. The issue with the use of AI is the inability to monitor data records as well as the inability to fully keep control of the system. Cyber-attackers are able to manipulate such devices with ransomware and other acts of espionage for long periods of time until a ransom is given, or the victim just gives in and starts again. The need for humans monitoring these devices will allow for the constant check for any vulnerabilities and exploits within the device and systems infrastructure.

In relation to cloud storage, this service is meticulously controlled by AI that is outsourced away from the original device data creator. The lack of human control makes it easy for an attacker to manipulate any such device, further allowing them to create rogue devices, that will act as an actual network device but will attempt to modify or delete any data within the cloud without a user noticing until they have viewed their cloud storage. Overall, unauthorised access is extremely hard to detect as data is not stored within premises with no physical copy, whereas data within cloud storage is in a centralised location that can be infiltrated and accessed anywhere in the world on any device, which makes data highly obtainable through unauthorised access [7]. 

Overall, AI is used to speed up processes that would usually take a human user a certain amount of time to complete when on task. As technology advances, system and devices become out of date, hence, being unable to be up to date to tackle new and trending cyber-attacks against them due to the inability to adapt against change.

[bookmark: _Toc39522670]Mobile Devices

Mobile devices and smartphones are a technology that is constantly being updated to allow users to perform all sorts of tasks within their handheld phone device. These devices have the capability of connected to the internet and sharing information, data and resources that are stored within device. Worldwide, the current statistic of number of mobile device users is currently at 3.5bn+, increasing daily [8]. The main issue related to mobile devices is their ability to comprehend data and information on the device in relation to security and integrity. 

In relation to IoT based services, mobile devices are capable of performing a variety of tasks within the home and work environment. Within a business perspective, mobile device usage or known as Bring Your Own Device (BYOD), allows for a user to connect the business network in order to access work related resources, however, although the business’ network connection may be secure, the endpoint – the users device, may not be secure and will possibly corroborate to an attacker the ability to create data breaches.

To be comprehensive, any mobile device within any environment that is connected to a router poses the threat of welcoming cyber-attacks, as such networking devices serve as entry point that will allow for attacks from unknown sources which further lead to the theft of personal information and other data that will be beneficial for criminals for various types of gain.

[bookmark: _Toc39522671]Malware - Botnet

The never ending collective of malware is a non-stop threat to networks and their devices with the main target – the user taken into consideration. A botnet is a group of computers that work in collaboration in order to perform the task of manipulating and taking over an application or a complete computer device through the means of hacking upon exploiting weaknesses within their operations [9].

When it comes to the discovery of malware on a system, it usually seems unnoticeable to the user as ads and other sorts of cookie related resources are presented normally, whereas behind the scenes, the malware is developing ways into duping the user to purchase phony software’s whilst a virus is in place. It only takes one exploited computer device to compromise an entire network and possibly most of its interconnected devices, causing operations to slow down due to the infectious virus placed on the entirety of the network.

[bookmark: _Toc39522672]Social Engineering – Phishing

Social engineering is the manipulation of a computer system user into performing the actions of providing confidential information upon being tricked into thinking a major, well-known body is trying to gain such data for use, however, this sort of cyber-attack is related to fraud schemes where an attacker poses as a well-known organisation to a user demanding information, upon the acquisition of data and information, the attacker will use this for their own interest and gains [10].

Phishing is the ability to completely dupe a user into handing over information by the complete use of deception. Phishing uses data gathered from a victim from previous attacks against them in order to trick them into getting what the attacker wants by using phony email spam that is directed solely for the victim. The victim is baited into handing over the valuable assets without them intentionally knowing and the attacker is able to sell or use this information for mainly financial gains.

To conclude, cyber-attacks are occurring more and more due to the increase in demand of online and technological services, where the victims have no sense of knowledge of attacks and will only proceed to complete tasks with the knowledge they know, furthermore, there are various types of attacks that require certain types of anti-kits that suppress the effects of attacks or completely eradicate, which further creates a cost for the user that puts them off with no care in the sense of their system security.


[bookmark: _Toc39522673]Computer/Communication Networks and Infrastructures Security Issues

A computer network is a collective of computer devices connected to a router that share data and information directly via the internet. The infrastructure of a computer network relates to the topology and the devices and connections that are within that.

[bookmark: _Toc39522674]Network Security

When creating a computer network, the major consideration that should be looked at is the viability of the network security and the ability for it to adhere to configuration settings. Upon initial set-up, the network should be planned to have inaccessibility for unauthorised users, cyber-attacks and malware by ensuring high security protocols are in place such as device protection – usernames, strong passwords, network management/monitoring and a firewall being installed on network hardware’s to limit unnecessary traffic entering and leaving the network [11]. 

If network security is not considered as a major factor implemented by tasks and tools, then the network is vulnerable and easily exploitable from unknown threats. The main consideration for this issue is keeping an access control in place which monitors the users of the system and providing access to certain areas of the system dependent on their level of authority within the network.

The plan is to be able to ultimately protect your network and its devices by correctly configuring and testing the systems to view any exploitation areas, furthermore, if there does happen to be the detection of an exploitation, then identifying the problem and finding out the cause is the next phase and finally upon identification, the reaction of the response to the threat must be immediate which should also allow for the system to return to a safe, usable state.

[bookmark: _Toc39522675]Application Security

This security issue is related to the protection of system software and network devices and their applications by checking for flaws within application security and fixing them, enhancing the security features available to the application for ultimate protection when an application is being run [11]. Minimal security to network devices pose a key threat for the network as they are the gateway between a user and their online presence with the ability to collect and share information, furthermore, weak security can lead to a network device  being tampered with because the correct measures were not adhered to upon installation of the system.

To ensure security is at high strength, testing can take place to ensure the integrity of the security is viable for use. For applications, static testing allows for the testing of coding within the root of an application to check for any exploits that would allow for an attacker to gain unlawful access from, this is particularly useful within the testing and development stages of an application as security algorithms can be input within this testing. 

Another type of testing that is useful for application security is dynamic testing. During this testing phase, code is analysed by simulating attacks upon applications giving a variety of attacking methods that allow for the application to be tested for exploits, upon the completion of this testing, the user is able to adapt their security features to the application at hand within their system, also giving them a sense of security knowing risk of cyber-attacks have been limited upon the different type of threat testing.

[bookmark: _Toc39522676]Information Security

This security issue is related to the integrity and privacy of data and other processes and methodologies upon the storage and transit of data processes, where sensitive information or data is protected from unauthorised access to prevent misuse, destruction or replication of such data [11].

A key factor when ensuring information security is confidentiality. Confidentiality is put in place to protect data from access. Measures include creating access lists for users allowing certain restrictions to system areas, this will allow for the monitoring of users and the activities that they are undertaking on the system.

Another key factor related to information security is data and information integrity. Integrity is the overall completeness of data when elected for use and safe from any outside unknown sources. Physical integrity relates to the safe keeping of data when in storage, so this means ensuring if any disaster occurs, the integrity of the data should be safe. Furthermore, another underlying factor related to physical integrity is human error, the user of a system that holds data is highly likely to be a common source of allowing vulnerabilities to occur to a system without knowing, so ensuring user training on data safe keeping is a must in order to protect data.

Another related integrity factor is logical integrity of data, where data is able to keep its form regardless of the different states it is used in. Logical integrity allows for data to be preserved for different types of uses and not allowing for any alterations by creating algorithms that only accept certain values that match an expected outcome in order for that data to be used.

Finally, the availability of data is key in order to protect a functioning system as the data must be fully available when requested immediately by the system user, if this is not happening, this will entail the user into looking at their data for any discrepancies from the original form.

[bookmark: _Toc39522677]Operational Security

Operational security is related to the processes and decision making from the user or machine that occur within a network [11].

In order to ensure such processes happen within reasonability, following the correct criteria, permissions must be set in place on the network devices that allow certain users with authorisation to resources to allow them to access, create, replicate or delete data within the running of the network and its systems.

Within this issue factor, the network manager must assess all risks, threats and vulnerabilities to the network, devices and users by creating a risk assessment with an overview on how to overcome such issues or plan to ensure this never happens against the network.

[bookmark: _Toc39522678]Disaster Recovery and Back Up

This final security measure is the ability to recover or prevent any disasters from happening to the network with the ability to recover from back up and continue all network operations. 

There should be a contingency plan in place for any type of disaster that is probable to occur to the network and ways to restore operations, allowing systems to return to their original states before any disasters had occurred, furthermore, network continuation is a factor that displays the network being able to perform certain tasks without certain operable capabilities and assessing how well it can cope under such restrictions.

To conclude, networks are the heart of operation when it comes to devices sharing and gathering data and information resources online that make them a valuable target due to the data that may be available to attackers. Strict measures of security for network hardware, software and resources must be in place to ensure the smoothness of operability as well as the protection of data from unauthorised access, furthermore, if this is not adhered to, the network can become a target of hijacking or network tampering.





[bookmark: _Toc39522679]Task B – Analysis of Lab Exercises

[bookmark: _Toc39522680]Lab 1 – eMailTracker Pro

eMailTracker Pro is a spying tool that is used to monitor an email being sent to a recipient, where the information this tool exposes includes the timing of the email being sent and read, GPS coordinates and graphical map location of the sender and recipient, the overall time spent observing the email, attachments or links within the email and if they were visited and finally if the message was a destructive message and its expiration time.

eMailTracker Pro Guide

[image: ]


Here is a screenshot of the authors original email that has been received from the sender (Gmail account services). This is the email that will be spied upon gathering information on the header of the email in the following screenshot.

[image: ]
	
[image: ]

Upon gathering the traced headers as shown above, this can be input into the eMailTracker Pro’s tracing toolbar, where the selection of tracking an email that the user has received will be selected.


Moving on, the trace is complete, and information is displayed that has been spied on by the tool such as IP addresses and locations of sender and recipient.

[image: ]	
[image: ]Furthermore, a trace report can be completed by the tool detailing all the information that has been found within the email trace into a viable format.
eMailTracker Pro is able to assist the user in tracing emails that are entering and leaving its network in terms of email addresses and location of sender, this is beneficial to the user in order to exactly track where an email has come from or been sent from and from the exact device due to the acquisition of IP addresses that are not displayed in the original email format. Furthermore, the sender ISP is also located exactly and the location of the ISP, this can assist in the termination of internet connectivity to the abuser, limiting the ability for the attacker to re-offend. 
Spam email is instantly detected with the ability to locate any fraudulent or phishing emails, this allows the user to protect their device or system from being exploited and manipulated into unauthorised access, further identifying such attackers and threats, helping the user validate any emails that have been sent or received.
The tool is able to create a report that ultimately details all the findings from the email trace, helping the user create an argument against the attacker if they are found out, detailing any such malicious activity through email.

































[bookmark: _Toc39522681]Lab 2 – CyberGhost

CyberGhost is a virtual private network (VPN) software that allows the user to anonymously browse the internet for blocked and censored content without revealing their actual online identity. This tool allows network scanning features such as identifying hosts, ports and the services running within a network also the ability to track and trace emails.

CyberGhost Guide

[image: ]


The initial screenshot displays the users current IP address that they are displayed and connected as.

[image: ]

The user selects a server that they would like to connect to within another country to mask their original details before browsing the web. The screenshot displays the available countries and their servers, and the users selected server (Germany). 

[image: ]

Furthermore, the following screenshot displays the user’s anonymous internet address and location without revealing their original information due to the connection of a VPN in another country.




Finally, the user is able to access restricted content within their actual are due to being able to connect to a VPN in another country.

[image: ]
	

A VPN tool like CyberGhost is useful to an organisation as it provides enhanced security features such as the ability to be untraced within an online environment as the data and information stored on organisation devices can be kept secure through encrypted methods, keeping information viewable only to the intended audience. Also, the ability to access an IP address from home gives the ability for remote work allowing for the sharing of information resources in a safe manner.

The ability to access and bypass websites and filters allows for the accessibility to resources that may only be available in one area of the world, further benefitting the organisation with access to more information sources, lowering costs and increasing revenue.

Overall, a VPN allows for the user to select a server with different bandwidths, giving the user a variety of speeds for their own liking and further helping to speed up processes that require internet association.



[bookmark: _Toc39522682]Lab 6 – Hacking Mobile Platform

This lab uses an Android emulator that acts as a phone, where the app Malwarebytes is downloaded onto the emulator that tracks all apps within the phone and scans for any malware files and combats them further deleting the files from the phone. In other words, this application acts as an anti-virus software for the mobile which protects the user from data loss, unauthorised access and other cyber-attacks.

Mobile Platform Security Guide

Initially an Android emulator is downloaded, the application used by the user is called Andy.
[image: ]

The screenshot above displays the mobile application, Malwarebytes in its scanning mode, attempting to scan all other apps within the phone of their files for any malware.

[image: ]
























Upon scanning the app “com.google.android.gms”, the application was successful in scanning and not locating any malicious activity within the app, furthermore, if there was any activity found, the user will be prompted with an application cleanse and the ability to delete malware.

An anti-virus tool/software is beneficial to any sort of computer device as it scans all sorts of data within a computer system such as files and devices for malicious threats that may cause harm to a string of devices within a network.

To an organisation the benefits include, the ability to protect and prevent cyber-attacks from occurring to the system that may cause manipulation to devices from things such as viruses and ads, this allows for a barrier to be built against such threats as well as keeping computer devices performing with fast speed capabilities.









[bookmark: _Toc39522683]Lab 8 – Cryptography

This lab looks at the tool CrypTool which is used to encrypt and decrypt meaningful information into an unreadable format, making hard for an attacker to understand any data and information that is placed within files, making them locate cryptography algorithms in order to crack the meaning behind such data and information. 

[image: ]

The screenshot above displays plain, meaningful text that can be interpreted by a human, that will understand any such commands within the piece of text.

[image: ]
Upon encrypting the text file, as displayed, the text has been changed to an unreadable format of binary values of numbers and letters that makes it impossible for a human to interpret without the help of a decryption tool.

The benefits of encryption to an organisation protects data and information and keeps the integrity of both intact. Meaningful data is masked into unviewable and unmeaningful formats unless the recipient is given an explanation on how to decrypt the message. Furthermore, vital organisation information is kept secure across all devices that are interconnected with the ability to transfer data safe and securely, knowing that the intended recipient will only understand the true meaning behind the encrypted information.





































[bookmark: _Toc39522684]Part 2 – Synthesize a Solution to a Potential Real-Life Scenario

The author has implemented a solution with the use of Cisco Packet Tracer, where a design of the IQ Building has been created with devices and security measures such as passwords, encryption and firewalls all whilst being interconnected with each other.

The use network equipment such as servers and routers were implemented as would be within the real-life scenario, also devices such as PCs, access points, IP phones, printers and IoT devices were included.

This file has been submitted in a separate upload area. 
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]A number of areas in the research aspect could be more references. Try to utilise more the university online resources and journals. Key concepts have been discussed. (Grade mark: 77.78%)
	[bookmark: totalRIL]45
	[bookmark: markRIL]35

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]
	[bookmark: totalKUS]
	[bookmark: markKUS]

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Please see comments in your report on abstract. Introduction need improvement. Your research area covers a number of areas but the analysis and evaluation is missing to interlink them, they seems to be isolated sub-areas.  You have discussed the lab exercises very well and include analysis after each lab discussions to aid how organisations can benefit. No conclusion done.  (Grade mark: 77.78%)
	[bookmark: totalANA]45
	[bookmark: markANA]35

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]
	[bookmark: totalPAD]
	[bookmark: markPAD]

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your report could do with formatting alignment to make it look more professional. Otherwise it is written well.  (Grade mark: 75.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]7.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]78%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	Common Assessment Criteria Applied  (Assignment 2)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	
	
	

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	You demonstrated relevant knowledge and understanding by explaining the theories and concept in a meaningful way. Could be improved if more peer reviewed articles were used. You have not used the IEEE report format. (Grade mark: 75.00%)
	20
	15

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	You have done little or no analysis of the design implementation.  How does the implementation combat or enhance challenges to the University; this should be discussed.  (Grade mark: 25.00%)
	20
	5

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	You have implemented an advanced packet tracer design using cloud structures. No core redundancy implemented. All ping tests worked. (Grade mark: 66.67%)
	60
	40

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	
	
	

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	60%

	
	Up to four weeks late
	
	

	
	First Attempt?
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qgriq6uduCeULxoAjsL6heduuqeVIcKIaBrguHoANix/ pc2PFORFtgXj1Pf+mMeh60S
y8a0/4UQNE+Z6YYF522/Tq3xnb2xpnWumIBLXjF/8w3d7L ITxDIsB+W1ZISABEAZTiZ
/YtoSAthQYOAXrD/8d7e2FCrZkDHL1myAOegPSXPUnVXROSBHWFMLNhAS jw0Zvhy T6T

; mx.google.com;
dkim=pass header.i-@google.com header.s=20161025 header.b="gn3G5/sY";

ass (google.com: domain of 3ekiwxggtdcce1-
r2ybnpp17065. t11tyr. plzvzan@nyvdkifetznvy.plz@scoutcamp.bounces.google. com
ldesignates 200.85.220.69 as permitted sender) smtp.mailfrom=3ekiwXggTDcc@1-
r2yvBnppl17065.t11tyr.pl1zvz4ndnyvDKIFEtznvy.plz@scoutcamp.bounces.google.com:
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