[image: U:\UWTSD Logo.jpg]




Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B 
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.2.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	MGMT A (dedicated subnet between R1 & R2)
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	MGMT B dedicated subnet between R3 & R2)
	172.16.12.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111

	
	
	
	
	
	



Features of IPv6 – Report
Introduction
An IP address is comparable to a postal address in the real world. Essentially it is the networking version and allows network devices to understand where data needs to be sent. There are two standards for an IP address; IPv4 & IPv6. Most networked devices will have an IPv4 address but more commonly in the present day, devices will have an IPv6 address this is a more complex address and includes information in the header.
Discussion
Structure
One of the main, and most noticeable, changes to an IPv6 address when compared to IPv4; is that an IPv6 address is made up of 128 bits and includes letters as well as numbers, whereas an IPv4 address is made up of 32 bits and will only include numbers. The first 64bits of the 128 are used for routing, within this 64bits is information on the subnet; which eradicates the need for a subnet mask that was previously used in IPv4. The half of 64bits is used to uniquely identify a host or hosts in a multicast or anycast range.
Address types 
Unicast

A unicast address is where packets of data are sent to a specific, single interface, as suggested by the ‘uni’ prefix.
There are three different types of unicast address’, the first is the version 6 equivalent of a public address (such as 192.168.0.1), this address is named a global address. A global address would be used by devices which communicate over the internet. These addresses usually begin with 2 or a 3.
Secondly is a link-local address, this is used to communicate directly between two interfaces across a single link; which means no global information is required in the header as only two devices are communicating between each other. Rick Graziani [1] confirms this advising that “Link-local addresses are not routable off the link” & that “routers do not forward packets with a link-local address”. These addresses start with “FE80” and are equivalent to a ‘169’ or APIPA address in IPv4. Each interface within the network will be assigned one of these addresses.
Lastly there is a unique local address, this type of address is equivalent to the private IPv4 addresses currently used within businesses private networks. The IPv4 address equivalent would look something like 10.0.0.1.  study-ccna.com [2] summarise the purpose of the unique local address concisely, explaining that “Unique local IPv6 addresses have the similar function as IPv4 private addresses. They are not allocated by an address registry and are not meant to be routed outside their domain”. As mentioned, these are kept within their domain so will not directly communicate with the internet. These addresses will start with “FD”.
Anycast
Anycast is where data is transmitted to the nearest node. A good example of where this could be used is if a company operates globally and has multiple file servers; which mirror data between each of the file servers. All servers which run the mirror would be assigned the same anycast address. Then if there was an employee based in the UK, when they would go to download files, the anycast route would determine that the closest server would be the UK server, rather than other servers across the globe; for example, in Canada. This would mean the network would be much more efficient and limit the amount of time taken to upload the files, for the UK based employee.  Anycast address cannot be differentiated from Unicast addresses, as they take the same format, therefore a unicast address can be turned into an anycast address.

Multicast
Multicast is where a packet of data is sent from one source to multiple destinations, IPv6 ensures that only intended recipients can ‘hear’ packets being transmitted. This was not the case with the previous ‘broadcast’ method for IPv4 and is an example of improved security, which will be discussed further later in this report.

Advanced Features
IPv6 supersedes IPv4 and therefore improves upon some of the problems faced with IPv4 networks. One of the biggest arguments as to why network users should switch to IPv6, is that, at the current rate IPv4 addresses will soon run out across the world. IPv4 addresses will run out because when the internet was established, nobody could envision modern day network exhaustion, where there are less IPv4 addresses in globally than there are people [3]. As well as the fact there are not enough addresses to begin with, there is also the factor that IPv4 addresses have not been assigned efficiently. Therefore, there are large pools of addresses which are unusable. To get around this many business implement network address translation (NAT). NAT in basic terms is where a router will translate an internal private IP to a single public address, and back to the private IP address. NAT is done because it means less public IP addresses are used, while allowing for a larger pool of internal addresses. NAT is not needed in IPv6 as there is a much larger address pool.

As previously mentioned Anycast is a type of address specific to IPv6, and therefore not available for IPv4. This means that networks in the future will be more efficient. This is because Anycast will find the nearest server with the anycast address assigned. 

Another strong point for IPv6 is that security is of a much higher level. One reason for this is because IPv6 has irradiated the need for a broadcast address. A broadcast address in IPv4, was “always the highest number possible in a particular network address or subnet” Alison Quine [4] advises. Quine also advises that “A broadcast address is an address used to indicate that information being sent out should be delivered to every client on the local area network”. This means that security is at risk because all nodes connected to a network will have data packets sent to them even if they are not an intended recipient, this highlights a security flaw. This flaw is not present in IPv6 as the Anycast can provide more efficient routing, which only sends to interfaces with the Anycast address assigned. 
Conclusion
[bookmark: _GoBack]To conclude there are many reasons why all network users should look to migrate from IPv4 to IPv6, such as security, efficiency and the larger address pool available.  However, as complex as it will be to refresh the underpinning infrastructure and configuration for current IPv4 networks, in the future the advantages will be valuable enough to outweigh the challenges faced during migration. 
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