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[bookmark: _Toc214922592]Introduction
Operating Systems (OS) are the foundation of modern computing, enabling interaction between hardware, software, and users. They provide essential services such as process scheduling, memory allocation, file management, device control, and security. Popular general-purpose operating systems  Microsoft Windows, Linux distributions, and macOS share these core functions, though they differ in implementation and user interface design. Understanding these functions is vital for IT professionals and students, as they underpin system administration, troubleshooting, and automation tasks.

This project explores the key functions of operating systems and demonstrates their practical application through command-line interfaces (CLI) and scripting. It is structured into five sections:[1]
[bookmark: _Toc214922593]Main Body 

[bookmark: _Toc214922594]Task 1        

[bookmark: _Hlk214922769]1.Key functions of general Operating Systems 

Process Management
A fundamental responsibility of any operating system is overseeing active processes. It distributes CPU resources, facilitates multitasking, and maintains overall system stability. [2] In Windows, users can observe and manage these processes through Task Manager, which displays CPU usage and allows termination of unresponsive programs. macOS provides similar functionality via Activity Monitor, while Linux users typically rely on System Monitor or terminal-based tools like top. 

Memory Management
Efficient memory allocation is crucial for optimal system performance. [3] Operating systems monitor RAM usage, handle data swapping to disk when necessary, and prevent memory leaks. Utilities such as Activity Monitor on macOS and Task Manager on Windows offer real-time insights into memory consumption per process, helping users pinpoint applications that consume excessive resources.

File System Management
Operating systems structure data into files and directories, regulate access permissions, and safeguard data integrity. [2] Tools like File Explorer in Windows, Finder in macOS, and Nautilus in Linux provide user-friendly interfaces for browsing and managing files. These platforms also enforce rules governing file access and maintain the hierarchical organization of stored data.

Device Management
To interact with hardware components such as printers, keyboards, and external drives operating systems utilize device drivers.[2] In Windows, the Device Manager displays connected hardware and driver status. macOS users can access similar information through System Information, while Linux users often use terminal commands like lsusb and lspci to inspect device connectivity and configuration.

Security and Access Control
Security is a core function of any OS, encompassing user authentication, permission settings, and protection against malicious software. Windows integrates Windows Security,[3] macOS employs tools like Gatekeeper and FileVault, and Linux enforces access control through user/group permissions and advanced modules such as SELinux.

Networking
Operating systems manage network interfaces, protocols, and data exchange across connected devices. Users can configure Wi-Fi, Ethernet, VPNs, and firewall settings through built in utilities. Windows offers the Network and Sharing Center, macOS uses System Preferences   Network, and Linux provides both graphical tools and command-line utilities like ifconfig for network management.[4]

[bookmark: _Hlk215522598]User Interface
The OS presents a user interface either graphical or command line that facilitates interaction with system resources. Windows and macOS feature intuitive graphical environments, while Linux supports both GUI options (e.g., GNOME, KDE) and powerful command line interfaces. These interfaces are essential for launching applications, adjusting settings, and navigating the system.[5]  

[bookmark: _Toc214922595]Task 2  
2. Use of Windows OS CLI commands 
10 Batch and PowerShell commands across process, file, network, user, and scheduling management. Screenshots  captures both code input and console output for evidence.

•	Process management
The tasklist command in Windows is a built‑in utility that displays all currently running processes on a local or remote computer, including their process IDs (PIDs), memory usage, and associated modules[6]
	Tasklist (batch)
	Displays all running processes.

	Example
	Tasklist.


Table 1
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Fig 1  Screenshot of tasklist 1
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Fig 1b  Screenshot of tasklist 2

	tasklist /FI "IMAGENAME eq notepad.exe
	Lists only Notepad processes


Table 1c
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Fig 1c

•	File & directory management
The dir command in Windows Batch is a fundamental utility used to list files and directories within a specified folder. It provides details such as file names, extensions, sizes, and creation or modification dates, thereby assisting users in navigating and managing the file system. By default, executing dir without parameters displays the contents of the current working directory, but additional switches (e.g., /p for paginated output, /w for wide format, /s for recursive listing) extend its functionality. This command is widely used in system administration and scripting tasks to verify directory contents, troubleshoot file organisation, and automate workflows. [7]
	dir (Batch)
	Lists files in a directory.

	Example:
	dir /B /S → bare format, recursive.


Table 2
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•	Network testing/monitoring
The ping command in Windows Batch is a diagnostic utility used to test network connectivity between a local computer and a remote host. By sending Internet Control Message Protocol (ICMP) echo requests and awaiting replies, ping verifies whether the target system is reachable and measures the round‑trip time of packets. This makes it a valuable tool for troubleshooting network issues, identifying latency, and confirming the availability of servers or websites. In practice, administrators often use ping to quickly determine if a network path is functional before conducting more advanced diagnostics[8]
	ping (Batch)
	Tests connectivity

	Example
	ping google.com -n 5 → sends 5 packets


Table 3
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Fig 3input
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Fig 3b


	Test-NetConnection (PowerShell)
	Advanced network diagnostics.

	Example
	Test-NetConnection  -ComputerName microsoft.com -Port 443



Table 3cinput
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	netstat (Batch)
	Displays active connections.

	Example
	netstat -ano → shows ports with process IDs.


Table 3d
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Fig 3d

	Ipconfig /all
	Displays full network configuration.


Table 3e
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Fig 3e(ii)
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Fig 3e (iii)

•	User management
The net user command in Windows Batch is a built‑in administrative utility used to manage local user accounts on a computer. It allows administrators to create, modify, or delete accounts, set or change passwords, and configure account properties such as expiration dates or group memberships. When executed without parameters, net user displays a list of all existing user accounts on the system, while additional switches enable specific account management tasks. This makes it a valuable tool for system administration, particularly in environments where user access and security policies must be enforced consistently.[9]
	net user (Batch)
	Manages local accounts.

	Example
	net user student P@ssw0rd /add → creates a user.



Table 4
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Fig 4

	Get Local User (PowerShell)
	Lists local users

	Example
	Get-LocalUser | Format-Table Name, Enabled


Table 4binput
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Fig 4b

•	Task scheduling
The schtasks command in Windows Batch is a built‑in utility that allows administrators to create, delete, query, change, and run scheduled tasks on a local or remote computer. It provides a command‑line interface to the Windows Task Scheduler, enabling automation of routine processes such as backups, updates, or application launches. By specifying parameters such as task name, schedule frequency (daily, weekly, monthly), and the program to execute, schtasks ensures that critical operations are performed consistently without manual intervention. This makes it a valuable tool for system administration, improving efficiency and reliability in both enterprise and personal computing environments.[10]
	schtasks (Batch)
	Creates and manages scheduled tasks

	Example
	schtasks /create /sc daily /tn "Backup" /tr "C:\scripts\backup.bat" /st 02:30.


Table 5input
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[bookmark: _Toc214922596]Task 3 
Use of Linux OS CLI commands
The use of Linux operating system command‑line interface (CLI) commands is fundamental to system administration, software development, and automation. The CLI provides direct text‑based interaction with the operating system, enabling users to perform tasks such as file management (ls, cp, rm), process monitoring (ps, top, kill), and network diagnostics (ping, netstat, ssh). Unlike graphical interfaces, CLI commands offer precision, speed, and the ability to script repetitive tasks, making them indispensable for managing servers and development environments. Their flexibility and efficiency have established the CLI as a core skill for IT professionals, particularly in enterprise and academic contexts where Linux is widely deployed.[11]
Linux Bash commands across process, file, network, user, and scheduling management.
· Process Management
	ps aux
	Lists all running processes with CPU/memory usage.
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Fig 6
	ps aux | grep firefox
	showing filtered process list.
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	top
	Interactive real-time process monitor


Table 6c
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	kill -9 <PID>
	Forcefully terminates a process by PID.


Table 7input
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· File & Directory Management
	ls -l
	Long listing with permissions, ownership, and timestamps.


Table 8
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	ls -a
	Shows hidden files.


Table 9input
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	find /home -name "*.txt"
	Searches for files by pattern
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Network Testing & Monitoring
	ping -c 4 google.com
	Tests connectivity with 4 packets


Table 11input
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	netstat -tulnp
	Lists active ports and processes.
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	curl -I https://example.com
	Fetches HTTP headers


Table 13input
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	traceroute google.com
	Shows route packets take to destination.
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[image: A screen shot of a computer

AI-generated content may be incorrect.]output
input

Fig 14

User Management
	adduser newuser
	Creates a new user interactively.
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Task Scheduling
	systemctl list-timers
	Lists systemd timers.


Table 16input
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This documentation covers several commands with options/switches across the five requested areas. Screenshots captures both command input and terminal output for evidence. Together, they demonstrate practical Linux administration skills in process control, file handling, networking, user management, and automation.[12]

[bookmark: _Toc214922600]Task 4  
[bookmark: _Hlk214922965]Use of Windows OS scripts
Windows scripting languages such as Batch (.bat) and PowerShell (.ps1) enable administrators to automate repetitive tasks, manage system resources, and streamline workflows. Batch scripts are simple and command-line oriented, while PowerShell offers object-oriented capabilities with access to .NET libraries.[13]

Batch Script Examples
1. File Operations
batch
@echo off
echo Creating a new folder...
mkdir C:\TestFolder
copy C:\data.txt C:\TestFolder\data.txt
	mkdir
	creates directories.

	copy
	duplicates files.
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1. System Information
batch
@echo off
systeminfo > sysinfo.txt
	Redirects system information into a text file


Table 18
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2. Looping
batch
@echo off
for %%f in (*.txt) do echo %%f
	Iterates through .txt files in a directory.
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PowerShell Script Examples
1. Process Management
Powershell
	Get-Process | Sort-Object CPU -Descending | Select-Object -First 5
	Lists top 5 processes by CPU usage
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Fig 20
2. File Handling
Powershell
	Copy-Item "C:\data.txt" -Destination "C:\Backup\data.txt"
	Equivalent to Batch copy, but with object-oriented syntax.
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3. User Management
Powershell
	Get-LocalUser
	Displays existing users and creates a new one.


Table 22input
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4. Network Testing
Powershell
	Test-Connection google.com -Count 4
	Equivalent to ping, but returns structured output.
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5. Task Scheduling
Powershell      
	$trigger = New-ScheduledTaskTrigger -Daily -At 9am
	Creates a scheduled task to open Notepad daily at 9 AM.
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This report highlights the core capabilities of Windows scripting, including file handling, process monitoring, user management, networking, and task scheduling. While Batch scripts deliver straightforward functionality for basic automation, PowerShell extends these capabilities with advanced, object-oriented features that enable more complex workflows. To provide clear evidence of execution, screenshots display both the scripted commands and the corresponding console output.[14]

Task 5
Use of Linux OS scripts
Bash (Bourne Again Shell) is the most commonly adopted scripting language in Linux environments. It enables administrators and developers to streamline repetitive tasks, control system resources, and enhance overall efficiency. Scripts are generally stored with a .sh extension and can be executed using bash script.sh once they have been made executable with the command chmod +x script.sh.[15]

1. File & Directory Management
bash
#!/bin/bash
echo "Listing hidden files..."
ls -la /home/user
	ls -la
	lists all files, including hidden ones, with detailed attributes.
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Fig 25
2.  Process Management
Bash
#!/bin/bash
echo "Top 5 CPU-consuming processes:"
ps -eo pid,comm,%cpu --sort=-%cpu | head -n 6
	ps -eo
	specifies output format

	--sort=-%cpu
	sorts by CPU usage.
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3. Network Testing & Monitoring
bash
#!/bin/bash
ping -c 4 google.com
	Sends 4 ICMP packets to test connectivity.
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4. User Management
bash
#!/bin/bash
echo "Creating new user..."
sudo adduser testuser
	adduser
	interactively creates a new user.
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5. Task Scheduling
bash
#!/bin/bash
echo "Scheduling backup..."
echo "0 2 * * * /home/user/backup.sh" | crontab –
	Adds a cron job to run backup daily at 2 AM.


Table 29input
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[bookmark: _Toc214922604]Conclusion
Together, these sections provide a comprehensive overview of operating system functions and their practical application through CLI and scripting. By combining theoretical discussion with screenshots and command demonstrations, the project bridges academic understanding with real-world system administration skills.
[bookmark: _Toc214922605]
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image2.png
C:\Users\ZUBI>tasklist

Image Name PID Session Name Session#

System Idle Process 0 Services ] 8 K
System 4 Services 0 5,484 K
Secure System 212 Services ] 65,428 K
Registry 256 Services ] 65,516 K
smss.exe 816 Services ] 1,088 K
csrss.exe 1132 Services ] 4,872 K
wininit.exe 1236 Services 0 4,364 K
csrss.exe 1244 Console 1 5,776 K
winlogon.exe 1304 Console 1 10,900 K
services.exe 1380 Services 0 13,908 K
Lsalso.exe 1400 Services ] 2,904 K
lsass.exe 1408 Services 0 22,788 K
fontdrvhost.exe 1512 Services 0 2,136 K
fontdrvhost.exe 1520 Console 1 6,712 K
svchost.exe 1564 Services 0 34,416 K
WUDFCompanionHost.exe 1660 Services 0 2,740 K
svchost.exe 1680 Services 0 15,872 K
svchost.exe 1728 Services 0 9,052 K
dwm.exe 1828 Console 1 210,100 K
svchost.exe 1928 Services 0 17,216 K
svchost.exe 1956 Services 0 4,2u8 K
svchost.exe 1964 Services 0 9,996 K
svchost.exe 1980 Services 0 3,952 K
svchost.exe 1988 Services 0 5,052 K
svchost.exe 1696 Services 0 9,116 K
svchost.exe 2108 Services 0 5,336 K
svchost.exe 2116 Services 0 11,520 K
svchost.exe 2160 Services 0 9,684 K
svchost.exe 2180 Services 0 10,340 K
svchost.exe 2192 Services 0 10,408 K
svchost.exe 2204 Services 0 6,728 K
svchost.exe 2212 Services 0 6,812 K
svchost.exe 2u36 Services 0 7,748 K
svchost.exe 2444 Services 0 13,540 K
svchost.exe 2492 Services 0 4,376 K
svchost.exe 2540 Services 0 16,936 K
svchost.exe 2596 Services 0 7,344 K
svchost.exe 2836 Services 0 10,804 K
svchost.exe 3068 Services 0 6,560 K
svchost.exe 3116 Services ] 8,U76 K
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C:\Users\ZUBI>tasklist /FI "IMAGENAME eq notepad.exe"

Image Name PID Session Name Session# Mem Usage

Notepad.exe 25696 Console 1 14,040 K

C:\Users\ZUBI>

_
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C:\Users\ZUBI>dir
Volume in drive C is 0S
Volume Serial Number is 4E23-B2u4

Directory of C:\Users\ZUBI

22/11/2025 20:00 <DIR>
15/16/2025 11:33 <DIR>

24/11/2025 ©8:50 <DIR> .VirtualBox
19/11/2025 21:48 <DIR> .vscode
15/10/2025 11:14 <DIR> Contacts
24/11/2025 ©9:29 <DIR> Desktop
16/11/2025 22:02 <DIR> Documents
24/11/2025 11:32 <DIR> Downloads
15/10/2025 11:14 <DIR> Favorites
22/11/2025 20:15 <DIR> HTML
15/10/2025 11:14 <DIR> Links
15/10/2025 11:14 <DIR> Music
24/11/2025 ©9:57 <DIR> OneDrive
18/10/2025 20:56 <DIR> Pictures
15/10/2025 11:14 <DIR> Saved Games
15/10/2025 11:33 <DIR> Searches
15/10/2025 16:35 <DIR> Videos
23/11/2025 22:43 <DIR> VirtualBox VMs
0 File(s) 0 bytes

18 Dir(s) 871,603,339,264 bytes free
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C:\Users\ZUBI>ping google.com -n 5

Pinging google.com [142.250.140.101] with 32 bytes of data:
Request timed out.

Reply from 142.250.140.101: bytes=32 time=15ms
Reply from 142.250.140.101: byte i
Reply from 142.250.140.101: byte 2
Reply from 142.250.140.101: bytes=32 time=17ms TTL=114

Ping statistics for 142.250.140.101

Packets: Sent = 5, Received = 4, Lost = 1 (20% loss),
Approximate round trip times in milli-seconds:

Minimum = 15ms, Maximum = 24ms, Average = 18ms
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C:\Users\ZUBI>ping

Pinging google.
Reply from 142.
Reply from 142
Reply from 142
Reply from 142

com

250.
.250.
.250.
.250.

140.101:
140.101:
140.101:
140.101:

Ping statistics for 142.250.

[142.250.

google.com

140.101]
bytes=32
byte
byte 2
bytes=32

with 32 bytes of data:
t1m =11ms TTL=114

time=1383ms TTL 114

140.101:
4, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:

Packets: Sent = U4, Received =
Minimum = 1lms, Maximum

= 1383ms, Average = 356ms
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PS C:\Windows\system32> Test-NetConnection —ComputerName microsoft.com —Port 443

ComputerName : microsoft.com
RemoteAddress : 13.107.246.64
RemotePort :ouu3
InterfaceAlias © WiFi
SourceAddress : 192.168.1.100

TcpTestSucceeded : True
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PS C:\Windows\system32> netstat -ano

Active Connections

Proto Local Address Foreign Address State PID
TCP 0.0.0.0:135 0.0.0.0:0 LISTENING 1672
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING u
TCP 0.0.0.0:5040 0.0.0.0:0 LISTENING 10712
TCP 0.0.0.0:7680 0.0.0.0:0 LISTENING 17240
TCP 0.0.0.0:49664 0.0.0.0:0 LISTENING 1416
TCP 0.0.0.0:49665 0.0.0.0:0 LISTENING 1244
TCP 0.0.0.0:49666 0.0.0.0:0 LISTENING 2236
TCP 0.0.0.0:49667 0.0.0.0:0 LISTENING 3268
TCP 0.0.0.0:49668 0.0.0.0:0 LISTENING 4208
TCP 0.0.0.0:49669 0.0.0.0:0 LISTENING ug872
TCP 0.0.0.0:49670 0.0.0.0:0 LISTENING 1388
TCP 0.0.0.0:49671 0.0.0.0:0 LISTENING ug872
TCP 0.0.0.0:49672 0.0.0.0:0 LISTENING ug872
TCP 0.0.0.0:49673 0.0.0.0:0 LISTENING 4920
TCP 0.0.0.0:49674 0.0.0.0:0 LISTENING 4920
TCP 0.0.0.0:49675 0.0.0.0:0 LISTENING 4920
TCP 0.0.0.0:49676 0.0.0.0:0 LISTENING 4920
TCP 0.0.0.0:49677 0.0.0.0:0 LISTENING 4920
TCP 0.0.0.0:49678 0.0.0.0:0 LISTENING 4920
TCP 127.0.0.1:24830 0.0.0.0:0 LISTENING u836
TCP 127.0.0.1:63090 127.0.0.1:63091 ESTABLISHED u716
TCP 127.0.0.1:63091 127.0.0.1:63090 ESTABLISHED u716
TCP 192.168.1.100:139 0.0.0.0:0 LISTENING u
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C:\Users\ZUBI>ipconfig /all

Windows IP Configuration

Host Name . . . e -y~ E B2 5]
Primary Dns SuFle P

Node Type . . . . . .« « . . . : Hybrid
IP Routing Enabled . .« . . . No
WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Ethernet 2:

Connection-specific DNS Suffix

Description . . . . . . . . . . . : VirtualBox Host-Only Ethernet Adapter
Physical Address. . . . . . . . . : 0A-00-27-00-00-0B

DHCP Enabled. . . . .. . . :No

Autoconfiguration Enabled .. . . : Yes

Link-local IPv6 Address . . . . . : fe80::ba3a:80e9:892:441b%11(Preferred)
IPvl Address. . . . . . . . . . . : 192.168.56.1(Preferred)

Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . e e e

DHCPv6 IAID . . . « . . . . . . : 638189607

DHCPv6 Client DUID « + + « . . . : 00-01-00-01-30-09-E3-33-00-U4C-E1-86-E2-52
NetBIOS over Tcpip. . . . . . . . : Enabled

Wireless LAN adapter Local Area Connection* 1:

Media State . . . . . . . . . . . : Media disconnected
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Media State .

Connection-: spec1F1c DNS SuFle
Description . o

Physical Address.

DHCP Enabled. B
Autoconfiguration Enabled .

Media State .

Connection-: spec1F1c DNS SuFle

Description . o
Physical Address.
DHCP Enabled. B
Autoconfiguration Enabled .

Wireless LAN adapter WiFi:

Connection-specific DNS Suffix
Description . .

Physical Address.

DHCP Enabled. B
Autoconfiguration Enabled .
Link-local IPv6 Address .

IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Wireless LAN adapter Local Area Connection* 1:
: Media disconnected

: Microsoft Wi-Fi Direct Virtual Adapter
: DE-56-7B-6C-C2-15

: Yes

: Yes

Wireless LAN adapter Local Area Connection* 2:
: Media disconnected

: Microsoft Wi-Fi Direct Virtual Adapter #2
: D2-56-7B-6C-C2-15

: Yes

: Yes

: Realtek 8852BE Wireless LAN WiFi 6 PCI-E NIC
: DC-56-7B-6C-C2-15

: Yes

: Yes

: feB0::e36f:80cc:ab02:U4567%9(Preferred)

192.168.1.100(Preferred)

: 255.255.255.0
: 24 November 2025 21:57:38
: 25 November 2025 21:57:37
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Wireless LAN adapter WiFi:

Connection-specific DNS Suffix
Description . .

Physical Address.

DHCP Enabled. B
Autoconfiguration Enabled .
Link-local IPv6 Address .
IPv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPv6 IAID . . .

DHCPv6 Client DUID

DNS Servers .

NetBIOS over Tcpip.

: Realtek 8852BE Wireless LAN WiFi 6 PCI-E NIC
: DC-56-7B-6C-C2-15

: Yes

: Yes

: feB0::e36f:80cc:ab02:U4567%9(Preferred)

192.168.1.100(Preferred)

: 255.255.255.0
: 24 November 2025 21:57:38
: 25 November 2025 21:57:37

192.168.1.254
192.168.1.254
115103355

: 00-01-00-01-30-09-E3-33-00-4C-E1-86-E2-52
: fe80::1%9

192.168.1.254

: Enabled

Ethernet adapter Bluetooth Network Connection

Media State .

Connection-: speclflc DNS SuFle
Description . o

Physical Address.

DHCP Enabled. B
Autoconfiguration Enabled .

: Media disconnected

: Bluetooth Device (Personal Area Network)
: DC-56-7B-6C-C2-16

: Yes

: Yes
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Administrator DefaultAccount Guest
WDAGUtilityAccount ZUBI
The command completed successfully.

C:\Users\ZUBI>net user student P@sswOrd /add » creates a user.
The syntax of this command is:

NET USER
[username [password | *] [options]] [/DOMAIN]
username {password | *} /ADD [options] [/DOMAIN]
username [/DELETE] [/DOMAIN]
username [/TIMES:{times | ALL}]
username [/ACTIVE: {YES | NO}]
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PS C:\Windows\system32> Get-LocalUser | Format-Table Name, Enabled

Name Enabled
Administrator False
DefaultAccount False
Guest False

WDAGUtilityAccount False
ZUBI True
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C:\Users\ZUBI>schtasks /create /sc daily /tn "Backup" /tr "C:\scripts\backup.bat" /st 02:30
SUCCESS: The scheduled task "Backup" has successfully been created.
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(kali® kali)-[~]
s ps aux

USER PID %CPU XMEM  VSZ  RSS TTY STAT START ~ TIME COMMAND
root 1 0.4 0.1 23700 14432 ? Ss  05:19 0:00 /sbin/init
root 2 0.0 0.0 o 02 S 05:19 0:00 [kthreadd]
root 3 0.0 0.0 o 02 S 05:19  0:00 [pool_work
root 4 0.0 0.0 o 02 I<  05:19  0:00 [kuorker/R
root 5 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 6 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 7 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 8 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 9 0.0 0.0 o 02 I 05:19 0:00 [kuorker/o
root 10 0.0 0.0 o 02 I 05:19 0:00 [kuorker/o
root 11 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/o
root 12 0.0 0.0 o 02 I 05:19 0:00 [kuorker/u
root 13 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 1% 0.0 0.0 o 02 I 05:19 0:00 [rcu_tasks
root 15 0.0 0.0 o 02 I 05:19 0:00 [rcu_tasks
root 16 0.0 0.0 o 02 I 05:19 0:00 [rcu_tasks
root 17 0.0 0.0 o 02 S 05:19 0:00 [ksoftirgd
root 18 0.1 0.0 o 02 I 05:19 0:00 [rcu_preem
root 19 0.0 0.0 o 02 S 05:19 0:00 [rcu_exp_p
root 20 0.0 0.0 o 02 S 05:19 0:00 [rcu_exp_g
root 21 0.0 0.0 o 02 S 05:19 0:00 [migration
root 22 0.0 0.0 o 02 S 05:19  0:00 [idle_inje
root 23 0.0 0.0 o 02 S 05:19  0:00 [cpuhp/0]
root 2 0.0 0.0 o 02 S 05:19  0:00 [cpuhp/1]
root 25 0.0 0.0 o 02 S 05:19  0:00 [idle_inje
root 26 0.2 0.0 o 02 S 05:19 0:00 [migration
root 27 0.0 0.0 o 02 S 05:19 0:00 [ksoftirgd
root 28 0.0 0.0 o 02 I 05:19 0:00 [kuorker/1
root 29 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/1
root 30 0.4 0.0 o 02 I 05:19 0:00 [kuorker/u
root 31 0.0 0.0 o 02 I 05:19 0:00 [kuorker/u
root 33 0.0 0.0 o 02 I 05:19 0:00 [kuorker/u
root 3% 0.0 0.0 o 02 S 05:19  0:00 [kdevtmpfs
root 35 0.0 0.0 o 02 I<  05:19  0:00 [kuorker/R
root 36 0.0 0.0 o 02 S 05:19  0:00 [kauditd]
root 37 0.0 0.0 o 02 S 05:19 0:00 [khungtask
root 38 0.0 0.0 o 02 S 05:19 0:00 [oom_reape
root 39 0.0 0.0 o 02 I 05:19 0:00 [kuorker/u
root 40 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 41 0.0 0.0 o 02 S 05:19  0:00 [keompactd
root 42 0.0 0.0 o 02 I 05:19  0:00 [kuorker/u
root 43 0.0 0.0 o 02 SN 05:19  0:00 [ksmd]

root 4 0.3 0.0 o 02 SN 05:19  0:00 [khugepage
root 45 0.0 0.0 o 02 I<  05:19  0:00 [kuorker/R
root 46 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 47 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 48 0.0 0.0 o 02 S 05:19 0:00 [irg/9-acp
root 49 0.0 0.0 o 02 I<  05:19  0:00 [kuorker/R
root 50 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 51 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 52 0.2 0.0 o 02 1< 05:19  0:00 [kuorker/o
root 53 0.0 0.0 o 02 S 05:19  0:00 [kswapdo]
root 55 0.0 0.0 o 02 I 05:19 0:00 [kuorker/1
root 61 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 65 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 66 0.0 0.0 o 02 1< 05:19  0:00 [kuorker/R
root 67 0.1 0.0 o 02 1< 05:19  0:00 [kuorker/1
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(kali® kali)-[~]
(C- e e | o e

Kali 10574 0.0 0.0 6528 2340 pts/1 S+ 05:39 0:00 grep —color=auto {irciox
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top - 05:25:41 up 6 min, 1 user, load average: 0.83, 0.37, 0.15
Tasks: 168 total, 1 running, 167 sleeping, stopped, O zombie
%Cpu(s): 1.6 us, 3.1sy, 0.0 ni, 95.1id, 0.0 wa, 0.0 hi, 0.2 si, 0.0 st

MiB Mem :  9938.9 total, 8789.6 free,  919.3 used,  483.9 buff/cache
MiB Swap:  953.7 total,  953.7 free, 0.0 used.  9019.6 avail Mem

720 root 20 0 443500 147576 68212 5 3.7 1.5 0:17.94 Xorg
981 kali 20 0 215384 3048 27525 1.0 0.0 0:03.59 VBoxClient
1118 kali 20 0 296492 52060 23460 S 0.7 0.5 0:02.43 wrapper-2.0
2347 kali 20 0 659348 70584 53900 S 0.7 0.7 0:03.83 gterminal
254 root 20 o o ) 01 0.3 0.0 0:01.38 kworker/1:3-events_freezable pwr_efficient
500 root 20 0 8380 6716 17565 0.3 0.1 0:00.22 haveged
1049 kali 20 0 887036 133880 91196 S 0.3 1.3  0:03.59 xfumi
1075 kali 20 0 215056 3592 3168'S 0.3 0.0 0:00.31 VBoxClient
1092 kali 20 0 505588 43396 32048 S 0.3 0.4 0:00.98 xfce4-panel
1120 kali 20 0 272364 28420 212045 0.3 0.3 0:02.04 wrapper-2.0
1124 kali 20 0 285388 37264 29300 S 0.3 0.4 0:00.44 wrapper-2.0
1339 kali 20 0 390035 8704 75525 0.3 0.1 0:00.14 gvfs-afc-volume
3915 kali 20 0 10496 5756 3580 R 0.3 0.1 top
1 root 20 0 23700 14432 10624 S 0.0 0.1 0:00.83 systemd
2 root 20 o ] ] 0s 0.0 0.0 0:00.01 kthreadd
3 root 20 o 0 0 0S 0.0 0.0 0:00.00 pool workqueue release
4 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-kvfree rcu_reclaim
5 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-rcu_gp
6 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-sync_ug
7 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-slub_flushuq
8 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-netns
9 root 20 o 0 0 0T 0.0 0.0 0:00.01 kuorker/0:0-events
12 root 20 o 0 0 0T 0.0 0.0 0:00.00 kworker/us:0-ipvé_addrconf
13 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-mm_percpu_wq
14 root 20 o 0 0 0T 0.0 0.0 0:00.00 rcu_tasks kthread
15 root 20 o 0 0 01 0.0 0.0 0:00.00 rcu_tasks_rude kthread
16 root 20 o 0 0 01 0.0 0.0 0:00.00 rcu_tasks trace kthread
17 root 20 o 0 0 0s 0.0 0.0 0:00.15 ksoftirqd/o
18 root 20 o 0 0 01 0.0 0.0 0:00.42 rcu_preempt
19 root 20 o 0 0 0S5 0.0 0.0 0:00.00 rcu_exp_par_gp kthread worker/o
20 root 20 o 0 0 0S 0.0 0.0 0:00.01 rcu_exp_gp_kthread worker
21 root rt o 0 0 @S 0.0 0.0 0:00.03 migration/o
22 root  -51 0 0 0 0s 0.0 0.0 0:00.00 idle_inject/o
23 root 20 o 0 0 0s 0.0 0.0 0:00.00 cpuhp/0
24 Toot 20 o 0 0 0s 0.0 0.0 0:00.00 cpuhp/1
25 root  -51 0 0 0 0s 0.0 0.0 0:00.00 idle_inject/1
26 root rt o 0 0 @S 0.0 0.0 0:00.47 migration/1
27 root 20 o 0 0 0s 0.0 0.0 0:00.22 ksoftirqd/1
28 root 20 o 0 0 0T 0.0 0.0 0:00.33 kworker/1:0-ata_sff
29 root 0 -20 0 0 01 0.0 0.0 0:00.00 kworker/1:0H-events_highpri
33 root 20 o 0 0 01 0.0 0.0 0:00.01 kworker/ul0:1-events_unbound
34 root 20 o 0 0 0S 0.0 0.0 0:00.01 kdevtmpfs
35 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-inet_frag wq
36 root 20 o 0 0 0s 0.0 0.0 0:00.00 kauditd
37 root 20 o 0 0 @S 0.0 0.0 0:00.00 khungtaskd
38 root 20 o 0 0 0S 0.0 0.0 0:00.00 com_reaper
40 root 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-writeback
41 root 20 o 0 0 0s 0.0 0.0 0:00.06 kcompactdo
42 root 20 o 0 0 0T 0.0 0.0 0:00.02 kworker/ug:2-events_unbound
43 root 25 5 0 0 0s 0.0 0.0 0:00.00 ksnd
44 Toot 39 19 0 0 0s 0.0 0.0 0:01.13 khugepaged
45 Toot 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-kintegrityd
46 Toot 0 -20 0 0 0T 0.0 0.0 0:00.00 kworker/R-kblockd
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leliekald)-[-1

$ kill -9 PID — Sends SIGKILL to force termination
kill: illegal pid: PID

Kill: illegal pid: —

Kill: illegal pid: Sends

Kill: illegal pid: SIGKILL
Kill: illegal pid: to

Kill: illegal pid: force

kill: illegal pid: termination
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(kali® kali)-[~]
Csis -

total 32
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$1s -a
A -bashrc.original .dmrc .face.icon  .local  Public _vboxclient-display-svga-x11-tty7-control.pid .vboxclient-hostversion-tty7-control.pid  Videos .zprofile

. _cache Documents .gnupg Music  Templates _vboxclient-display-svga-x11-tty7-service.pid .vboxclient-seamless-tty7-control.pid -Xauthority “zsh_history
_bash_logout .config Downloads .ICEauthority Pictures .vboxclient-clipboard-tty7-control.pid .vboxclient-draganddrop-tty7-control.pid _vboxclient-seamless-tty7-service.pid “xsession-errors “zshrc

-bashrc Desktop -face +java .profile .vboxclient-clipboard-tty7-service.pid .vboxclient-draganddrop-tty7-service.pid .vboxclient-vmsvga-session-tty7-control.pid .<sessior

e




image22.png
(kali® kali)-[~]
s ina
-vboxclient-clipboard-tty7-service.pid
-Tocal

-local/state

-local/state/wireplunber
-local/state/wireplunber/strean-properties
~local/bin

-local/share

-local/share/keyrings
-local/share/keyrings/login.keyring
-local/share/keyrings/user..keystore
-local/share/icc

-local/share/nautilus
-local/share/nautilus/scripts
-local/share/nautilus/scripts/Terninal
-/Videos

-/.dnrc

-/Music

./.bashrc.original
./.vboxclient-display-svga-x11-tty7-control.pid
./.cache

-/.cache/xfcet

R N NN
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-cache/sessions

-cache/zcompdump

~cache/obexd

-cache/gstreamer-1.0
-cache/gstreamer-1.0/registry.x86_64.bin
-vboxclient-draganddrop-tty7-service.pid

-profile

.zprofile

.config

-config/gtk-3.0

-config/gtk-3.0/booknarks

-config/procps

-config/pulse

-config/pulse/cookie

-config/xfcel

-config/xfcel/xfconf
-config/xfcel/xfconf/xfce-perchannel-xml
-config/xfcel/xfconf/xfce-perchannel-xml/xfce4-notifyd. xml
-config/xfcel/xfconf/xfce-perchannel-xml/thunar. xnl
-config/xfced/xfconf /xfce-perchannel-xml/xsettings. xml
-config/xfcel/xfconf /xfce-perchannel-xml/displays . xml
-config/xfcel/xfconf/xfce-perchannel-xml/xfumé . xml
-config/xfced/xfconf/xfce-perchannel-xml/xf ce4-keyboard-shortcuts. xml
-config/xfcel/xfconf /xfce-perchannel-xml/xfce4-power-manager . xml
-config/xfcel/xfconf /xfce-perchannel-xml /xfcet-desktop. xml
-config/xfcel/xfconf /xfce-perchannel-xml/xfcet-panel . xml
-config/xfcet/panel

.config/xfcek/panel/launcher-6
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ava/.userPrefs/burp

./.3ava/ .userPrefs/burp/prefs.xml
./.vboxclient-draganddrop-tty7-control.pid
./.Xauthority
./.vboxclient-display-svga-x11-tty7-service.pid
-/Downloads

-/.bash_logout

-/Public
.vboxclient-seamless-tty7-control.pid
-ICEauthority
-vboxclient-clipboard-tty7-control.pid
-gnupg.

-gnupg/private-keys-vi.d

.2shrc
-vboxclient-vmsvga-session-tty7-control.pid
Templates
-vboxclient-hostversion-tty7-control.pid
-face.icon

-bashrc
.vboxclient-seamless-tty7-service.pid
-xsession-errors

.2sh_history

./Pictures

-/Desktop

-/Documents
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(kali® kali)-[~]
s ping —c 4 google.con

PING google.com (142.250.140.138) 56(84) bytes of data.

64 bytes from wj-in-f138.1e100.
64 bytes .1e100.
64 bytes .1e100.

64 bytes from wj-in-f138.1e100.

— google.com ping statistics

net.
net
net
net

(142.250.140.138;
(142.250.140.138,
(142.250.140.138):
(142.250.140.138):

icmp_seq=1 ttl=113 time=112 ms
icmp_seq=2 ttl=113 time=23.9 ms
icmp_seq=3 ttl=113 time=23.4 ms
icmp_seq=4 ttl=113 time=43.8 ms

4 packets transmitted, 4 received, 0% packet loss, time 3005ms

Ttt min/avg/max/ndev = 23.403/50.689/111.730/36.186 ms
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[latiokti) (-]

$ netstat -tulnp

(Not all processes could be identified, non-owned process info

will not be shown, you would have to be root to see it all.)

Active Internet connections (only servers)

Proto Recv-Q Send-Q Local Address Foreign Address state PID/Program name
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plkati®kati)-[~]

$ curl -I https://example.com

HTTP/2 200

content-type: text/html

etag: "bc2473a18¢003bdb249ebasces93033F :1760028122.592274"
last-modified: Thu, 09 OCt 2025 16:42:02 GHT
cache-control: max-age=86000

date: Thu, 27 Nov 2025 16:55:09 GMT

alt-sve: h3=":443"; ma=93600
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[latiokati)-[-]
$ traceroute google.com
traceroute to google.com (142.250.140.138), 30 hops max, 60 byte packets

1 10.0.2.2 (10.0.2.2) 16.141 ms 0.819 ms 2.834 ms
2 xw
3 xx
Loxx
5 % x
6 x %
7 % x
8wk
9 x ok
10 % x
11 %k
FER
13 %k
1 x o ox
15 % %
16 %%
17 %k
18 * %
19 % %
20 % %%
21 %%
2 %%
23 %%
2% x %
25 %%
26 %%
27 %%
28 %%
29 %%
30 % % %
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plkati®kati)-[~]
$ adduser newuser
fatal: Only root may add a user or group to the system.
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(kali® kali)-[~]
s Jatenctl Uist-timers
NEXT.

LEFT LasT PASSED UNIT ACTIVATE
Thu 2025-11-27 EST L4min Thu Tomin ago phpsessionclean. timer Phpsessionclean. service

Fri 2025-11-28 EST  11h Thu Smin ago dpkg-db-backup. tiner dpkg-db-backup. service

Fri 2025-11-28 EST  11h Thu Smin ago logrotate. timer logrotate.service

Fri 2025-11-28 EST  11h Thu Smin ago plocate-updatedb. timer plocate-updatedb. service

Fri 2025-11-28 EST  14h Wed 9h ago systemd-tmpfiles-clean.timer systend-tmpfiles—clean.service
Fri 2025-11-28 EST  15h Thu Smin ago apt-daily. timer apt-daily.service

Fri 2025-11-28 EST  17h Thu Smin ago apt-daily-upgrade. timer apt-daily-upgrade.service

Fri 2025-11-28 EST  19h Thu 2025-11-27 11:48:26 EST 1h Smin ago man-db. timer man-db. service

Sun 2025-11-30 EST 2 days Mon 2025-11-24 16:58:36
Mon 2025-12-01 00:27:53 EST 3 days Mon 2025-11-24 16:58:36

10 timers listed.
Pass —all to see loaded but inactive timers, too.

e2scrub_all. timer

fstris

imer

e2scrub_all.service
fstrin.service
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=] 4 tebat NewTextDo createb » + F7 C:\Windows\system32\cmd.e: X Y o X

File  Edit  View H1 > Creating a new folder...

A subdirectory or file C:\TestFolder already exists

@echo off
echo Creating a new folder...

mkdir C:\TestFolder

copy C:\data.txt C:\TestFolder\data.txt
pause

The system cannot find the file specified.
Press any key to continue

Ln5Col6 105 character Plain text 100%  Windows (CF  UTF-8
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o x
B <« ssint X » 4+ F7 C\Windows\system32\cme X + v

File  Edit  View Q- & B Press any key to continue .
@echo off

systeminfo > sysinfo.txt

pause|

Ln3,Col6  40characte Plaintext  100%  Windows( UTF-8
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=] @t systeminfot B ] C:\Windows\system32\ X + v

File  Edit View H1 v New Text Document.txt

sysinfo.txt
@echo off workl.txt

for %%f in (*.txt) do echo %%f Press any key to continue
pausel

Ln3,Col6  46characte Plaintext ~ 100%  Windows( UTF-8
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B Windows PowerShell X + v

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Windows\system32> Get-Process | Sort-Object CPU -Descending | Select-Object —First 5

Handles NPM(K) PM(K) wWs(K) CPU(s) Id SI ProcessName
15008 270 1402068 589964 1,066.27 22204 1 whatsApp
2950 117 517160 34ou4y 1,022.23 18380 1 WINWORD
1389 x 93972 93620 766.45 22400 1 msedgewebview2
7028 202 455148 350832 650.38 8468 1 explorer
3059 176 307208 305780 499.44 16088 1 msedge
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PS C:\Windows\system32> Copy-Item "C:\data.txt" -Destination "C:\Backup\data.txt"
Copy-Item : Cannot find path 'C:\data.txt' because it does not exist.

At line:1 char:1

+ Copy-Item "C:\data.tx

—Destination "C:\Backup\data.txt"

+ CategoryInfo : ObjectNotFound: (C:\data.txt:String) [Copy-Item], ItemNotFoundException
+ FullyQualifiedErrorId : PathNotFound,Microsoft.PowerShell.Commands.CopyItemCommand
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PS C:\Windows\system32> Get-LocalUser

Name Enabled Description

Administrator False
DefaultAccount False
Guest False

WDAGUtilityAccount False
ZUBI True

Built-in account for administering the computer/domain

A user account managed by the system.

Built-in account for guest access to the computer/domain

A user account managed and used by the system for Windows Defender Application Guard scen..
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PS C:\Windows\system32> Test-Connection google.com -Count 4

Destination

.com
.com
.com
.com

IPV4Address

142.250.140.138
142.250.140.138
142.250.140.138
142.250.140.138

IPV6Address

Time(ms)
692

19

22

19
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PS C:\Windows\system32> New-ScheduledTaskTrigger -Daily —At 9am

Enabled : True

EndBoundary B

ExecutionTimeLimit :

Id

Repetition B

StartBoundary : 2025-11-29T09:00:00Z
DaysInterval 01

RandomDelay B

PSComputerName
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,js(kalis kali)-[~]

1s -la
total 212
drux: 15 kali kali 4096 Nov
druxr-xr-x 3 root root 4096 Sep @
-rw-r—r— 1 kali kali 220 Sep ~bash_logout
-rw-r—r— 1 kali kali 5551 Sep -bashrc
-rw-r—r— 1 kali kali 3526 Sep -bashrc.original
druxruxr-x 8 kali kali 4096 Nov .cache
druxr-xr-x 13 kali kali 4096 Nov .config
druxr-xr-x 2 kali kali 4096 Nov Desktop
—rw-r—r— 1 kali kali 35 Nov ~dmrc
druxr-xr-x 2 kali kali 4096 Nov Documents
druxr-xr-x 2 kali kali 4096 Nov Downloads
-rw-r—r— 1 kali kali 11759 Sep -face
Truxruxrwx 1 kali kali 5 Sep .face.icon - .face
drux 3 kali kali 4096 Nov ~gnupg
-rw 1kali kali 0 Nov -ICEauthority
druxr-xr-x 3 kali kali 4096 Sep +java
druxr-xr-x 5 kali kali 4096 Nov .local
druxr-xr-x 2 kali kali 4096 Nov Music
druxr-xr-x 2 kali kali 4096 Nov Pictures
-rw-r—r— 1 kali kali 807 Sep _profile
druxr-xr-x 2 kali kali 4096 Nov Public
—rw-rw-r— 1 kali kali 74 Nov .selected_editor
druxr-xr-x 2 kali kali 4096 Nov Templates
-rw-r. 1kali kali 5 Nov -vboxclient-clipboard-tty7-control.pid
—rw-r. 1kali kali 5 Nov -vboxclient-clipboard-tty7-service.pid
—rw-r. 1kali kali 5 Nov .vboxclient-display-svga-x11-tty7-control.pid
—rw-r. 1kali kali 5 Nov .vboxclient-display-svga-x11-tty7-service.pid
—rw-r. 1kali kali 5 Nov -vboxclient-draganddrop-tty7-control .pid
—rw-r. 1kali kali 5 Nov .vboxclient-draganddrop-tty7-service.pid
—rw-r. 1kali kali 5 Nov .vboxclient-hostversion-tty7-control .pid
—rw-r. 1kali kali 5 Nov .vboxclient-seamless-tty7-control .pid
—rw-r. 1kali kali 5 Nov .vboxclient-seamless-tty7-service.pid
—ru-r. 1kali kali 5 Nov _vboxclient-vmsvga-session-tty7-control .pid
druxr-xr-x 2 kali kali 4096 Nov Videos
- 1 kali kali 49 Nov -Xauthority
- 1 kali kali 22783 Nov -xsession-errors
- 1 kali kali 17407 Nov .xsession-errors.old
~rw-r— 1 kali kali 336 Sep .zprofile
1 kali kali 590 Nov .2sh_history
1 kali kali 10855 Sep .2shrc
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latiokati)-[-]
$ #!/bin/bash
echo "Top 5 CPU-consuming processes:”
ps -eo pid,comm,%cpu —sort=-%cpu | head -n 6
Top 5 CPU-consuming processes:
PID COMMAND %CPU
720 Xorg 0.6
107928 systemd-journal 0.6
107930 systemd-udevd 0.5
0.2
0.2

102370 qterminal
981 VBoxClient
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(kali® kali)-[~]
s 1 /bin/bash

ping —c 4 google.com

PING google.com (142.250.140.113) 56(84) bytes of data.

64 bytes in-f113.1e100.net (142.250.140.113): icmp_seg=1 tt1=113 time=21.5
64 bytes n-f113.1e100.net (142.250.140.113): icmp_seq=2 ttl=113 time=22.4
64 bytes in-f113.1e100.net (142.250.140.113): icmp_seq=3 ttl=113 time=21.2

64 bytes n-f113.1e100.net (142.250.140.113): icmp_seq=4 ttl=113 time=25.1
— google.com ping statistics —

4 packets transmitted, 4 received, 0% packet loss, time 3013ms

rtt min/avg/max/mdev = 21.166/22.547/25.120/1.547 ms

ms
ms
ms
ms
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(kali® kali)-[~]
s 1 /bin/bash
echo "Creating new user ... "
sudo adduser testuser
Creating new user ...
[sudo] password for kali:
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latiokati)-[-]

$ #!/bin/bash

echo "Scheduling backup ... "

echo "0 2 * * x /home/user/backup.sh” | crontab -

Scheduling backup ...
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