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1. [bookmark: _Toc8151626]Introduction

This report documents the development of a PHP site for data display and visualisation. Section 2 details the account system and security, section 3 describes the data transfer process and section 4 details data visualisation and filtering. Section 5 conclues the report.



2. [bookmark: _Toc8151627]User Accounts and Login System

2.1. [bookmark: _Toc8151628]Account Functionality

2.1.1. [bookmark: _Toc8151629]Login

[image: ]A login system was implemented using PHP session variables. The index.php page is used to log in. Its code structure can be represented using pseudocode as:[bookmark: _Toc8330983]Figure 1 – Login pseudocode


See below the three possible results from this code.

[image: ]After successfully logging in, JavaScript is used to dynamically add links to the navigation bar. This is done because the check for a username is done before it is set on the page, meaning the page would otherwise need to be refreshed on first login.
[bookmark: _Toc8330984]Figure 2 - Login page




2.1.2. [bookmark: _Toc8151630]Registering

A register page was developed to show PHP functionality. In a real-world scenario, an administrator would have to validate each account before registration completes, for security.

The register page code structure can be represented using pseudocode as:


[image: ]









[bookmark: _Toc8330985]Figure 3 - Register pseudocode




[image: ]As well as checking password length, password complexity was checked using regular expressions. Booleans are used to store whether the password contains upper and lower case letters, as well as at least one number. The register function is only called if they are all true. See the use of regular expressions below:
[bookmark: _Toc8330986]Figure 4 - Regular expression checking

Image upload and checking code was omitted because of the amount of code.
2.1.3. [bookmark: _Toc8151631]Logging Out


Implementing a logging out system was simple. session_destroy() was used, after the username session variable was set to blank, as a precaution. This is done as soon as the logout.php page is loaded.





2.2. [bookmark: _Toc8151632]Page Restrictions and Security

[image: ]Prepared statements were used wherever user input was involved, in order to protect against SQL injection. See below an example of this from the register page.[bookmark: _Toc8330987]Figure 5 - Prepared statement implementation

The query’s conditions are replaced with question marks. Parameters are then bound to these, along with a string telling the function what type of data these parameters are.
Pages are restricted to users who are logged in by checking the session username variable. If it is empty or does not exist, the page immediately redirects to the home page using ‘header(“location: index.php”)’ instead of displaying its content. 
The same process occurs on each page with sensor data. For the data adding page, the code checks if the user type session variable is “admin” and if not, redirects to the home page. This effectively creates a permissions system.


3. [bookmark: _Toc8151633]Data Transfer to Database

To transfer data from a plain text file to the database, each file was first read, in its entirety, into a single variable. This variable was then exploded by new line characters to separate the data into records, and further exploded by an empty space to separate each record into fields, and trimmed to remove new line and space characters. The date and time were then joined back together to insert into the database as a timestamp.
A for loop was used to repeat this process for each file to avoid code repetition.
[image: ]
[bookmark: _Toc8330988]Figure 6 - Data transfer file loop
After successfully transferring a file’s contents to the database, it is then re-opened, this time in write mode. No changes are made, and the file is immediately closed. This has the effect of creating the file if it does not exist, or wiping it if it does.
Prepared statements were not used in this page because it is unlikely anyone could tamper with the sensor reading files to insert SQL commands into them. If anyone could do this, they would likely have physical access to the machine, so protecting against SQL injection would be futile.

4. [bookmark: _Toc8151634]Data Visualisation
4.1. [bookmark: _Toc8151635]phpMyGraph Page

The phpMyGraph page shows all of the sensor data in separate graphs. 
Using the phpMyGraph5.0 library, code was produced to take a sensor ID and a graph type (chosen using radio buttons) from the URL using PHP $_GET[] and use these to generate graphs appropriately. The sensor ID GET parameter was simply passed into the SQL query. To determine graph type, the GET “type” value was checked in an if statement, running appropriate graph generation:
[image: ][bookmark: _Toc8330989]Figure 7 - Graph generation option code








[image: ]The substr() function was used to trim the timestamp values and then graphs are displayed on the page to the user, as seen below:
[bookmark: _Toc8330990]Figure 8 - phpMyGraph bar charts



[image: ][bookmark: _Toc8330991]Figure 9 - phpMyGraph line charts



Though bar charts are not entirely suitable for continuous data such as the temperature data here, they were implemented to demonstrate a range of graph types.
On load of this page, a script is loaded to save the current database entries into .txt and .csv format. This allows for the data to be visualised and analysed using more specialist software, which will prove useful for the L6 Major Project.
[image: ]This code is repeated in a loop for each sensor in the database. See below code to save each reading row from the database to a .csv file. The code for saving to .txt was omitted as it is similar to the .csv saving.[bookmark: _Toc8330992]Figure 10 - CSV export code




4.2. [bookmark: _Toc8151636]Google Charts Page

This page implements three forms of data visualisation, being a line graph, a ‘box and whiskers’ or ‘candlestick’ graph, and gauges, using the Google Charts JavaScript API.
A candlestick chart, often used for financial graphing, is used to show the minimum and maximum values, as well as the upper and lower quartile. The minimum and maximum values are represented by the ends of the line, which show temperature extremes. The bar in the centre of the line represents the aforementioned upper and lower quartiles, which show the middle half of the data. This is useful as it shows the extremes of the readings as well as the typical range for each sensor. For example, the candlesticks in the below screenshot show that sensor 3 has far less variance than sensor 2, but most of its readings were at the higher end of its own range as opposed to in the middle, while also having overall lower values.
Each sensor’s median, minimum, maximum and range values were calculated and displayed on screen, along with the mean and quartiles, which was displayed in a Google Charts gauge.
[image: ]
[bookmark: _Toc8330993]Figure 11 - Google Charts page






See the below code for calculating upper and lower quartile values:
[image: ]
[bookmark: _Toc8330994]Figure 12 - Upper and lower quartile calculations

This would benefit from object-orientation, as this code is currently repeated once per sensor.
[image: ]The Google Charts JavaScript has been omitted to save space, but the PHP code echoing values into JavaScript for the line chart is as follows[bookmark: _Toc8330995]Figure 13 - Variables echoed to JavaScript


This produces the following result in JavaScript:
[image: ]




[bookmark: _Toc8330996]Figure 14 - JavaScript result


As Google Charts displays each data column in a different colour, each sensor has its own column for readings. This is why there are three columns for temperature and two are always empty.

4.3. [bookmark: _Toc8151637]Data Filtering

Three filters were implemented on the Google Charts page:
· Between two times on specific dates – To allow the user to check readings for a specific time range if they expected something to happen in that time
· On a specific date – The user specifies a date and a search is done using an SQL wildcard
· Selecting individual sensors to display – To allow users to check individual location readings, for example checking a specific room temperature
· Above and below specific temperatures – To allow the user to check all temperatures above or below certain thresholds, and check for anomalies or spikes
[image: ][bookmark: _Toc8330997]Figure 15 - Filter results: sensor 1 and 2, readings below 20°C, before 4AM Feb 16th


[image: ]
[bookmark: _Toc8330998]Figure 16 - Filter results 2: all sensors, any date, below 15°C and above 0°C

[image: ]Data filters were implemented by checking each individual filter input. If it is not empty, the value to be filtered by is added to an array of variables, and the parameter types string has the appropriate type appended to the end. See an example of this process below:[bookmark: _Toc8330999]Figure 17 - Beginning of data filter code

Each filter checks if a previous filter exists, in order to add an “OR,” “WHERE” or “AND” clause as needed.
Because a prepared statement is used to prevent SQL injection, and as there are an unknown number of variables to filter (dependent on what the user selects), an unknown number of parameters must be passed to the mysqli_stmt_bind_param function. This is done using the PHP “splat” operator, using three dots (“…”), and is used to provide variable amounts of arguments. This provides the function with every variable from the array of parameter variables. See below the code to achieve this:
[image: ][bookmark: _Toc8331000]Figure 18 - Prepared statement with a variable number of arguments





5. [bookmark: _Toc8151638]Raw Data 

[image: ]As well as graphing sensor data, it was also displayed in text form using tables. Each sensor has its own table, with each row from the database being echoed into a row of the table in a loop. An RGB colour was applied to the temperature cells dependent on the raw value. See below the raw data in tables:[bookmark: _Toc8331001]Figure 19 - Raw data stored in tables




6. [bookmark: _Toc8151639]Conclusion 

This report has detailed the development of accounts and security, graphing, filtering and data transfer elements of an Internet of Things web monitoring application.
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If log in form not empty

{
Search database for account with entered username and password
If more than @ results
{
Set username and password session variables to the entered values
Display logged in links
}
Else
{
Display “Invalid log in” and display log in form again
}
}
Else
{

Display log in form
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If register form not empty

{
Search database for account with entered username
If more than © rows returned (account already exists)
Display error message and redisplay form
¥
Else
If password meets complexity and length requirements
If image uploaded and is valid
Register user
}
Else
{ .
Register user
}
}
}
}
Else

Display register form
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// Regular expressions to check the password against
$lowerLettersCheck = "/[a-z]/";

SupperlLettersCheck = "/[A-Z]/";

$numbersCheck = "/[0-9]/";

// Check the password for an upper case, lower case and number
preg_match($upperlLettersCheck, $enteredPassword, $containsUpperlLetters);
preg_match($lowerLettersCheck, $enteredPassword, $containsLowerletters);
preg_match($numbersCheck, $enteredPassword, $containsNumbers);
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// Search for an account (row) with the same username and password as the user entered
$query = "SELECT * FROM users WHERE username = ? AND password = 2";

$stmt = mysqli_stmt_init($link); // Connect to db via link
mysqli_stmt_prepare($stmt, $query); // Prepare query
mysqli_stmt_bind_param($stmt, "ss", $enteredUsername, $enteredPassword);
mysqli_stmt_execute($stmt) ; // Run prepared query

$result = mysqli_stmt_get_result($stmt); // Apply the query string from above on the database
$row = mysqli_fetch_array($result); // Get the data from result as individual rows
$rowCount = mysqli_num_rows($result); // Get the count of rows returned from the query

mysqli_stmt_close($stmt) ; // Close




image8.png
for ($fileNumber = 0; $fileNumber < 3; $fileNumber++) // For each of the three files
{

Squerysuccessful = False;

SmyFile = "temperature" . ($fileNumber+l) . ".txt"; // Declare file name and open it on next 17
$fileLink = fopen($myFile, "r") or die("Unable to open filet");

// If the file is not empty
if (filesize($myFile) > 0)
{
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Allow user to specify type of graph in the URL
9F ($_GET["type" bar™)
{

Sgraph->parseVerticalColumnGraph($readings, $cfg);
}
else if ($_GET["type"]
{

ine")

Sgraph->parseVerticallineGraph(sreadings, $cfg);
}
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// CSV file
$csvFile = fopen("exported-data/sensor" . $sensorIDs[$i] . "readings.csv","w"); // No or die

fputcsv($csvFile, array("Sensor " . $sensorIDs[$i] . " Readings")); // Add a title row. [
into an array so that the function likes 7t

fputcsv($csvFile, array("Reading ID", "Temperature Value", "Time Stamp")); // Add column he:

while ($row = mysqli_fetch_array($result))
{
// For each database row, add it to a row in the csv file
fputesv($csvFile, array($row["reading_id"], $row["temperature"], $row["timestamp"]));

}

fclose($csvFile);
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// Sensor 1
if(count($sensoridata) > 0) // If the list contains anything

sort($sensorldata); // Sort the array for use with the median calculation
$sensorlreadingsCount = count($sensorldata);

// PHP rounding specifics from https://wmw.php.net/manual/en/function. round. php

// Quartile data calculated for a chart - there are some minor problems with this but for the sake of an assignment it's close enough, without going into statistical analysis. Instructions from
http://www. emathematics. net/statistics. php?tipo=cuartil

$lowerQuartileN = round((($sensorireadingsCount + 1) * 0.25), 0, PHP_ROUND_HALF_UP); // Lower quartile element, rounding up if it lands at .5
SupperQuartileN = round((($sensorireadingsCount + 1) * 0.75), 0, PHP_ROUND_HALF_DOWN); // Upper quartile element, round down if it lands on .5
$sensorilowerQuartile = $sensorldata[$lowerQuartileN]; // Get the values

$sensorilupperQuartile = $sensorldata[$upperQuartileN];

///// Median

if ($sensorireadingsCount % 2 == 0) // If count is divisible by 2 - does it have an even number of items

{

$sensorimedian = (($sensoridata[($sensorireadingsCount / 2) - 1] + $sensorldata[$sensorireadingsCount / 21)) / 2;
// The best explanation here is an example. In a list of 6 items, the median is halfway between the two middle items (as there is no one middle),
// so 6 / 2 would be 3. This way we get value 3, and value (3 + 1) and add them, then divide by 2 .

else // Else, the list has an odd number of items, just get the middle item

$sensorimedian = ($sensorildata[($sensorireadingsCount / 2)1);

}

// Mode

$sensorimean = array_sum($sensorldata) / count($sensoridata); // Get the mean by summing all values and dividing by the number of values
// Range

$sensoriminimum = min($sensorldata);

$sensorimaximum = max($sensorldata); // Get the highest and lowest values from the array

$sensorlrange = $sensorlminimum - $sensorlmaximum; // Max - min

if ($sensorirange < 0) { $sensorlrange = $sensorlrange * -1; } // If the value is negative, flip it to a positive
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// This code works out how many nulls are needed and places the correct amount
echo "[new Date(" . $date[0] . ", " . ($date[1] - 1) .", " . $date[2] . ", " . $time[0] . ", " . $time[1] . ", " . intval($time[2]) . " ), ";
echo str_repeat("null, ", $readings[$i][3] - 1);

echo $readings[$i1[1];

if (($sensorCount - $readings[$i1[3]) > 0) { echo str_repeat(", null", $sensorCount - $readings[$i1[31); }

echo "],\n";
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if (@$_POST["before-date"]
{

$beforeDate = str_replace("T"," ", $_POST["before-date"]);

$beforeDateSelected = 'value="' . $_POST["before-date"] . '"';

// The HTML form gives the date and time in the format: 2019-01-01T12:00

// This is just replacing the T with a space and adding the :00 for completeness so it is a format which can be used in a query

$beforeDateSelected = 'value="' . $ _POST["before-date"] . '"';

// ... and the after is set

if (@$_POST["after-date"] != "")
$afterDate = str_replace("T"," ", $_POST["after-date"]);
$dateFilter = " WHERE (timestamp > ? AND timestamp < 2)"
$afterDateSelected = 'value: . $_POST["after-date"] . '"';
$preparedStmtTypes .= "ss"; // Two strings being checked

$parameters[] = $afterDate; // Add field to the list of parameters - line repeated throughout
$parameters[] = $beforeDate;




image20.png
mysqli_stmt_prepare($stmt, $query); // Prepare query
mysqli_stmt_bind_param($stmt, $preparedStmtTypes, ...$parameters); // ...Sparameters -> Use the 'splat’' operator here.
mysqli_stmt_execute ($stmt) ; // Run prepared query

$result = mysqli_stmt_get_result($stmt); // Apply the query string from above on the database
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