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[bookmark: _akcaiwqxkc9j]1. Introduction
[bookmark: _gdqet8r62pbu]1.1 Background
Cloud computing has changed modern IT as it allows an organization to access computing resources over the internet rather than investing in on-premises infrastructure [1]. The acceleration of digital transformation due to cloud-native apps, AI, Big Data, IoT and DevOps has ramped up the need for scalable, flexible and cost-effective computing environments. At first, virtualisation technologies enabled multiple VMs to reside on a single physical server, improving hardware usage and cutting operational costs [2]. Nonetheless, the development of containerisation enables the deployment of applications by handing over software and dependencies in lightweight packages. 
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[bookmark: _w7qm3h7paoid]Figure 1: Cloud Computing Evolution
(Source: Self-developed)
Docker is the industry leading container platform that facilitates consistent deployment of applications across development, testing and production, supporting modern microservices architecture. Using Docker containers can be faster to start up with less resource overhead and more portable compared to the usual install app directly on an operating system or virtual machine [3]. Containerization is thus an essential technology for the construction of cloud applications that are efficient and resilient.
[bookmark: _vw3s2o2bg2rl]1.2 Aim
The aim of this report is to evaluate Docker-based containerisation by using cloud computing technologies, demonstrating their practical implementation, benefits, and role across modern cloud environments.
[bookmark: _qn58eol03mp5]1.3 Objectives 
· To explain the principles of virtualisation and containerisation across cloud computing.
· To demonstrate Docker implementation by using different criteria such as images, networking, volumes, and Docker Hub publishing.
· To evaluate real-world cloud platforms for load balancing, scalability, and application gateways.
· To assess their business benefits by comparing serverless computing with containerisation and practical applications. 
[bookmark: _ll5qhd43xjwv]1.4 Report Structure 
The first part of the report explains the concepts of virtualisation and containerisation, and then it demonstrates their implementation through Docker with the help of practical examples. comparing serverless computing vs containerisation looks at cloud computing technologies like load balancing, scalability, and application gateways which lead to helps in making the result.
[bookmark: _dqmzb0fr4z68]2. Fundamentals Cloud Computing
[bookmark: _oak8fxpzus3r]2.1 Overview of Cloud Computing 
Computing resources including servers, storage, networking, and software lead to highlight the cloud computing enables users to access over the internet lead to highlight the system. Virtual infrastructure is the main service provided by IaaS. Some examples are AWS EC2, Microsoft Azure Virtual Machines, Google Compute Engine etc [4]. PaaS – Platform as a Service provides developers with access to environments necessary to build and deploy applications [5]. Examples include Azure App Service from Microsoft and Google App Engine. PaaS providers help you to deploy applications without having to manage the infrastructure. SaaS applications, like Microsoft 365, available completely through a web browser [6]. Global organisations including Netflix, Airbnb, Spotify and Uber leverage the power of the Cloud to scale globally and achieve reliability with continuous service uptime.
[bookmark: _tslclmc6cppf]2.2 Cloud Deployment Models
[image: ]
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[bookmark: _s3s8vpw5mmc]Figure 2: Cloud Service Models
(Source: Self-developed)
The cloud deployment models help in identifying the ownership, management, and access of cloud resources. The Public clouds are run by AWS, Microsoft Azure and Google Cloud. They offer services over the internet. Regulatory compliance offers enhanced security in private clouds supply organisations with their own dedicated infrastructure that lead to highlight the system [7]. Hybrid clouds refer to a combination of both a private environment and a public environment. Hybrid cloud lets sensitive workloads reside on a private cloud without compromising redundancy, scalability, and cost-effectiveness of the public cloud [8]. Organisations with common regulatory requirements can share community clouds such as healthcare and others. One real-world example is Microsoft Azure Hybrid Cloud, which enables organizations to securely integrate a student’s on-premises infrastructure with the Azure cloud services offered by the company.
[image: ]   
[bookmark: _qn0ub8f72m9i]Figure 3: Cloud Service Models
(Source: Self-developed) 
Figure 3 presents the three fundamental models of cloud service carriers at increasing ranges of abstraction in the form of a triangle. Infrastructure as a Service (IaaS) serves as a bedrock for cloud computing. IaaS delivers virtualised computing resources to customers [9]. Providing managed development platforms that facilitate deployment by using the platform such as a Service (PaaS) builds on this concept for maintenance of applications. SaaS Software as a Service provides completely managed applications for end-users through browsers on the World Wide Web [10]. As organisations progress up the pyramid, provider responsibility increases while customer management responsibilities decrease, enhancing operational efficiency.
	Feature
	IaaS
	PaaS
	SaaS

	Control
	High
	Medium
	Low

	Management
	User
	Shared
	Provider

	Primary Users
	IT Teams
	Developers
	End Users

	Examples
	AWS EC2, Azure VM
	Azure App Service, Google App Engine
	Microsoft 365, Google Workspace


[bookmark: _9gbpf59kpcpz]Table 1: Comparison of Cloud Service Models
(Source: Self-developed)
As per the comparison of various cloud service models, different models cater to different customers. Infrastructure as a Service (IaaS) provides a high level of control by allowing organizations to configure their own virtual machines, storage [11]. Also networks and manage the operating systems and applications that run on those machines. PaaS makes infrastructure management easier by providing software development and deployed platforms. Therefore, it is suitable for developers. SaaS provides a comprehensive software solution maintained entirely by the cloud vendor with little technical administration from users [12]. Organizations choose the right service model to address their operations, technical know-how, security requirements and level of scalability, flexibility and management responsibility.
[bookmark: _ia3vlhwv4m6v]3. Cloud technology (Docker) and examples 
[bookmark: _rhx6mtvjoq4o]3.1 Principles of Virtualisation 
[bookmark: _mzyf4t5kw4sx]3.1.1 Concept 
The hypervisor is used to provide virtualization on a computer, creating virtual infrastructure. The hardware is managed by the Host OS (host operating system), and the Guest OS (guest operating system) runs independently of each VM (virtual machine). Through hardware abstraction, a hypervisor can allocateCPU, memory, storage and networking resources dynamically among multiple VMs while hiding the hardware. 
[bookmark: _elwyofwvy6x3]3.1.2 Types
1. Server virtualisation can take advantage of a single server act as a partitioning one physical server into multiple isolated as a virtual machine [13]. While utilization goes up infrastructure costs come down ensures IT hardware. 
2. Storage virtualisation enhancing capacity management across backup highlight the disaster recovery combines multiple physical storage devices across a single logical storage pool.
3. Desktop virtualisation employees facilitate remote access to applications which allows workstations for remotely served from a centralised server data.
4. Network virtualization establishing virtualized software-defined networks (SDNs) to optimize traffic across physical networking components from their physical attributes that increase security simplify management [14].
Virtualisation of applications allows the applications to perform irrespective of the underlying operating environment. Hence, there are no software conflicts. Also, it is easily deployable across environments.
[bookmark: _w242gk2p92ik]3.1.3 Virtual Machines
Virtual machines (VMs) are programs that allow users to run operating systems in an independent environment. Virtual infrastructure management and server consolidation is extensively used by enterprises in the data centre using VMware vSphere. Microsoft Hyper-V helps enterprise organisations to deploy and manage Windows Server containers [15]. 
[image: ]
[bookmark: _h7cad59sqlwo]Figure 4: Virtualisation of Shared Hardware
(Source: Self-developed)
The open-source and cross-platform platform facilitated the use of the Oracle VirtualBox for software development, education and testing. Microsoft Azure Virtual Machines allow you to extend your virtualisation into the cloud. This infrastructure solution provides on-demand virtualisation with monitoring, scaling, and global deployment included. It can run enterprise workloads and be used for disaster recovery. 
[image: ] 
[bookmark: _bq68h1zdnbib]Figure 5: Virtualisation of Shared Hardware
(Source: Self-developed)
The basic architecture of hardware virtualisation is shown in figure 5. A type-1 hypervisor abstracts a hardware system, which is a single physical server with processors, memory, storage, and networking resources, and distributes hardware resources to several isolated virtual machines.
[image: ] 
[bookmark: _g2ulqdxyip8u]Figure 6: Type-1 vs Type-2 Hypervisor
(Source: Self-developed)
Type-1 hypervisors run directly on the host’s hardware, providing better performance and security than any hypervisor that runs atop an OS.  In contrast to type-1 hypervisor, Type-2 hypervisor runs as application software over the existing host OS. They are applicable to software development, testing & education.
Netflix uses a lot of Amazon web services like amazon ec2 for its streaming platform. As a result, Netflix has one of the biggest cloud infrastructures in the world.
[bookmark: _f98i6i5w9xn1]3.1.4 Benefits and Limitations
Virtualisation enhances the efficiency of physical server resources. Multiple virtual machines can now run on a single physical infrastructure. As a result, organisations will save money on hardware, leasing and energy [16]. Powerful isolation guarantees that malfunctioning or security failures in a specific virtual machine do not harm others on the same host [17]. Also, virtual environments need a lot of CPU, memory, and storage resources. Thus, they consume more overall resources than container technologies which are lightweight.
Despite these advantages, virtualisation also has its limitations. Each virtual machine needs its own full guest operating system which means the virtual environments consume considerably more CPU, memory, and storage than the lightweight container technologies. This overhead also leads to slower provisioning as booting a virtual machine needs to start an entire operating system rather than a single process unlike any other containers which start almost instantly. Maintaining a virtualised environment can also be more expensive, as of the hypervisor software and per virtual machine operating system licences add ongoing costs that container based deployments generally avoid. Finally, scaling by adding or removing the virtual machines is slower than scaling containers, which can limit how quickly the infrastructure responds to sudden spikes in demand.
	Feature
	Virtual Machine (VM)
	Physical Server

	Hardware
	Shared
	Dedicated

	Deployment
	Minutes
	Hours / Days

	Scalability
	High
	Limited

	Resource Allocation
	Dynamic
	Fixed

	Isolation
	Virtual
	Physical

	Cost
	Lower
	Higher

	Maintenance
	Centralised
	Individual

	Recovery
	Snapshots
	Manual Backup

	Availability
	Live Migration
	Hardware Dependent

	Typical Use
	Cloud, Testing
	High-Performance Workloads


[bookmark: _t3w56vys8jup]Table 2: Virtual Machine vs Physical Server
(Source: Self-developed)
Virtual machines differ from traditional servers as highlighted in Table 2. With the aid of a hypervisor, virtual machines utilize hardware resources. This allows the speedy deployment of virtual machines on existing servers, resource allocation and reallocation on-the-fly, and enhanced disaster recovery through the use of snapshots and live migration. Low Cost, High Scalability, Increased Operational Flexibility. 
[bookmark: _aioojagozyix]3.2 Principles and Benefits of Containerisation
[bookmark: _sb2q13nhamxs]3.2.1 Docker Architecture
Docker architecture is a client-server platform that is used for deploying, building and controlling containerised applications. What this means is that the core of Docker is the docker Engine which is the runtime which creates and runs the containers.  The Docker Engine through a REST API highlight the Docker Client commands such as docker build, docker run are sent to this factor [18]. Users interact with Docker through the Docker Client. The CLI is a Command Line Interface.
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[bookmark: _qr0xwwdu613]Figure 7: Docker Architecture
(Source: Self-developed)
The background task that manages all Docker objects like images, containers, networks, volumes, in other words the Docker Daemon is called dockerd. It manages building images, the life cycle of containers, networking, and external registry communication. Docker images are stored in a repository called a Docker Registry that helps organizations distribute their container images. Depending on organisational requirements, registries may be public or private.
[image: ] 
[bookmark: _3ngz1eis9dqi]Figure 8: Docker Architecture
(Source: Self-developed)
Docker Client Server Architecture is shown in Figure 8. Developers use the docker client to send their commands to the docker daemon through the docker engine. The daemon is the heart of the Docker system, used to build images, deploy, and manage containers.
Docker Hub is the public registry in the world with million official and community images of containers. Through Docker Hub, developers can upload, share, version and download images. Software deployment is thus greatly sped up. These architecture parts give Docker portability, automation, scalability, and consistency across development, test, and production environments [19]. Thus, Docker is a foundation to cloud-native apps and DevOps.
[bookmark: _8hojd1yuf1kk]3.3.2 Containers vs Virtual Machines
	Feature
	Virtual Machine
	Docker Container

	Architecture
	Hypervisor
	Container Engine

	Operating System
	Separate Guest OS
	Shared Host Kernel

	Startup Time
	Minutes
	Seconds

	Performance
	Moderate
	High

	Resource Usage
	High
	Low

	Image Size
	GBs
	MBs

	Isolation
	Strong
	Process-level

	Portability
	Moderate
	Excellent

	Scalability
	Moderate
	High

	Best Use
	Legacy Applications
	Cloud-native Applications


[bookmark: _c96qdv9gwwla]Table 3: Virtual Machine vs Docker Container
(Source: Self-developed)
Workload isolation is provided by containers and virtual machines but differs in design and performance. Virtual machines execute independent guest operating systems through a hypervisor. Virtual machines can take several minutes to boot, whereas containers usually start within seconds. While virtual machines are more secure for private workloads, containers are more portable, scalable and operationally efficient. As a result, the use of containerisation is often found in modern cloud-native applications.
[image: ] 
[bookmark: _mh7wnjnrp6wa]Figure 9: Container vs Virtual Machine Diagram
(Source: Self-developed)
Figure 9 shows a comparison of VM and Containers Architecture. The hypervisor virtualizes hardware so that virtual machines have their own guest operating system in addition to the host OS. This makes it provide strong isolation, but it also requires more storage and more time to start. 
Real-life examples
engineering teams of Spotify uses Docker containers to enable continuous deployment for speed up software development in distributed system [20]. Streaming around the world highlight Netflix uses containers cloud to deliver high availability microservices for this system. Accelerating workflows of DevOps that highlight the PayPal employs Docker Enterprise for improving consistency for this system [21]. Adobe used Docker Swarm for orchestration of containerized services using creative applications.
[bookmark: _6qipa192869v]3.3 Images and publishing images
[bookmark: _m2hf6deg4obj]3.3.1 Building Docker Image
A docker image is an application and its dependencies packaged with all the libraries, configuration files, and runtime environment. Docker files are text files that contain sequential instructions used by docker while creating an image. An image is created with the help of Docker-file. The base image on which an application environment is built is specified by a Docker-file’s FROM instruction. The WORKDIR command specifies the default working directory that will be used. Ensuring that required resources are available during execution COPY instruction transfers application files from the host system across the image. The installing packages across configuring software RUN instruction is used to execute commands while creating an image. 
[image: ]
[bookmark: _48cgjo80o5vo]Figure 10: Dockerfile Example
(Source: Self-developed)
The application listens on for external clients is EXPOSE that highlight the document lets the container know the network port. The application’s behaviour at runtime defines highlight the CMD instruction defines the default command that runs when the container starts. Combined together, these instructions fundamentally automate the packaging of applications for easy and consistent deployment. Docker images are immutable, if we build two images identically, the resulting containers will be the same regardless of our deployment platform [22]. Moreover, this ensures greater reliability. Also, it ensures greater reproducibility while improving our software delivery.
[bookmark: _vyasta6whcnr]3.3.2 Building Image
[image: ][image: ][image: ][image: ]
[bookmark: _2wkzjs9g1zym]Figure 11: Terminal Screenshot
(Source: Self-developed)
Once the Dockerfile is created, the application image is built using the docker build command. Docker processes instructions in order, generating layers that make builds faster through caching.  In the course of this process, application files are copied into the image, dependencies are installed (if required), and a metadata describing the container is generated. When it is complete then it is stored locally and will run many times without building. Building images creates consistent software packages which can be deployed in multiple environments thus decreasing configuration issues and allowing simple application distribution in DevOps and cloud-native workflows.
[bookmark: _xitpzj4bb1k9]3.3.3 Running Container
[image: ] 
[bookmark: _val4x3lshcxt]Figure 12: Docker Workflow
(Source: Self-developed)
Images are used to create containers with the docker run command. Containers run applications in isolated environments that share the host OS kernel. 
[bookmark: _zbrb4ritv1aj][image: ][image: ][image: ][image: ][image: ][image: ][image: ][image: ]
Figure 13: Container Running Screenshot
(Source: Self-developed)
The -p parameter forwards ports from the host to the container so your external users can access it via web browser. When containers are run in the detached mode (-d), the applications will execute in the background and return to the terminal. You can start, stop, restart and remove containers without affecting the image. This means that their support is flexible so they can be deployed for testing or any other reason.
[bookmark: _99u4379lpnku]3.3.4 Publishing Image to Docker Hub
Docker Hub enables everyone to share container images globally and is the biggest public repository in existence. Users authenticate with their Docker Hub credentials using the docker login command before they can publish an image. After authenticating, locally built images get renamed with docker tag to conform to the naming convention (username/repository: tag) in the registry.  Tagging systematizes version control and organizes repositories. The docker push command also uploads the parts of the image to Docker Hub, where it is deployed in the environment. 
 [image: ]
[bookmark: _ev62wrhat9eh]Figure 14: DockerHub Repository Screenshot
(Source: Self-developed)
It uploads only new and changed layers, thanks to Docker’s image layering system. When we publish our images, the developers in our organization can download the same version of the application irrespective of the operating system and infrastructure. This leads to collaborative development, continuous integration and reuse of software. Public repositories allow anyone to access open-source software while private repositories keep proprietary apps under lock [23]. Docker version tagging vulnerability scans that CI/CD integration Hub also provides support for automated image builds [24]. Hence, a key tool for contemporary cloud-native application development across Docker Hub has increasingly become DevOps workflows. 
[bookmark: _lxdxkgqwwahm]3.3.5 Container Volumes
Since docker containers are ephemeral in nature, any data present inside the container does not persist on removal of the container. 
[image: ]
[bookmark: _hlleo2yfr52q]Figure 15: Docker Volume Architecture
(Source: Self-developed)
Therefore, they reflect in the running container that highlight the developers can edit files locally while this system [25]. Docker manages storage independently from the host file system that enhance data persistence to make backups easier while also facilitating application portability since [26]. They also allow different containers to safely access common data. Bind mounts are especially useful for your software, but they will also couple more tightly with the host OS. The decision of whether to use Docker volumes or bind mounts depends on app portability, security, and operational management.
[bookmark: _nb14o7ooupcu]3.3.6 Networking
Communication between containers, host and external networks is facilitated by docker networking. The default bridge network allows containers on the same host to communicate with each other while isolating those containers from outside networks unless they explicitly expose ports. When network isolation is removed, containers will share the host’s networking stack in such a way that it might enhance performance but at the same time it will reduce security isolation. 
[image: ]
[bookmark: _hh16zx7ft0qg]Figure 16: Docker Network Diagram
(Source: Self-developed)
Docker hosts are ideal for distributed application overlay networks facilitate the intercommunication of containers spanning multiple across docker swarm clusters [8]. Networking capabilities in offline processing system highlight the none network disables all, providing optimal isolation for highly confidential workloads. The automated name resolution for containerised services is made possible by embedded DNS services in Docker. Selecting the right network enhances application security, scalability, performance, and operational flexibility based on deployments.
[bookmark: _wgb73lnvz3n0]3.3.7 Practical Example
The complete Docker workflow was demonstrated by containerizing a simple HTML website using docker. The source code of the website is created in the Visual Studio Code which is stored in the project folder. Next, a Docke-rfile was developed. We took the official Nginx image as the base image for our docker-file [22]. The HTML files developed previously were copied to the web server directory [27]. Also, Port 80 was exposed in the Docker-file. The application image was built successfully using the docker build command. It was saved locally in our docker engine. After that, a container was launched using docker run with port mapping which allowed access to the website through a web browser. 
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[bookmark: _utah9pnzanyw]Figure 17: Complete Docker Workflow
(Source: Self-developed)
The URL was http://localhost:8080. 
The image was tagged with the user’s Docker Hub repository name and was published with the docker push command after a successful deployment. The repository acknowledged the successful uploading of images for deployment in any Docker-enabled environment. This hands-on activity covers the complete lifecycle of containerisation of an application from development and image creation, to deployment, image publication, and distribution on the cloud. 
[bookmark: _3vohlre48q2k]4. Cloud Computing Concepts
[bookmark: _t8y8wc7700ut]4.1 Load Balancing
Load balancing is the cloud computing technique where traffic is distributed to prevent individual servers from becoming overloaded [28]. It promotes application availability and reliability. A load balancer assigns workloads to servers using a set of predefined algorithms, avoiding glitches and faster the performance by effectively averting overloading of any servers. 
[image: ]
[bookmark: _oi77rlytzem8]Figure 18: Load Balancer Architecture
(Source: Self-developed)
The Round Robin is one of the algorithms often used. This algorithm equally allocates the requests over a group of available servers. Hence, this algorithm is suitable for the servers with the same processing capabilities. In contrast, Least Connections specifies that new requests will be directed to the server with the least number of current connections [29]. This greatly improves program efficiency as workloads aren’t always similar. Load balancing works on several network layers. 
[image: ] 
[bookmark: _n9hk7fxendak]Figure 19: Load Balancer Architecture
(Source: Self-developed)
Layer 4 (Transport Layer) helps control traffic flow via an IP address and TCP/UDP port. At this layer, packets are forwarded at very high speed with minimum processing delay. The routing decision in Layer 7 (Application Layer) occurs depending on HTTP headers, URL, cookies and application content. Therefore, it allows features like content- based routing and session persistence. By combining these techniques, cloud service providers ensure constant service availability, improved scalability and fault tolerance and cater to millions of simultaneous user requests in modern-day distributed cloud applications [30]. Microsoft Azure Load Balancer distributes Layer 4 traffic for virtual machines and hybrid clouds and works well with Azure Virtual Machine Scale Sets for automatic scaling.
[bookmark: _bfjoscmirk83]4.2 Scalability
Capacity refers to the ability of the cloud system to adapt to the use of changing workloads. Moreover, it also quite consistently maintains the performance of the application. Vertical scaling (scale-up) increases the computing resources of an existing server by adding a CPU, memory, or storage or swapping out existing hardware for more powerful components. The strategy is simple, but affected by hardware and may lead to service failure. Horizontal scaling involves adding more servers or instances to help distribute workload. This design is more flexible, fault tolerant and consequently, scalable to virtually unlimited growth. Modern cloud platforms favour horizontal scaling because it enables the use of distributed architectures.
 [image: ]
[bookmark: _v6jctoaad6wq]Figure 20: Horizontal vs Vertical Scaling
(Source: Self-developed)
The resources will be assigned automatically by monitoring the workload with the help of metrics such as CPU utilisation, CPU memory as well as network traffic with an application called the Auto Scaling. When demand rises, extra instances are quickly launched automatically; when demand declines, unwanted resources are withdrawn, bringing down operating costs. This flexibility allows organizations to quickly respond to unexpected traffic while maintaining service quality. As a result, scalability is an essential feature of cloud computing that helps to promote the optimal use of resources, business continuity and economic infrastructure management.
[image: ]
[bookmark: _1bb4t5p88m6e]Figure 21: Horizontal vs Vertical Scaling
(Source: Self-developed)
To provide services like uninterrupted video delivery across the world, Netflix scales thousands of cloud instances during peak streaming hours. During Prime Day, millions of customers can shop on Amazon at the same time since the company scales its infrastructure.
[bookmark: _8xuf35mjpdoq]4.3 Application Gateway
[image: ]
[bookmark: _o6s0wtaqbow8]Figure 22: Application Gateway Architecture
(Source: Self-developed)
An application gateway is a Layer 7 (Application Layer) load balancer that uses application-specific information like URLs, host names, cookies, and HTTP headers to route HTTP and HTTPS traffic. The Application Gateway behaves differently from the Layer 4 load balancer as it understands web traffic. They allow for SSL or TLS termination where SSL connections made by clients are decrypted before requests are sent to back-end servers thus reducing the computing power required on the application servers. Currently, these gateways offer most WAFs which protect the applications from vulnerabilities like SQL, XSS, bot, and more.  Advanced routing features allow path- and host-based routing and multi-site routing for more application use and better resource utilisation. Thus, Application Gateways enhance security, simplify certificate management, optimize web traffic, and effectuate intelligent routing for cloud-native applications.
[image: ] 
[bookmark: _yxvw24lxf6ll]Figure 23: Gateway Architecture
(Source: Self-developed)
The service helps maintain the availability of applications over the Internet and other networks. It also helps protect from web attacks. AWS Application Load Balancer (ALB) performs similar functions by automatically routing HTTP/HTTPS requests to the containerized applications, micro services, EC2 instances, Kubernetes workloads, etc. More importantly, it supports path-based routing, host-based routing, and automatic scaling using integration with AWS Auto Scaling services.
[bookmark: _r0xg6rkjyriz]4.4 Why Load Balancing and Scaling are Complementary
Cloud load balancing and scalability are two complementary cloud computing technologies. Specifically, both help to ensure the optimal performance level of an application and its components [31].  Load balancing, a technology that distributes incoming traffic to one or more servers, prevents overload on any one system [32]. If users exceed the infrastructure on offer, balancing traffic cannot get rid of performance bottlenecks. The restriction of limited computing resources to meet workload requirements leads to scalability difficulties.
[image: ] 
[bookmark: _xd6ag18zmkwy]Figure 24: Cloud Architecture
(Source: Self-developed)
Combined, load balancing, scalability, and the application gateway ensure that users experience continuous availability even during breakdowns, hardware failures, or unexpected surges in traffic. The gateway directs incoming requests to the correct service, the load balancer spreads that traffic evenly across healthy instances, and auto-scaling adjusts the number of instances to match real-time demand. Together, this combination shortens response times, prevents server overload, and lets infrastructure grow during peak periods and shrink during quiet periods, giving the customer a service that stays fast, reliable, and cost-efficient without manual intervention.
[bookmark: _psg1xba4mxxh]4.5 Combined Benefits of Load Balancing, Scaling, and Application Gateway
Each of these three technologies solves a different problem on its own, but their real strength becomes very clear when they are being deployed together as part of a single cloud service. An easy way to understand this is by taking an example of an online retail platform during a busy sales period such as the Black Friday.
When a customer sends a request, it first reaches the application gateway then the gateway acts as the single entry point into the whole system by checking the request, applying routing rules so it reaches the correct backend service and in many cases handling the SSL termination so this work does not fall on the application servers themselves. Once the request has been routed correctly, the load balancer takes over and then spreads the incoming traffic across multiple healthy instances of the application being created. This prevents any one server from becoming overloaded and, if an instance fails or becomes unresponsive, the load balancer simply stops sending the traffic to it until it recovers fully. With this, the auto scaling service continuously tracks the demand and then adjusts the number of running instances accordingly. During the sale, the server traffic went high so new instances are added automatically to absorb the extra load and once the sale ends and all the traffic falls away, those instances are further removed again so the business is not paying for the capacity it no longer needs.
The value of combining these technologies is in how they support one another. The main gateway makes sure that the requests are then directed properly and securely, the load balancer keeps the performance very consistent by sharing the workload evenly and auto scaling allows the system to grow and likely shrink in line with the real demand rather than just being fixed to a set capacity. Together they allow the platform to remain available even when the physical server is not capable of handling the load, while keeping response times low and infrastructure costs proportional to actual usage. None of the three would achieve this level of reliability and efficiency on its own, which is why the cloud platforms are typically designed to use them in combination rather than in an isolated environment.
[bookmark: _k3yibqqpjfa2]5. Main driving forces leading to the expansion of cloud
[bookmark: _2frijq9o5zh4]5.1 Driving Forces Behind Cloud Growth
Cloud computing's optimises operations with reduced cost in complexity growth has been explosive on the global stage as it gives organisations the ability to modernise IT. One of the primary drivers is cost savings, since rather than making large upfront capital expenditures cloud computing providers allow companies to subscribe rather than buy. Flexibility means that you deploy the applications in different environments targeting multiple workloads and development frameworks. 
Allowing computer system led to maintain the infrastructure which also maintain the business demand on changing performance [33]. The cloud platforms enable worldwide deployment through data centres which lead to minimizing latency in enhancing availability for a global audience.
The pay-as-you-go pricing model enables organisations to only pay for resources they consume which enhances financial efficiency and reduces waste of infrastructure. The rise of remote and hybrid working has accelerated cloud adoption further by allowing secure access to business applications from any location. 
The increasing market value depicted that enterprises are increasingly adopting cloud services because of demands for a scalable computing infrastructure.
Furthermore, the development of advanced technologies like AI., which requires extensive computation during model training and inference, and the growing Internet of Things (IoT), which generates massive amounts of sensor data requiring cloud processing and analytics, require them. All these technological and economic forces continue to drive cloud computing as the chosen platform for digital transformation, innovation and global business.
[bookmark: _huyzzbbjlsfi]5.2 Computing
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[bookmark: _rz0lbyopnq6r]Figure 25: Serverless Architecture
(Source: Self-developed)
Serverless computing is a cloud execution model where cloud vendors manage and operate the server on behalf of the user. This means developers only focus on the application code. Applications run as event-driven functions that automatically scale with incoming requests. Users pay only for the execution time, not idle time. The operational overhead is significantly reduced and improves the agility of development and does not require provisioning of infrastructure.
AWS Lambda is the most used serverless platform occurrence with integration and scalability support of services i.e. automatic scaling, Amazon S3, API Gateway, DynamoDB, EventBridge, etc. Azure Functions supports multiple programming languages and integrates easily with Azure Storage, Logic Apps, and Event Grid and provides similar capabilities within the Microsoft Azure ecosystem. Google Cloud Functions allows developers to create lightweight event-driven applications that can be integrated with Google Cloud services like Cloud Storage, Pub/Sub, Firestore and Cloud Run. The adaptability of serverless technologies is beneficial for APIs, event processing, automation, scheduling, and IoT applications.  The serverless model supports easily scalable, low-effort deployments, and cost-effective execution of unpredictable (or partially unpredictable) workloads.
[bookmark: _miaggvgxin9z]5.3 Containerisation vs Serverless
	Feature
	Docker Containers
	Serverless Functions

	Infrastructure
	User Managed
	Provider Managed

	Startup
	Seconds
	Cold Start Possible

	Scaling
	Manual / Kubernetes
	Automatic

	Cost Model
	Running Resources
	Pay per Execution

	Deployment
	Container Image
	Function Code

	Runtime Control
	High
	Limited

	Operating System
	Shared Host Kernel
	Fully Abstracted

	Best Workloads
	Long-running Services
	Event-driven Tasks

	Security Responsibility
	Shared
	Mostly Provider

	Examples
	Docker, Kubernetes
	AWS Lambda, Azure Functions


[bookmark: _idlyrgbf3ek2]Table 4: Docker Containers vs Serverless Computing
(Source: Self-developed)
Table 4 highlights the operational characteristics of Docker containers and serverless computing. The extensive runtime control provided by docker makes it suitable for services and apps that run indefinitely. Furthermore, they environment configuration can be used for any software that requires a particular system.
Coca-Cola’s supply chain operations utilize AWS for automating data processing which lead to highlight the system. Processing alongside containerised backend applications in BMW uses serverless functions for connected vehicle data.
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[bookmark: _8ci0ckf7vb40]Figure 26: Use Containers vs Serverless
(Source: Self-developed
Figure 26 offers a decision-making framework for choosing between containerization and serverless computing options. Docker containers are often preferred over virtual machines for applications that need to run continuously, require a custom OS or are long-running services.
Allowing developers software configuration in greater control over the runtime environment highlight by OS libraries, network. The management of infrastructure entirely allows event-driven functions deployed with traditional platforms; serverless ones enable the servers. 
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[bookmark: _ml64mqrg6rle]7. Conclusion 
The role of cloud technologies, especially Docker, in the development of cloud native applications. It showed that virtualisation can ensure the effective use of hardware. This allows for the simultaneous delivery of services from multiple virtual machines from the same physical resource. Containerisation then allows these services to be delivered quicker than ever. The dominant platform for containerization, according to a recent report by ABI Research, is Docker. This is due to its ability to provide a level of consistency throughout development, while also facilitating DevOps and supporting microservices architectures.
Through practical implementations, we successfully demonstrated the entire Docker workflow from image creation to container execution, publishing to Docker Hub, persistent storage with volumes, container networking and deployment via a browser-based interface. Through practical activities such as SSH into an AWS EC2 instance, deployment on Docker, and monitoring of cloud via Amazon CloudWatch, it was confirmed that containerised applications work in real cloud.
Additionally, the report looks at key concepts in cloud computing such as load balancing, scalability, and application gateways and shows how these improve availability, performance, security, and fault tolerance. In the end, containerisation and serverless computing both offer distinct advantages, depending on the characteristics of the workload. In general, containerisation with Docker is a key technology that enables the portability, scalability, resilience and cost effectiveness of cloud applications while accelerating digital transformation and adoption of cloud computing.
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81 packages can be upgraded. Run 'apt list —upgradable' to see them.
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following additional packages will be installed:
bridge-utils containerd dns-root-data dnsmasq-base pigz runc ubuntu-fan
Suggested packages:
ifupdown aufs-tools cgroupfs-mount | cgroup-lite debootstrap docker-buildx docker-compose-v2 docker-doc rinse zfs-fuse | zfsutils
The following NEW packages will be installed:
bridge-utils containerd dns-root-data dnsmasg-base docker.io pigz runc ubuntu-fan
0 upgraded, 8 newly installed, @ to remove and 81 not upgraded.
Need to get 73.8 MB of archives.

After
Get:1
Get:2
Get:3
Get:4
Get:5
Get:6
Get:7
Get:8

this operation, 279 MB of additional disk space will be used.

http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble/universe amdé4 pigz amdé4 2.8-1 [65.6 kBl
http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble/main amdé4 bridge-utils amdé4 1.7.1-1lubuntu2 [33.9 kBl
http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/main amdé4 runc amdé4 1.3.4-@ubuntul~24.04.1 [9574 kBI
http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/main amdé4 containerd amdé4 2.2.1-Qubuntul~24.04.3 [28.1 MB]
http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/main amdé4 dns-root-data all 2024871801~ubuntu®.24.04.1 [5918 Bl
http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/main amdé4 dnsmasq-base amdé4 2.90-2ubuntu@.4 [376 kB]
http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/universe amdé4 docker.io amdé4 29.1.3-8ubuntu3~24.04.2 [35.6 MBI
http://us-east-1.ec2.archive.ubuntu.com/ubuntu noble-updates/universe amdé4 ubuntu-fan all ©.12.16+24.04.1 [34.2 kB]

Fetched 73.8 MB in 7min 16s (169 kB/s)

Preconfiguring packages ...

Selecting previously unselected package pigz.

(Reading database ... 72688 files and directories currently installed.)
Preparing to unpack .../@-pigz_2.8-1_amdé4.deb ...

Unpacking pigz (2.8-1) ...

Selecting previously unselected package bridge-utils.

Preparing to unpack .../1-bridge-utils_1.7.1-1ubuntu2_amdé4.deb ...
Unpacking bridge-utils (1.7.1-lubuntu2) ...

Selecting previously unselected package runc.

Preparing to unpack .../2-runc_1.3.4-Qubuntul~24.04.1_amd64.deb ...
Unpacking runc (1.3.4-0ubuntul~24.04.1) ...

Selecting previously unselected package containerd.

Preparing to unpack .../3-containerd_2.2.1-@ubuntul~24.04.3_amd64.deb ...
Unpacking containerd (2.2.1-@ubuntul~24.04.3) ...

Selecting previously unselected package dns-root-data.

Preparing to unpack .../4-dns-root-data_2024071801~ubuntu@.24.04.1_all.deb ...
Unpacking dns-root-data (2024071801~ubuntu@.24.04.1) ...

Selecting previously unselected package dnsmasq-base.

Preparing to unpack .../5-dnsmasq-base_2.90-2ubuntu@.4_amdé4.deb ...
Unpacking dnsmasg-base (2.90-2ubuntu@.4) ...

Selecting previously unselected package docker.io.

Preparing to unpack .../6-docker.io_29.1.3-Qubuntu3~24.04.2_amd64.deb ...
Unpacking docker.io (29.1.3-@ubuntu3~24.04.2) ...

Selecting previously unselected package ubuntu-fan.

Preparing to unpack .../7-ubuntu-fan_0.12.16+24.04.1_all.deb ...
Unpacking ubuntu-fan (0.12.16+24.04.1) ...

Setting up dnsmasg-base (2.90-2ubuntu®.4) ...

Setting up runc (1.3.4-8ubuntul~24.04.1) ...

Setting up dns-root-data (2024071801~ubuntu®@.24.04.1) ...

Setting up bridge-utils (1.7.1-lubuntu2) ...

Setting up pigz (2.8-1) ...

Setting up containerd (2.2.1-@ubuntul~24.04.3) ...

Created symlink /etc/systemd/system/multi-user.target.wants/containerd.service % /usr/lib/systemd/system/containerd.service.
Setting up ubuntu-fan (0.12.16+24.04.1) ...

Created symlink /etc/systemd/system/multi-user.target.wants/ubuntu-fan.service » /usr/lib/systemd/system/ubuntu-fan.service.
Setting up docker.io (29.1.3-@ubuntu3~24.04.2) ...

info:
info:
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Adding group ‘docker' (GID 113) ...

Created symlink /etc/systemd/system/multi-user.target.wants/docker.service » /usr/lib/systemd/system/docker.service.
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Processing triggers for dbus (1.14.10-4ubuntu4.1) ...

Processing triggers for man-db (2.12.0-4build2) ...

Scanning processes...

Scanning linux images...
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ssh —i CLD.pem ubuntu@44.200.2.163
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The authenticlity oT host '44.200.2.163 (44.200.2.163)" can't be established.
ED25519 key fingerprint is: SHA256:e4vn5+u+V2Lm2f8IQpXodgQDulC59DGAgdpNecVn/sQ
This key is not known by any other names.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '44.200.2.163' (ED25519) to the list of known hosts.
Welcome to Ubuntu 24.04.4 LTS (GNU/Linux 6.17.0-1017-aws x86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Wed Aug 5 00:35:52 UTC 2026

System load: 0.0 Temperature: -273.1 C
Usage of /: 35.6% of 6.71GB  Processes: 122

Memory usage: 32% Users logged in: ]

Swap usage: 0% IPv4 address for ensb5: 172.31.5.176

* Ubuntu Pro delivers the most comprehensive open source security and
compliance features.

https://ubuntu.com/aws/pro
Expanded Security Maintenance for Applications is not enabled.
90 updates can be applied immediately.
72 of these updates are standard security updates.
To see these additional updates run: apt list ——upgradable
1 additional security update can be applied with ESM Apps.

Learn more about enabling ESM Apps service at https://ubuntu.com/esm

Last loagin: Tue Auga 4 16:33:25 2026 from 49.37.113.171
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ubuntu@ip-172-31-5-176:~$ sudo apt install -y stress
[nohup stress —cpu 2 —timeout 300 > /dev/null 2>&1 &
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
stress
@ upgraded, 1 newly installed, @ to remove and 81 not upgraded.
Need to get 18.1 kB of archives.
After this operation, 52.2 kB of additional disk space will be used.
Get:1 http://us—east-1.ec2.archive.ubuntu.com/ubuntu noble/universe amdé4 stress amdé4 1.0.7-1 [18.1 kB]
Fetched 18.1 kB in 7s (2704 B/s)
Selecting previously unselected package stress.
(Reading database ... 72980 files and directories currently installed.)
Preparing to unpack .../stress_1.0.7-1_amdé4.deb ...
Unpacking stress (1.0.7-1)
Setting up stress (1.0.7-1)
Processing triggers for man-db (2.12.0-4build2)
Scanning processes...
Scanning linux images...

Running kernel seems to be up-to-date.

No services need to be restarted.

No containers need to be restarted.

No user sessions are running outdated binaries.

No VM guests are running outdated hypervisor (gemu) binaries on this host.

o .
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PS
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

C:\Users\patel> docker ps
mkdir "$HOME\docker-demo-5"
cd "$HOME\docker -demo-5"

@
<!DOCTYPE html>
<html>
<head><title>Cloud Engineering Demo 5</title></head>
<body>
<h1>Hello from my Docker container on AWS!</h1>
<p>ACCA7027 Cloud Engineering Principles and Practice</p>
</body>
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>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

</html>
"@ | Set-Content index.html

@
FROM nginx:alpine

COPY index.html /usr/share/nginx/html/index.html
EXPOSE 80

"@ | Set-Content Dockerfile

dir

Get-Content Dockerfile

docker build -t docker-demo-5 .

@ @ O
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>> docker run -d -p 8085:80 --name docker-demo-5-container docker-demo-5
>>
>> docker ps

CONTAINER ID  IMAGE ‘COMMAND CREATED

NAMES
647b4816161a  docker-demo-3 "/docker-entrypoint..." 12 minutes ago
:8083->80/tcp, [::]1:8083->80/tcp  docker-demo-3-container
bd64406c8579  46d89149f18b " /docker-entrypoint..." 13 minutes ago
:8081->80/tcp, [::]1:8081->80/tcp  cloud-demo-2
fobee6bfg8lad  cloud-engineering-demo  "/docker-entrypoint..." 17 minutes ago

:8080->80/tcp, [::]:8080->80/tcp  cloud-demo

Directory: C:\Users\patel

STATUS
Up 12 minutes
Up 13 minutes

Up 17 minutes

i
PORTS o’
0.0.0.0 W
0.0.0.0
0.0.0.0

NZ
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8/17/2026 12:39 AM
8/17/2026 12:39 AM

78 Dockerfile
214 index.html
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FROM nginx:alpine
COPY index.html /usr/share/nginx/html/index.html

EXPOSE 80

[+] Building 3.2s (7/7) FINISHED docker :desktop-linux

=> [internal] load build definition from Dockerfile 0.1s
=> transferring dockerfile: 115B 0.0s
[internal] load metadata for docker.io/library/nginx:alpine 1.2s
[internal] load .dockerignore 0.1s
=> transferring context: 2B 0.0s
[internal] load build context 0.1s
=> transferring context: 253B 0.0s
CACHED [1/2] FROM docker.io/library/nginx:alpine@sha256:4a73073bd557c65b759505da037898b61f1be6 0.1s

=> => resolve docker.io/library/nginx:alpine@sha256:4a73073bd557c65b759505da037898b61f1be6cbcc3c2 0.1s

=> [2/2] COPY index.html /usr/share/nginx/html/index.html 0.1s

@ @& O
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=> exporting to image

=> exporting layers
=> => exporting manifest sha256:0f40387ac0081calfa254fa91e3ef5fae2ad6c8653cf14d2da36a309027312e1
exporting config sha256:99baf68910ac1b0d4961453f2b290090d95d051dd04314c107363618ea6ca8ed
=> => exporting attestation manifest sha256:1e4a5f364915a77bc6169bd33703d8663471a494137ff27110e0a
exporting manifest list sha256:e2c1b689cc76d9f9858b1dee438a8640cf1fc8b9848daa284e0154b9bddf
=> => naming to docker.io/library/docker-demo-5:latest
=> => unpacking to docker.io/library/docker-demo-5:latest
PS C:\Users\patel\docker-demo-5> docker ps
>>
>> mkdir "$HOME\docker-demo-5"
>>
>> cd "$HOME\docker-demo-5"
>>

o000 000

.5s
.2s
.0s
.0s
.0s
.0s
.0s
.1s

O

N
H
T

Gh
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>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

@
<!DOCTYPE html>
<html>
<head><title>Cloud Engineering Demo 5</title></head>
<body>
<h1>Hello from my Docker container on AWS!</h1>
<p>ACCA7027 Cloud Engineering Principles and Practice</p>
</body>
</html>
"@ | Set-Content index.html

@
FROM nginx:alpine

O

N
H
T

Gh
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>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

FROM nginx:alpine

COPY index.html /usr/share/nginx/html/index.html
EXPOSE 80

"@ | Set-Content Dockerfile

dir

Get-Content Dockerfile

docker build -t docker-demo-5 .

docker run -d -p 8085:80 --name docker-demo-5-container docker-demo-5

@ G ¢
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Container Architecture

Physical Hardware

Host Operating System

Docker Engine

Container
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O
0

docker-demo-5

Tag

latest

Image ID
\I—

e2c1b689cc76

Created

19 minutes ag

Size

92.69 MB

Actions
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PS
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

C:\Users\patel\docker-aemo-5> docker ps

docker volume create demo-5

docker run -d --name demo-5-container --mount source=demo-5,target=/data alpine sleep 3600
docker exec demo-5-container sh -c "echo 'Persistent data test' > /data/test.txt”

docker exec demo-5-container cat /data/test.txt

docker volume inspect demo-5

@ @ O
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CONTAINER ID  IMAGE

792202f34bbd  docker-demo-5
:8085->80/tcp, [::]:8085->80/tcp
647b4816161a  docker-demo-3
:8083->80/tcp, [::]:8083->80/tcp
bd64406c8579  46d89149f18b
:8081->80/tcp, [::]:8081->80/tcp

fobee6bfg8lad  cloud-engineering-demo  "/docker-entrypoint...

:8080->80/tcp, [::]:8080->80/tcp
demo-5

COMMAND
NAMES

" /docker-entrypoint...

docker -demo-5-container

" /docker-entrypoint...

docker -demo-3-container

" /docker-entrypoint...

cloud-demo-2

cloud-demo

CREATED

25 minutes ago
39 minutes ago
40 minutes ago

43 minutes ago

STATUS

Up 25 minutes
Up 39 minutes
Up 40 minutes

Up 43 minutes

PORTS Q

0.0.0.0 o

(mH
0.0.0.0 =

\0)
0.0.0.0
0.0.0.0
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Unable to find image 'alpine:latest' locally Q

latest: Pulling from library/alpine Windo...

Digest: sha256:28bd5fe8b56d1bde48e5babf5b10710ebe0bae67db86916198a6eec434943f8b L2
Status: Downloaded newer image for alpine:latest (mg
7d2026df5d47194b3929c099f051c763c6b3696665a52833f4740dab3985ace =
Persistent data test W
[

{

"CreatedAt": "2026-08-17T00:05:17Z",
"Driver": "local",
"Labels": null, sl/
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"CreatedAt": "2026-08-17T00:05:17Z",

"Driver" local",

"Labels": null,

"Mountpoint": "/var/lib/docker/volumes/demo-5/_data",
"Name": "demo-5",

"options": null,

"Scope": "local"

}
1
PS C:\Users\patel\docker-demo-5> I

@ @& O
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(VS Code)
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l
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v
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v
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PS
>>
>>
>>
>>
>>
>>
>>
>>
>>
>>

C:\Users\patel\docker-demo-5> docker ps

docker images

docker network create demo-5-network

docker run -d --name demo-5-webl --network demo-5-network docker-demo-5
docker run -d --name demo-5-web2 --network demo-5-network alpine sleep 1000

docker exec demo-5-web2 ping -c 3 demo-5-webl
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IMAGE

alpine:latest
cloud-engineering-demo-2:latest
cloud-engineering-demo:latest
docker-demo-3:latest
docker-demo-5:latest
hello-html:latest
hello-image:latest
nginx:latest

ubuntu:latest

0

28bd5fesbs6d
cdofi142esfbe
22794f0548dd
8b7e2a848ac5
e2c1b689cc76
446bba56dd9os
d2bf14094eff
608a100c7165
53958ec7b67c

DISK USAGE
13mMB
92.7MB
92.7MB
92.7MB
92.7MB
238MB
12.9MB
241MB
160MB

CONTENT SIZE
3.93MB
26.1MB
26.1MB
26.1MB
26.1MB
63.1MB
3.85MB

66MB
45.3MB

EXTRA

Info — In Use

Q

(mg

W
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"Name": "demo-5-network",
"1d" b7dab10cb4e2d49e45edb3e1941be95be8b6a7b94e46f983201485c24b731081" ,
"Created": "2026-08-17T00:11:39.423812459Z",

"EnableIPv4": true,
"EnableIPv6": false,
"IPAM": {
"Driver": "default",
"options": {3},

@ Q@ O
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~tontig = [
{

"Subnet"
"Gateway":

"172.20.0.0/16",
"172.20.0.1"

1
1,
"Internal": false,
"Attachable": false,
"Ingress": false,
"ConfigFrom": {

@ Q@ C
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"Network": ""

1,

"ConfigOnly": false,

"options": {
"com.docker.network.enable_ipv4": "true",
"com.docker.network.enable_ipv6": "false"

1,

"Labels": {3},

"Containers": {

"6cc3eb75b42aa1dbce1a939e0c3858fb448f77e77f600365bcb8d4274c34d5fc": {
"Name": "demo-5-web2",

@ @& O
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"EndpointID
"MacAddress
"IPv4Address"
"IPv6Address":

"8e8b7cc431ac1444f6f61fa271bbdo5aceb3074eeccac459866bd102e63f1074",
"12:8¢:88:69:76:cf",
172.20.0.2/16",

1.
"e7460291b11a65c2637229ac334fadafb83d0ce879aee61515cb96367a414f9f": {
"Name": "demo-5-web1",
"EndpointID": "ba84ed5a71f37c2c7c62280b7a99b6d8265e4beef440fb1b808d7ba1812f851b",
"MacAddress": "86:ff:be:41:be:6d",
"IPv4Address": "172.20.0.3/16",
"IPv6Address": ""

& O
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¥

} Q Windo...
"Status": { o
"IPAM": { o’
"Subnets": { —
"172.20.0.0/16": { ()
"IPsInUse": 5,
"DynamicIPsAvailable": 65531
}
} |
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}
1

PS C:\Users\patel\docker-demo-5> docker network 1ls

NETWORK ID

47133fe0cce3
b7dabiecbse2
f4689205e9d8
foc13ce456da
8c301b7eb541
71dc75a1f7ch

NAME

bridge
demo-5-network
host

none

sneha

sneha2

DRIVER
bridge
bridge
host

null

bridge
bridge

PS C:\Users\patel\docker-demo-5>

SCOPE
local
local
local
local
local
local

@ @& O

Windo...
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Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

PS C:\Users\patel> docker login
Authenticating with existing credentials... [Username: snehapatel28]

Info —To login with a different account, run 'docker logout' followed by 'docker login'

Login Succeeded
PS C:\Users\patel> I

@ @ O
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Ll B arget groups > Create target group s G2

Step 1

(@ Create target group Create target group

Atarget group can be made up of one or more targets. Your load balancer routes requests to the targets in a target group and performs health checks on the targets.
Step 2 - recommended

Register targets

Settings - immutable

Step 3
Choose a target type and the load balancer and listener will route traffic to your target. These settings can't be modified after target group creation.”,

Review and create

Target type
Indicate what resource type you want to target. Only the selected resource type can be registered to this target group.

) IP addresses
Supports load balancing to VPC and on-premises resources.
Facilitates routing to IP addresses and network interfaces on the
same instance. Supports IPV6 targets.

Suitable for: [ALB| | NLB | GWLB

O Instances
Supports load balancing to instances in a VPC. Integrate with
Auto Scaling Groups or ECS services for automatic management.

Suitable for: [ALB| [ NLB | GWLB

Lambda function () Application Load Balancer

Supports load balancing to a single Lambda function. ALB Allows use of static IP addresses and PrivateLink with an
required as traffic source. Application Load Balancer. NLB required as traffic source.
suitable for: (JALBY Suitable for: [NLB.

Target group name
Name must be unique per Region per AWS account.

docker-demo-tg

Accepts: a-z, A-Z, 0-9, and hyphen (-). Can't begin or end with hyphen. 1-32 total characters; Count: 14/32

Protocol Port
Protocol for communication between the load balancer and targets. Port number where targets receive traffic. Can be overridden for
( Y individual targets during registration.
HTTP v - \
- 7| 80 <
1-65535
IP address type
Only targets with the indicated IP address type can be registered to this target group.
O Ipva

Each instance has a default network interface (eth0) that is assigned the primary private IPv4 address. The instance's primary private IPv4 address is
the one that will be applied to the taraet

Cloudshell [ Agent Toolkit for AWS ~ Feedback [ Console Mobile App Amazon Web S Inc. or its affi Privacy Terms  Cookie preferences
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EC2 > Targetgroups > Create target group s 67
80

1-65535

Create target group IP address type

Only targets with the indicated IP address type can be registered to this target group.

O IPva
Each instance has a default network interface (eth0) that is assigned the primary private IPv4 address. The instance’s primary private IPv4 address is
the one that will be applied to the target.

O I1Pve
Each instance you register must have an assigned primary IPv6 address. This is configured on the instance’s default network interface (eth0). Learn
more 12

VPC
Select the VPC with the instances that you want to include in the target group. Only VPCs that support the IP address type selected above are available
in this list.

VpC-0748306001584e85 (default) |, @ Create VPC (2
172.31.0.0/16

Protocol version

© HTTPI

Send requests to targets using HTTP/1.1. Supported when the request protocol is HTTP/1.1 or HTTP/2.
O HTTP2

Send requests to targets using HTTP/2. Supported when the request protocol is HTTP/2 or gRPC, but gRPC-specific features are not available.
) grRPC

Send requests to targets using gRPC. Supported when the request protocol is gRPC.

Health checks

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their status.

Health check protocol

[ wrTe v

Health check path
Use the default path of */* to perform health checks on the root, or specify a custom path if preferred.

[ Jindex html

Up to 1024 characters allowed.

CloudShell [ Agent Toolkit for AWS ~ Feedback [ Console Mobile App Amazon Web Ser orits affilia Privacy Terms  Cookie preferences
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= EC2 > Targetgroups > Create target group

Step 1
@ Create target group Register targets - recommended
This is an optional step to create a target group. However, to ensure that your load balancer routes traffic to this target group you must register your targets.
Step 2 - recommended

(® Register targets

Available instances (1)

Step3
Review and create ( - )
[ Q Fiter instances J 1 @

Instance ID v | Name v | state v Security groups v Zone v P
i-077a2231d1a01a0e4 docker-demo @ Running launch-wizard-1 us-east-1c 1
0 selected
Ports for the selected instances
Ports for routing traffic to the selected instances.
80
1-65535 (separate multiple ports with commas)
Include as pending below
Review targets
Targets (0) Remove all pending
Q Filter targets | O show only pending 1 i)
Instance ID ¥ Name V¥ Port v State ¥ Security groups v Zone ¥ Private IPv4 address SubnetiD ¥ Launchtime A

No instances added yet
oup empty if you prefer to add targets later.
Amazon Web Services, In Privacy Terms  Cookie preferences

ify instances above, or leave th

Cloudshell [ Agent Toolkit for AWS edback  [¥ Console Mobile App




image35.png
EC2 > Auto Scaling groups > Create Auto Scaling group

®

Cloudshell

Step 1
Choose launch template

Step 2
Choose instance launch options

Step 3 - optional
Integrate with other services

Step 4 - optional
Configure group size and scaling

Step 5 - optional
Add notifications

Step 6 - optional
Add tags

Step 7
Review

B Agent Toolkit for AWS ~ Feedback

Choose launch template i

Specify a launch template that contains settings common to all EC2 instances that are launched by this Auto Scaling group.

Name

Auto Scaling group name
Enter a name to identify the group.

| docker-demo-asq

Must be unique to this account in the current Region and no more than 255 characters.

Launch template info

(@ For accounts created after May 31, 2023, the EC2 console only supports creating Auto Scaling groups with launch templates. Creating Auto Scaling groups with launch

configurations is not recommended but still available via the CLI and API until December 31, 2023.

Launch template
Choose a launch template that contains the instance-level settings, such as the Amazon Machine Image (AMI), instance type, key pair, and security groups.

| docker-demo-template

] ©

Create a launch template 12

Version

| Default (1) v @

Create a launch template version 12

Description Launch template Instance type

- docker-demo-template 12 t3.micro
1t-07e09d2a16c66950f

AMI ID Security groups Request Spot Instances

ami-0fd759208fc8ab2e4 - No

Key pair name Security group IDs
CLD 5g-0878¢5b110ba6codf 12

B console Mobile App Amazon Web Services, Inc. or its affiliates. Privacy

preferences
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EC2 > Loadbalancers > Create Application Load Balancer O B &

Eeentefsiisqtion Load Balancer o

The Application Load Balancer distributes incoming HTTP and HTTPS traffic across multiple targets such as Amazon EC2 instances, microservices, and containers, based on request attributes. When the load balancer receives a connection request, it
evaluates the listener rules in priority order to determine which rule to apply, and if applicable, it selects a target from the target group for the rule action.

» How Application Load Balancers work

Basic configuration

Load balancer name
Name must be unique within your AWS account and can't be changed after the load balancer is created.

docker-demo-alb

A maximum of 32 alphanumeric characters including hyphens are allowed, but the name must not begin or end with a hyphen.

Scheme | Info
Scheme can't be changed after the load balancer is created.

© Internet-facing O Internal
Serves internet-facing traffic. « Serves internal traffic.
Has public IP addresses. « Has private IP addresses.
DNS name resolves to public IPs. « DNS name resolves to private IPs.
Requires a public subnet. « Compatible with the IPv4 and Dualstack IP address types.

Load balancer IP address type | Info
Select the front-end IP address type to assign to the load balancer. The VPC and subnets mapped to this load balancer must include the selected IP address types. Public IPv4 addresses have an additional cost

O IPva

Includes only IPv4 addresses.

() Dualstack
Includes IPv4 and IPv6 addresses.

() Dualstack without public IPv4
Includes a public IPv6 address, and private IPv4 and IPv6 addresses. Compatible with interet-facing load balancers only.

Network mapping info
The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

CloudShell [ Agent Toolkit for AWS  Feedback [ Console Mobile App Privacy Terms  Cookie preferences
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EC2 > Loadbalancers > Create Application Load Balancer O &

Network mapping i
The load balancer routes traffic to targets in the selected subnets, and in accordance with your IP address settings.

VPC | Info

The load balancer will exist and scale within the selected VPC. The selected VPC is also where the load balancer targets must be hosted unless routing to Lambda or on-premises targets, or

if using VPC peering. To confirm the VPC for your targets, view target groups 12

- — \
vpc-074830e6001584e85 (default)
172.31.00/16

@ Create VPC 2

IP pools | Info
You can optionally choose to configure an IPAM pool as the preferred source for your load balancers IP addresses. Create or view Pools in the Amazon VPC IP Address Manager console (2.

(") Use IPAM pool for public IPv4 addresses
The IPAM pool you choose will be the preferred source of public IPv4 addresses. If the pool is depleted IPv4 addresses will be assigned by AWS.

Availability Zones and subnets | Info
Select at least two Availability Zones and a subnet for each zone. A load balancer node will be placed in each selected zone and will automatically scale in response to traffic. The load balancer routes traffic to targets in the selected Availability Zones only.

us-east-1a (use1-az1)

Subnet
Only CIDR blocks corresponding to the load balancer IP address type are used. At least 8 available IP addresses are required for your load balancer to scale efficiently. Selected subnets must have Network ACL inbound and outbound ALLOW rules, and internet gateway (IGW)
routes configured to allow traffic.

subnet-Oedb78708e1981fba
172.31.0.0/20 v
Network ACL ALLOW rules: Inbound (1) Outbound (1) |  Route table: IGW (+)

us-east-1b (use1-az2)

Subnet

Only CIDR blocks corresponding to the load balancer IP address type are used. At least 8 available IP addresses are required for your load balancer to scale efficiently. Selected subnets must have Network ACL inbound and outbound ALLOW rules, and internet gateway (IGW)
routes configured to allow traffic.

subnet-0fb43fba21a5a1cfe
172.31.80.0/20 v
Network ACL ALLOW rules: Inbound (1) Outbound (1) | Route table: IGW (v)

(") us-east-1c (use1-az4)
("] us-east-1d (use1-az6)
("] us-east-1e (use1-az3)

(] us-east-1f (use1-az5)

(3 Cloudshell  EJ Agent Toolkit for AWS ~ Feedback [ Console Mobile App Cookie preferences
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Q Search

[Option+S] (3 Ask Amazon Q

e EC2 > Load balancers

¥ Instances
Instances
Instance Types
Launch Templates
Spot Requests
Savings Plans
Reserved Instances
Dedicated Hosts
Capacity Reservations
Capacity Manager New

¥ Images
AMIs
AMI Catalog

v Elastic Block Store
Volumes
Snapshots
Lifecycle Manager

¥ Network & Security
Security Groups
Elastic IPs
Placement Groups
Key Pairs.
Network Interfaces

¥ Load Balancing
Load Balancers
Target Groups
Trust Stores

¥ Auto Scaling
Auto Scaling Groups

Settings

Load balancers (1) what's new? @ _.

Elastic Load Balancing scales your load balancer capacity automatically in response to changes in incoming traffic.

| @ Fitter load balancers J ! &

O Name v | state v | Type v | Scheme v | IPaddress type v | veciD 2 v | Availability Zones v | sew

docker-demo-alb @ Provisioning..  application Internet-facing 1Pv4 vpc-074830e6001584e85 2 Availability Zones sg-0

0 load balancers selected v

Select a load balancer above.

CloudShell [ Agent Toolkit for AWS

Feedback  [¥ Console Mobile App 026, Amazon Web Ser Privacy Terms  Cookie preferences
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Principles of Virtualisation

Virtualization

HYPERVISOR « Hardware abstraction E

physical Hardware Hypervisor
PHYSICAL HARDWARE
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Containerisation

Docker packages applications and dependencies into portable, isolated containers.
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Docker Hub, Volumes and Networking o8
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Load Balancing and Scaling

Startup Time

HORIZONTAL

Horizontal scaling involves adding more
servers or instances to help distribute
workload. This design is more flexible,
fault tolerant and consequently, scalable
to virtually unlimited growth
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% chmod 40@ CLD.pem
% ssh —i CLD.pem ubuntu@34.229.194.153
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Welcome to Ubuntu 24.04.4 LTS (GNU/Linux 6.17.0-1017-aws x86_64)
* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/pro

System information as of Tue Aug 4 15:58:55 UTC 2026

System load: 0.0 Temperature: -273.1 C
Usage of /: 26.6% of 6.716GB  Processes: 109

Memory usage: 24% Users logged in: ]

Swap usage: 0% IPv4 address for ens5: 172.31.16.30

Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
Enable ESM Apps to receive additional future security updates.

See https://ubuntu.com/esm or run: sudo pro status

The list of available updates is more than a week old.
To check for new updates run: sudo apt update

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

To run a command as administrator (user "root"), use "sudo <command>".
See "man sudo_root" for details.
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