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Abstract—Companies are adopting new working systems that allow individuals to bring their personal smart devices into the office environment, either working from home, on location or physically taking their devices into the office. To ensure that sensitive data is protected, measures must be implemented to make access relatively easy whilst maintaining data integrity.
Abbreviations and Acronyms

Bring Your Own Device (BOYD)

Mobile Device Management (MDM)

Internet Technology (IT)
I. Introduction
BYOT is a system that allows employees to bring their personal technology or devices for use whilst performing company business [1]. The main difference between the BYOD and BYOT is that one allows personal devices to be used and the other allows for personal devices plus any software technology that is on there. For BYOD to work, three major aspects need to be considered: 
·  Enterprise Mobility Management Systems (EMM)[2]. EMM systems are central to the implementation of a BYOT initiative as it can manage any approved device according to company policy and address any situation that does not comply. It can be used to remotely lock or wipe any device that is jail-broken[3], rooted[4], lost or stolen. It can also exclusively delete corporate data on the termination of employment.

·  Policies that outline the rules between the employer, employees and guests access to the company networks and data. There must be a balance between employee and corporate interests. However, the biggest issue is to maintain data integrity without infringing the employees’ rights. [5]
· Ensuring the policy is agreed between the parties and ensuring that the parties implement the policy and continuously enforce it.

Golding-Harvest Limited is a gold mining company that uses cloud-based or wireless services for 95% of its IT services. GHL are considering implementing a BYOT system and require a BYOT policy that covers online and offline resources. 
II. Simulation in Packet Tracer

The ISP is connected to the firewall.  The firewall is connected to 3 routers: the internal router, the external router and the server room router. The Internal Router is connected to 2 switches: IntFloor1 and IntFloor2, which in turn are connected to access points for wireless devices and a switch for non-wireless devices. These are password protected with ‘Password123’ for ease. In a real environment, the password would conform with the password policy above.

External devices, are for BYOD and guest access.

III. Mobile Device Management Systems (MDM) and Enterprise mobility management (EMM)
Mobile device management (MDM) systems have fundamental limitations in both functionality and user experience. Because MDM software is at device level if any remote wiping or deletion takes place both personal and professional data is deleted. The focus went from employee devices to focus more on the management of information that was on them.
EMM covers mobile application management (MAM) which puts a wrapper around an application and configures how this application can access information not only from the company but also from other applications on it.

Mobile identity management (MIM) that controls who uses the device and where the devices being used from.

Mobile content management (MCM) this includes copy and paste restrictions and various other controls at content level.[4]
The two main competitors in this field are VM AirWatch and MobileIron. According to Gartner Inc VM AirWatch has been a leader for innovation in this area for the last seven years. With their software keeping pace with the cutting-edge technology of today VM AirWatch would be the recommendation for Harvest Golding Ltd, assuming that their budget was sufficient.
IV. Firewalls

Firewalls are the first line of defence for any network security. It acts as a barrier between an untrusted zone (eg the Internet) and the internal networks.[6]
Firewalls have been around for a long time, more than 25 years. They have evolved over time and one of the latest versions is the “next generation firewall” (NGFW). These are capable of blocking application layer and advanced malware attacks.

“According to Gartner, Inc.’s definition, a next-generation firewall must include:

· Standard firewall capabilities like stateful inspection

· Integrated intrusion prevention

· Application awareness and control to see and block risky apps

· Upgrade paths to include future information feeds

· Techniques to address evolving security threats”[6]
Threat focused NGFW as a next-generation as they have additional capabilities that include threat detection and remediation. It allows for risk assessment on each asset individually with context awareness. It has dynamic defences that react quickly to attacks. Network and endpoint event correlation allow for suspicious or evasive activity to be detected easier.
Guest networks would be either on a different IP or VLAN address or in a Demilitarized Zone (DMZ) [7] which are neutral locations so they would have no access to sensitive data.

V. Routers and Access Control Lists 
Used in conjunction with firewalls routers can also play an important part in security. Routers can be configured to control access to a network by preventing certain traffic from entering or exiting it. The router looks at each packet individually and based on the company’s access list decides whether the packet should continue on its route or dropped. 
The access control list[8] is a basic part of network security. If it is not configured all packets passing through the router could gain access to the network. It also works to allow individuals access to more sensitive data than others. Each access list is given a unique name and would have its own criteria to allow or block each packet.
It should also include a “deny all traffic” statement so that if a packet doesn’t fit any of the criteria listed then it will be blocked.
VI. Policy
This policy is designed to guide users in the appropriate use of Golding-Harvest Ltd’s IT services when using their personal device during work hours and the subsequent handling of any data stored on the device. Access to the ‘Bringing Your Own Device’ initiative is conditional on users reading, signing and adhering to this policy.

Although there is no expectation of privacy on company owned devices, privacy will be respected on personal devices and access will be restricted to qualified IT technicians for security and/or data integrity issues.
Policies need to be updated regularly and enforced.
A. Acceptable use 

·  acceptable use refers to activities that support the company either directly or indirectly. 

·  acceptable personal use during company time is limited to short personal communications.

·   devices may not at any time be used to store or transmit illicit materials, proprietary information, harass anyone or engage in business activities not related to the company.

·   mobile devices are able to access company-owned resources based on user profiles defined by the IT department based on job description.

·   at no point is any device to be used whilst driving a vehicle.

·   the following devices are supported:

· iPhone

· iPad

· android

· blackberry

· Windows

·   employees should contact the device manufacturer if issues arise with hardware or operating systems. All other issues are dealt with by in-house IT staff.
·  Mandatory training must be given before any access can be given to an employee.
·   Before accessing any company network personal devices must be given to the IT department to ensure that devices meet minimum requirements before use and that the configuration of browsers, office software and security measures are implemented correctly and allow the company to place a device management system.
B. Security
·  Devices must have strong passwords that are alphanumeric, have more than eight characters with a combination of upper- and lower-case letters to include at least one special character.

·  Passwords will be changed every 60 days and must not replicate one of the previous 10 passwords.

·   If the device has been idle for more than 10 minutes, the device must lock itself.

·   If a device has been jailbroken or rooted, access to the network will not be permitted.

·   Personal devices that are not part of the BYOD strategy are not permitted to access the network.

·  Personal devices may be wiped remotely if they have been lost or stolen, the employee no longer works for the company, the IT department security detects a virus, a policy breach or any other threat to the company’s data integrity.
·   Reasonable effort must be made to ensure the device is not stolen. 

·   Programs on devices must be kept up-to-date and licenses must be respected.

C. Risks, disclaimers, and liabilities

Whilst every precaution will be taken by the IT department to prevent personal data being lost if a remote wipe is necessary, it is the employee’s responsibility to have their data stored on the device securely backed up.

Should the company need to disconnect or disable the device, notice will not necessarily be given.

If a device is lost or stolen it is the employee’s responsibility to inform the company within 24 hours. It is the responsibility of the employee to notify their mobile carrier of this loss.


All costs associated with the device are the responsibility of the employee.


Full liability for partial or full loss of any data due to an operating system error, bag, virus or any other failure is the responsibility of the employee. 


The company reserves the right to take any necessary disciplinary procedures for non-compliance with this policy.[9]






