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1. [bookmark: _Toc97296971]Introduction

The task was to create a hypervisor type 2 virtual local area network (LAN) using two servers and two clients. The Servers will be running Windows Server 2019 Datacentre desktop experience operating system (OS)  and the workstation virtual machines (VM) will be running Windows 10. Oracles' VirtualBox software was used to create and run the hypervisor type 2 VM.
The screenshots below show the specification of both servers and workstation. 
Server1 screenshot
[image: Graphical user interface, application

Description automatically generated]


Server2 specification screenshot
[image: Graphical user interface, application

Description automatically generated]
[image: Graphical user interface, application

Description automatically generated]Screenshot of Client1 specification.













Screenshot of Client2 specification.
[image: Graphical user interface, application

Description automatically generated]
In the below screenshot shows installation process of Windows Server 2019 Server1 was setup with English United States is selected as Language to install. United Kingdom English is selected for time & currency and keyboard layout with Windows Server 2019 Datacentre desktop experience. 
[image: Graphical user interface, application

Description automatically generated]
The reason for select the desktop experience is to provide full Windows graphical user interface, as explained in the screenshot.[image: Graphical user interface

Description automatically generated]
Once the installation had been completed, as shown below the VM restarted and after going through the setup options, an admin password was entered. [image: Graphical user interface, application

Description automatically generated]

Like the Windows Server installation, English United States is selected as Language to install with United Kingdom English is selected for time & currency and keyboard layout.
[image: Graphical user interface

Description automatically generated]
As a Microsoft account will not be used in this task so the option to domain join instead is selected and the PC is name Client1 as show below. 
[image: Graphical user interface

Description automatically generated]
Once a password was entered and the rest of the setup completed the OS is loaded to the desktop as showing in screenshot.
[image: Graphical user interface, website

Description automatically generated]
To create Client2, a clone of client1 was created to save time. To ensure that the device is unique, the MAC address policy that was selected is ‘Generate new Mac addresses for all network adapters’ and a full clone is done so the virtual hard disk files are not linked. 
[image: Graphical user interface, application
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[image: Graphical user interface, application
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[image: Graphical user interface, application

Description automatically generated]

This was also done with Server2 as show in the below screenshots. 
[image: Graphical user interface, application
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[image: A computer screen with a blue background

Description automatically generated with low confidence]
Once all the VMs have been setup and the OS installtion has completed, the network adapters need to be configured. On Server1 & 2, two network adapters are a required, a public and private network adapter. Also the network modes need to be changed to internal network which creates a virtual network that is only visible VM and not the host machine or externally, as discussed on Virtualbox instructions [1].
[image: A computer screen with a blue background

Description automatically generated with low confidence][image: Graphical user interface
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[image: A computer screen with a blue background

Description automatically generated with low confidence]
After completing the network adapter configuration, IP addresses will be entered manually in IPv4 section of the Network adapter properties within the VMs, as shown in the set of screenshots below.  
 [image: A computer screen with a blue background

Description automatically generated with low confidence]
[image: A computer screen with a blue background

Description automatically generated with low confidence]
[image: A computer screen with a blue background

Description automatically generated with low confidence]
[image: Graphical user interface
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After setting the IP addresses for Client1 and Server1 to test that they can ping each other, the firewall was disabled on both VMs, as shown below. 
[image: Graphical user interface, application
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[image: Graphical user interface, text, application
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Once the firewall was disabled, a ping test was done and shown the be successful, as shown below.
[image: Graphical user interface

Description automatically generated]

The same steps need to be done on Server2 & Client2 but with their own IP addresses, Ipconfig command was entered into command prompt shows this has been done. 
[image: A computer screen with a blue background
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[image: A computer screen with a blue background

Description automatically generated with low confidence]
 A ping test was sent with Server1 & Server2 done and was received successfully.
[image: A computer screen with a blue background

Description automatically generated with low confidence] 
Before deploying AD DS on Server1, both VMs have been changed to DC1-NWT. This was repeated on server2 and renamed to DC2-NWT.
[image: A computer screen with a blue background

Description automatically generated with low confidence]

Once the server had restarted for the name to take effect, Server Manager was used to add roles and features to the server. Role-based or feature based installation and AD DS was selected, installation completion.
[image: Graphical user interface
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Once the feature installation was completed, AD DS configuration was done to add a new forest and the root domain name NOSSTASK.msft was entered. See below screenshot of selection chosen for the AD DS configuration.
[image: Graphical user interface
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Once the installation was completed on the target server DC1-NWT (screenshot below), the server restarted, and the domain is now showing on the server login screen.
 [image: A picture containing text, electronics, screenshot, display
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Reviewing the domain controller in Active Directory Users & computers (ADUC) and expanding on Nosstask.msft to reveal the containers or organisation units. As show below, DC1-NWT is listed in the domain controllers as shown below.
[image: Graphical user interface, text
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Once the DC was verified, a new user was created and added to the in the domain admin group, as shown in screenshot. 
[image: Graphical user interface, application
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This was then repeated on Server2 which was renamed to DC2-NWT and which is showing in the domain controller.
[image: A computer screen with a blue background
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 A user account was created and added to the domain user group as shown below. The user has also been setup to not be able to change their password and to have limited login hours.

[image: A picture containing text, indoor, screenshot
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It was now time to adjoining the workstation VMs and add the NOSSTASK.msft domain to the workstations. The workstations are added to the computers on the nosstask domain on the server as show below.
[image: Graphical user interface
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Back on the workstation VM, the first step was to add the DNS address 192.168.10.200 to the PC. The workstation was renamed WS1-NWT and domain was added nosstask.msft. The workstation prompted for an admin login credential to complete the configuration. The screenshots below show a successful logging to the workstations using the administrator password and shows the full device names WS1-NWT.nosstask.msft & WS2-NWT.nosstask.msft showing a successful joining to the domain. 
[image: Graphical user interface, text, application
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The new non administrator account that was created was able to be successfully logged in during the permitted times as shown below.
[image: A screenshot of a computer
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[image: A screenshot of a computer
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Login attempt was done outside of the permitted hours and the below screenshot shows the attempt was not successful.[image: A computer screen capture

Description automatically generated with medium confidence]
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Now with the DNS being configured on both workstations, the below screenshots that a ping was successful between both workstations.[image: Graphical user interface

Description automatically generated]

The last task was trying to login with the non-administrative account on both Servers to see if access will be permitted which shouldn’t be. The screenshot shows that the user is not authorised to login to the server unless access has been granted. 
[image: Graphical user interface, website
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2. [bookmark: _Toc97296972]Difference between Hypervisor type 1 & type 2?

Hypervisor type 1 runs the virtual machine (VM) on the physical computer hardware, interacting with all the components. The VM manages and controls the guest operating system and hardware. Type 1 hypervisor is also known as bare-metal hypervisor or native hypervisor, because it runs on the underlying host hardware. This is explained by IBM’s knowledge page “Hypervisors” [2] & Oracle VM documentation page “What are Hypervisors?” [3].
Type 1 performance is more efficient than type 2 as type 1 access the physical host hardware. There is an increase in security, as the attacker cannot find a vulnerability between the VM and the hardware, as explained by IBM’s knowledge page. There is negativity in type 1 when running directly off the host hardware, and it requires separate management of the host to administrate the different VMs and maintain the host hardware.
Hypervisor type 2 operates differently from type 1 by not running directly on the host hardware as explained by IBM’s knowledge article on Hypervisors types [2]. Type 2 works from the host OS as an application and allows VMs to be more suitable for personal computers (PC) that require multiple OSes than in an enterprise server environment. IBM further explains that the benefit of type 2 hypervisor is the additional features installed on the guest OS, enhancing the connection between the guest and host OS such as cut & paste between both or access to the content stored on the host. This is ideal for end-user productivity. Examples of type 2 in use are cyber security professionals analysing malware, and users requiring access to other OS applications.
The negativity of type 2 are the latency issues that impact performances, because hypervisor type requires access to the computing, memory, and network resources from the host machine that uses the physical hardware. There is also a potential security risk as the attacker can infiltrate the host OS and attack the guest OS as discussed in Gabriel Cephas Obasuyi & Arif Sari journal article  “Security Challenges of Virtualization Hypervisors in Virtualized Hardware Environment” [4].

3. [bookmark: _Toc97296973]Cloud computing has revolutionised the way that enterprise networks are hosted.  Describe the use of cloud computing including its benefits and drawbacks and identify example vendors within the industry.
As discussed in Sai Vennam IBM’s article “Cloud Computing” [5] & Microsoft Azure's [6] “What is cloud computing?” article, IT departments can benefit from the benefits cloud computing offers. Cloud computing allows organisations to benefit from being more cost-effective. Maricela-Georgiana Avram journal article [7] “Advantages and challenges of adopting cloud computing from an enterprise perspective” explains that cloud computing reduces the amount of money IT departments need to spend on buying hardware and software such as racks of servers. The cost of employing IT staff and electricity to power and provide ideal temperatures at data centres also contributes to cost savings.
Avram explains that organisations can be more agile when it comes to scaling elastically. Scale Elastically is the ability to deliver the exact amount of IT resources such as computing power, storage and bandwidth when required by the organisation to any specific geographic location. Cloud computing also allows the organisation to lower its cost and scale capacity during a slow period and traffic dips.  Further information on the benefits of cloud computing can be found on Salesforce article on the benefits of Cloud computing, “12 Benefits of Cloud Computing” [8]. 
Nasarul Islam. K.V journal article Review on Benefits and Security Challenges of Cloud Computing [9] & Avram article [7] explains that cloud computing has several drawbacks that organisations must consider when implementing into the IT infrastructure. Organisations must ensure that their confidentiality and integrity of their data is persevered and not lost, modified or viewed by unauthorised user. 
Avram & Islam journal article explains that other concerns raised by cloud computing is the data location. Government and other organisations want their data stored in their country or jurisdiction, and not in a country with human rights issues or in a conflict. Availability of the data is another issue. If the organisation is not able to access data which is vital to their organisation due to cloud computing outage such as denial of service attacks, this can have a financial or reputational damage. 
Companies like Microsoft, IBM, Amazon, Salesforces and others offer three different types of cloud computer services known as Software – as – a Service (SaaS), Platform – as – a service (PaaS) and Infrastructure-as-a-Service (IaaS) as discussed by Vennam [5] and Microsoft [6] articles.

4. [bookmark: _Toc97296974]DNS - explain what it is, how it works (illustrations) and its significance within Active Directory Domain Services.

Domain Name System (DNS) enables readable domain names such as https://www.gov.uk/. DNS converts the domain name into a readable format for machines, the Internet Protocol (IP) address as explained in Cloudflare article “What is DNS?” [10]. 
Amazon Web Service article, “What is DNS?” [11], explains that DNS works when a user submits a request for a website address to be entered into a browser. The request is routed to the DNS resolver- managed by an Internet service provider (ISP) or corporate network. The DNS resolver routes the request to the DNS root nameserver. The nameserver will route the request back to DNS resolver so that the DNS resolver will know to forward the request to the top-level domains (TLD) server, which contains information on the commonly shared domain extension, .UK in this example.
Each TLD server holds a set of nameservers that stores information for who is authoritative for storing DNS records for that domain. Authoritative nameservers are DNS providers or DNS registrars, as explained in the DNS Made Easy article: What is DNS? [12].
See figure 1 below that illustrates on how DNS works from Cloudflare knowledge article.
Figure 1
[image: DNS Lookup]
As explained by Microsoft documentation Domain Name system (DNS) [13], explains that Active Directory Domain Services (AD DS) is significant in the operations of a domain controller location mechanism. Microsoft further explains that any principal AD operations use DC to perform operations such as authentication, updating or searching computers to locate the AD domain controllers, and use DNS so domain controllers locate each other. 

5. [bookmark: _Toc97296975]Give an in-detail description about the different terminologies and its purposes?

Ping – A ping is a utility test that network administrators can use to test id a host is reachable on a network by using the host’s Internet protocol address. The host will respond to the echo request (ping) and reply with an echo reply (pong) to confirming it’s online. The reply should be within milliseconds and the request will time out, as explained by Biamp information on pinging an IP address [14]. 
Server management – as explained by Sean Michael Kerner article “Server Management” for ServerWatch [15], server management allows IT professionals to control and access servers in the organisation to perform several types of administrative and maintenance tasks. Other tasks performed by server management is to monitor the servers to ensure the servers are operations and to help improve and optimise the server’s performance. 
Local Area Network (LAN) – LAN is a group of connected devices such as computers, laptops, smartphone, printer server etc, which are in a physical location as by Cisco’s article, “What is a LAN?” [16]. A quote from Cisco article “A LAN can be small or large, ranging from a home network with one user to an enterprise network with thousands of users and devices in an office or school. Regardless of size, a LAN's single defining characteristic is that it connects devices that are in a single, limited area.”
Firewall – Firewall is a first line of defence for network security as explained by CheckPoint article Why a Firewall is the First Line of Defense Against Cyber Attacks? [17]. A firewall can be hardware, software or both that monitors incoming and outgoing network traffic. Firewall will then block the suspicious traffic based on a pre-set of security rules. There are different types of firewalls such as Proxy, stateful inspection, unified threat management (UTM), next-generation firewall (NGFW) and Threat-focused NGFW with further information found in the article. “What is a firewall?” [18]. 
6. [bookmark: _Toc97296976]Write a brief reflection on the tasks completed in this worksheet.

After completing the worksheet there is more of an understanding of the difference in hypervisor type 1 & 2 virtual machines and their best use case. Completing the task type 2 virtual Local area network has provided more insight into how an organisation sets up a virtual local area network, deploy AD DS to the server, and configure the domain controller. There is further insight into how IT professionals create LAN accounts and add them to the correct security group to restrict the users' access to servers and permit logon hours.  
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