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Objectives

In continuation to our earlier lectures, this tutorial helps in providing you an
overview of tools used to gather information, perform footprinting and scanning
the network.

ETHICAL STATEMENT

The tools and techniques you are exposed to’ in this lab is to work only on a
virtual machine environment and the purpose is entirely to demonstrate various
types of cyber-attacks. Experimentation with these tools, techniques, and
resources is at the discretion of the instructor and institution. If you as a student
consider using attack tools for educational purposes on an outside
environment, you should contact me prior to any experimentation.

Note: Unauthorized access to data, computer, and network systems is a crime
in many jurisdictions and often is accompanied by severe consequences,
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as
the user of this material, to be cognizant of and compliant with computer use
laws.

Part 1: Use Windows Command Line Utility to Gather Information

Part 2: Use Web Data Extractor tool to extract data from web pages. (Web
Scraping or Web Data Mining)

Part 3: Use Email Tracker Pro to trace and track delivered email.

Part 4: Use TCP View tool to identify the processes running on a Machine.

Part 5: Use Sublist3r tool to enumerate subdomains of Websites using OSINT

Part 6: Use Recon -ng tool to gather information

Part 7: Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse the
target replies.

Part 8: Use MegaPing to identify live hosts and open ports of the Target.

Part 9: Use NetScanTools Pro to initiate various Scans

Part 10: Explore various network scanning Techniques

Part 11: Being Anonymous on the Internet

Part 12: Identify Target Operating System with TTL

Part 13: Map your Network

Part 14: Enumerate using NetBIOS

Part 15: Enumerate using Nmap and Net Use

ICONS Used in this document:

ﬂ Find out the outcome/ Answers/ Solution
e
S
L lins

= Do research and complete the task. Need referencing/ in-text citations.

Shall be included as a part of your coursework.
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Lab Topology

Guide to Setup
your Lab

‘_
Attacker

Machine

‘ Victim Machine

Victim Machine

Victim Machine

= Attacker Machines: Kali Linux, Parrot, Ubuntu (Its your Choice)

= Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux
(CentOS, Debian)

= Web Servers: DVWA, Good Shopping etc
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Part 1: Use Windows Command Line Utility to Gather Information

Task: Gather information about the authoritative name server and its IP Address
of www.itsecgames.com

Why? In future, to exploit the server to perform a DoS, DDoS, URL n
[ ]

Redirection attacks.

[
S
How?

C:\Users\Administrator>ping www.itsecgames.com
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 31.3.96.40: bytes=32 time=26ms TTL=128
Reply from 31.3.96.40: bytes=32 time=21ms TTL=128
Reply from 31.3.96.40: bytes=32 time=24ms TTL=128
Reply from 31.3.96.40: bytes=32 time=22ms TTL=128
Ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 21ms, Maximum = 26ms, Average = 23ms
C:\Users\Administrator>ping www.itsecgames.com -f -| 1500
Pinging itsecgames.com [31.3.96.40] with 1500 bytes of data:
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Ping statistics for 31.3.96.40:

Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),
C:\Users\Administrator>ping www.itsecgames.com -f -| 1472
C:\Users\Administrator>ping www.itsecgames.com -f -| 1473

Q.1. What is the outcome of the above two ping commands? What is the .ﬂ
reason for the two outcomes? .&


http://www.itsecgames.com/
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C:\Users\nitheesh>tracert itsecgames.com

Tracing route to itsecgames.com [31.3.96.40]

over a maximum of 30 hops:
1 1ms 1ms <1ms ttrouter [192.168.1.1]
2 8ms 8ms 7 ms ae54-ner001.csm.as13285.net [78.144.1.17]
3 10ms 9ms 12ms ae56-scr001.slh.as13285.net [78.144.1.48]
4 10ms 10ms 11 ms ae64-scr101.thw.as13285.net [78.144.1.134]
5 20ms 20ms 19ms 195.66.227.118
6 20ms 20ms 20 ms te0-14.cr1.nkf.as49685.net [95.142.106.211]
7 21ms 23ms 20 ms eth42.eq3-iec-rtr-002.cloudvps.nl [176.74.228.8]
8 18ms 18 ms 18 ms web.mmebvba.com [31.3.96.40]

Trace complete.

[Output may vary]

C:\Users\nitheesh>ping www.itsecgames.com -i 4 -n 1
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 78.144.1.134: TTL expired in transit.
Ping statistics for 31.3.96.40:

Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),

C:\Users\nitheesh>ping www.itsecgames.com -i 8 -n 1
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 31.3.96.40: bytes=32 time=19ms TTL=54
Ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 19ms, Maximum = 19ms, Average = 19ms
C:\Users\nitheesh>ping www.itsecgames.com -i 9 -n 1
Pinging itsecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 31.3.96.40: bytes=32 time=18ms TTL=54
Ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = 0 (0% loss),

Approximate round trip times in milli-seconds:
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Minimum = 18ms, Maximum = 18ms, Average = 18ms

Q.2. By issuing the -i command, you are setting the TTL to a certain value to ]
check the time span of the packet. By settingthe TTLto 1, 2, 4, 5, 9 etcwhat @

P
piece of information did you gather? -

R.1. Do a research in the internet and find out what are the options, you can L> lire
use with ping command and what are their functionalities with suitable =
example?

C:\Users\nitheesh>nslookup
Default Server: ttrouter
Address: 192.168.50.10
> set type=a
> www.itsecgames.com
Server: ttrouter
Address: 192.168.50.10
Non-authoritative answer:
Name: itsecgames.com
Address: 31.3.96.40
Aliases: www.itsecgames.com
> set type=cname
> www.itsecgames.com
Server: ttrouter

Address: 192.168.50.10

Non-authoritative answer:

www.itsecgames.com  canonical name = itsecgames.com
> set query=ns

> www.itsecgames.com

Server: ttrouter

Address: 192.168.50.10
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Non-authoritative answer:
www.itsecgames.com  canonical name = itsecgames.com
itsecgames.com nameserver = ns53.domaincontrol.com
itsecgames.com nameserver = ns54.domaincontrol.com
ns53.domaincontrol.com internet address = 97.74.106.27
ns53.domaincontrol.com AAAA IPv6 address = 2603:5:21a2::1b
ns54.domaincontrol.com internet address = 173.201.74.27
ns54.domaincontrol.com AAAA |IPv6 address = 2603:5:22a2::1b
> set type=a
> ns53.domaincontrol.com
Server: ttrouter
Address: 192.168.50.10
Non-authoritative answer:
Name: ns53.domaincontrol.com
Address: 97.74.106.27
C:\Users\nitheesh>ping ns53.domaincontrol.com
Pinging ns53.domaincontrol.com [97.74.106.27] with 32 bytes of data:
Reply from 97.74.106.27: bytes=32 time=25ms TTL=52
Reply from 97.74.106.27: bytes=32 time=25ms TTL=52
Reply from 97.74.106.27: bytes=32 time=25ms TTL=52
Reply from 97.74.106.27: bytes=32 time=26ms TTL=52
Ping statistics for 97.74.106.27:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 25ms, Maximum = 26ms, Average = 25ms

Q.3. By issuing the above steps, you may get the records of domain from an ]
authoritative server. What is so important in getting the information like this? 20
-

R.2.How can we prevent our Infrastructure from these kinds of attack? Could ]
you reflect your reviews in a short description with appropriate citations? Why 20
do we get an output like this? -
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Part 2: Use Web Data Extractor tool to extract data from web pages. (Web
Scraping or Web Data Mining)

Download Web Data Extractor

) Web Data Extractor Pro 4.1. Trial Version. You are on day 1 of your 15 day evaluation period. — [mm] >
” e = 0B/s
= ™ 1l = Eo o
edit session start pause stop options
Process log Results Bad URLs x
Fitter [| ]
N= Title Started Paused Finished
Processing time: [- Sites processed: | - Downloaded: |-

Avg. Speed: |-

Start a scan to extract information like Emails, Data, Phone number etc.

&, Session

= Some of the parameters could not be modified for sessions which has been already stated. Please create new session instead.
General

Advanced
Group | itsec_act1 | Save Load Cookies:
Session name l20220207452&M—MD_www_ﬂsmgames_com Capture Cookies

Timeline Started: 07/02/2022 05:27:53, Stopped: 07/02/2022 05:28:06 B
Use JavaScript engine

Data source WWait for the end of the AJAX execution

Site Search Engines U List Filter 2 < | seconds
Start URL http ./ /www itsecgames.com Initial referer:
Depth 100 ~ Positive Negative
Fixed number of pages Treat redirected URL like error:
BExdraction data Custom data expressions: not complete
Custom data Custom Data Editor - Datal _
URLs Proxy gins
Domains
Meta Tags
Emails Filter
Phones
Filter
Faxes Remowve Duplicates Remove HTML Tags
Heilp New Session Start! Close

Q.4. What information did you gather? Did you get the below result? If so, why?

If not, what would be the reason for an outcome like the below one? ‘.ﬂ
.



ACCA7033

Process log

Dr. Nitheesh Murugan Kaliyamurthy

Fitter |

URL

Start a scan to extract information like Emails, Data, Phone number etc. from similar
web site. (Make sure you are only using education based vulnerable websites)

hitp -/ wrerw itsecgames.com./downloads/bWAFP_intro pdf

Emor

Timeout of parsing is expired

Do-not try any of this in a production environment.

http://www.certifiedhacker.com

™ Web Data Extractor Pro 4.1. Trial Versicn. You are on day 1 of your 15 day evaluaticn period.

S B -

new sesSion  edit session start

Process log

MetaTag (18)

Phone Tag
800-63-3.

(666) 256-8972 Call
1-800-123-986563 call
564 2891

27 9844

398349200359256

19.16015625

005972656239187

9258828125

79989118208832

133.59375

710991655433229

214453125

837982453084834
2034175184893

1-800-123-986563 call
{666) 256-8972 Call
{666) 256-8972

(888) 555-4689 Call
086036420

{666) 256-8972 Call
086036420

086034867

nocnc2297

pause stop

Stored Sessions

Link (53)

http://certifiedhacker.com/Under®.20...
http://centifiedhacker.com/Real %20E...
http://certifiedhacker.com/Social %20...
http://certifiedhacker.com/Social %20...
http-//certifiedhacker com/Online %20
http://certifiedhacker.com/Online %20..
http://cerifiedhacker.com/Online %.20..
http://cerifiedhacker.com/Online %220 ..
hittp://certifiedhacker.com/Online %220 ..
http://certifiedhacker.com/Online %20..
http://certifiedhacker.com/Online % 20...
http://certifiedhacker.com/Online %220
http://cerifiedhacker.com/Online%20...

Processing time: |00:02:11.606 Sites processed: |66 / 77

Domain (1)

Title

Clear Construction
Professional Real Estate S...
Unite - Together is Better (...
Unite - Togetheris Better (...
Online Booking
Online Booking
Online Booking
Online Booking
Online Booking

i Booking
Oniline Booking
Online Booking
Online Booking

Host

certifiedhacker.com
certifiedhacker.com
certifiedhacker com
certifiedhacker com
certifiedhacker com
certifiedhacker.com
cenfiedhacker.com
certffiedhacker com
certifiedhacker.com
certifiedhacker com
certifiedhacker.com
certifiedhacker com
certifiedhacker com

http-//certifiedhacker com/Online%20... Online Booking certifiedhacker com
http://certifiedhacker.com/Online%20... Online Booking certifiedhacker.com
http://cenifiedhacker.com/Online%20... Online Booking certifiedhacker.com
http://certifiedhacker com/Real%20E... Professional Real Estate S_.. certifiedhacker. com
http://cernifiedhacker. com/Real %.20E Professional Real Estate S...  certifiedhacker com
http://certifiedhacker.com/Real 220E... Professional Real Estate S... certifiedhacker.com
hitp -/ /certifiedhacker.com/Real220E... Professional Real Estate S... certifiedhacker.com
http://certifiedhacker.com/Real%20E... Professional Real Estate S... certifiedhacker.com
http://cenifiedhacker.com/Real%20E... Professional Real Estate S...  cenifiedhacker.com
http://certifiedhacker com/Real.20E... Professional Real Estate S._.. certifiedhacker.com
It /S adtfiadih ool ar coon /R asl s INE Drfaccinnal Daal Cotata © n-d'_uf‘ e
Downloaded: (4,176 KB Avg. Speed: | 1,272 KB/s
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™ Web Data Extractor Pro 4.1. Trial Version. You are on day 1 of your 15 day evaluation period.

L

new session  edit
Process log

MetaTag (18)
Description

A brief description of this we .
Professional Real Estate Se..
Turbo max powerfull one pa_.
A short description of your .

A brief description of this we ..

Online Booking

A short description of yourc...
A short description of your o
A short description of yourc...
A short description of yourc...
A short description of yourc_ ..

Online Booking

A short description of your c...
A short description of yourc._..

<

|

start

1(9)

pause stop

Bad URLs (12)

Phone (179)

Keywords
keywords. or phrases. asso._

real estate. real estate listin._.

Turbo max ., owltemplates c___

Some keywords that best d_..

keywords, or phrases, asso..
booking. hotel, hotels. rese ...
Some keywords that best d...
Some keywords that best d___
Some keywords that best d...
Some keywords that best d___
Some keywords that best d__.
booking. hotel. hotels. rese...
Some keywords that best d...
Some keywords that best d...

ink (53)

Certfied Hacker
Clear Construction

Professional Real Estate S...

P-Folio

Turbo Max Theme - OwliTe. ..

Your company - Homepage
Under the Trees

Unite - Together is Better (..

Online Booking

Your company - Recipes d...

Your company - Contact us
Your company - About us
Your company - Recipes
Your company - Menu
Oniline Bocking: Sitemap

Your company - Recipes c...
Your company - Menu cate ...

Domain (1)

Ud
http://www _certifiedhacker com/

http://cenifiedhacker.com/Underi.20...
http://certifiedhacker.com/Real “20E. ..
http-//certifiedhacikcer.com./corporate..
hitp://certifiedhacker.com/Pfolio/ind..
http://certifiedhacker.com/Turbo%20..
hitp://certifiedhacker.com/Recipes/i...
http://certfiedhacker.com/Under%20...
http -/ /cenfiedhacker com/Social %.20...
http-//certifiedhacker.com/Online %20..
http://cenfiedhacker.com/Recipes/a...
http-//cefiedhacker. com/Recipes/c.
http://certifiedhacker.com./Recipes/a...
hitp://cerifiedhacker.com/Recipes/r...

http://cerntifiedhacker com/Recipes/. .

http://certifiedhacker.com/Online%.20...
http://cenifiedhacker.com/Recipes/r...

http://cerifiedhacker.com/Recipes/. ..

Host

certifiedhacker .com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certfiedhacker com
certifiedhacker com
certifiedhacker.com
certifiedhacker com
certifiedhacker com
certifiedhacker.com
certifiedhacker.com
certifiedhacker.com
certifiedhacker com
certifiedhacker com
certifiedhacker.com
certifiedhacker.com
certifiedhacker com

Processing time: | 00:02:11.606 Sites processed: |66/ 77 Downloaded: (4,176 KB Avg. Speed: | 1,272 KB/s

Q.5. What information did you gather?

R.3. Do research on the internet and find out similar tools used? Document
them with their operations, functions, and screenshots.
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Email Tracking helps you identifying the details of an email like when it was received,
read, location of the recipient, time spent in the email, links, attachments etc.

Download eMAILTracker Pro. Install along with its dependencies. Work in Windows
Machine.

=4

File My Inbox | Help
~ > ? Everything . P
—} —
“ . s i Set to keep = S
My My Trace Receive Cle. Whitelist Create Search Trace
Inbox Report: Mail Mail Addre: Filter ~ Set to delete & Show ~ Email
iew heck Mail - s Search Trace

Welcome to eMailTrackerPro version 10.0b (build 4116)

Delete = Rule SRRIEER Edition Selection

No mail to show | >

IF

Rules & Filters

>< Add Rule Add Filter xX N
White Black Filters
R Japanese Language
=Trace emails and email =All Standard edition Chinese Language
addresses features plus... "’555'3‘;‘ L ge
- - NS cklisted
=Find the locstion of the aTrace multiple emails at IMElel=
email sender once
=Locate the Sender's ISP =Stop spam before it
to report abuse reaches your In Box
=Quickly identify =Validate emails before
misdirected emails they reach your In Box
No emailal | =Helps identify =Autamatically remove
{ | fraud/phishing emails unwanted emails
— =ldentify spammers =lIdentify misdirected
S Repormbias emails before delivery
Bhow this diaieg when eMailTrackerbrs startd oK

Select My Trace Reports, Trace Headers. Select Trace an email | have received and
enter the email header you wish to track

Reply
Forward
Filter messages like this

jock. Print

Delete this message

Block "Docker”
e tc

Report spam

Report phishing
altfos

show ariginal

>cker. Y Translate message

ons fas
Download message

Mark as unread

It TO e=mwase=—wce-
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Click on Show Original, and you may find out the information along with an option to

copy to clipboard (in Gmail). May be different in other email services. Copy the header
file and paste it in Email headers and click Trace

Enter Details

Mote: If you are using Microsoft Outlook, you can trace ;;é;l"-a‘l-l';;-l;s“s;;e .t‘!-i-t:;;t-l:;'“from Outlook by using the
eMailTrackerPro shortcut on the toolbar.

Email headers:

Trace Cancel
&P eMailTrackerPro v10.0b Advance d Edition. Trial day 1 of 15 [m] <
File Help
a = : @ &5 Export Rules
p= &,
i Trial Edition
My My Trace Trace Email Settings
Inbox Report: Address Accoun ts
iew New Email Trace Configure
Home ‘ Subject: [Docker] You x |
The trace is complete, the information found is displayed on the right New Trace View Report Email Summary
~
Date: Wed, 29 Dec 2021 08:49:44 !:
subject: (A Action

Location: San Antonio, TX

Misdirected: No
Abuse i

Abuse Reporting: To automatically generate an email
abuse report click here

From IP: 143.55.226.69

System Information:

® There is no SMTP server running on this system

(the port is closed).
® There is no HTTP server running on this system
Tania =
# Hop IP Hop Name Location (the port is closed).
1 10.10.10.2 @ There is no HTTPS server running on this system
End 143.55 226 69 2226- QD San Antonio, TX (the port is closed).

® There is no FTP server running on this system
(the port is closed).

Network Whois

Domain Whois

Email Header

Click on view Report to analyse the outcome.

Q.6. What information did you gather?

R.4. Do research on the internet and find out similar tools used? Document

¥ ligs
them with their operations, functions, and screenshots. = :
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Part 4: Use TCP View tool to identify the processes running on a Machine.

Identify the processes running on a computer, the protocol they are using, and their
local and remote port addresses.

Download and install the TCPView software.
Use a browser and observe the TCPView window.

Description

For a hacker to establish a connection to a remote computer, a port must be listening
on that device. This may be due to infection by malware, or a vulnerability in a
legitimate piece of software. A utility, such as TCPView, can be used to detect open
ports, monitor them in real-time, and close active ports and processes using them.

1. Download and install the TCPView software.

Search internet for TCPView Software. List out the websites which offers a .ﬂ
download. Which website/ link do you think is safe to download the software? -2
Why?

2. Create a folder on the desktop named TCPView.
3. Extract the contents of the zip to this new folder.
4. Start the Tcpview Application.

5. Finally, agree to the software license terms.

‘.& TCPView - Sysinternals: www.sysinternals.com IEI@
File Options Process View Help

| s =

Process ¢ FID Protacol Local Address Local Port Remote Addresz Remote Port State Sent Packets Sent Bytes Fcvd Packets  Rowd Buytes i
T lsass.ene 476 TCP pi 58702 pi a LISTEMING

T lsass.ene 476 TCPYE pi 58702 pi a LISTEMING

W servicesewe 463 TCP pi 49155 pi 0 LISTEMING

W servicesewe 463 TCRVE pi 49155 pi 0 LISTEMING

[B7] svchost exe Fal TCP pi Epmap pi 1] LISTEMING =
[B7] svchost.exe TES TCP pi 45153 pi 1] LISTEMING

[B7] svchost.exe 924 TCP pi 45154 pi 1] LISTEMING

[B7 svchostewe 1408 UpF pi.cisco.com sadp * * 36 17142 462 91,080
[B7] svchost.exe 1408 UpF pi zzdp * *

17 svchostexe Mz UDpF pi wi-discovery * *

[B7] svchost.exe 1408 UpF pi we-dizcovery * *

[B7] svchost.exe 1408 UpF pi we-dizcovery * *

[B7] svchost.exe Nnz UpF pi we-dizcovery * *

[B7] svchost.exe 972 UpF pi lIrrine *

[0 svchostexe 972 uppP pi R4649 *

[B7] svchost.exe 1408 UpF pi E1427 *

[B7] svchost.exe Nnz UpF pi E1464 *

[B7] svchost.exe 1408 UpF pi.cisco.com B3E77 *

[B7] svchost.exe 1408 UpF pi B3672 *

[17] svchost.exe fal] TCPVE pi Epmap pi 1] LISTEMING

[B7] svchost.exe 2300 TCPVE pi 3587 pi 1] LISTEMING

[B7] svchost.exe TES TCPVE pi 45153 pi 1] LISTEMING

(577 zvch 924 TCPE pi 45154 pi a LISTENING

B sv UDPYE 0:0 10:1] 1500

a 1400 T =T 1000

Endpoints: 55 Established: 1 Listening: 24 Time Wait: 0 Close Wait: 0

How many Endpoints are listed?
How many are Listening? A

How many Endpoints are Established?
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Set your TCPView to “Always on Top”. Use a browser and observe the TCPView
window.

Note: Use the Help section of the program to help you answer the following
questions.

Open any browser and browse any website. EQ: google.com, cisco.com etc ..n
What happens in the TCPView window? )
You could see a lot of colors highlighting in the tool. What is represented by the colors?
Close a process (my choice would be the web browser) and see what happens?

Note:

To close a process directly, right-click the process and choose End Process.
Using this method can cause a program or the operating system to become
unstable. Only end processes that you know are safe to end.

This method can be used to stop malware from communicating.
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Part 5: Use Sublist3r tool to enumerate subdomains of Websites using OSINT

C ¢ @ kaliorg/tools/sublist3r/#:~:text=This%20package%20contains%20a%20Python,Bing %2C%20Baidu%2C%20and%20Ask. 2 X @

id.docs.kali.or‘
q tr.docs.kali.org
< Su b|ISt3r forums.kali.org
git.kali.org
http.kali.org

images.kali.org
pkg.kali.org
repo.kali.org
security.kali.org
tools.kali.org

Packages and Binaries:

version: 1.1 arch: all

® sublist3r Homepage | <> Package Tracker | sublist3r

3 Source Code Repository

This package contains a Python tool designed to enumerate subdomains of websites using OSINT. It helps
penetration testers and bug hunters collect and gather subdomains for the domain they are targeting. Sublist3r
enumerates subdomains using many search engines such as Google, Yahoo, Bing, Baidu, and Ask. Sublist3r also
] everything enumerates subdomains using Netcraft, Virustotal, ThreatCrowd, DNSdumpster, and ReverseDNS.

Metapackages ¢

Subbrute was integrated with Sublist3r to increase the possibility of finding more subdomains using bruteforce
Packages & Binaries with an improved wordlist, thanks to TheRook, author of subbrute.

@ sublist3r
s sublist3r

Installed size: 1.84 MB
How to install: sudo apt install sublist3r

Open Terminal in Kali Linux

$ apt update && apt -y install sublist3r
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[-t THREADS] [-e ENGINES] [-o OUTPUT] [-n]

- show this help message and exit
—d DOMAIN, -——domain DOMAIN
Domai
-b [BRUTEFORCE], —bru

—-p PORTS, -—ports PO
subdomains against specified tcp ports

-v [VERBOSE], -—verbos
rbosity and display results in realtime

-t THREADS, -—threads
f threads to use for subbrute bruteforce

-e ENGINES, --engines
fy a comma-separated list of search engines

the results to text file
-n, —no-color t thout coleor

Example: python3 /fusr/lib/python3/dist-packages/sublist3r.py -d google.com

Sublist3r will give you information about any subdomains. -d is to search
subdomains, -t 3 with 3 threads, -e bing is to search in the bing platform

google.com

More commands could be used to gather further information. Here is only to find out
which subdomain has port 80 open.
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google.com

Shome/kali

R.5. Do research on the internet and find out similar tools used? Document i
them with their operations, functions, and screenshots. = -
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Part 6: Use Recon -ng tool

It is another information gathering tool, like Metasploit. It is a collection of many
features to gather information. Use Kali Linux.

Install Recon -ng
Install Marketplace

R.6. Do research on the internet and find out the purpose, functionality of

L s
this tool. In relation to this tool, find out what Market place is? :

] Version check disabled.

Sponsored by ...

No modules enabled/installed.

1-ng][default] > show modules
irious framework items

back
dashboard

Walkthrough Commands and its features (make yourself familiar)

[ recon-ng ] > help
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workspaces (create workspaces) Creating a user space.

SO S I workspaces load ACCB6000

[recon-ng][A

workspaces remove ACCB6000

a
Workspaces | Modified |
a
|
|
o

Snapshots (saves the work)

s][default] > snapshots t
t I spap
1][default] > snapshots list

snapsho

[recon-ng][
B Loads a
[recon-ng][default] > snapshots e

workspace snapshots Usage: snapshots load <name>

[rece

Usage: snapshots <list|load|remove|takes [ ...]

[recon-ng][default] > |]

Show (Shows various framework items)
Shell (Execute shell commands)
pdb (As a developer if you wish to check your codes, use pdb — python debuger)

Options (Setting of the framework)
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[recon-ng][default] > options
Manages the current context options

Usage: options <list|set|unset> [ ...]
[recon-ng][default] > options list

Name Current Value Required Description

NAMESERVER 8.8.8.8 = default nameserver for the resolver mixin

PROXY no proxy server (address:port)

THREADS 1@ yes number of threads (where applicable)

TIMEOUT ] yes socket timeout (seconds)

USER-AGENT Recon-ng/v5 yes user-agent string

VERBOSITY il yes verbosity level (@ = minimal, 1 = verbose, 2 = debug)

[recon-ng][default] > options set THREADS 11
THREADS = 11
[recon-ng][default] > options list

Name Current Value Required Description

NAMESERVER 8.8.8.8 yes default nameserver for the resolver mixin

PROXY no proxy server (address:port)

THREADS 11 yes number of threads (where applicable)

TIMEOUT 10 yes socket timeout (seconds)

USER-AGENT Recon-ng/v5 yes user-agent string

VERBOSITY 1 yes verbosity level (@ = minimal, 1 = verbose, 2 = debug)

[recon-ng][default] > options unset THREADS 11
THREADS = MNone
[recon-ng][default] > options list

ELE Current Value Required Description

NAMESERVER 8.8.8.8 yes default nameserver for the resolver mixin

PROXY no proxy server (address:port)

THREADS yes number of threads (where applicable)

TIMEOUT 1@ yes socket timeout (seconds)

USER-AGENT Recon-ng/v5 yes user-agent string

VERBOSITY 1 yes verbosity lewel (@ = minimal, 1 = verbose, 2 = debug)

Marketplaces (Interface with the module marketplace — many tools using for
hacking could be found here)

[recon-ng][default] > marketplace
Interfaces with the module marketplace

Usage: marketplace <infol|install|refresh|remove|search> [ ...]

[recon-ng][default] > marketplace search

Path Version Status Updated

installed 2020-10-13
installed 2021-10-04
installed 2019-06-24
installed 2019-10-08
installed 2019-08-09
installed 2019-06-24
installed 2020-04-07
installed 2020-10-06
installed 2019-06-24
installed 2021-05-11
installed 2019-10-15
installed 2021-05-10
installed 2819-10-15
installed 2021-08-24
installed 2020-06-17

n
|

+

| discovery/info_disclosure/cache_snoop
| discovery/info_disclosure/interesting_files
| exploitation/injection/command_injector
| exploitation/injection/xpath_bruter
| import/cswv_file

| import/list

| import/masscan

| import/nmap

| recon/companies-contacts/bing_linkedin_cache
| recon/companies-contacts/censys_email_address
| recon/companies-contacts/pen

| recon/companies-domains/censys_subdomains

| recon/companies-domains/pen

| recon/companies-domains/viewdns_reverse_whois
| recon/companies-domains/whoxy_dns

[ S e S B e e e e e e el
PR R RO R,ERERNGE N

Dependencies and API keys. Tools will work only if all dependencies and API
keys are installed.
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Path | Status

recon/domains-hosts/netcra - | not installed

endae

es

e
r

Re

[recon-ng][default] > marketplace
Interfaces with the module marketplace

Usage: marketplace <infolinstalllrefresh|removel|search> [ ...

[recon-ng][default] > marketplace inmstall metcraft

All the tools installed are saved/ located in modules
[recon-ng][default] > modules search

Recon

[recon-ng][default] > modules

—z = r ine cte/nateraf
co= cedln Smeis Lzl mrafmlEs recon/domailns-hosts/netcratt

e: modules <load|lreload|search> [ ... [recon-ng]l[default] > |}

on-ng][default] > index
a module index (dev only)

Usage: index <module|all> <indexz>

[recon-ng][default] > index recon/domains-hosts/netcraft
Building in markup ...
- author: thrapt (thrapt@gmail.com)
dependencies: []
description: Harvests ho from Metcraft.com. Updates the '"hosts® table with the
results.




ACCA7033 Dr. Nitheesh Murugan Kaliyamurthy

Using Recon-ng (Add Workspace, Domain Names)

[recon-ng][default] > workspaces load ACCEG60@@
[recon-ng ][ACCBE@@@] > db domain
Interfaces with the workspace's database

Usage: db <deletel|insertlnotes|querylschema> [ ...

[recon-ng ][ACCE6@00] > db domain schema
Interfaces with the workspace's database

Usage: db <deletelinsertlnotes|querylschema>

[recon-ng ][ACCBE®@@] > show domains

rowid | domain

| itsecgames.com
| bmw.com
| certifiedhacker.com ]

3 rows returned

Let us use Recon-ng with available modules to gather information about our
target.

Our Target:

http://lwww.itsecgames.com/

http://Iwww.certifiedhacker.com/

You may also use other vulnerable sites discussed during our lectures.
Use Netcraft

1. Load Netcraft module in recon-ng

[recon-ng] [ ACCBE > modules load recon/domains-hosts/netcraft

[recon-ng ] [ACCB6 netcraft] > run

ITSECGAMES . COM
URL: http://searchdns.netcraft.com/?restriction=sit ] with&host=itsecgames.com
No results found.

BMW . COM

URL: htt archdns.netcraft.com/?restriction=sit e with&host=bmw.com
No results nd.

CERTIFIEDHACKER.COM

URL: htt e 2Bwithfhost=certifiedhacker.com
No resul



http://www.itsecgames.com/
http://www.certifiedhacker.com/
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In this screenshot, no results were found. However, outcomes may vary.

2. Load Bing. — Select bing_domain_web module as it is more suitable for
the task we are doing.

[recon-ng][ACCB! i) etcr > a t ng_domain_web

[recon-ng][AC e > oad recon/domains-hosts/bing_domain_web
[recon-ng][ACCB:

d lock
.bing.com/search?first=06q=domain%3 s Awww . itsecgames.com

?first=0&g=domain¥%3Acertifiedhacker.com+-domain .certifiedhacker.com

search?first=05q=domain¥%3Acertifiedhacker.com+-domain .certifiedhacker.com+-domain:

otal (58 new) hests found.

Using the above methods to gather information, as per this screenshot, 58 new
hosts are found. However, you may use different modules to identify more
hosts.

Q.7. What information did you gather?

R.7. Do research on the internet and find out other modules to find out more i
hosts. Document them with their operations, functions, and screenshots. - |
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Similar to Bing_domain_web, we could also use, Brute_hosts

1. Search for Module Brute Hosts and run

SUMMARY

[*] 58 total (58 ne osts found.
[recon-ng][A 1 domain_web] > modules load brute
Multiple modules match 'brute’.

Exploitation

ploitation/injection/xpath_bruter
on

n/domains-domains/brute_suffix
recon/domains-hosts/brute_hosts

con-ng ][ACCB6@@8][bing_domain_we
econ-ng J[ACCB J[brute_hosts]

Ip_Addre
titud

ord found.
found.
cord found.

rd found.

ecord found.
ord found.
ecord found.
ord found.
ord found.
rd found.
ord found.
rd found.
ord found.
No T rd found.
cord found.
ord found.
cord found.
No r rd found.
record found.
> No record found.
No record found.
= No record found.
No record found.
= No record found.
cord found.
No ord found.
> No ord found.
No record found.
No ord found.
No ord found.
ord found.

As per the screenshot, 144 new hosts found. Now, we shall do a reverse lookup
for the IP Address to know the Hostnames.
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2. Search for Module Reverse Lookup

[recon-ng][ACC p@]1[brute_host
Multiple modules match 're

Recon

on-ngl[ rute_nhc sts/reverse_resolve
recon-ng] [ACC :

Country
Host:

Latitude: None
Longitude: None
Motes: None
Region: MNone

Country: None

Host: yours-customised-nasfree.mini.com
Ip_Address: 160.46.231.23¢

Latitude: None

Longitude: None

Motes: None

Region: None

No record found.
> No record found.
6 = No record found.
None
1.iconmobile.com

Latitude: None
Longitude: MNone
Notes: None
Region: MNone

41 = No record found.
4 = No record found.

box .bluehost.com
Ip_Address: 162.241.216.11
Latitude: MNone
Longitude: None
Notes: None
Region: MNone

No record found.

found.

-
-
se_resolve] > ||

total ( ew) host
[recon-ng] [ A( B][rever

As per the screenshot, 33 new hosts are found.
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3. Let’s look at the hosts

[recon-ng][ACC r rse_resol > show hosts
+

| rowid | region | country | latitude
notes | module

| wow.its
| bing_domain_

lhr3.r.cloudfront.net
deploy.static naitechnologies.com
eu-central-1.compute.amazonaws.com
L-1.compu ZONaws . com

.customer.m-online.net
deploy.static ai .com

.deploy.stat maitechnologies.com

1itechnologies.com

ol
onmobile.com
ol

5 rows returned
n-ng][ [reverse_reso

4. Use Reporting module to gather the information and analyse them for
further attacks.

output.html
output.html
et CREATOR Nith

[html] > options set CUSTOMER ACB
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5. Report
AC B Www.recon-ng.com
Recon-ng Reconnaissance Report
-
[-] Summary
table count
domains 3
companies 0
nethlocks 0
locations 0
vulnerabilities ]
ports 0
hosts 235
contacts ]
credentials a
leaks a
pushpins 0
profiles ]
repositories 0
([1-] Domains J
([+] Hosts ]
Created by: Nitheesh
Mon, Feb 07 2022 04:11:09

Record your Reflection:

Understanding on the activity

Understanding about various tools used

New/ Similar tools you identified and used

Compare and Contrast the tutorial tools with your identified tools

Rate yourself: How confident are you to do footprinting and reconnaissance
activity ethically?

Any other Troubleshooting Steps, you need to share?

abkowh =

o
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Part 7: Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse the
target replies.

Target Machine: Windows 10
Attacker Machine: Kali Linux
Use Wireshark in the Target Machine to capture the packets and observe
Task 1 (Commands):
1. Install HPING

hping3 --help

Building dependen<\ tree . Done
Reading state 1nf0rmat10n . Done

rstem-bus-common libdbus-1-3 libexpatl libpcape.8 libtcl8.6

s | dbus-session-bus tcl8.6
ge' will be talle
daemon dbus-session-bus-common dbus tem-bus-common hping3 libdbus-1-3 libexpatl libpcape.8

© upgraded, 18 newly talled, @ to remove and 93 not upgraded.

Need to get 1686 ]

After this operatior sk space will be used.

Do you want to ‘ontlnue3 [

( 1i .download i kali- ing/main amd6 ibexpatl amd64 2.4.3-3 [186 kB]

Selecting pres ! package libdbus-1-3:amdé4.
(Reading database 17135 files and directories rrently installed.)
Feparlno to un coct ibdb -3_amdé4.deb ...

1ibdbu

previously

viously un«ele‘ted pa bus-session-bus-common.
. dbus-session N -3_all.deb ...
-common { ccoc
xpatl:amde4d.
.3-3_amde4.deb ...

daemcn (
ously
to unpac

common
elected
6-dbus_1. -3_amd64.deb ...

ge libpcap@.8:amd64.
.18.1-4_amd6d.deb ...

-daemon
libpcap®
dbus (1.12
could not determ
p hping3 (3.a2.ds
g triggers for libc-bin (2.32-4) ...
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2. ICMP Scanning

hping3 -1 “Target”

. - M
Possible Error in hping3: L
= -»-\ 3 5
Fix it!!

Q.8. What is the other method to send an ICMP packet? ‘f

3. Sending SYN Packet
hping3 -S “Target”
4. ACK Scanning on port 80
hping3 -A “Target” -p 80
5. Sending Fin Packet
hping3 -F “Target”
6. Sending Syn Packet to a port
hping3 -S “Target” -p 80 #here -S is syn and -p is port

Q. 9. What are the other TCP flags? List out the commands to send other TCP ‘.ﬂ
flags, execute the commands and capture the outputs. Write a brief note to C
reflect your understanding on using HPING to send TCP flags. Include whatis i
the purpose, what intelligence did you gather etc |
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7. Scanning entire subnet

hping3 -1 192.168.1.x —rand-dest -| eth0

L% lis
Q.10. Based on your observation and research done so far with HPING tool, =
what is your understanding about the usage of this tool? Could you list out the pros
and cons of using this tool?

Task 2 (Execute):
1. Send 5 packets to the target and receive response.
Hping3 -¢ 5 10.10.10.10
2. Send a SYN flag targeting ports 1 to 5000
Hping3 —scan 1-5000 -S 10.10.10.10
3. Send UDP Packets by crafting them with data size 600 on the Target
Hping3 10.10.10.10 —udp —rand-source —data 600

Q.11. By sending this UDP packet, what did you observe at the Target .ﬂ

machine? Demonstrate the steps of Observation here. .‘
Launch Wireshark in the Target Machine

4. Send a TCP SYN Scan request to the Target through port 80 with 3
counts of packet (Refer to the above commands to execute this task)

Hping3 —-S 10.10.10.10 -p 80 -c 3
Q.12. Document the Outcome

5. Observe the TCP Packets in the Target using Wireshark. Could “
you locate the TCP Packets? (Q.13.)

Start a new Wireshark capture in the Target Machine
6. Flood the Target with TCP packets
Hping3 10.10.10.10 --flood
Q.14. Document the Outcome ﬂ

7. Observe the flooding TCP Packets in the Target machine using :‘
Wireshark. Could you look at the information of TCP packets
transmitted to and from attacker machine? Q.15.
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Download MegaPing.

Do an Internet Search about MegaPing. What is this tool for? Which
website did you download MegaPing? Why?

Install MegaPing in Windows Server.
Scan your Lab Network. (Look for Informations like Active Host Machines,
Ports, System info, DNS list host, DNS Lookup name, Network Time

Synchronizer, Resources etc.

MegaPing
visit hup:/www magactosoft com for sales and support

File C m.u 22 05:39:22

Address)

Name Status
Alive
—-— =
W ion Service Unique
[ WORKGROUP <0x00> Domain Name Growp
A daprer Address FO-6E-0B-C3-CD-1C
£Domain WORKGROUP
Bsvwp
Shared Resources 0
Bessions 0
BPrinters 0
Blnstalled Programs Access is denied.
BModems Access is denied.
£ Toosoute £ Trcoruto Setings
Desinatin
e [ —
Desinstion A it
[fezee st
ot Sdect 4
]
Oele
Bents
op Tne .
ECE) plete.
o @i R 05T
0@ 6731723 0513
0@ 2172054815
0@ 1205617
0@ 2122054619
=@ 12058621
=®7 1205623
©®8 21205625
0@ 12054627
5@ 212054629
G@n 212054631
0@ 2205463
0@ 2172054635
0@ 1208637
0@ 22172054639
5@ 2172054641
ben 21722050643
w®®s 1205645
w1 1205647
=@ 212054649
@n Renueat Timed Out w12 05851
e Traceroute £ Traceroute Settings
Destination
192.168.1 51 [ Resoive Names
Destination Adchess List
182.168.151
Host
Resuts
Hep v Time Name Detaiis
=@ [192.168.1.51] Complete.
=@ 1 65 192,168,151 02/21/22 05:50:25
e 65 192,162.1.51 02/21/22 05:50:25
Destination
192.168.1 51
Destination Address List
192168151
Host
=) 192.168.1.51
Resuts
Name 7/ Detals
=3 192.168.1.51 Request Failed
T Error: 10061 No connection could be made because the target machine actively refused it.
£D) Local Time: 02/21/2205:51:25
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@ Secuty Scamer ) Operations P Fons & semngs I shwP Y
Select:
- T —
Securty Scanner
Status:  Completed 1address in 415 secs
Address Name St
=8 192‘154’ Alive
-8 NetBIOS Mames 3
W Adapter Address Wc
Ak Domain
& s <Information Net Available>
&3 Shared Resources ]
& Sessions 0
G Printers 0
5 instalied Programs ot Available> Biccess is denied.
5 Modems <Information Net Available> Access is denisd
£ TCP Ports 3
¥ 135 loc-srv Risk: Low
o 138 netbios-ssn Rigk: Elevated
o as microsoft-ds Risk: Low
@ securty Seamer @ Operations P Pods 6D setigs I swp
Select
e Sl —
Securty Scamer
Suts.  Completed Quesng Modens on 152.15. TCP Pens: 69% Fesciut
Hames
Address Hame: Raus
Y5 e =
&
Workstation Senvice Unique
Domain Mame. Group
File Server Service. Unique
Patential Mastes Browser Group
Master Brewser Unique
- Group

) Shared Resources ]
B Sessians °
S Printers [
(= Installed Programs

<Information Not Avalable>
£ Modems <Information Not Available>

Access is denied,
Aceess is denied.

5. Based on your research earlier at Step 2, you might have known

that MegaPing tool could look for potential vulnerabilities within
your network. Did you manage to discover any vulnerabilities in your

network? Q.19.

6. Report

MegaPing
visit http:/‘wiwiv magoetosoft com for sales and support

File Created: 02/21/22 05:56:17

Address
2192.168.151
8N, Names

B Adapter Address
diDomain

Bsnup

iAShared Rescurces
BSessions
EPrinters
Hlnstalled Programs
BModems

Name

1921681 51

6

Workstation Service
Domain Name

File Server Service
Potential Master Browser
Master Browser
Master Browser
A4-17-31-37-3E-D3
BOTHOUNIVERSITY

0
0
o

Status
Alve

Unique
Group
Unique
Group
Unique
Group

Access 1s demed.

Access is dented.
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1. Download NetScanTools Pro.

2. Based on our Lectures this week, (/ have discussed about various scans and
enumeration methods for which NetScanTools Pro could be used) could you
list out the various functions of this tool?

3. Install NetScanTools Pro in Windows Server.

Note that, using this tool, you can do an Active operation by sending packets to
the target to receive responses. USE ONLY IN LAB ENVIRONMENT

4. Scan your Lab Network. (Use Manual Tools to scan range of ports,
Hostnames, IP Addresses, MAC Addresses, DHCP Servers etc).

a. Use utilities like ARP Ping Tool: ARP ping will send ARP packets to the
target to find the response time. As discussed in the lecture, using
response time, we could gather more information.

b. Use utilities like ARP Scan Tool: ARP scan will send ARP packets to the
range of IPs to rapidly sweep the subnet for devices that are connected.

c. Similarly, use many utilities available in the tool and discover information
about your network.
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suonet, [RARRR it

JumpTo
(®) Send Broadcast ARP, then Unicast ARP
ts
Ao ) send Broaccast ARP Orly Duplicates Source IP Address Repor
Target IPv4 Address () Search for Duplicate 1P Addresses 0.0.0.0 []Add to Faverites
92.168. 1 .51 Interface IP Address L]
Send Arp
Index IP Address  MA... Response Time (sec) Type
ARP Sen . o 192.168.1.51 0.003800 Broadcast
n (MAC Scar) Number to Send 1 192.168.1.51 0.017100 Unicast
i 2 192.168.1.51 0.004500 Unicast
Coche Farene Cydle Time (ms) 3 192.168.1.51 0.034600 Unicast
rensics 4 192.168.1.51 0.001000 Unicast
5 192.168.1.51 0.001200 Unicast
€ 192.168.1.51 0.004400 Unicast
7 192.168.1.51 0.004400 Unicast
8 192.168.1.51 0.001200 Unicast
] 192.168.1.51 0.005000 Unicast
10 192.168.1.51 0.001300 Unicast
11 192.168.1.51 0.004000 Unicast
12 192.168.1.51 0.090800 Unicast
13 192.168.1.51 0.005000 Unicast
14 192.168.1.51 0.019200 Unicast
15 192.168.1.51 0.000500 Unicast
Use this tool to find all Network Interface Add Note
Manual Tools (all) active IPv4 devices on
your subnet. WiFi (192 168. 1.57) - TP-LINK Wireless USB o
3 ‘ ( 57) Adapter ST
n g Starting IPv4 Address Ending IPv4 Address =
ARP Cache el [92.%8. 1 . 1| [B2. 8. 1 . & | [ it
Ready [ add to Favarites
“ 5“" ARP Scanner Response Summary
ARP Ping
i e @ »rers
Scan Delay Time (ms)
= 2t +Other Local IfF, 1
= g
Packets sent per IP . Al =
3 B
e IBvd Rddre MAC Rd... I/F Manufacturer Hos... Notes or Comments
[Fresolve Ps 192.168.1. 44-RD-.. TIr...
Flindude Local LF Info 192.168.1. [ BE-SF-.. 2
192.1¢2.1. 8 10-78-...
192.168.1. D4-63-.. illt. e
| e -
192.168.1 FO-€E-... Mic
Jump To Dupe IP Scan 182.168.1 A4-17-. .. ion . Fli...
- 192.168.1 §8-DE-. .. . hoa...
R
Target Hostname or IPv4 Address Network Interface he

| 192.168. 1@

V] [x] [w

Wlﬁa’»”'ﬁ m

o
fPue@ DAddtnFava'ites
| Analyze Target | Start Time: Mon, 21 Feb 2022 06:21:09
| Stop | Target: 192.162.1.0) [192.153.1.
Hops: 1
TargetReached? Yes
I Settings | Possible Operating System(s):

Windows 7 - 32 or €4 bit
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5. Based on your usage of this tool, and earlier tools within your lab

Dr. Nitheesh Murugan Kaliyamurthy

network, what are the additional details you gathered after using ..n

this tool? Q.20.

6. Report

N AtC~ArnTAanle P}ru-
NetScanTools Pro vi1
) :
= ] Created with DEMO v11.11
iv Buy from: wwaw.netscantools.com
Report created with NetScanTools Pro v11 DEMO.
Purchase NetScanTools Pro at www netscantools com
Tast Resuits Report
Report Print Date and Time: 02721/22 05.35.23
Results Database: demo
Analyst:
Title:
Organization:
Target: Multiple targets.
Alltests in tne database for the above target are shown.
Test: ARP
Input: wza
) Relerence: 16454
esults:
Index IP Address MAC Address Response Time (sec) Type
0 192.168. 0.003800 Broadcast
1 192.168.1 0.017100 Unicast
2 192.168.1 0.004900 Unicast
3 192 168.1 0.094600 Unicast
4 192 1681 0.001000 Unicast
5 192 168. 0.001200 Unicast
6 192.168. 0.004400 Unicast
T 192.168. 0.004400 Unicast
8 192.168. 0.001200 Unicast
9 192.168. 0.005000 Unicast
10 192.168. 0.001300 Unicast
1 192 168, 0.004000 Unicast
12 192 168. 0.090600 Unicast
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Part 10: Explore various network scanning Techniques

Machine: Windows Servers 2019, 2022: Kali Linux (If you don’t have any of the
above machines, still you shall work on this activity).

Use Nmap to do a TCP Connect scan, Xmas Scan, ACK Flag scan, UDP Scan and
IDLE Scan.

Task

1. Login to Win Server 2022, Win Server 2019 & Kali Linux
Perform a TCP Connect Scan on Win Server 2019. (Refer to TCP Connect
Scan during our Lecture)
Nmap -St -T3 -A <Target IP Address>

kali@lkali: ~
File Actions Edit View Help

= D 18.1
Tq;Tlng Nmap 7.92 ( h p.org ) at 2 )-21 82:04 EST
Nmap scan repo
Host is up ( i
Not shown: 9 3 d tcp ports (no-response)
STATE SERVICE \ N
n http oft IIS httpd 10.0
r-header: Mi I15/18.0

m;1pn M1 oft W1nd3u; XPC

npnn netbios-ssn i
open microsoft-ds Microsoft Windows Se R2 - 2012 microsoft-ds
open msmq?
open msrpc Microsoft W1nd3m;
open mMSTrpC
open msrpc

fo: 0Ss: Windows, Windows Serve 2012; CPE: cpe:/o:microsoft:windows

ost script results:
ecurity-mode:

H

|

I

I gning
|_ tBIOS name: SERVER2016, NetBIOS user: <unknown>, NetBIOS MAC: 0@:@c:29:1d:c@:ef (VMware)
I b2t

I

| _

I

I

|

I

|_

,1Qn1nq dl,abInd ldanqerous, but default)

Service detection performed. Please port any inc t results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 69. conds

From the above screenshot, you might notice that the result gives you all open
ports, OS Fingerprinting results, nbstat, smb details etc.

3. Perform a Xmas Scan on Win Server 2019. (Refer to Xmas Scan during our
Lecture). Note that we are sending a TCP Frame to the target with PSH, URG
& FIN flags set.



ACCA7033 Dr. Nitheesh Murugan Kaliyamurthy

10.10.10.1
d ARP Ping S

solution of 1 host.
lution of 1 host. a

Nmap ]
Host is up
ALl 1

Not sho

MAC Address

Read data files From:
Nmap done:
Raw panket 5ﬂnT

We are initiating ACK Scan to display the port. Could you observe that the ports
are in ignored states.
v Why? Q.21.

v Is it because of Firewall? Is our Firewall Off or On? Try the 0?
viceversa. o

Maybe, Yes!!! Initially, we might have turned the Firewall Off. Turn them On and
execute Xmas scan with aggressive timing. Here the timing is -T4. Again, Turn
them Off and execute the same.

: 10.10.10.16
You requested a scan type which requires root privileges
QUITTING!

[sudo] password for kali:

o /home/kali

10.10.18.

- g - | nmap.org
Nmap scan 1 rt 8.10.10.16
Host is up ( a 5
All 1800 scanne rts 9.10.10.16 are in ignored
Not shown: { )
MAC Address:

Nmap donme: 1 IP address (1 host up) scanned in 1.70 seconds

o !homeikall

nmap.org

HDJT is up

All 1 d pn:u‘rr on #.10.16 are in ignored
Not shown: [ open|filtered tcp po;T: (no-response)
MAC Address: @@: 29:1D: [ jare )

Nmap done: 1 IP address (1 host up) scanned in 21.66 seconds

Can you identify the difference between firewall status? With reference to our
lecture, ACK probe could be sent with random sequence number on the target.



ACCA7033 Dr. Nitheesh Murugan Kaliyamurthy

If there is an response saying unfiltered, then it means the port is closed. If
there is no reponse, then the port is filtered.

In all my scans, the ports are in ignored states. Could you able to find out a

way to identify the status of the ports? Do some research. R.8. AT

4. Perform UDP Scan on Win Server 2019. (Refer to UDP Scan during our
Lecture).
Lets find out the UDP ports on the target. | used -T5 to send packets quicker
which waits only for 0.3 seconds for the response.

/home/kali

udp ports (no-response)

in 10.14 seconds

Lets now do a Zombie scan. Two choices for us to test. One make Win Server
2016 as Zombie and target Windows 10 and other vice versa.

/home/kali

e /home/kali
80 10.10.10.10 10.18.10.16
E a EST
.19.10 (1@.10. : Incremental
for 10.10.10.16
8s latency).

STATE SERVICE
cp open htt
Address: @ 29:1D:C@:EF (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.88 seconds

Observe the output. Why is the difference? Q.22. ﬂ
[ 4
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5. Perform Ping sweep Scan on Target Network. (Refer to Ping Sweep Scan
during our Lecture).

/home/kali
16.18.

scanned in 2.17 seconds

/home/kali

Observe the output. Q.23.
p ‘ﬂ

After using various tools so far, what are the details you have gathered? i
Document them. Include your previous activity information too. Q.24. =
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1. Download Proxy Switcher.

2. Install Proxy Switcher in Windows 2019. USE ONLY IN LAB
ENVIRONMENT
3. Make sure you have changed your Browser’s Proxy settings.

¢« > C @ Firefox _ aboutpreferences

Connection Settings

Configure Proxy Access to the Internet
© Noprogy
© Auto-detect proxy sttings for this network

©use sy prow stings

©) manual proxy configuration

sockswe O socks

) wtomstic provy confguraton URL

No proxy for

Example: mozila.o

(This is in Firefox. Options varies in each browser. Look for Settings>
Network Settings 2 Proxy)

@égma system proxy settings

4. Look at your public IP Address.
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(G what is my ip address

Google

Q. Search Google or type a URL

(=

o +

Web Store Add shortcut

& whatismyip.com/my-ip-information/

WhatlsMylP.com QP Lookup elP ¢ Up ® Login

WhatlsMylP.com® » Tools » My IP Information

My IP Information

Internet Speed Test

IP Address Lookup

Book now

IP Address Hostname Lookup

IP WHOIS Lookup

My Public IPv4 is:
2.96.16.17

Server Headers Check

Email Header Analyzer

Your IPv6 is: Not Detected

Blacklist Check

User Agent Info

DNS Lookup N oravon
Stay safe, browse fast.

Get Special Deal
Reverse DNS Lookup

Proxy Check

Port Scanner My IP Location Info @ My IP Hostname

Password Strength Test

How To - } City: Bristol ISP: TalkTalk Communications Limited
State: England Host Name: host-2-96-16-

Knowledge Base M } 17.a513285.net

Country: United Kingdom of Great
Resources - |

Britain and Northern Ireland ASN: 13285 @ x
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5. Use Proxy Switcher:
a. List the available Proxies: Use Common Tasks wizard to find new
servers.

Fle gt _Acions View_Help e
| 27 commen s wizwa ] 7 [commen s o |
[=): Country. N Uptime. = .
) CE ot N uptme
Cd Welcome to the Proxy Swilcher EF g ooy i e v o
e 4 ETS—
st ey con kot con ey
okt
- d | Conmen Taks
- To contre. cick Next. 3= (@ Find New Servers, Rescan Servers, Recheck Dead
=5 [ (O Find 100 New Prony Secvers
O Py Sever Locatdin ot Gty
(O e Wotdn nd Aeyrus Py Sevr
Otuen.
Drow Wardon S ek = o Widon S ™ G
e > < >

b. Select any one of the servers from the basic anonymity list and connect
to the server. In this example, the connect was made using an available
US Server. Make sure you select any available server in Alive-SSL
State.

2R Proxy Switcher Unregistered (Direct Connection } — m] ®
File Edit Actions View Help
78X 006 BE7 % A0 /|Frmee R
I Proxy Scanne Server & State Response Country N... Uptime
& i IDNEEL o 181143224 43959 Dead 12008ms  juum COLOMBIA ~
CORE (0) ¥ 87.117.2215:8080 Dead 21031ms  gmm RUSSIAN FEDERATION
B [ High Anonymous (0) ¥ 46229214150:3128 Dead 2281ms g RUSSIAN FEDERATION
Non-SSL (1) ¥ 36.95.74.103:8080 Dead 21031ms ™= INDONESIA
Bte (0) ¥ 7836196 79:4011 Dead 2297ms gy RUSSIAN FEDERATION
- [ Dead 222) ¥ 6213368801576 Dead 21031ms  mm EGYPT
Pemznently (34) ¥ 159223.136.87.3128 Dead 21047ms == UNITED STATES
B [ Basic Anonymity (30) ¥ 4176216.123:8088 Dead 21031ms. SOUTH AFRICA
Non-55L (28 ¥ 155138.233.191:80 Dead 21031ms. UNITED STATES
Private (266) ¥ 11517878 58:8080 Dead 21032ms REPUBLIC OF KOREA
Dangerous (22) ¥ 4165224801576 Dead 20532ms  mm EGYPT
Wy Prowy Servers (0) ¥ 103.121.38.138:80 Dead 422ms [ BANGLADESH
Proxy Switcher (0) & 181.196.241.198:9100 Dead 5337ms i ECUADOR
¥ 95217.120.82:3128 Dead 21031ms == FINLAND
& 121485191359 Dead 21047ms  yy COLOMBIA
& 217.30.1702133128 Dead 2603ms == UZBEKISTAN
¥ 175.101.120.146:8080 Dead 21031ms ) INDIA
& 66.94.120.161:443 Dead 8266ms ™ UNITED STATES -
< >
Keep Aive || Auto Switch
193,149 225 6:80 tested as [Dead] because connection was refused Q
193.149.225.77:80 tested as [Dead] because connection was refused
193 203 14 245:80 tested as [Dead] because mismatch in retrieved content.
S5L Target: hitps://ccnjs. cloudfiare. com/ajax/lb p/3.3.7/css/b heme css v
(0) Idle 138/96 Scanning started 1 DL: 14.5 kBfs UL: 1.7 kB/s
""x‘uu|&”“= y| .‘"»’”A ’ ‘FmErPruA‘,-'SeWErS %
I Proxy Scanner Server « State Response Country N... uptime
£ 1 New (10582) ¥ 200.37.240.130:999 {Mive-55L) 5006ms il PERU 1m
CORE (244) ¥ 176.31.68.252:20325 (Mlive-S5L) 34ms FRANCE 1
B High Anonymous {0} ¥ 8592.185.180:31704 {Mive-SSL) 68ms UNITED KINGDOM 1
Nen-SSL (0} ¥ 21021220788:3128 (Aiive-SSL) 5271ms e INDIA 1
Elite (0} ¥ 472432451159394 (Miive-SSL) 1152ms [ HONG KONG 1
B Dead (1787 ¥ 1453476538080 {Mlive-SSL) 47%6ms o SPAIN 1
Pemanently (123) ¥ 176.3168.25220117 {Mlive-S5L) 768ms | ] FRANCE 1
= Basic Anonymity (32) 54167247 142:3128 (Alive-55L) 387ms == UNITED STATES 1
Non-S5L (33) ¥ 45233.170.98:999 (Aiive-SSL) 5937ms  mm COLOMBIA 1
Private (268) ¥ 31.173.13.192:41890 {Mive-SSL) 5056ms  mmm RUSSIAN FEDERATION 1
Dangerous (31) ¥ 103.224.103.85:15402 (Alive-SSL) 6997ms INDONESIA 1
My Proxy Servers (0} ¥ 4724322 24859394 (Mive-SSL) 115%ms 50 HONG KONG 1
Proxy Switcher (0) ¥ 43.130.45.137.04468 {Mlive-SSL) 840ms ™= UNITED STATES
¥ 22320484 212:3080 (Alive-55L) 1050ms HAILAND
¥ 103.105.8153:41890 (Blive-SSL) 2203ms ™. INDONESIA
¥ 4577.157.80:8899 (Blive-SSL) 384ms UNITED STATES
¥ 83.151250:3128 (Blive-SSL) 4522ms USSIAN FEDERATION 1
& 51107.15.221:53281 (Aive-SSL) 673Ims  wmm RUSSIAN FEDERATION 1w
< 3>
| —— Cored
Name State Progress Size Found
Core Proxy Network Complete I s 1000 ~
www aliveproxy.com Receiving | 1247kb 607
wiw cybersyndrome net Complete I ik 22
www nntime.com Complete D 224kb 416
User-Defined-Lists Complete Y v
(1) Active 144/96 [ DL: 30.2 kB/s UL: 1.9 kB/s
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4B Proxy Switcher Unregistered (Active Proxy: 54.167.247.142:3128 UNITED STATES ) - u] X
File Edit Actions View Help
y|gxu}n|u|= y“"”“ﬁ ¢L|FlhEery)'ServErs 5%

[ Proxy Scanner Server + State Response Country M... Uptime
= MNew (10234) ¥ 20037240.130.993 (Mlive-S5L) s006ms  [] [ FERU 1A
H - CORE (444) ¥ 176.31.68.252:20325 (Aiive-SSL) 3a4ms | I FRANCE 1

& ¥ 8552.185.180:31704 {Alive-S5L) 68ms &= UNITED KINGDOM 1
¥ 210.21222768:3128 {Alive-S5L) 527Ims o INDIA ]
¥ 472432451159394 (Alive-55L) 1152ms [l HONG KONG 1
Dead (2429) ¥ 149.34.765:8080 (Alive-SSL) 47%ms £ SPAIN 1
* Pemanartly (124) & 176.3168.252:20117 (Mlive-55L) 768ms ] ] FRANCE 1
Basic Anonymity (31) D
7 Non-S5L (34) ¥ 45233.170.98.599 {Aive-55L) 5937ms  mm COLOMBIA 1
Private (268) 31.173.13.192:41330 {Aive-55L) RUSSIAN FEDERATION 1
Dangerous (31) 103.224.103.65:15402 (Alive-SSL) INDONESIA 1
= My Proxy Servers (1) ¥ 472432224859334 (Alive-SSL) 1159ms [0 HONG KONG 1
= ProxySwitcher (0) ¥ 43130.45.137:24468 (Alive-SSL) 840ms ™= UNITED STATES
¥ 223.204.84.212:8080 {Alive-SSL) 1050ms == THAILAND
& 103.105.81.53:41830 Testing 2203ms M NDONESIA
4577.157.80:8899 (Alive-55L) 3@4ms == UNITED STATES
¥ 831512503128 (Aive-55L) 4522ms  gmm RUSSIAN FEDERATION 1
& 91.107.15.221:53281 (Alive-55L) 6731ms  mmm RUSSIAN FEDERATION 1w
< >
T Cancel
Name State Progress Size Found
Core Proxy Network Complete I e 1000 ~
www aliveproxy.com Recsiving | 1623kb 869
www cybersyndrome net Complete [ Ea
www nrime. com Complete I ik 416
User-Defined-Lists Complete I 0.0kb v
(2) Active 144/96 E | DL: 7.7 kB/s UL: 1.5 kBfs

Make sure you are connected: Use Proxy Switcher to check your
connection.

BB Gebecting yeurocrbion. |+ - 8 %
< =] var PTG o L
Your possible IP address is: 54.167.247.142 =
Location: UNITED STATES
Promy Server. - B nat detected
Prony P
Prony Country:
& 5 QB 00RO SEATNIG -what D AN - 1CTOLER. WOATE S HRY I A0 M e LT -
Google Ml Bt X | & B s e sucs I
o scsces ven o
QM Bhess Btk G s G e o (FIEXC0[E EE 7 o F A [ X
e o T =
bt 3490,000,000 mils (048 secandsl 7 & e # e oSty tEm
Firommmn e e
= G e
whats my 1B e
I .
54 167 247142 :
“Your P address A
i v
i o
g s oy
7 firee
Py frin
A 10m62 152 14985030 v PSS FEOFRAT
g st myadiress o H ;
What Is My IP Address - See Your Public Address « IPva & IPv6 I o
wnatyour e acdres s reveaing aboutyout My P acdess = = e
o shun yous ocalion. iy egn, counly 15F and Crtmees  Goe SE— D0 -
o fenens f— @ @
i G — 5 7
IP Loakup o ke —
i s St a7 e e ocaon 57 Mmaatill, o —
i s - CRETEATETT
IP Addresses
a
A0 (IBRE] e aam
(Wip.add == 54.167.247.192
- E = ot 1
S o sy A e i -oe o
Tu7es ar.aamizs 93] T | Fie et Actions View Help
7S et S| encatacation: s (s6157) (78X 00Eaa 7«7 A %
122wy s1sasers  asa, |0 PO o ponc fragent > Serer Resorse Gourry W tptme
mulsT Tine to vtve: 1a o W00 1773 —(
S T o Lhve i e seoseas —
22226 520059 102 POl TCP () e Leatidetion disabied i ss2res e —
o e er ek 2% [enlidetion dissbled] R —
mn e | in st meririan) e, =
Do st | ST e 132 s e —
LTI 3l - Trasselssion Contrel frotocel, src ports 61457, Dst Perts 3125, Seq: 146, Ack: 77, Len: © 1
i einakion P 3128 ity —
atrem e 335 S mnomeie — |
rrea D | Leonersation comletenes: Incomless, oATA (15)] Py — E
> Frone 11755: 5% by o [ " e —
sequence turoer. 1466 (relative sequence raber) smisTnE —3
Sequence Number (ra): 4100¢ o 5107152215320 —
flexe Secuence thomber (relstive sequence mumber)] e o —
Ackncwledguent Number: 7776 (relative ack nusber) honrarsani ——
el = (relative ack nusber) o 202227883128 v
Gt e G @ G B D e i >
ol Mumcmm (0 /L s
Dalaleciie ni i As e mie akaer ==
P H
wpefiogiond | sae Foges E Fard
et Care Py Hetwek Carpee — 0 00 -
e e vt wmdvoroon  Feoswry e %5
o o 1 Compiete N 2
s cackaun ot b Groee EE— 72
Source Address: 192.34 UserDeine-Lsts Compiete. I 00%b v
S ke 75 —
44 ad bl 35 04 86 95 r
G ti e s se
G105 ¢4 32 00 00
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6. Use other tools, that you have used so for during information- n
gathering phase to further analyse. What did you get? Did you :.
manage to identify your proxy server or type? Q.27. C

WhatlsMylP.com® » Tools » Proxy Check

Proxy Check

Send feedback

Proxy Check

Proxy Detected
Proxy Type: DCH

8. Based on your usage of this tool, and the analysis done, write your ﬂ
understanding on using Proxy tools like this. Referring to the :.
above screenshot, what is the Proxy type DCH? Q.28. -
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Part 12: Identify Target Operating System with TTL

Machine: Windows Servers 2019, Windows 10, Ubuntu, Kali Linux.

Use Wireshark to capture the packets from the target machine and observe TTL, TCP
Window Size to determine the Operating System.

Task

1. Before starting this task, you need to know the TTL & TCP Window Size
values of different Operating Systems. With reference to our discussion
during our lectures,

a. What is TCP Window Size? Q.29. .ﬂ
b. list out the values below. .&

2. Login to Win Server 2019. Use Packet Capturing tool and start capturing
packets.
3. Ping Win Server 2019 from Windows 10, Ubuntu and Kali Linux Machines
(Assuming they are the target machines)
4. Observe the captured packets in Win Server 2019.
a. Select icmp packets from each target machines to the Server and
look for the packet details.
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I3 Windows Server 2016 ‘ ‘ [F5: KaliLinux-2021. 4a-vmware-a... ‘

M Ethemetd

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 0 IBRB e=s=TsEEaaan
Tapply = display fiter__<ci/>
Sores oestraten botowl Lenath 1o
91 224.823479  10.10.10.11 10.10.10.16 TP 98 Echo (ping) request id=gxe3bS, seq=8/2048, ttl-64 (reply in 92)
o2 726.523508  10.10.10.16 10 98 teho (ping) reply  idedxesbs, =eq3/2083, £11-125 (request in 91)

94225.547947  10.10.10.16 16.10.10.11 P 98 Echo (ping) reply  id=0xe3bS, seq=0/2304, ttl-128 (request in 93)
95 226.871621  10.10,12 201010 12 Trun PO . oo ey CHY
96 226.871688  10.10, M Wireshark - Packet 93 - Ethemet0
57 227.595114  10.10.
98227.895225  10.10. [ Frame 93: 95 bytes on wire (734 bits), 98 bytes captured (784 bits) on interface - {84357 852- = }, id o
99228.919868  10.10] | Ethernet IT, Src: VMware_a6:9e:f4 (80:0:29:a6:9:f4), Dst: Vware_6a:Sc:2b (80:0c:29:6a:5c:2b)
108 228.919123  10.184 |v Internet Protocol Version 4, Src: 10.10.10.11, Dst: 16.10.10.16
101 220.943985  10.10 Version: 4
102 229.944051  10.10, 0101 = Header Length: 20 bytes (5)
103 230.967439  10.10, > Differentiated Services Field: 0x@0 (DSCP: €S0, ECH: Not-ECT)
Total Length: 84
> Frame 93: 9 bytes on wire| Tdentification: oxéecs (27845)
v Ethernet 11, Src: Vware a| > Flags: ex4g, Don't fragment
Wiware_6a .0 0000 0000 000 = Fragnent Offset: 0
Time to Live: 64
Protocol: ICHP (1)
Header Checksum: 0xasbs [validation disabled]
[Header checksum status: Unverified]
Header Leng| Source Address: 10.10.10.11
Services| ination Address: 10.10.10.15
Total Length: 54  Internet Cantrol Message Protocol
Identification: exéees 00 6c 29 6a 5c 2b 00 0c 29 a6 9 T4 05 00 45 00 )\t - ) - E
> Flags: @x40, Don't fragl | 2010 00 54 6c c5 40 00 40 b1 a5 bS 0a 0a 0a 0b 02 02 -T1-0-Q -
...0 €000 0000 0000 = F| | 0020 a 10 08 00 04 7f €3 bS 00 @9 d2 23 19 G2 00 60 b
Time to Live: 64 0030 1314 1
0040
= —————— |eese
G000 0@ bc 29 6a 5 2b 00 8| | ooy
2010 08 54 6c C5 40 00 40 0|
2020 0a 10 05 00 04 7F e3 bl
2030 0@ 00 Se 69 07 08 00 of
0045 1617 16 19 1a 1b 1c 1
o050 26 27 28 29 2a 2b 2 2|
ooso 3637
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Map your network using Automatic Mapping Tool.

Task

1. Download Network Topology Mapper from Solarwinds. (You may use different
tool to accomplish this task)

iy

IP address management software
designed to save time and prevent costly
errors

+ Automated IP address tracking

- Integrated DHCP. DNS, and IP address
management tools

+ |P alerting, troubleshooting, and
reporting

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

Network device tracking software designed
to locate users and devices on your
network

+ Quickly locate network devices

- Map and monitor WAPs, switches, and
ports

+ Manage switch and switch port capacity

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

[
-

VolP monitoring software designed for
deep critical call QoS metrics and WAN
performance insights

+ Real-time WAN monitoring

- Troubleshoot VolP call quality problems

* Visual VolIP call path trace

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

Network Automation Manager

Network automation software designed for
on-prem, cloud, and hybrid environments

+ Network performance monitoring
+ Traffic and bandwidth analysis

= Config and change management

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

@ Log Analyzer

Easily investigate machine data to help
identify the root cause of IT issues faster

+ Log and event collecticn and analysis
« Powerful search and filter

+ Real-time log stream

DOWNLOAD FREE TRIAL Quick View

Fully functional for 30 days

2. Install the tool in Windows Server 2019.

SolarWinds Registration

solarwmdﬁ

E-mail Address: | |

Please confirm the email address you provided when registering to download
NTM. Ifitis blank, please provide your preferred e-mail address, This will help us
assist you with pre-sales technical support, educational material, and other
account related communications. Installation reguires a valid email address.

Network Topology Mapper

Network mapping software built to
automatically plot your network

+ Automate device discovery and mapping
+ Build multiple maps from a single scan

= Perform multi-level network discovery

DOWNLOAD FREE TRIAL Quick View

Free for 14 days
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SolarWinds Network

SolarWinds Ne

License Agreement

BY ACCEPTING

ACCEPTANCE, BY EXECUTING AN ORDER FORM THAT REFERENCES
THIS AGREEMENT, OR BY DOWNLOADING, INSTALLING AND/OR
UTILIZING THE SOFTWARE (DEFINED BELOW), YOU AGREE TO THIS
AGREEMENT. THIS AGREEMENT IS A LEGALLY BINDING CONTRACT

| agree to the license terms and conditions

Topology Mapper X

twork Topology Mapper Setup

SOLARWINDS
END USER LICENSE AGREEMENT

THIS AGREEMENT, EITHER BY INDICATING YOUR

| Options ‘ ‘ Install ‘ | Close

SolarWinds Network Topology Mapper Setup

Installation Progress

Action 19:03:20: RunSWLicReg.

Please click 'Enter Licensing Information’
to license your product.

Your evaluation ends in 14 days.

Buy Mow!

Enter Licensing Information

I Continue Evaluation |

Ll

Cancel

If you are using Network Topology Mapper from Solarwinds,

a) what option did you select on the following “Would you like to send
anonymous data to SolarWinds about how you use Network Topology
Mapper?”

b) Why did you select the stated option?

Q.32.
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£ Help SolarWinds Improve — O X

Would you like to send anonymous data to SolarWinds about how
you use Network Topology Mapper?

+ Help us design and build features that fit your needs
+ All collected data is anonymous
+ Stop participating at any time by running this application again

() Yes. | wish to participate anonymously frecommended).
(® Mo, | would not like to participate.

% OK || Cancel
solarwinds *»
3. After Installation, begin a New Scan
el N Ty e S

File Edit View Reports Help

ew Scan |\ New Map pen | (@ Rescan rint 53] Export Visio ele ove " Connect Devices ackground | Zoom is map
5 ow 6 e i 220301 | B |+ |8 911 Bl gt Vo [ st @ioe o oo | s i | 2o | 8 19[Sty )

Click New Network Scan to scan your environment

4. Select SNMP Credentials and Select the Network.
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Metwork Topology Scan x

R
SNMP Credentials N
Pick SNMP credertials used for discovery on your network from list of stored Credentials or add new credential. Credentials are e
used in the order listed below.

SNMP Credentials Stored Credentials: Discovery Credentials:
WMI Credentials [ Name OO #  Name
VMWare Credentials EA11 public
Network Selection O] public v

Discovery Settings
Scheduling

Summary

SMMP must be enabled on your devices before running Network Discovery Scan to get the results on the map.
» Leam mare about SNMP

MNetwork Topology Scan

Network Selection

Where are the nodes that you want to discover? Define the section of your network to be scanned below.

o *fou can combine subnets, IP ranges and free-form IPs in your Network Discovery.

SNMP Credentials P
anges -Nat- i
WMI Credentials Subnets g Freeform IPs = Do-Mot-Scan List

VMWare Credentials Start Address: End Address:
Network Selection 192.168.1.0 | [192.168.1.255)

Discovery Settings
Scheduling

Summary

To include IPvE addresses in the discovery, add them in the Freeform IPs tab.
Network Selection Summary:

Subnets: Mo selection

IP Ranges: Ix

Freeform IP Entries: Mo selection
Do-Not-Scan List No selection

5. Assign your name and Student Id as the Name to Scan and Discover the
network.
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[ Network Topolegy Scan

Network Discovery Setlings

Name your network discovery scan below and configure number of Hops.

SNMP Credentials Scan name:

WMI Credentials [My_Name_Studert_id|

VMWare Credentials

Network Selection Number of Hops: [0 | Recommended heps iz 0.
Discovery Settings » What are hops?

Scheduling

[ lgnere nodes that anly respond to ICMP (ping). Nodes must respond ta SNMP or WHMI
Summary

» Learn mare

[] Dont use Bridge Table information to calculate network topology

» When not to use Bridge Tables?

[ Network Topology Scan x
Di y Y i
Review your Network Discovery configuration 501 '4}) 1d /
P

SNMP Credentials SNMP Credentials- public
WMI Credentials private

VMWare Credentials

S WMI Credentials: <o credeniials added>
Discoser Settinns VMWare Credentials: <o credentials added>
Scheduling
Summary Network Selection: [P ranges 152.168.1.0- 192.163.1.255
Subnets: <no selection>
Freefomn IPs <0 selection>

Do-Net-Scan Lst: <o selection>

Discovery Settings: Map name My_Name_Student_Id
Number of Hops: ]

Scheduling: Frequency: Once
Execution: Immediately

TIPS = MNetwork discovery can only draw connections between devices that have SNMP enabled
Non-SNMP devices cannot be mapped.
= Provide Windows and VMWare credentials for devices on your network.

[ <Back || Discover | Cancel |

6. Use the details to map your network. You will now have a network topology.
Expand and explore the Node Display Options, Map Layouts to gather more
information.

1234

inds Network Topology Mapper - 0 x

Fle Edit View Reports Help

print 53] Export Visio |[[% Select [ &) Move o* Connect Devices | (%5 Background | Zoom 100%  ~ ® (© |[Search trs )
wap1 x| -
10101016
Senver2016

e Ve
pe
Eusuaton mode
o ik oo e

%]

M >10Goes

I Urkoown

[ Show Speed as Text
[ Layer 2 (Sitches)

10.1010.11
10101011
TP

Virtual Ifstructure
Manusl Connections
[ Connection Jumps

Scanring Network
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7. Use Integration with Windows Tools to gain access using Remote Desktop,
gather more information using ping, traceroute, Telnet etc.
8. Generate Report

Nitheesh_123436 - Inventory report

IPAddress I Addresses  Hostname  PrimaryRole  Roles  Sysname  Machine Type  Vendor  locaon  Cotact  System Descripon  Poling Method  MAC Addresses
1010102 [10.10.102 1010102 |ICMP Node ICMP N Unknown Unknown IcMP
1010108 1010108 WINALIUT... |ICMP Node ICMF N... Unknwn Unknown ICMP
10101010 |10.10.10.10 DESKTOPG... |ICMF Node ICMP N... Unknawn Unknown ICMP
10101011 10.10.10.11 10101011 |ICMP Node ICMP N... Unknwn Unknown ICMP
10101016 |10.10.10.16 Server2016 | ICMP Node ICMP N... Unknawn Unknown ICMP
IP Range10.... |Network Segm... |Network.. Unknwn Unknown Nene
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With reference to our lectures, enumeration when you try and connect to the system
and do deliberate actions to gather more information. The initial process of
enumeration includes finding names of the machines within Target network. Using the
gathered names, detailed information on network and its resources could be probed.

Part 14: Enumerate using NetBIOS
Machine: Windows Servers 2019, Windows Server 2022.

Using tools like Global Network Inventory is used to scan the networks based on IP
range, Domain, Host etc.

Task

1. Download Global Network Inventory tool. (You may use different tool to
accomplish this task)

Which link did you use to download the tool? Why?

What is the purpose of this tool? .&

Q.33.

2. Install GNI tool. Open the New Audit Wizard and initiate the scan. You have two
options to proceed further.

=

File View Scan Tools Reports Help

Ki-lm Bepnad- 0Ly BUBENAE-B & @,
i Scan summary
e B OHN
Name B Domain New Audit Wizard X

..... € |All addresses

Type Welcome to the New Audit Wizard

This wizard will guide you through the process of creating a
new invertory audit.

To continue, click Next.

l\LU BAL NETWORK INVENTORY

< Back Cancel

a. Connect as currently logged on user
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If you are using this tool in an initial stage where you don’t have the user
credentials of the target, use this option. However, by using this option
you might only get basic information like Physical and Logical addresses.

b. Connect as

Once you have managed to get the user credentails of the target, use
that and connect as the target and gather information.

ﬁ Global Network Inventory - Unregistered
! File View Scan Tools Reports Help
X - mgen® OLF BOBENE-B & @

@ Scan summary

e [0 HH
Name 2 Damain

...?- |All addresses —

New Audit Wizard X

T Authentication Settings
LB Specify the authentication settings to use to connect to a remote computer, —

(®) Connesct as cumently logged on ussr
(C) Connect as

Domain ' User name:

Pazsword:

To cortinue, click Next.

| <Back [ Nea> || Cancel |

3. Do scans using both the options and gather as many information as possible.

Global Netwerk Inventory - Unregistered
© File View Scan Tools Reports Help

R -0 Bals- Oz BOEE =B @ e,
view esuns -2 x|

M Deskiop |& Devics | Videocomrolers |ME Montos @5 Logealdiks |, Diskdives [d Prmtes |s¥  MNetwokodopters [[@] NetBlOS | L Shores |gH Userowups |# Usem |2, Logoedon
Mo MO R A W Scansummay | § Computersystem |[J} Processors |y Mainboard |qh BIOS |@) Memoy |WM Memoy devices |13 Potcomectors |((j Systemslcts | ] Operating System |E) nstalled software | | Envicorment | £, Services

Name
=¥ Al addresses
£-EA% WORKGROUP

Product /[ Version []| Publisher [~]| InstalDate _[=]| Fleg Dwner [~||FegCampany [~/ CdKep ]| Product d []
=liDomain : WORKGAGUP (COUNT=2)

e : SERVER2012 (COUNT=2)

27/02/2022 16:15:06 (COUNT=2)
oft Visusl C++ 20152019 Redistrbutable [x64] -14... [14.28.289130 [Micrasott Corporation | | | | |
Microsoft Visual C++ 2015:2019 1+86)-14... [14.28.29913.0 [Mistosot Corporation | [ [ | [

/ []| Version u [+]| CdKey urt
Microsalt Visual C++ 20152013 (+64) - 14.28.29913 [12.28.23913.0 e [ [ [ 1 |
icrosoft isual -+ 20152019 Redstrbutable (+36] - 14.28.29913 [14.2823913.0 e | | | 1 |

What is the difference between both the scans? ﬂ
[ )
Q.34. =9
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4. Generate Report

5 Windows Server 2016 x”ﬁwmwssmaznu R T e R [ YRR [ FYXIrTp—
-
@@\@ Ca\Program @ CiProgram i ‘EQ\nglam & C\Program Fi... @ C\Program Fi.. @ CAProgra.. ‘ ‘ o ve €
Global Network
Inventory Services | February 27, 2022
isit hitp: /s magnetosoft.com for sales and support.
Services
EiT e
pranua [Stopped [CAWindousiSystema2isvanost exe  AppReadiness
anual fRunving (CWindoustsystemaZivenastere K netsues
utomate fRunning xapphost
ranua Stopped
pranua [Stopped (CWindoustsystemaZivenostere K netsies
anua [Stopped
panal Stopped xnetsies
pranua [Stopped e pr—
il Stopped Ctate oxe
panial Stopped K netsvcs
utomate Running =
hutomate. fRunving
utomati Running PooDist
Manual [Stopped knelsves
utomate Running (CWindoustsystemZnfscntexe
ranua Soppea (Cindoustsystemazisass.exe
utomatie Running Local
e Running x
sabiea [Stopped (G \Windows\System32tsvehost exe - netsves
panial [Stoppod
Butomatic Running (CWindoustsystem32svehostere - NebworkSenvce
utomate. Running (CAVindoustsystem3zZsvehostexe - DeomLaunch
ranua Soppea
panial Stopped  DeomLaunch
Manal [Stopped (C\Windoustsystem3Zsvehastere K nefsves
utomate fRunring
utomatic Funring
panal Stopped K Loca
[%oi Manual Running
% Distibutd Link Traokina Gient utomatic frunving

[ﬁm&mrmlﬁx“ﬁmmzﬂﬂ ><Hlﬁvmhmmmdhmm xH!ﬁmmm ><”!ﬁmuumnnhmm..x‘
- >

[@cvrogem.| @ capregr. x| |t 75

@@\@ CAProgram Fils (891 MagnetoSoftwar\labalNetworkinient 9 - C || @ Ciprogram...| @ Ciprogram..| © Chprogram..| @ CiProgram... @ Clprogram..| @ Ciprogram. | @ Cproges

Global Network
Inventory Desktop | February 27, 2022

visit /fwww magnetosoft.com for sales and support.

Desktop
ST ST oo Swer e

T o T o T O

T o T o T O

T o T o T O

T o T o T O

3 o O

T o T o T 0

T o T o T 0
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[} Windows Server 2016 [ Windows Server 2012 I3 Windows 10 and later x64 [ Windows 8.x 64 ([ Kali-linux-2021.4a-vmiare-a..
- x
&) C:\Program Files (x36]\Magneto Software\GlobalNetworkinvente © ~ & || @ CAP...| @ C\P...| @ CAP.. @ GIP.. @ GIP.| @ CiP. B G\P.. @ CiP..| @ GIP.. @ TP, @GP @ P @GP @GP B C. w
Global Network
Inventory Network adapters | February 27, 2022
visit hitp:/wwiw magnetosoft com for sales and support
Network adapters
[RGapter Name. TIAC Address TRdapter IP Address. TRdapier IF Subnet . JAdapter Defaull IF Gateway Panuiacturer TRdapier Type DHCP Enabled |
[Domain : WORKGROUP (COUNT=1
[Host Nlame - SERVER2012 (COUNT=T)
imestamp - 27/02/2022 16:15:06 (COUNT=1)
S It ol(R) 525741 Gigabil Network Gonpection Pooc7s60TCH fowomon 552552550 Towoz el Gorporation Ftnemets023 o
[Total T tem(s) [ [ [ [ | [ [

5. What are the other similar tools did you manage to research? Could i
you compare those tools with this and discuss the pros and cons? -_ |
R.11.
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Using this technique, we could gather User names, User groups, List of Computers,
OS, Ports, Names, Network resources, Services, Polices and Passwords

Task

1. Download and Install Nmap in Win Server 2022.

2. By default, you could see an Intense scan profile present. Do various scans on
the target OS. Refer to our lecture sessions to use various nmap commands.

3. Based on the earlier activities, we have managed to find our Users, Host
Names, Live Hosts, List of Machines in the Target Network etc. Now, let us
focus on gathering ports open, their services and shared resources.

4. |ssue the nmap command to find out the operating system. Which command
would you use?
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Scan  Tools Profile Help

Target: | 10.10.10.16 [v] Profile v

% Command: | nmap -0 10.10.10.16

Hosts Services Nmap Output |Ports,." Hostsl Topologyl Host Detailsl Scans|
]

Cancel

05 4 Host - nmap -0 10.10.10.16

<1 10,10.10.12 Starting Mmap 7.92 ( https://nmap.org ) at 2022-82-27
. 16:45 GMT Standard Time

= 10.10.10.18 Nmap scan report for 10.18.10.16

Host is up (©.8819s latency).

Not shown: 992 closed tcp ports (reset)

PORT STATE SERVICE

Bo/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1801/tcp open msmg

2183/tcp open zephyr-clt

1 2185/tcp open eklogin

2187 /tcp open msmg-mgmt

B MAC Address: @@:8C:29:6A:5C:2B (VMware)

Device type: general purpose

Running: Microsoft Windows 2812|7|8.1

05 CPE: cpe:/o:microsoft:windows_serwver_2812:r2 cpe:/
[ | o:microsoftiwindows_7:::ultimate cpe:/
o:microsoft:windows_8.1

05 details: Microsoft Windows Server 2812 R2 Update 1,
Microsoft Windows 7, Windows Server 2812, or Windows 8.1
Update 1

Network Distance: 1 hop

05 detection performed. Please report any incorrect
results at https://nmap.org/submit/

Nmap done: 1 IP address (1 host up) scanned in 2,92
seconds

Filter Hosts

: Zenmap - [ o7

Scan Tools Profile Help

Target | 10.10.10.16 IZI Profile: Cancel

Command: |nmap -0 -v 10.10.10.16

Hosts Services Nmap Output | Ports / Hostsl Topologyl Host Detailsl Scans|
05 4 Host «  |nmap-0-v1010.10.6 v]

-1 10.10.10.12 Retrying 05 detection (try #4) against 10.10.10.16 ~
. WARNING: 0S5 didn't match until try #4
< 1DIDA0IE Nmap scan report for 10.10.10.16

Host is up (8.8816s latency).

Not shown: 992 closed tcp ports (reset)

PORT STATE SERVICE

808/tcp open http

135/tcp open msrpc

139/tcp open netbios-ssn

445/tcp open microsoft-ds

1881/tcp open msmg

2183/tcp open zephyr-clt

2185/tcp open eklogin

2187 /tcp open msmq-mgmt

MAC Address: @8:8C:29:6A:5C:2B (VMware)

Device type: general purpose

Running: Microsoft Windows 2816

05 CPE: cpe:/o:microsoft:windows_server_2816

05 details: Microsoft Windows Server 2816 build 18586
- 14383

Uptime guess: 8.852 days (since Sun Feb 27 15:45:22
20822)

Network Distance: 1 hop

TCP Seguence Prediction: Difficulty=258 (Good luck!) =
IP ID Seguence Generation: Incremental

Read data files from: C:\Program Files (x86)‘\Nmap
05 detection performed. Please report any incorrect
results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 11.48
seconds

Raw packets sent: 1865 (49.708KB) | Rcvd:
1865 (45.388KB)

- v
Filter Hosts

5. From the above output/ or from your output, what is your finding? Did you notice
Ports 80, 135, 139, 445, 1801 etc are open and 139 is using netbios service?
Let us use NBTSTAT command to look at NETBIOS related information.
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NBTSTAT is a diagnostic tool for NetBIOS over TCP/IP. It's primary objective
is to troubleshoot NetBIOS name resoultion problems. (Wikipedia)

wUeeprssAdministrator>nbtstat —A 10.160.168.16

thernet@:

SERUER26816 <@@: UNIQUE Registered
WORKGROUP <@a: GROUP Registered
SERUVERZ816 <28> UNIQUE Registered

MAC Address = BE-BC-29-6A-5C-2B

wUeeprssAdministrator>nbtstat —A 10.160.168.12

SERUER2612 <@8> UNIQUE Registered
WORKGROUP <@a: GROUP Registered
SERUER2812 <28> UNIQUE Registered

MAC Address = BE-BC-29-6C-7C-47

6. Now use net use command to view the created shared folders from your hosts.

wUeerssAdministratornet use
ew connections will bhe remembered.

Local Remote Hetwork

swwnuare—hostsShared Folders
UHware Shared Folders

he command completed successfully.

7. Do research on net use. Know what is the purpose of net use * it
command? Which OS versions is that supported etc.? = |
R.12.
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Part 16: Enumerate Services
Machine: Windows Servers 2019, Windows Server 2022, Kali.

Scan all the machines in the target network, list out the up and running machines, find
open ports, find the status of firewall and enumerate the services running on the port
along with their versions.

Task

1. Download and Install Nmap in Win Server 2022.

[ Kali-Linux-2021.4a-vmwa... [ windows Server 2012 [F3 Windows Server 2015
S eEP o
Q|
%l Favorites
(®) Recently Used » @), - IDS/IPS Identification
I AllApplications » Q » Live Host Identification

® Settings * Nety rt Scanners

[ Usual Applications

Q 01 - Information Gathering

b Application Analysis

ase Assessment

5"11 ike-scan

‘( legion (root)

q & tnetdiscover
@ 11 - Forensics <> nmap
12 - Reporting Tools =
=% recon-ng
Engineering Tools
spiderfoot

2. Execute the commands
a. nmap -sP 10.10.10.0/24

Nmap ,_E.n r
Host is up
Nmap scan r

This lab activity has a number of nmap commands. Could you list out

all the descriptions of these commands? PY

P J
For example, the 15t command used here is nmap -sP 10.10.10.0/24 -
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What is the purpose of this command?

Q.36.

b. Nmap -sS 10.10.10.12

Nmap
Host is up (¢
Not shown:

ERVICE
open http
open mMsSIpc
open netbios
open
open
open
open
open :
open ms-lsa
open iadl
open
open
open
open
open
open

Host is up
Not shov

tcp

netbios-ssn
microsoft-ds

msI

ms
msTpc
msTpc
msTpc
msTpc
msSTpc
ms
msmqg?

tp nmap
Nmap done:

d. Save this report to a txt file with your name. What command do you

to save?

microsoft

microsoft:windows_7:::

use
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Network

a

Hima

3. Save the Report and submit the report.

] ~/Nitheesh_Enu.txt [Read Only] - Mousepad

File Edit Search View Document Help
[+ I & h C x O Q& n

1# Nmap 7.92 scan initiated Sun Feb 27 12:42:10 2022 as: nmap -sSV -0 -oN Nitheesh_Enu.txt 10.10.10.12
2 Nmap scan report for 10.10.10.12

3 Host is up (0.00066s latency).

4 Not shown: 984 closed tcp ports (reset)

5 PORT STATE SERVICE VERSION

6 80/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)

7 135/tcp open msrpc Microsoft Windows RPC

8 139/tcp open netbios-ssn Microsoft Windows netbios-ssn

9 445/tcp open microsoft-ds Microsoft Windows Server 2008 R2 - 2012 micr

10 1025/tcp open msrpc Microsoft Windows RPC

11 1026/tcp open msrpc Microsoft Windows RPC

12 1027/tcp open msrpc Microsoft Windows RPC

13 1028/tcp open msrpc Microsoft Windows RPC

14 1029/tcp open msrpc Microsoft Windows RPC

15 1030/tcp open msrpc Microsoft Windows RPC

16 1031/tcp open msrpc Microsoft Windows RPC

17 1032/tcp open msrpc Microsoft Windows RPC

18 1801/tcp open msmq?

19 21@3/tcp open msrpc Microsoft Windows RPC

20 2105/tcp open msrpc Microsoft Windows RPC

21 2107/tcp open msrpc Microsoft Windows RPC

22 MAC Address: 00:0C:29:6C:7C:49 (VMware)

23 Device type: general purpose

24 Running: Mi oft Windows 2012|7]8.1

25 0S CPE: cpe:/o: rosoft:windows_server_2012:r2 cpe:/o:microsoft:windows_7:::ultimate cpe:/o:microsoft:windows_8.1
26 0S details: Microsoft Windows Server 2012 R2 Update 1, Microsoft Windows 7, Windows Server 2012, or Windows 8.1 Update 1
27 Network Distance: 1 hop

28 Service Info: 0Ss: Windows, Windows Server 2008 R2 - 2012; CPE: cpe:/o:microsoft:windows

29

30 0S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
31 # Nmap done at Sun Feb 27 12:43:12 2022 — 1 IP address (1 host up) scanned in 61.58 seconds

32

4. Now, let us focus on SNMP.
Which is the default port for SNMP?

Q.37. a9
a. Check the port status.

161 19.18.18.12
7.92 ( https://nmap.org
report for 10.10.180.
pP49s latency)

SERVICE
snmp
MAC 29:6C:7 (VMware )

Mmap done: 1 IP address (1 host up) scanned in 9.4@

b. From the above output, knowing that SNMP Service is running in port 161 and
the status is open, execute a script to extract the SNMP Community string from
the target machine.
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ap 161
Starting Nmap 7.92 ( https://nmap.org
Nmap scan report for 10.10.18.12

Host is up (9.00042s latency).

PORT STATE SERVICE
161/udp openlfiltered snmp
MAC Address: @0:@C:29:6C:7C:49 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 1.78 seconds

-] Shome/kali

] 161 18.18.18.12
Starting Nmap 7.92 ( https://nmap.org )
Nmap scan Trep for 10.10.10.12
Host is up (@.@0@8565 latency).

PORT STATE SERVICE

161/udp open snmp

| snmp-brute:

| public - valid credentials

MAC Address: @0:@0C:29:6C:7C:49 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 3.79 seconds

Above two commands are same but outputs are different. Could you
justify why the outputs are different? What actions was taken before .ﬂ
executing the command second time? .‘

Q.38.

c. With valid credentials, let us perform SNMP enumeration on the target machine.

5. Open MSFCONSOLE
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/home/kali

OMMAND V5

ry - 400 post
11 nops

ble HTTP request and response

Know about MSF console. Do research on Metasploit. A very useful 2 lins
tool in Kali Linux. Refer to Metasploit.com, Github for references. =

a. Use auxiliary/scanner/snmp/snmp_ Iogln Setg RHOSTS <target>. Exploit.

ary/scanner/snmp/ ,nmp gin
setg RHOSTS 1@. .12

) > exploit
will not be
ful: public
g 9 AT/AT COMPATIBLE -

d 1 of 1
ary module

Did you notice that the target has a read-only community string? This is the
vulnerability via SNMP which could be used to exploit the target. (If you don’t
understand SNMP Community String — refer to our lectures and do research)

b. Use Enumeration to exploit further.
: TR YT e i nner/snmp/snmp_enum
[+] 10.10.10 Connected.
[*] System information:
Host IP

om
amily & Model 158 Stepping 9 AT/AT COMPATIBLE - Software: Wi

["Administrator”™]

[*] Network information:
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After enumerating the target on SNMP, what information did you
gather?

In similar method, could you try to enumerate LDAP on an ADDS and modify
domain user accounts?

Q.39.

Record your Reflection:

7. Understanding on all the activities

8. Understanding about various tools used

9. New/ Similar tools you identified and used

10.Compare and Contrast the tutorial tools with your identified tools

11.Rate yourself: How confident are you to do footprinting and reconnaissance
activity ethically?

12.Any other Troubleshooting Steps, you need to share?

Q.39| R.12



