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Objectives 

In continuation to our earlier lectures, this tutorial helps in providing you an 
overview of tools used to gather information, perform footprinting and scanning 
the network.  

ETHICAL STATEMENT 

The tools and techniques you are exposed to’ in this lab is to work only on a 
virtual machine environment and the purpose is entirely to demonstrate various 
types of cyber-attacks. Experimentation with these tools, techniques, and 
resources is at the discretion of the instructor and institution. If you as a student 
consider using attack tools for educational purposes on an outside 
environment, you should contact me prior to any experimentation. 

Note: Unauthorized access to data, computer, and network systems is a crime 
in many jurisdictions and often is accompanied by severe consequences, 
regardless of the perpetrator’s motivations. It is the learner’s responsibility, as 
the user of this material, to be cognizant of and compliant with computer use 
laws. 

Part 1: Use Windows Command Line Utility to Gather Information 
Part 2: Use Web Data Extractor tool to extract data from web pages. (Web 
Scraping or Web Data Mining) 
Part 3: Use Email Tracker Pro to trace and track delivered email. 
Part 4: Use TCP View tool to identify the processes running on a Machine. 
Part 5: Use Sublist3r tool to enumerate subdomains of Websites using OSINT  
Part 6: Use Recon -ng tool to gather information 
Part 7: Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse the 
target replies.  
Part 8: Use MegaPing to identify live hosts and open ports of the Target. 
Part 9: Use NetScanTools Pro to initiate various Scans 
Part 10: Explore various network scanning Techniques 
Part 11: Being Anonymous on the Internet  
Part 12: Identify Target Operating System with TTL 
Part 13: Map your Network 
Part 14: Enumerate using NetBIOS 
Part 15: Enumerate using Nmap and Net Use 

 

ICONS Used in this document: 

Find out the outcome/ Answers/ Solution 

 

Do research and complete the task. Need referencing/ in-text citations. 
Shall be included as a part of your coursework. 
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Lab Topology 

 

 Attacker Machines: Kali Linux, Parrot, Ubuntu (Its your Choice) 

 Victim Machines: Combination of Win 10, 11, Win Server 2019, 22, Linux 
(CentOS, Debian) 

 Web Servers: DVWA, Good Shopping etc 
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Part 1: Use Windows Command Line Utility to Gather Information 

Task: Gather information about the authoritative name server and its IP Address 
of www.itsecgames.com 

Why? In future, to exploit the server to perform a DoS, DDoS, URL 
Redirection attacks. 

How?  

C:\Users\Administrator>ping www.itsecgames.com 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 31.3.96.40: bytes=32 time=26ms TTL=128 

Reply from 31.3.96.40: bytes=32 time=21ms TTL=128 

Reply from 31.3.96.40: bytes=32 time=24ms TTL=128 

Reply from 31.3.96.40: bytes=32 time=22ms TTL=128 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 21ms, Maximum = 26ms, Average = 23ms 

C:\Users\Administrator>ping www.itsecgames.com -f -l 1500 

Pinging itsecgames.com [31.3.96.40] with 1500 bytes of data: 

Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Packet needs to be fragmented but DF set. 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 4, Received = 0, Lost = 4 (100% loss), 

C:\Users\Administrator>ping www.itsecgames.com -f -l 1472 

C:\Users\Administrator>ping www.itsecgames.com -f -l 1473 

Q.1. What is the outcome of the above two ping commands? What is the 
reason for the two outcomes?  

 

 

 

http://www.itsecgames.com/
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C:\Users\nitheesh>tracert itsecgames.com 

Tracing route to itsecgames.com [31.3.96.40] 

over a maximum of 30 hops: 

  1     1 ms     1 ms    <1 ms  ttrouter [192.168.1.1] 

  2     8 ms     8 ms     7 ms  ae54-ner001.csm.as13285.net [78.144.1.17] 

  3    10 ms     9 ms    12 ms  ae56-scr001.slh.as13285.net [78.144.1.48] 

  4    10 ms    10 ms    11 ms  ae64-scr101.thw.as13285.net [78.144.1.134] 

  5    20 ms    20 ms    19 ms  195.66.227.118 

  6    20 ms    20 ms    20 ms  te0-14.cr1.nkf.as49685.net [95.142.106.211] 

  7    21 ms    23 ms    20 ms  eth42.eq3-iec-rtr-002.cloudvps.nl [176.74.228.8] 

  8    18 ms    18 ms    18 ms  web.mmebvba.com [31.3.96.40] 

Trace complete. 

[Output may vary] 

C:\Users\nitheesh>ping www.itsecgames.com -i 4 -n 1 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 78.144.1.134: TTL expired in transit. 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 

C:\Users\nitheesh>ping www.itsecgames.com -i 8 -n 1 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 31.3.96.40: bytes=32 time=19ms TTL=54 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 19ms, Maximum = 19ms, Average = 19ms 

C:\Users\nitheesh>ping www.itsecgames.com -i 9 -n 1 

Pinging itsecgames.com [31.3.96.40] with 32 bytes of data: 

Reply from 31.3.96.40: bytes=32 time=18ms TTL=54 

Ping statistics for 31.3.96.40: 

    Packets: Sent = 1, Received = 1, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 
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    Minimum = 18ms, Maximum = 18ms, Average = 18ms 

Q.2. By issuing the -i command, you are setting the TTL to a certain value to 
check the time span of the packet. By setting the TTL to 1, 2, 4, 5, 9 etc what 
piece of information did you gather? 

 

 

R.1. Do a research in the internet and find out what are the options, you can 
use with ping command and what are their functionalities with suitable 
example? 

 

C:\Users\nitheesh>nslookup 

Default Server:  ttrouter 

Address:  192.168.50.10 

> set type=a 

> www.itsecgames.com 

Server:  ttrouter 

Address:  192.168.50.10 

Non-authoritative answer: 

Name:    itsecgames.com 

Address:  31.3.96.40 

Aliases:  www.itsecgames.com 

> set type=cname 

> www.itsecgames.com 

Server:  ttrouter 

Address:  192.168.50.10 

 

Non-authoritative answer: 

www.itsecgames.com      canonical name = itsecgames.com 

> set query=ns 

> www.itsecgames.com 

Server:  ttrouter 

Address:  192.168.50.10 
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Non-authoritative answer: 

www.itsecgames.com      canonical name = itsecgames.com 

itsecgames.com  nameserver = ns53.domaincontrol.com 

itsecgames.com  nameserver = ns54.domaincontrol.com 

ns53.domaincontrol.com  internet address = 97.74.106.27 

ns53.domaincontrol.com  AAAA IPv6 address = 2603:5:21a2::1b 

ns54.domaincontrol.com  internet address = 173.201.74.27 

ns54.domaincontrol.com  AAAA IPv6 address = 2603:5:22a2::1b 

> set type=a 

> ns53.domaincontrol.com 

Server:  ttrouter 

Address:  192.168.50.10 

Non-authoritative answer: 

Name:    ns53.domaincontrol.com 

Address:  97.74.106.27 

C:\Users\nitheesh>ping ns53.domaincontrol.com 

Pinging ns53.domaincontrol.com [97.74.106.27] with 32 bytes of data: 

Reply from 97.74.106.27: bytes=32 time=25ms TTL=52 

Reply from 97.74.106.27: bytes=32 time=25ms TTL=52 

Reply from 97.74.106.27: bytes=32 time=25ms TTL=52 

Reply from 97.74.106.27: bytes=32 time=26ms TTL=52 

Ping statistics for 97.74.106.27: 

    Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), 

Approximate round trip times in milli-seconds: 

    Minimum = 25ms, Maximum = 26ms, Average = 25ms 

 

Q.3. By issuing the above steps, you may get the records of domain from an 
authoritative server. What is so important in getting the information like this? 

 

R.2.How can we prevent our Infrastructure from these kinds of attack? Could 
you reflect your reviews in a short description with appropriate citations? Why 
do we get an output like this? 



ACCA7033 Dr. Nitheesh Murugan Kaliyamurthy 
 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



ACCA7033 Dr. Nitheesh Murugan Kaliyamurthy 
 
Part 2: Use Web Data Extractor tool to extract data from web pages. (Web 
Scraping or Web Data Mining) 

Download Web Data Extractor 

 

Start a scan to extract information like Emails, Data, Phone number etc. 

 

Q.4. What information did you gather? Did you get the below result? If so, why? 
If not, what would be the reason for an outcome like the below one? 
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Start a scan to extract information like Emails, Data, Phone number etc. from similar 
web site. (Make sure you are only using education based vulnerable websites) 
Do-not try any of this in a production environment. 

http://www.certifiedhacker.com 
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Q.5. What information did you gather?  

 

 

 

 

 

R.3. Do research on the internet and find out similar tools used? Document 
them with their operations, functions, and screenshots.  
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Part 3: Use Email Tracker Pro to trace and track delivered email.  

Email Tracking helps you identifying the details of an email like when it was received, 
read, location of the recipient, time spent in the email, links, attachments etc. 

Download eMAILTracker Pro. Install along with its dependencies. Work in Windows 
Machine. 

 

Select My Trace Reports, Trace Headers. Select Trace an email I have received and 
enter the email header you wish to track 
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Click on Show Original, and you may find out the information along with an option to 
copy to clipboard (in Gmail). May be different in other email services. Copy the header 
file and paste it in Email headers and click Trace 

 

 

Click on view Report to analyse the outcome. 

Q.6. What information did you gather?  

 

 

 

 

 

R.4. Do research on the internet and find out similar tools used? Document 
them with their operations, functions, and screenshots.  
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Part 4: Use TCP View tool to identify the processes running on a Machine. 

Identify the processes running on a computer, the protocol they are using, and their 
local and remote port addresses. 

Download and install the TCPView software. 

Use a browser and observe the TCPView window. 

Description 
For a hacker to establish a connection to a remote computer, a port must be listening 
on that device. This may be due to infection by malware, or a vulnerability in a 
legitimate piece of software. A utility, such as TCPView, can be used to detect open 
ports, monitor them in real-time, and close active ports and processes using them. 

1. Download and install the TCPView software. 

Search internet for TCPView Software. List out the websites which offers a 
download. Which website/ link do you think is safe to download the software? 
Why? 

2. Create a folder on the desktop named TCPView. 
3. Extract the contents of the zip to this new folder. 
4. Start the Tcpview Application. 
5. Finally, agree to the software license terms. 

 

How many Endpoints are listed? 

How many are Listening?  

How many Endpoints are Established? 
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Set your TCPView to “Always on Top”. Use a browser and observe the TCPView 
window. 

Note: Use the Help section of the program to help you answer the following 
questions. 

Open any browser and browse any website. Eg: google.com, cisco.com etc 

What happens in the TCPView window? 

You could see a lot of colors highlighting in the tool. What is represented by the colors? 

Close a process (my choice would be the web browser) and see what happens?  

Note:  

To close a process directly, right-click the process and choose End Process. 
Using this method can cause a program or the operating system to become 
unstable. Only end processes that you know are safe to end.  

This method can be used to stop malware from communicating. 
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Part 5: Use Sublist3r tool to enumerate subdomains of Websites using OSINT 

 

Open Terminal in Kali Linux 

$ apt update && apt -y install sublist3r 

Reading package lists... Done 

E: Could not open lock file /var/lib/apt/lists/lock - open (13: Permission denied) 

E: Unable to lock directory /var/lib/apt/lists/ 

W: Problem unlinking the file /var/cache/apt/pkgcache.bin - RemoveCaches (13: Permission denied) 

W: Problem unlinking the file /var/cache/apt/srcpkgcache.bin - RemoveCaches (13: Permission denied) 

┌──(kali㉿kali)-[~] 

└─$ sudo su                                                                                                                                                                            
100 ⨯ 

[sudo] password for kali:  

┌──(root 
����kali)-[/home/kali] 

└─# whoami                                                           

root 

┌──(root 
����kali)-[/home/kali] 

└─# apt update && apt -y install sublist3r 
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Sublist3r will give you information about any subdomains. -d is to search 
subdomains, -t 3 with 3 threads, -e bing is to search in the bing platform 

           

               

More commands could be used to gather further information. Here is only to find out 
which subdomain has port 80 open. 
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R.5. Do research on the internet and find out similar tools used? Document 
them with their operations, functions, and screenshots.  
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Part 6: Use Recon -ng tool 

It is another information gathering tool, like Metasploit. It is a collection of many 
features to gather information. Use Kali Linux. 

Install Recon -ng  

Install Marketplace 

R.6. Do research on the internet and find out the purpose, functionality of 
this tool. In relation to this tool, find out what Market place is?  

 

Walkthrough Commands and its features (make yourself familiar) 

[ recon-ng ] > help 
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workspaces (create workspaces) Creating a user space. 

workspaces load ACCB6000 

workspaces remove ACCB6000 

 

 

Snapshots (saves the work)  

 

Show (Shows various framework items)  

Shell (Execute shell commands) 

pdb (As a developer if you wish to check your codes, use pdb – python debuger)  

Options (Setting of the framework) 
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Marketplaces (Interface with the module marketplace – many tools using for 
hacking could be found here) 

 

Dependencies and API keys. Tools will work only if all dependencies and API 
keys are installed. 
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All the tools installed are saved/ located in modules  

     

Index [Gives the module index] 
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Using Recon-ng (Add Workspace, Domain Names) 

 

Let us use Recon-ng with available modules to gather information about our 
target. 

Our Target:  

http://www.itsecgames.com/ 

http://www.certifiedhacker.com/ 

You may also use other vulnerable sites discussed during our lectures. 

Use Netcraft 

1. Load Netcraft module in recon-ng

 

http://www.itsecgames.com/
http://www.certifiedhacker.com/
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In this screenshot, no results were found. However, outcomes may vary. 

2. Load Bing. – Select bing_domain_web module as it is more suitable for 
the task we are doing.  

 

 

Using the above methods to gather information, as per this screenshot, 58 new 
hosts are found. However, you may use different modules to identify more 
hosts. 

Q.7. What information did you gather?  

 

 

 

R.7. Do research on the internet and find out other modules to find out more 
hosts. Document them with their operations, functions, and screenshots.  
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Similar to Bing_domain_web, we could also use, Brute_hosts  

1. Search for Module Brute Hosts and run 

 

 

As per the screenshot, 144 new hosts found. Now, we shall do a reverse lookup 
for the IP Address to know the Hostnames. 
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2. Search for Module Reverse Lookup  

 

 

As per the screenshot, 33 new hosts are found.  
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3. Let’s look at the hosts 

 

………

 

 

4. Use Reporting module to gather the information and analyse them for 
further attacks. 
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5. Report 

 

 

Record your Reflection: 

 

 

1. Understanding on the activity 
2. Understanding about various tools used 
3. New/ Similar tools you identified and used 
4. Compare and Contrast the tutorial tools with your identified tools 
5. Rate yourself: How confident are you to do footprinting and reconnaissance 

activity ethically? 
6. Any other Troubleshooting Steps, you need to share? 
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Part 7: Use HPING Version 3 to send ICMP/TCP/UPD Packets and analyse the 

target replies. 

Target Machine: Windows 10 

Attacker Machine: Kali Linux 

Use Wireshark in the Target Machine to capture the packets and observe 

Task 1 (Commands): 

1. Install HPING 

hping3 --help  
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2. ICMP Scanning 

hping3 -1 “Target”      

 

Possible Error in hping3: 

 

Fix it!!! 

Q.8. What is the other method to send an ICMP packet?  

3. Sending SYN Packet 

hping3 -S “Target” 

4. ACK Scanning on port 80 

hping3 -A “Target” -p 80 

5. Sending Fin Packet 

hping3 -F “Target”  

6. Sending Syn Packet to a port 

hping3 -S “Target” -p 80      #here -S is syn and -p is port 

 

Q. 9. What are the other TCP flags? List out the commands to send other TCP 
flags, execute the commands and capture the outputs. Write a brief note to 
reflect your understanding on using HPING to send TCP flags. Include what is 
the purpose, what intelligence did you gather etc 
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7. Scanning entire subnet 

hping3 -1 192.168.1.x –rand-dest -I eth0 

 

Q.10. Based on your observation and research done so far with HPING tool, 
what is your understanding about the usage of this tool? Could you list out the pros 
and cons of using this tool? 

Task 2 (Execute): 

1. Send 5 packets to the target and receive response. 

Hping3 -c 5 10.10.10.10 

2. Send a SYN flag targeting ports 1 to 5000 

Hping3 –scan 1-5000 -S 10.10.10.10 

3. Send UDP Packets by crafting them with data size 600 on the Target 

Hping3 10.10.10.10 –udp –rand-source –data 600 

Q.11. By sending this UDP packet, what did you observe at the Target 
machine? Demonstrate the steps of Observation here. 

Launch Wireshark in the Target Machine 

4. Send a TCP SYN Scan request to the Target through port 80 with 3 
counts of packet (Refer to the above commands to execute this task) 

Hping3 –S 10.10.10.10 -p 80 -c 3 

Q.12. Document the Outcome 

5. Observe the TCP Packets in the Target using Wireshark. Could 
you locate the TCP Packets? (Q.13.) 

Start a new Wireshark capture in the Target Machine 

6. Flood the Target with TCP packets  

Hping3 10.10.10.10 --flood 

Q.14. Document the Outcome 

7. Observe the flooding TCP Packets in the Target machine using 
Wireshark. Could you look at the information of TCP packets 
transmitted to and from attacker machine? Q.15. 
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Record your Reflection.  

Q.16. End of Task 1 (Commands), you did an Observation and Research on 
HPING Tool. After your Task 2 (Execute), could you able to extend your thoughts? 
(Like re-write/ add more thoughts/ clarity to your understanding) 

 

 

 

Q.17. List/demonstrate other tools which could be used for doing similar attacks. 
Compare and Contrast. 
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Part 8: Use MegaPing to identify live hosts and open ports of the Target.. 

Machine: Windows Servers: Windows Client : Kali, Ubuntu (If you don’t have any 
of the above machines, still you shall work on this activity. 

1. Download MegaPing. 
2. Do an Internet Search about MegaPing. What is this tool for? Which 

website did you download MegaPing? Why? 
3. Install MegaPing in Windows Server. 
4. Scan your Lab Network. (Look for Informations like Active Host Machines, 

Ports, System info, DNS list host, DNS Lookup name, Network Time 
Synchronizer, Resources etc. 
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5. Based on your research earlier at Step 2, you might have known 
that MegaPing tool could look for potential vulnerabilities within 
your network. Did you manage to discover any vulnerabilities in your 
network? Q.19. 
 

6. Report 
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Part 9: Use NetScanTools Pro to initiate various Scans (not limited to ARP 
Ping Scan, DHCP Server Discovery, Ping Scan, Port Scan etc). 

Note: NetScanTools Pro is one of the handy tools which could be used for 
various scanning and enumeration process. 

Machine: Windows Servers: Windows Client (If you don’t have any of the above 
machines, still you shall work on this activity.) 

1. Download NetScanTools Pro. 
2. Based on our Lectures this week, (I have discussed about various scans and 

enumeration methods for which NetScanTools Pro could be used) could you 
list out the various functions of this tool?  

 

3. Install NetScanTools Pro in Windows Server. 
 
Note that, using this tool, you can do an Active operation by sending packets to 
the target to receive responses. USE ONLY IN LAB ENVIRONMENT 
 

4. Scan your Lab Network. (Use Manual Tools to scan range of ports, 
Hostnames, IP Addresses, MAC Addresses, DHCP Servers etc). 

a. Use utilities like ARP Ping Tool: ARP ping will send ARP packets to the 
target to find the response time. As discussed in the lecture, using 
response time, we could gather more information. 

b. Use utilities like ARP Scan Tool: ARP scan will send ARP packets to the 
range of IPs to rapidly sweep the subnet for devices that are connected. 

c. Similarly, use many utilities available in the tool and discover information 
about your network. 
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5. Based on your usage of this tool, and earlier tools within your lab 
network, what are the additional details you gathered after using 
this tool? Q.20. 
 

6. Report 
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Part 10: Explore various network scanning Techniques  

Machine: Windows Servers 2019, 2022: Kali Linux (If you don’t have any of the 
above machines, still you shall work on this activity). 

Use Nmap to do a TCP Connect scan, Xmas Scan, ACK Flag scan, UDP Scan and 
IDLE Scan. 

Task 

1. Login to Win Server 2022, Win Server 2019 & Kali Linux 
2. Perform a TCP Connect Scan on Win Server 2019. (Refer to TCP Connect 

Scan during our Lecture) 
Nmap -St -T3 -A <Target IP Address> 

 
From the above screenshot, you might notice that the result gives you all open 
ports, OS Fingerprinting results, nbstat, smb details etc. 
 

3. Perform a Xmas Scan on Win Server 2019. (Refer to Xmas Scan during our 
Lecture). Note that we are sending a TCP Frame to the target with PSH, URG 
& FIN flags set. 
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We are initiating ACK Scan to display the port. Could you observe that the ports 
are in ignored states.  
 Why?  Q.21. 
 Is it because of Firewall? Is our Firewall Off or On? Try the 

viceversa.  
 
Maybe, Yes!!! Initially, we might have turned the Firewall Off. Turn them On and 
execute Xmas scan with aggressive timing. Here the timing is -T4. Again, Turn 
them Off and execute the same.  
 

 
 
Can you identify the difference between firewall status? With reference to our 
lecture, ACK probe could be sent with random sequence number on the target. 
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If there is an response saying unfiltered, then it means the port is closed. If 
there is no reponse, then the port is filtered. 
 

In all my scans, the ports are in ignored states. Could you able to find out a 
way to identify the status of the ports? Do some research. R.8. 

 
4. Perform UDP Scan on Win Server 2019. (Refer to UDP Scan during our 

Lecture). 
Lets find out the UDP ports on the target. I used -T5 to send packets quicker 
which waits only for 0.3 seconds for the response. 

 
 
Lets now do a Zombie scan. Two choices for us to test. One make Win Server 
2016 as Zombie and target Windows 10 and other vice versa.  
 

 
 

 

Observe the output. Why is the difference?  Q.22. 
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5. Perform Ping sweep Scan on Target Network. (Refer to Ping Sweep Scan 
during our Lecture). 

 

Observe the output. Q.23. 

 

 

After using various tools so far, what are the details you have gathered? 
Document them. Include your previous activity information too. Q.24.  
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Part 11: Use Proxy Switcher to browse anonymously. 

Machine: Windows Servers 2016/2012 

1. Download Proxy Switcher. 
 

Q.25. Which link did you use to download the tool? Why? 

 

 

R.9. What is the purpose of this tool? 

 

 

 
2. Install Proxy Switcher in Windows 2019. USE ONLY IN LAB 

ENVIRONMENT 
3. Make sure you have changed your Browser’s Proxy settings. 

 
(This is in Firefox. Options varies in each browser. Look for Settings 
Network Settings  Proxy) 

 
 

4. Look at your public IP Address.  
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Q.26. 

What is your IP Address?  

 

What is your location? 

 

Could you locate/see any proxy detected? 

 

Which tool did you use to find the above information? 
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5. Use Proxy Switcher: 
a. List the available Proxies: Use Common Tasks wizard to find new 

servers. 

  
 

b. Select any one of the servers from the basic anonymity list and connect 
to the server. In this example, the connect was made using an available 
US Server. Make sure you select any available server in Alive-SSL 
State.  
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c. Make sure you are connected: Use Proxy Switcher to check your 
connection. 

 
 

d. Check your IP Address. 

 
e. Capture Traffic and Check. 
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6. Use other tools, that you have used so for during information-
gathering phase to further analyse. What did you get? Did you 
manage to identify your proxy server or type? Q.27. 

 
 
 

7. Use Whatismyip.com to check your Proxy. What do you see? 

 
 
 

8. Based on your usage of this tool, and the analysis done, write your 
understanding on using Proxy tools like this. Referring to the 
above screenshot, what is the Proxy type DCH? Q.28. 
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Part 12: Identify Target Operating System with TTL 

Machine: Windows Servers 2019, Windows 10, Ubuntu, Kali Linux. 

Use Wireshark to capture the packets from the target machine and observe TTL, TCP 
Window Size to determine the Operating System. 

Task 

1. Before starting this task, you need to know the TTL & TCP Window Size 
values of different Operating Systems. With reference to our discussion 
during our lectures,  

a. What is TCP Window Size? Q.29. 
b. list out the values below.  

 
 

2. Login to Win Server 2019. Use Packet Capturing tool and start capturing 
packets. 

3. Ping Win Server 2019 from Windows 10, Ubuntu and Kali Linux Machines 
(Assuming they are the target machines) 

4. Observe the captured packets in Win Server 2019. 
a. Select icmp packets from each target machines to the Server and 

look for the packet details. 
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c. From the above output, could you determine what is the Operating 

System running in 10.10.10.11 host machine? 

 

d. What details did you gather?  

 

e. What assumptions could be made with the gathered information? 

Q.30. 
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Part 13: Map your Network 

Machine: Windows Servers 2019, Windows 10, Windows 11. 

Map your network using Automatic Mapping Tool.  

Task 

1. Download Network Topology Mapper from Solarwinds. (You may use different 
tool to accomplish this task) 
Which link did you use to download the tool? Why? 
 
 
What is the purpose of this tool? 
 
Q.31. 
 

 
 

2. Install the tool in Windows Server 2019.  
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If you are using Network Topology Mapper from Solarwinds,  
a) what option did you select on the following “Would you like to send 

anonymous data to SolarWinds about how you use Network Topology 
Mapper?”  

 

b) Why did you select the stated option? 

Q.32. 
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3. After Installation, begin a New Scan 

 
4. Select SNMP Credentials and Select the Network. 
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5. Assign your name and Student Id as the Name to Scan and Discover the 

network. 
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6. Use the details to map your network. You will now have a network topology. 

Expand and explore the Node Display Options, Map Layouts to gather more 
information.   
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7. Use Integration with Windows Tools to gain access using Remote Desktop, 
gather more information using ping, traceroute, Telnet etc. 

8. Generate Report 
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With reference to our lectures, enumeration when you try and connect to the system 
and do deliberate actions to gather more information. The initial process of 
enumeration includes finding names of the machines within Target network. Using the 
gathered names, detailed information on network and its resources could be probed. 

 

Part 14: Enumerate using NetBIOS 

Machine: Windows Servers 2019, Windows Server 2022. 

Using tools like Global Network Inventory is used to scan the networks based on IP 
range, Domain, Host etc. 

Task 

1. Download Global Network Inventory tool. (You may use different tool to 
accomplish this task) 

Which link did you use to download the tool? Why? 

 

What is the purpose of this tool? 

Q.33. 

 

2. Install GNI tool. Open the New Audit Wizard and initiate the scan. You have two 
options to proceed further.  

 
a. Connect as currently logged on user 
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If you are using this tool in an initial stage where you don’t have the user 
credentials of the target, use this option. However, by using this option 
you might only get basic information like Physical and Logical addresses.  

 

b. Connect as 
Once you have managed to get the user credentails of the target, use 
that and connect as the target and gather information. 
 

 
3. Do scans using both the options and gather as many information as possible. 

 

 

What is the difference between both the scans? 

Q.34. 
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Using user credentials, did you manage to gather information like 
Software’s Installed, Services Running, NetBIOS information, Users, User 
Groups, Operating System etc? 

Yes!! – What are your gathered information?  

 

 

No!! – Why? Reason out and do research, troubleshoot and gather the 
above information.  

R.10. 

 

4. Generate Report 
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5. What are the other similar tools did you manage to research? Could 

you compare those tools with this and discuss the pros and cons? 
R.11.  
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Part 15: Enumerate using Nmap and Net Use 

Machine: Windows Servers 2019, Windows Server 2022, Win 10, Win 11, Ubuntu. 
(If you don’t have all these machines, you can do this activity with a minimum of 2 
windows machines) 

Using this technique, we could gather User names, User groups, List of Computers, 
OS, Ports, Names, Network resources, Services, Polices and Passwords  

Task 

1. Download and Install Nmap in Win Server 2022.  

Which link did you use to download the tool? Why? 

 

What is the purpose of this tool? 

Q.35. 

 

2. By default, you could see an Intense scan profile present. Do various scans on 
the target OS. Refer to our lecture sessions to use various nmap commands.  
 

3. Based on the earlier activities, we have managed to find our Users, Host 
Names, Live Hosts, List of Machines in the Target Network etc. Now, let us 
focus on gathering ports open, their services and shared resources. 
 

4. Issue the nmap command to find out the operating system. Which command 
would you use? 

Nmap -O <Target> (Used to Fingerprint the OS of a host – Detect 
Operating System) 

Nmap -O -v <Target> (Used to Fingerprint the OS of a host – Detect 
Operating System) 

what is the difference between the above two commands?  

Q.36. 
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5. From the above output/ or from your output, what is your finding? Did you notice 
Ports 80, 135, 139, 445, 1801 etc are open and 139 is using netbios service? 
Let us use NBTSTAT command to look at NETBIOS related information. 
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NBTSTAT is a diagnostic tool for NetBIOS over TCP/IP. It’s primary objective 
is to troubleshoot NetBIOS name resoultion problems. (Wikipedia) 
 

 
6. Now use net use command to view the created shared folders from your hosts. 

 

 
 

7. Do research on net use. Know what is the purpose of net use 
command? Which OS versions is that supported etc.? 
R.12.  
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Part 16: Enumerate Services 

Machine: Windows Servers 2019, Windows Server 2022, Kali.  

Scan all the machines in the target network, list out the up and running machines, find 
open ports, find the status of firewall and enumerate the services running on the port 
along with their versions. 

Task 

1. Download and Install Nmap in Win Server 2022.  

 
2. Execute the commands 

a. nmap -sP 10.10.10.0/24 

 

This lab activity has a number of nmap commands. Could you list out 
all the descriptions of these commands? 

For example, the 1st command used here is nmap -sP 10.10.10.0/24 
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What is the purpose of this command? 

Q.36. 

b. Nmap -sS 10.10.10.12 

 
c. nmap -ssV -O 10.10.10.12 

 

d. Save this report to a txt file with your name. What command do you use 
to save?  
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3. Save the Report and submit the report. 

 
4. Now, let us focus on SNMP.  

Which is the default port for SNMP?  

Q.37. 

a. Check the port status. 

 

b. From the above output, knowing that SNMP Service is running in port 161 and 
the status is open, execute a script to extract the SNMP Community string from 
the target machine.  
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Above two commands are same but outputs are different. Could you 
justify why the outputs are different? What actions was taken before 
executing the command second time? 

Q.38. 

c. With valid credentials, let us perform SNMP enumeration on the target machine.  
 
 

5. Open MSFCONSOLE 
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Know about MSF console. Do research on Metasploit. A very useful 
tool in Kali Linux. Refer to Metasploit.com, Github for references.   
 
a. Use auxiliary/scanner/snmp/snmp_login. Setg RHOSTS <target>. Exploit. 

 
Did you notice that the target has a read-only community string? This is the 
vulnerability via SNMP which could be used to exploit the target. (If you don’t 
understand SNMP Community String – refer to our lectures and do research) 
 
b. Use Enumeration to exploit further. 
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After enumerating the target on SNMP, what information did you 
gather? 

 

In similar method, could you try to enumerate LDAP on an ADDS and modify 
domain user accounts? 

Q.39. 

 

 

Record your Reflection: 

 

 

7. Understanding on all the activities 
8. Understanding about various tools used 
9. New/ Similar tools you identified and used 
10. Compare and Contrast the tutorial tools with your identified tools 
11. Rate yourself: How confident are you to do footprinting and reconnaissance 

activity ethically? 
12. Any other Troubleshooting Steps, you need to share? 

 

Q.39| R.12 

 


