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I will be playing the part of an IT consultant that will have to recommend guidelines on a security policy to a company called Hyper-fort. 
I will use several different tools to help me including Cisco packet tracer, which I will use to demonstrate the configuration of Hyper-forts enterprise network and then also publisher in order to create a Data flow diagram about how the BYOT system will work during the log in process, so what happens if the user logs in correctly and what happens if they do not. 
I will also be conducting research, I will be conducting research on the advantages and disadvantages of BYOT, to the employees and the employers themselves in order to give them a better understanding overall. Another section of research that I will be looking into is mobile device management software, I will research online and find out which mobile device management software I think is best suited for Hyper-Fort. 
Finally. I will explain what the business and employees need to do to keep the business secure and the security measures they can take in order to minimise different risks.
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When conducting my research, I discovered several different advantages regarding BYOT. The first advantage that I found is that it gives employees more comfort when it work but also at home as well, Fred Mouawad, a writer from Tech.Co said that “The ability to access company information and applications from personal devices allows employees to work with greater comfort. It gives them flexibility, which is the key to work-life integration. This integration is also being witnessed in the applications that we use. Weather, social media, and productivity apps are being used interchangeably for both personal and professional purposes” [1] this shows that when employees have the option to bring their own device, they feel a lot better as they know the device and how it works, they can also take it home with them whereas if the device belongs to the company they may not be able to.
The second advantage that I found is that BYOT allows employees to feel more engaged with their work. Kelly Perkins, a writer from the online blog called Avi stated “BYOT is a great way to keep your staff engaged in what’s going on in your business. Whether they use a tablet or a smartphone, their mobile device is part of their world — it practically contains their entire world. Letting them bring that device into their work makes you and what they’re doing a part of that world. With an office PC, everything gets turned off and tuned out as soon as they go home. But with BYOT, they’re constantly engaged with what’s going on” [2] if there was a problem regarding work but the employee was at home, they would more than likely be able to rectify the problem from home as everything they needed would be on their personal device.
Thirdly, overall satisfaction from the staff is increased, Gavin Wheeldon from ITproportal identified that “by giving employees what they want, employers benefit from satisfied staff who make the best use of their time” [3] when employers meet the demands of their staff, the morale of the workplace increases and productivity from staff also increases. This is due to the fact the staff are happy and motivated.
Another advantage of BYOT is that it helps the company save money, Ashley Wainwright who is a writer from securedge wrote that “With a BYOD program on an enterprise wireless network, businesses can transfer operating costs to the user. Companies can save a lot of money with the worker paying for the majority or all of the costs for the mobile devices, services, and other associated expenses” [4] the money being saved can be used elsewhere to better the company and improve its performance overall.
The final advantage that I found when researching advantages of bring your own technology is that it allows more mobility, a writer from the website wisestep said that “With BYOT comes a whole lot of mobility. Since employers may use their own devices, they are also able to move them in a much faster and easier way. BYOT with other connections will also allow you to have office connection almost anytime and anywhere” [5] a company allowed to bring their own technology is very beneficial, for example if they are travelling for business or pleasure, they can use their device to work on the go, if the device belonged to the company they would more than likely not be able to take the device away from the office which could result in employees not getting as much work done as they should be doing.


[bookmark: _Toc534818773]Disadvantages of BYOT (Bring your own technology)

As mentioned in the above section there are several different advantages of bring your own technology. However, there is also several different disadvantages, the first one that I discovered is related to the security of the company, Steve Ranger who is a writer from the company ZD net wrote that “Security is one of the biggest issues with BYOT because allowing consumer devices onto corporate networks brings significant risks - unless managed correctly. That makes it a no-no for staff who are dealing with sensitive personal or commercial information. IT organizations will need to set strict and enforceable guidelines for staff, and that means staff have to be vigilant about security, whether they or their family are using their device for work or pleasure” [6] Security is one of the most important factors regarding a company, the company need to do everything possible to make sure that their network and all their devices are safe and up to date, with BYOT, it becomes a lot more difficult to do so, as there would be devices with potentially confidential information on being taken outside of the work environment.
Although it may save the company money, the employees themselves will be spending their own hard-earned money on their own device, as a result my second disadvantage that I will be bringing to attention is that BYOT costs the employees money. An author from the website Optimus learning wrote “Not everybody has such a device or even wants one. Therefore, being told by your company you then need to get one for work is likely to leave them feeling fairly hard done by. Factor in the increased usage and transportation of the device likely leading to quicker depreciation of the device and possible accidents – repairs could also prove to be costly for the employee. They may not be happy shouldering this cost” [7] the employee may currently be struggling financially at home, for example they might have had a new baby and not have money laying around to go spend on their own device that is now required in order for them to work at the best of their ability.



The final disadvantage that I discovered when conducting my research is scalability, the team from RTI Technologies wrote that “Many employees use multiple personal devices, and many organizations simply don’t have the network infrastructure required to handle all of the extra traffic” [8] it may not be a good idea for some businesses to implement the BYOT policy as they may not be a big enough company to keep their network running with all the additional devices being added. This also applies to my early disadvantage that I mentioned as if the company is to large it may also be considered bad to implement the BYOT policy for security reasons.
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I created a data flow diagram to show what happens when a foreign device tries to log onto the company network. The user must have the correct log in detail in order to use their own device, if they do not use the correct log in detail they will be prompted to try again.
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The mobile device management software that I feel is the best suited for Hyper-fort is called Intune Enterprise Mobility and security. There were several different options that I could have chosen but this one seemed to have the most positive feedback when I was researching. Shown below are some of Intunes best features and the reason why I thought that it would be best suited as Hyper-forts mobile device management software.
· “Mobile device & app management
· Advanced Microsoft Office 365 data protection
· Integrated PC management
· Integrated on-premises management
· Identity & access management
· Information protection
· Identity-driven security” [9]

Intune was voted the best mobile device management software for 2019. They were voted by the website finance online who are a well-respected company that review online businesses. Website finance had a number of good things to say about the way that Intune works, they stated “It lets you define a mobile management strategy that fits the needs of your organization and apply flexible mobile device and app management controls, allowing your employees to work with the devices and apps they choose while protecting your company information. Intune is designed to support your diverse mobile ecosystem, enabling you to securely manage iOS, Android, Windows, and macOS devices from a single, unified mobile solution. It also helps you safeguard company data with or without device enrolment by creating app protection policies, as well as achieve IT efficiencies in the cloud so you don’t have to maintain on-premise servers” [10] I found no negatives when I was reviewing the information about Intune therefore I feel that a company such as Hyper-fort would benefit greatly from using such a highly rated mobile device management software. Also, the fact that it had so many different features really stood out to me and helped me with that final decision.
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I used Cisco packet tracer to demonstrate the configuration of the Hyper-fort limited enterprise network. I created my framework like a real building, I had 3 rooms, I called the rooms Break room, server room and head office. I linked the three rooms to each other. The switch from the server room connects to each of the access points in the other two rooms, the laptop in the break room Is connected to the access point in head office and the laptop in head office is connected to the access point in the break room, this means that the machines in each room can connect with each other.
Room number 1 is the Head office, in the head office there is a laptop and an access point. Room number 2 is the break room, in the break room there are two more laptops and another access point, the final room is the most important one, the server room. The server room is protected by a firewall and consists of a switch, router and of course a server. This room needs protecting the most as it’s the room where all the companies important and sometimes confidential data is kept. If something happened to the server, for example it was hacked, it would have serious drawbacks to the company.
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There are several security measures that need to be taken to ensure that the BYOT policy is used without causing the company to be attacked by hackers or exposed to a virus. To prevent viruses everyone from the company that uses their own device for work must install an antivirus software, this will ensure that the possibility of a virus occurring is minimised. Employees should also keep their log in credentials to themselves as if they fell in to the wrong hands the company could be hacked and lose certain details and valuable private information.
A strategy that could be deployed to different apps on all the different devices could be that the employers must make sure that the employees apps that they use on their devices for work purposes are regularly updated to the newest version. This will also ensure that the security of the individual application is at its best.
The employees devices will not all be the same brand, the applications needed for work purposes will more than likely be available for each different brand but just in case they are not, the business could recommend to the employees a certain device to get before implementing the BYOT policy so that those who are uncertain which device is required or best suited for the job now have a better idea as the company has given their opinion on the matter.
Finally, if a device is lost, the data will need to be wiped from that device as it could hold important company information, the device will be able to be wiped externally. Backups will also need to be taken in this case, if a device is lost the employee should have a backup copy on an external hard drive or memory stick as an example. The business needs to make sure their employees are backing up their work to prevent data loss.
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In order to improve my findings and overall level of work in the future, I could gather more opinions. For example, when I recommended which mobile device management software Hyper-fort should use, I only used the information provided by one site, yes they thought that the one I chose was the best but another site may have thought differently and given a different review of the company that could have impacted my thoughts and made me choose a different mobile device management software.

However, the research that I did find, led me to make the decision of recommending Intune as a mobile device management software as it had several different positives and rom what I found, no negatives. I think the features it offered suited Hyper-fort well, it was exactly what the company was looking for and I think that the decision that I made was the correct one.
Another aspect that I can improve on in the future is the quality of my data flow diagram. I feel that the one I made was very simple, however, it is very easy to follow and understand. There is also room to add extra on if required and where necessary. I feel as though the work I carried out in packet tracer included everything that it needed to and therefore I have nothing I could improve on in that area.
Finally, when researching the advantages and disadvantages of bring your own technology. I feel I could have added more disadvantages to give more of an even opinion. This is since I had five advantages and only three disadvantages. In the future I would like to do more research for both sides and have the same amount of each.
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