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Our Issue

Online video games not having proper
safeguards to protect children.
Leaving them vulnerable to exploitation and
Kidnapping



How we chose to help solve it

by creating an online video game
that parents can trust their children
on and that children find fun and
engaging.

- Would be
be created f

- Age range
- Two types
- ARPG styl

main goal o
they've bee



Team Roles

Child Safety

Teifion Gibson

Child Safety Law and
Chat Moderation Al

Justin Brighton

Parental Settings +
Menu Design

Game Design

Rebecca Jones Abigail Jenkins

Environment Avatar and NPC
Design Design + Financial
Issues
Chloe Nash

Joshua Critchley

Gameplay
Item Design
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Law And other Existing solutions

- With the mplementation of the online safety act 2023 [1] it forces online services to require age
verification systems handled by the company OFCOM [2]

- Our solution will be implemented to be within the GDPR regulations where relevant [3] - to have our
solution follow these regulations we should not save any unnecessary personal data after verification

- Online Games such as Minecraft [4] and Roblox [5] have implemented chat filters, designed to avoid
inappropriate language and discussion of inappropriate topics.

- Roblox and websites such as reddit are implementing age verification systems designed to prevent
underage users from accessing inappropriate content [5] — these systems utilising ai to have users scan

government ID such as passports and driving licences, or having users scan their face and utilising ai to
verify their age.

ROQBLOX

Roblox Logo [11]



Online Child safety laws

This section of the presentation will go a bit further into detail about
how online child safety laws will affect our project.

The Data protection act 2018 — Planned design and implementation
of the game application will be compliant to the law, this includes
disclosing all collected data such as in game chat logs relevant to a
user upon request, and deletion of personally identifiable
information if not needed by our application [6].

Child using computer [12]

As we plan to create an online space for underage users we will need to implement some form of age
verification, additionally so the program is compliant with uk regulations we must have age verified via OFCOM

71

Additionally, we are aware if we do not follow this legislation OFCOM can issue fines if we fail to effectively
verify the age of users. Additionally, this law also makes age verification needed to allow users to access
“mature content”



Existing implemented Child safety features on online services
This section outlines existing implementation on online games / platforms.

Roblox has implementations to moderate content autonomously, to detect
illegal and unregistered usage of content on the games platform.

Users can report content that violates Roblox's terms of service.

Roblox adopts usage of automated moderation to aid in the processing of
reports [8].

The online mobile game clash of clans [9] utilises a large social element
within the game, it is up to users to moderate and create and support
an environment within there in game group. However, content can be
reported, and is then manually reviewed, then moderated if a user has
broken a set of official rules [9]

Nintendo has implemented a few systems to improve minor safety on their
services, outlined below are a few of these
- Friend codes that the user must share to add another user
- Nintendo allows for parents to restrict accounts on what content they
can access, and how long they are allowed to access their platform
[10]

RQBLOX

Roblox Logo [11]

Nintendo Logo [13]



Planned mplementation of moderation.

We plan to implement moderation features to help protect other users, based on the research we have done on
existing moderation features, these are as follows

- Utilisation of chat filters to ensure that inappropriate language is not used on the platform.
- Ability for users to report messages sent to other users

- Ability for parents to set restrictions on how the user can use the chat — such as disabling the chat/forcing user to
use a premade list of chat messages.

- Allow for users to block other users they do not want to interact with.
- Users can be punished for violations via ether a text chat ban or full game ban, depending on severity.

- Moderation will be a mixture of human moderation and ai chat moderation.

Some Developed parts of these concepts are outlined on the next few slides



Unreal Prototype

This Part of the presentation is just a short discussion of

an implemented prototype, we have implemented a simple
chat prototype that can send messages 1o every user on a
server, furthermore each player has a player model, these
simple models were used to see if the players are within the
same game instance




Unreal Prototype

Code to Send messages to each player instance across
a "server’, furthermore there is code to focus the chat, so
the plyer does not move while using it, finally there is
code to initialise and create a chat box that contains
the message history. The planned implementation is to
add chat filtering ufilising a CSV document, creating a
Blacklist of censored words
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MENU DESIGN 2

This section is a bit of a mood board for H’HEE—H“FT

the title of the game "Cave Escape”
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GAME MENU STYLES — MOOD BOARD [6]

START SOLO GAME

CAMPAIGN l . A [ 9_3
MATCHMAKING

CUSTOM GAMES

FORGE

THEATER

® Settings BUNGIE

K START GAME #»

Ormons
ACHIEVEMENTS
ovee EXTRAS 6
\Xe QuUIT Gami v cweery

Options., Guit Game,

. [7]

Hinecraft 151
MCF v7.44
FHL vS.1.8.608
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SETTINGS — MOOD BOARD

Hj—';; People {§} Settings
Shift Lock Switch
Camera Mode
Movement Mode
Experience Language
Camera Sensitivity
Volume
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Fullscreen
Graphics Mode
Graphics Quality
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PARENTAL CONTROLS —

Game Center

Weekly schedule O Multiplayer Games  Allow with Everyone
1110 &
Settings & Parental controls sun Mon Adding Friends Allow
o . ®  500pM-7:00AM
enera W up to
Google S Connect with Friends Allow
Peaks Dragon Eyeryone Mon Tue
beakstechzone@cookchildrens.org .
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Settings e

O No downtime [ ] 5]

Help & feedback

Privacy Policy « Terms of Service ] 7
Sat

O No downtime

Supervised devices will lock during Downtime. Calls will be
allowed, in case John needs to reach you.
More about screen time




Parental Control Pin locked

[18]

PLAYER SUPPORT
PARENTAL CONTROLS
ENTER PIN

Enter your é-digit Parental Control PIN. This PIN protects the Parental Control
Settings.

+ FORGOT PIN?

[19]

Enter your PIN to proceed.

[20]
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Manage settings to create a safe gaming experience.
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(# © CONCEPT OVERVIEW
A

ﬁ‘#@» .@ [ \ \ ; '—‘7.’ Mg

Match crystals and rocks to

clear the cave, break obstacles,

A m g $ and find the way out!
1 o

a— : MATCH 3 OR MORE
= TO CLEAR!

,_,\.f e T T D e T ST NT T TR &2

. 8
LEVEL 42 , *ﬁf ‘w’ *Q )
GOALS \

‘ (7 o ,, ( s 12/30
=/ ‘2/ U ‘7/ "‘7’ - & 18/30

3'!; 6/10

MOVES

‘ ; , 28
SMoves: : : :
33 - ey o " ‘ X * *

24,860

Boulder
Match next to
break it

Chained Rock
Match next to
break the chains

Ore Block
Clear inside to
collect the ore

Score: : :
e . : ' BOOSTERS
452@ 3 ’ y e : E ll ’ "‘\’ Break any

rock or crystal

Cave Hole
Blocks pieces.
. Clear around it!

Clear a 3x3

area

Blast a color
from the board

POWER-UP EXAMPLES

ﬁ’!—) - i@'

Earn or buy A —>
boOSh’—"S! Explore deeper into the cave 27, - 3
and find the way to freedom! Crystal Line Crystal Bomb Mega Blast
Clear a row Clear all gems Big explosion!

[3] or column of one color
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Chat Order 7

IMPLEMENTING CHAT INTO MINI GAMES

»

Avatars

Movie Quotes

Yippee ki yay

Run Forrest run!

Dodge this!

This is Sparta!!!

Social

Chat Packs
Bling

Mind your own business

Like a boss

Cool story bro

Owned

15@-‘(}

Gala

That's cute

Pardon?

How original

Tell me more

Owned

[2]

643385 |4
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A«r ‘ —— T S——TTR aty == I
l‘& Bellamybug @ se [ 183,552 53 [
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0 Cash % Coins @ Minigames | % Cues ‘ L Table u Chats :
Movie Quotes Chat Pack Vanity Chat Pack Movie Quotes 2 Chat Pack
Yippee kiyay 1am so good looking! Say hello to my little
friend!
| play as good as | look!
Go ahead, make my day... }
Run Forrest run! Like my picture?
Are you talkin'to me??
s B S
{ ‘ Houston, we have a 8
This is Spartal!!! problem.

I am playing with one
hand!
I thought you were better
‘ than that!

ne BPM | ne

Do you feel lucky, punk?

I'm the king of the world!

15 % m

8 Ball Pool Fan Page [*) Game videos

B Forum 0 Help
Rate: YRR LY Share: Y = [ ] Focus Mode

Q;J Game Guide

Q? Favorite




HOW THIS WILL RESOLVE THE ISSUE

This will limit bullying and rude phrases by only letting players use pre chosen phrases

Make the online play option safer as personal details can't be shared

Keep aggression at bay when a player is losing in a mini game
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SELECTION

Different modes

: '
e SR '

Select a mode.

AR e, i

= Inspiration from Mario party [3]
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INITIAL ENVIRONMENT MOOD-BOARD

o Mood-board of images for
the environment of a cave
themed game

o Game levels could include
glowing plants and crystals
to guide the player through
dark caves

Sketches of elements included
in the mood-board




POSSIBLE AREA THEMES

o Drawings of elements that could be
used as themes for different areas,
made using the mood board

o Glowing mushrooms, glowing moss
growing on rocks and crystal caves.




STARTING AREA

o Starting/hub area for cave
escape

o Players start the game via
climbing the rope through the
central exifs

o Side exits lead to shop areas for
buying and selling items and tools

o Players can jump over the cenftral
pit by bouncing on the
mushrooms

o Progress sketches show change
from bridges to mushrooms and
the rope as the way to start the
game



REST AREA

o Rest area for players between
sections of the game.

o Players canrest on the benches
before heading to the next
ared

o Can also access shop NPCs
from here 1o buy and sell items
and tools.



ALTERNATE COLOURS

o Alternate colour versions of the starting hub area

o Glow in the dark version could occur if light
sources are gone
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Financial Harms to Children

Gambling
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Two Options

One tfime payment

Pros

- More guaranteed payment

Ccons

- Not as accessible as some
people would not be able to
afford it

- Would be harder to
implement parental controls if
created for an indie game
distributer like Steam

Donations

Pros

- More accessible, as the game
would be free

- Would be easier to implement
account links as the game
wouldn't be linked to the sellers
account.

Cons
- Would have to rely on people
donating a lof to generate a

significant income

- Would have 1o build a website
to hold the game
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Player Avatar Design Research




Player Avatar Basic Sketches




Player Avatar Final Design




Player Avatar 3D Model




Player Avatar Customisation Concepfts




Npc Designs Research

Relic Mole Accessory Mole ltem Mole




NPC Designs Basic Sketches
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Npc Designs Colour Tests

Relic Mole Accessory Mole ltem Mole




Relic Mole Final Design




Accessory Mole Final Design




ltem Mole Final Design
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