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[bookmark: _Toc69829352]1. Introduction

This report is going to discuss the purpose of Computer Forensics, what tools are there available and when they could be used. The methods used in Computer Forensics are going to be explained as well as problem formulation which is going to be explaining the problem that was given to solve. Discussion about the case study investigation is going to be included as well. There will be a professional report and it is going to explain to the actions taken to restore the data and also an invoice for the service that was done in order to restore the files with professional forensics report.
[bookmark: _Toc69829353]2. What is Computer Forensics?

Computer Forensics is responsible for making that computer data is going to be documented, extracted, preserver and also identified if there is a need. Computer forensics can also be described as a mixture of technology and science working together in order to reach the goal and prove facts in court of law. There are many steps and policies that need be obeyed before attempting to do anything. The most important thing is to not damage the original evidence and analyse the data without modifying or changing it. Computer forensics comes in handy when there is a case that needs to be investigated according to [1]. 
[bookmark: _Toc69829354]2.1. Warrants and searches explained

There is much more to computer forensics than just recovering lost data etc. the computer forensics expert needs to produce a professional report that clearly outlines what was done, how it was done and why it was done. A professional invoice for the service that was done in order to restore the files is essential as well. Another important things that needs to be provided in order to get any kind of evidence. The search warrant needs to be provided by a judge in order to carry out a general search or a specific search where police officers are looking for a certain thing, getting an evidence without having a warrant (if one is needed) is illegal. The warrant needs to be exact and specify which house needs to be searched so for example 76 Ocean Drive, Miami. This specifies the name of the street, door number and also location, the warrant would be invalid otherwise. It’s the same when it comes to looking for a certain thing, exact device or part needs to be specified and this is according to this book [2].

[bookmark: _Toc69829355]2.2. Tools

This section is going to discuss some of the tools that are useful when it comes to investigation, there are plenty of open-source tools available out there but this list will include only the ones that are quite common and useful. 
Computer Forensics tools are extremely useful and essential when it comes to carrying out an investigation, no matter what the case is – data recovery, identity theft, data loss, sabotaging – tools will always come useful and definitely will make the process easier for the person that carries out an investigation. The IT Expert or Computer Forensics expert will use tools to extract or gather the data from a device or possibly network. This needs to be done in a certain way so the data that needs to be gathered is not touched, modified or changed in any way because that would be described as modifying the original evidence which could lead in losing the case in court of law and the reason behind that is not being able to show the original evidence. Another important aspect when working with tools is making a copy, the computer forensics expert always needs to make sure that a copy is made and both original file and a copy are stored safe but the copy is going to be the working version of the file or evidence. One tool will not solve every single problem and that is the reason why computer forensics experts are using many tools. 
List of useful tools that are used by most computer forensics experts:
- Encase
This is not a free tool, however it is not free because it has many features. This tool allows the expert to scan and analyse and also image the data from hardware such as floppy disks, hard disks etc. This tool is also used by the government and law enforcement. Encase really helps to analyse and decide whether the case needs to be taken by the police or if the case can be used in a court of law. The process for creating and starting the investigation when using Encase is quite simple, first of all the software starts making an image and that image is usually called “Evidence file”. After the image is created, then the program is able to see through the evidence and analyse it by checking if there are files such as pictures deleted or simply typing the keywords and searching for data. However, as I said it is not free and the first year of support is estimated to cost about $3,594 which could be quite expensive for an individual. Another reason behind that price is ability to write scripts and programs, it does not allow write extremely complicated scripts and programs but small scripts and programs are available because of the language that is built in “eScript”. This can really speed up the process of the investigation. This software can take some time to master every single feature, however it is using a friendly Graphical User Interface and this is according to this source [3].
- Wireshark
Wireshark is a free software that is widely used not only by network professionals but also by computer forensics experts. The software is phenomenal as it allows the user to see every single packet and also see the whole traffic that is currently occurring on the network [4]. The tech world is growing and growing and this results in an increased number of network attacks nowadays. This is the reason why Wireshark is commonly used in forensics because it allows the investigator to investigate every single packet that is travelling across the network and fully understand the situation. It allows the investigator to immediately take an action and prevent and damage or data loss. A great understanding of Wireshark allows the computer forensics expert to analyse and decide what was the type of attack or where the certain information was sent etc. Wireshark has some useful features such as port scanning, covert FTP and also IRC channels etc [5]. 
- The Coroner’s Toolkit
This is a solid and open source package and mix of the tools that are mainly used for recovering deleted files. This is a free package of tools that is available to download. There are a few examples of programs that are inside the package and one of them is “Lazarus” and also “unrm”, the names are quite difficult to remember but these two program will help the investigator to recover any unassigned pieces of raw data [6]. The investigator is more likely to be successful if the knowledge of UNIX is great . This toolkit also includes tools that allow the investigator to make a copy of the files and this is done thank to their “inode number”. There are always some disadvantages to every program. The Coroners toolkit is only able to scan and inspect the same operating system that it was running on previously. The Coroners Toolkit was also unable to support some of the most common file types such as NTFS, however these issues were fixed when a person called “Brian Carrier” made an extension that fixed the problems and made this toolkit even more useful. The extension is called “TCTUTILS”. The toolkit keeps expanding [7].  
- The Sleuth Kit
The Sleuth Kit is also a tool which is open source and that means anyone can download it. This kit was made by a person called “Brian Carrier”. This kit is a set of command line tools that allow the investigator to work on the case and analyse file systems to gather any data or evidence. File analysis etc. can be done using this kit and the good thing behind it is that the user can do it without harming or modifying any evidence. The Sleuth Kit support many file types and Operating Systems such as FreeBSD, Solaris, OpenBSD etc. and also FAT, EXT2, UFS, NTFS and EXT3 file types unlike The Coroner’s Toolkit. However, this is not the end of this great kit because the data and the results that are found thanks to this kit and all the results are used by a tool called “The Autopsy Forensic Browser”. The Autopsy Forensic Browser has a friendly Graphical User Interface which allows the investigator to easily go through the results by typing any keywords, image integrity etc. The tools inside The Sleuth Kit are also categorised. There are File System Tools, File Names tools and also sorter. File System tools are responsible for digging out and analysing any data that comes from file systems. File names tools are responsible for analysing file names and their structure and also sorter which sorts all the files and categorises them based on their type [8].
	Name of the tool
	Type of the tool
	Availability
	Pricing

	Encase
	Computer Forensics tool used to analyse and report
	Not available for free
	$3,594

	Wireshark
	Networking tool
	Open-Source
	Free

	The Coroner’s Toolkit
	Digital Forensics Analysis tool
	Open-Source
	Free

	The Sleuth Kit
	Command line tools to analyse file systems and volume
	Open-Source
	    	Free



[bookmark: _Toc69829356]3 Discussion of the case study investigation

[bookmark: _Toc69829357]3.1 Approaching the investigation

Before starting the investigation, the investigator needs to make sure that the copy of the original evidence is being made, this is required because the investigator should never modify or change the original evidence because it needs to be showed in the court, that is why the copy is extremely important and should be the main source of data and the evidence and information. The investigator needs to make sure that the original evidence is kept safe and only certain people can access it. A single change to the original evidence can completely change the outcome of the case in the court. The report is the only document that matters in court, the judge needs to see a ready document that clearly outlines every aspect of the case.
[bookmark: _Toc69829358]3.2 Methodology to recover the files

First of all, the investigator should confirm that the incident is valid and has taken place in the past. Then some informative details such as the name of the investigator, name of the examiner, background of the case should be clearly outlined. The investigator should also take care of checking what is the current situation and status of the case and what needs to be done. Doing this is crucial for the investigator and the people in the court because the investigator is going to clearly outline what has been done and how it was approached.
After confirming all the details mentioned above, the investigator should do a research, collect some data from the machine that was owned by the Mobile Manufacturing Company and clearly outline the steps and things that are going to be done on the copy of the original evidence. Clearly outline information such as the date of the incident, the permissions of the user, operating system, type of the disk and also the path to the evidence.
The next step is where Barry Lynch should begin a deeper gathering of information and research of the data. The investigator needs to know what type of data needs to be collected and how much data needs to be collected, collecting data that is not related to the case at all would be a waste of time and could cause confusion and an additional trouble and this is why the investigator needs to know what exactly is needed. It is better and safer to collect too much white rather than zero data. It is crucial to divide the data and the evidence into categories that ranges from least important to most important because the data is changing all the time so it is important to collect the data at the right time before it changes to a completely different thing. The investigator should never collect the data from the system that was affected by the damage, the data should be collected by sing the trusted binaries. The next step that needs to be done is also collecting the data that is not going to change at any time unless some human interaction is done such as removing the file etc. e.g. collecting the data from the hard drive. There are many ways to do it and the most common way is done through the write blocker, this method is used in case the investigator makes a mistake such as removing the hard drive etc. The investigator should also think of a solution in case the operating system is encrypted and this is where incident response toolkit should be used, it allows the investigator to boot the system up. After doing all the steps mentioned above, the investigator should be able to give a clear clarification of how the evidence was discovered and present it in a clear format to the chain of custody.
The next step should clearly everything that has been done to the file and this could be called “a timeline”  because it is going to show everything step by step. This step is extremely important when presenting the evidence to the judge. The “timeline” is going to contain all the information about any changes made to the data, the time, the day etc. it needs to be provided in a format that is easy to understand. The data collected for the timeline is gathered thanks to different tools such as Autopsy, FTK Imager, FTK Forensic Toolkit, Encase etc. Every operating system has a layer which is called “metadata” layer and that is where the tools are getting information from. The main purpose of a timeline is to clearly outline to the judge any actions and changes to the file and system with the right date and time included.
The next step is going to include the investigator showing the summary of every action and change that has been done – what files were inspected, what files were downloaded, what files were modified and changed, what software was used in order to solve the problem, what directories were inspected and also a full list of deleted files and also the files that the investigator has touched. The investigator is also capable of creating a “super timeline” which is going to allow to put everything in one file, however it is not as simple as it sounds because the investigator needs to have a very good understanding of all the artifacts. The other things that the investigator should include in this step are measurements of usage of certain things such as software usage, browser usage, folder usage, account usage etc. and also a list of downloaded files, what files were opened and created, what programs were running etc. The investigator should also give a list of things such as network connections, code injection etc. this can be done by analysing memory.
The next step that needs to be taken by the investigator is to use tools in order to find raw images, this can only be used if the investigator is fully sure of what needs to be found, otherwise the method is not useful. This is done through the byte signature which is widely and commonly known as magic cookies, the tools allow the investigator to search for strings by typing regular and usual expressions in. This is why the investigator needs to know what exactly needs to be found before using this method.
The next steps that needs to be considered is actually recovering the data, there are tools that allow the investigator to do it – FTK Toolkit, FTK Imager, Autopsy – these tools would allow Barry to see through all the layers. The investigator is going to analyse all the unallocated space and also file system in order to find the files that are meant to be found. The most common technique to gather even more evidence is called “carving” where the investigator is using raw images to find the evidence and this is done thanks to the file headers.
The final step is all about collecting the information and anything that was done to solve the case together in an easily readable format for the judge so it looks professional when presenting in court. The investigator should include things like any actions done in order to solve the problem, clarifying what else needs to be done, give recommendations on what needs to be done in order to prevent problems like this in a future – policies, procedures etc. This is the most important part of the investigation because this is what is going to be presented in court, this is what a judge is going to go through and analyse the outcome of the case. There is no perfect order of approaching the investigation but the most common one is this – Identification, Preparation, Approach Strategy, Preservation, Collection, Examination, Analysis, Presentation and Returning Evidence. [9] [10] [11]
[bookmark: _Toc69829359]4. Report
Please refer to the appendix for the report
[bookmark: _Toc69829360]5. Invoice
Please refer to the appendix for the invoice

[bookmark: _Toc69829361]6. Conclusion

Summarising all the information mentioned above, we are able to state that computer forensics is responsible for documenting and extracting data and making a report out of it so it can be later presented in court. In order to write a report, there needs to be something to make a report about which is an evidence, an evidence can be obtained if there is a warrant, a warrant can be obtained from a judge. The warrant can be obtained to look for a specific object such as USB stick or a hard drive, the warrant can also be general which means that everything is going to be searched, trying or getting an evidence without a valid and fully legal warrant is illegal.
Once the warrant is approved and the specific object such as a USB stick is obtained by the law enforcement, the investigator is able to start his case. To start the case, the investigator needs to make a copy of an original evidence so anything that is on the obtained USB stick has to be copied and the copy should be the main source of work and data, working on an original evidence can completely dismiss the case and change the outcome of the case when it comes to presenting a report in court, altering, modifying and changing the data should never be done by the investigator unless there is no other way possible. have a good range of tools ready. The amount of tools and what tools are needed depends on the case and its goal. The most popular tools are Autopsy, FTK Forensic Toolkit, FTK Imager, Wireshark, Encase. The tools allow the investigator to dive deep down into the system and file structure just to see clearly what has been done – if the file was copied, clicked on, deleted, modified, if the name was changed. This needs to be presented in a very detailed way so the judge has no issues with understanding the report. The tools not only allow to see the past of the file, it has much more to offer – FTK Forensic Toolkit is all in one tool. It is able to decrypt files with just one click, it has a password cracker built-in, face recognition feature, facial training, image recognition, similar face recognition and similar object detection. It also allows the investigator to execute SQL scripts, run python scripts and also create an image of a drive and then mount it. After doing all the necessary steps in order to finish the investigation, the investigator has an ability to create a ready generated report by the software which is much more efficient than manually writing the report – smaller chance of making a mistake. However, not every software is free and available on the internet to download. Encase can cost $3.600, FTK Forensic Toolkit costs around $4.000 a year, the customer pays a huge amount of money for a quality – the price comes with quality.
The report needs to be presented in a clear way in court because this is the only thing that matters at the moment and the outcome of the case depends on how well the report is structured and written, the judge needs to clearly see what has been done by the investigator which is known as the methodology. It is crucial and important to state how the evidence got recovered or found in the report, every single action such as clicking on a file needs to be included as well. Every detail matters and can change the outcome of the whole case. The investigator gets a choice of what is the report going to include when using a generate report feature. It is important to remember that the report is being written and created in order to benefit law enforcement in court instead of the suspect.
The investigator needs to get paid for all the work done, the price on the invoice can be very different and it depends on what has been done and this is the reason why the investigator needs to have his own invoice presented every time the case is done. The invoice should clearly outline the name of the investigator, the name complainant, the price for the service done and a table or a list of all actions that were done in order to solve the case and both sides are required to sign the invoice.

[bookmark: _Toc69829362]7. APPENDIX

[bookmark: _Toc69829363]DIGITAL EVIDENCE FORENSIC REPORT
INVESTIGATOR: Barry Lynch	          		DIGITAL FORENSICS EXAMINER: Mike Jones

CASE INFORMATION:
	Case ID #:
	[bookmark: CaseNumber]984319
	Agency name:
	[bookmark: Text4]Forensics Specialists

	

	

	Date/Time Report Completed:
	[bookmark: Text7]22.04.2021
	Date/Time Incident Occurred:
	[bookmark: Text8]15.04.2021

	

	Type of Report:
	[bookmark: Dropdown1]



INVOLVED:
	|X|  Involved       
	[bookmark: Check21]|_|  Witness  
	[bookmark: Check22]|_|  Complainant  
	[bookmark: Check23]|X|  Mentioned

	Name: Rob                      
	Last:  
	[bookmark: Text13]Jengelley
	First:
	[bookmark: Text14]N/A         
	Title:
	[bookmark: Text15]N/A

	Mailstop:
	[bookmark: Text16]N/A
	Email:
	[bookmark: Text17]robjengelley@mobilemanufacturingcompany.com

	Phone:
	[bookmark: Text18]N/A
	Work Phone:
	[bookmark: Text19]+44 20 7423 3645
	Employee #:
	[bookmark: Text29]87



	|X|  Involved       
	|_|  Witness  
	|X|  Complainant  
	|X|  Mentioned

	Name: Dee                         
	Last:  
	Rod
	First:
	N/A         
	Title:
	Ms

	Mailstop:
	N/A
	Email:
	ceo@mobilemanufacturingcompany.com

	Phone:
	N/A
	Work Phone:
	+44 20 7864 3247
	Employee #:
	1
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Background of the case:
The problem that is going to be faced is all about sabotage. The information that is known and available is that the suspect is called “Rob Jengelley”, the reason behind is that he left his job right after the disaster happened. He works for “Mobile Manufacturing Company” which is located in Swansea, Wales. The company is responsible for creating phone mobile interfaces and also graphical user interfaces for some popular brands. The company quickly rocketed and became a market leader. Rob’s latest case was to create a design for a brand called “Samsung”, he was asked to make it especially for “Galaxy S20 Plus” phone which is a bigger version of normal Galaxy S20. After some time, the design was made successfully and Samsung is a competition for a brand called “Apple”, especially for their iPhone 12 phone. The design for Galaxy S20 was made possible thanks to software called “Autodesk Maya”. Rob was really proud of his work and decided to leak the design to Samsung’s competition which is Apple. They made a deal and Rob left his job.
CEC Mobile Manufacturing workers couldn’t believe that a significant number of phones are missing. The project costed a lot of money, to be exact – a few millions of pounds were invested in order to create that design. There was no files or work left after Rob left his job and this is simply because of security and confidentiality. Rob is the only one that is able to access his files if they are not deleted. The company started working on an alternative design so they can still give something to the world. The CEO of CEC Mobile Manufacturing Company is called “Ms Dee Rod” and was looking for solution to prove Rob’s guilt. The CEO decided to hire a person called “Barry Lynch”, Barry is a certified professional when it comes to investigation like this and was asked to provide proof and evidence that Rob sabotaged the design.


EVIDENCE SUBMITTED:

	Item #
	Seagate BarraCuda 2 TB Internal Hard Drive HDD – 3.5 Inch SATA 6 GB/s 7200 RPM 256 MB Cache 3.5-Inch (ST2000DMZ08)

	
	


		


SOFTWARE UTILISED

All software utilised in this examination is fully licensed and registered to Forensics Specialists or its agents.  


FORENSIC EXAMINATION OF EVIDENCE
ITEM #1

Item #1 – Can be described as a hard drive that was used to store files on Rob’s computer.
[image: WD10EZEX | Western Digital 1 TB Internal Hard Drive | RS Components]
	

	





METHODOLOGY USED TO RECOVER EVIDENCE

· The original data was stored on Rob Jengelley’s computer. 
· FTK Imager was used to recover deleted files,
· A copy of the original evidence was made and kept safe,
· The image of the physical drive was created, the image type used was RAW (dd),
· After that, all essential information such as Case Number, Evidence Number, Unique Description, Examiner were added,
· The next step was adding image destination folder and also its name,
· The image was verified after it was created,
· The image was created then mounted to drive, 
· After that, the evidence (mounted file) has been added again which allowed us to see the partition and also the root folder with all the files that were deleted by expanding the partition tree.  








The hash values obtained from the original evidence were as follows:


[bookmark: Check34][bookmark: Text31]|X|  MD5: 	32c79610fee0d1061f50406adfe41f9e  
[bookmark: Check35][bookmark: Text32]|X|  SHA1: 	A6988FE881C03023AF1AAD34413D5A0B60CD1916
[bookmark: Check36][bookmark: Text33]|_|  Other: 	N/A


FORENSIC IMAGING

After obtaining the hash value(s) of the original media, a forensic image was created.  The forensic image was placed on a:


[bookmark: Check32]|X|  Government owned, forensically wiped hard drive
[bookmark: Check33]|_|  Government owned, forensically wiped Storage Area Network (SAN)


The forensic imaging software utilised in this process creates an imaging report, detailing the hash value(s) of the newly created forensic image.  The hash value(s) of the forensic image was compared to the original hash value obtained prior to imaging the device.  The hash value(s) of the forensic image:


[bookmark: Check37]|X|  Matched exactly the hash value(s) of the original media.
[bookmark: Check38]|_|  Did not match the original hash value(s) of the media.  If checked, provide explanation below.



VIRUS AND MALWARE

The original media was scanned for malware.  Prior to the scan, all malware definitions were updated.  The results were:


[bookmark: Check39]|X|  No malware detected.
[bookmark: Check40]|_|  Malware detected.  If checked, identify and report on malware located below.



BIOS EXAMINATION

Once the hard drive was removed, the computer was turned on and the BIOS (Basic Input/Output System) checked.  The following was found:


[bookmark: Check41]|X|  The date and time were accurate.
[bookmark: Check42][bookmark: Text35]|_|  The date was accurate, but the time was inaccurate.  List time offset from correct time:      
[bookmark: Check43][bookmark: Text36]|_| The time was accurate, but the date was inaccurate.  List date offset from correct date:     
[bookmark: Check46]|_|  Forensic computer was adjusted to compensate for any time differences.

What was used as a time reference:


[bookmark: Check44]|X|  Mobile phone set by network.
[bookmark: Check45][bookmark: Text34]|_|  Other:       

Report Author Digital Signature:			Report Approver Digital Signature:
Barry Lynch			Mike Jones


	Forensics Specialists

	INVOICE

	Kingsway Street, 87
Swansea, SA5 8BC
+44 29 2018 0417
forensicsspecialists@gmail.com | forensicsspecialists.co.uk

	INVOICE # 89731
 DATE 22.04.2021

	TO

Dee Rod
Mobile Manufacturing Company
Maes Y Delyn, 25
Swansea SA5 1TF
+44 20 7864 3247 | deerod@gmail.com

	FOR Digital Forensic Investigation



	Description
	Amount

	Professional Forensic Investigation
	£8000.00

	Total
	£8000.00



Make all checks payable to Forensics Specialists
Payment is due within 30 days.
If you have any questions concerning this invoice, Barry Lynch | +44 114 496 0236 | barrylynchspecialist@gmail.com
THANK YOU FOR YOUR BUSINESS!
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