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[bookmark: _Toc10]Introduction
In this report, this report will be covering topics such as the usage of Windows OS CLI commands, Linux commands, along with their scripting uses. I will also be using an online certified course known as Cisco Linux unhatched to learn the operating system further.

[bookmark: _Toc1]What is an operating system?
An operating system (OS) manages the processes and memory. The operating systems' job is to manage the software and hardware that is being used. Most often, multiple software is running at once, straining the operating system.  [1] helps in improving software as well as hardware, it is the most important part, and is found in all devices.  [2]
Operating systems come down to 5 uses, these are as listed below:
· File management
· Device management
· Process management
· Memory management
· Job Accounting

[bookmark: _Toc2]Key functions of an Operating system (OS)
An operating system manages the primary memory, the primary memory consists of a large array of bytes or words where each byte/word is assigned an address. In multi-programming, the operating system will choose the memory access process and how long it is granted access. This function is known as the process scheduling  [1], the operating system will allocate memory when the processor requires it and deallocates memory when the ’Process exits or performs an I/O activity.’

Operating systems also manage the I/O (Input/Output) devices, such as keyboards, mouse, remote control etc. Or more complex devices such as network interfaces and storage devices [2]. Managing these I/O devices is one of the key features of an operating system.

The operating system also needs its security, this function is called the ‘Error detecting aids.’ The function is when the operating system constantly and consistently observes the data, to detect faults and prevent system failing [[3].

[bookmark: _Toc13]Debuggable Package Manager
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A debuggable package manager is a tool that helps developers find and fix problems with software packages. It's designed to make it easier to figure out what's going wrong when you're installing, updating, or removing software.
Having a debuggable package manager is super useful, especially when you're working on important stuff. It helps you avoid headaches and keeps things running smoothly. Examples of these managers include APT and Yarn, which are known for their helpful features when things go sideways.

[bookmark: _Toc14]Task manager
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As Gamers and PC enthusiasts are, they know all too well about the task manager, being able to end their games tasks when we are frozen, or to view graphs of their GPUs, our Wi-Fi, disk usage, memory and CPU. All of which is only under the performance tab of the task manager. This can be viewed in the processes and even eliminate them if necessary. Other tabs include app history, startup apps, users, details and services. Each of which has their own designated tasks.




[bookmark: _Toc15]Event viewer
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The Event Viewer is a utility tool found in Microsoft Windows operating systems. Its primary function is to provide users with access to system, security, and application logs. These logs store records of various events and activities that occur within the system.









[bookmark: _Toc11]Windows command line (CLI)

[bookmark: _Toc3]Batch
Taskmgr
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The command taskmgr will open the task manager tool on your device.
[bookmark: _Toc12]Start [Enter program]
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The Start followed by a link will open the link, however on the next line, you can include an exit to close the command line after it is opened.
Set
[image: ][image: ]		
The set command will allow for variable usage, the use of variables inside scripting and commands are extremely helpful when storing a necessary value.  [4]
Date/time
[image: ][image: ]
The %DATE% %TIME% commands will, as you would think, see the date and time of when the application opened. This can be helpful for storing the start opening time and closing time at the end of the program for later use so that you could see your time within the program.  [5]
ver
[image: ][image: ]
This command will echo out the version of the MS-DOS on your current OS.  [6]
[bookmark: _Toc4]Powershell

Get-Process
[image: ]
The get-process command gets the processes within the local computer without parameters. [7] However you can get specific information with a Process ID (PID).  [8]

Get-History
[image: ]
The get-history command will display all the users' previous commands entered in the current session.  [9]
Get-Command
[image: ]The get-command, command will allow the user to view all of the commands available within the Cmdlet.
Get-Alias DIR
[image: ]An alias command will sometimes be used as a shortcut.  [10]
(Harder command) Set-Location –path “[Set a filepath here]”
[image: ]By using the Filepath entered, followed by the Get-ChildItem command, you will be able to display all contents of the file along with the last time written to the file.
[bookmark: _Toc5]Linux commands
[bookmark: _Toc18]Bash
[bookmark: _Toc16]Lshw
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This command allows the user to display the systems hardware in an easy to read format.
Uname
[image: ]
The command uname allows the user to display either the base of the OS or detailed information about the operating system.
Top
[image: ]
This command allows the user to display all of the current processes active to the user.
Free
[image: ]
This command will display data of the available, total, shared and used memory to the user.
[bookmark: _Toc6]Windows OS scripting - Batch
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This script includes multiple variations of goto, echo, if, else, variables and user input to be able to efficiently ask the user if the information entered is correct.
[image: ]
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One main component of scripting would be looping systems. The loop syntax will start from the first desired digit, in this code being 0, the second digit within the syntax would be how many the loop will increase by, in this case would be by 1 each time, up until the third desired digit within the loop, being 100.
[bookmark: _Toc7]Linux Scripts
[bookmark: _Toc8]Script 1 & 2
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In these scripts, they show a lot of different commands together to create a simple user input dice game and a random entropy count, where it will not show the user’s dice roll until enter has been used, or for the entropy, they will only stop when the amount of universes visited is equal to 42, there are also Functions, if statements, a random number generator, variables and a sleep command to make these 2 different scripts work. 
[bookmark: _Toc9]Conclusion
Throughout this report, there have been findings in the scripts and commands, these findings were due to happen through debugging. As the report progresses, there are many ways in which even just the basics of understandings of the syntax can be used to create and generate completely different outputs to each other. 
[bookmark: _Toc19]What is the Linux operating system?
Linux is an open-source community developed operating system which is Unix-like. It is used in servers, mainframed, embedded devices and mobile devices. It is one of the most widely supported operating systems in the modern day. [11]

Linux operating systems manages hardware resources, handles applications and provides a UI (User interface).

Linux distributions
What is a Linux distribution?
More key findings include researching Linux distributions, which is an OS that is a software collection that includes the Linux kernel and often package management. 

Linux File system
The Linux file system is a built-in layer of a Linux OS used to handle the data management of the storage. The system helps to arrange the file on the disk storage, the management consists of the file name, size, creation date and other information about files. [13]





[bookmark: _Toc17]Appendix
1. [bookmark: _Toc20]Tutorial 1
Examples of Linux distributions
Ubuntu, CentOS, Debian, Fedora, Slackware, Mint, Arch, OpenSuse, RedHat, Slackel, PureOS, Neptune... 
 Types of OS
Time sharing operating systems 
A time sharing operating system provides resources towards multiple programs simultaneously.
Distributed operating systems [5]
The DOS, handle jobs serviced by many CPU.
Multi-tasking operating systems [6] 
This OS, allows multiple users to do more than one task at a time, it allocates available resources such as I/o [11], memory and CPU.
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PS C:\Users\kalle\source\repos> Get-Alias DIR
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Administrative Access

There are many Linux commands which deal with sensitive information like passwords, system hardware, or otherwise
‘operate under other exceptional circumstances. Preventing regular users from executing these commands helps to protect
the system. Logging in as the root user provides administrative access, allowing for the execution of some of the privileged
commands.

The su Command
su OPTIONS USERNAME

The =u command allows you to temporarily act as a different user. It does this by creating a new shell. The shell is simply a
textinput console that lets you type in commands. By default, if a user account is not specified, the =u command will open
2 new shell as the root user, which provides administrative privileges

Follow Along
Utilzing the login shell option s recommended, s the login shell fully configures the new shell with the settings of the
new user. This option can be specified one of three ways:

su —-login
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Visual Studio Debuggable Package Manager PowerShell

To install a package: Add-AppxPackage
To list installed packages: Get-AppxPackage

To enable debugging: Enable-AppxDebug <PackageFullName>
ore help: Get-Help AppxDebug

Ps C:\Program Files\Microsoft Visual Studio\2622\Enterprise\Common7\IDE\Remote Debugger\Appx>
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@echo off
title Batch commands

taskmgr

pause
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@echo off

title Open google

start https://hub.uwtsd.ac.uk/dashboard/student
pause
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@echo off

title Batch commands
set /Aa
set /Ab
set /Ac =
echo %c%
pause

R

a% + %b%
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@echo off
title Batch commands
echo ¥DATE%

echo ¥TTME%

pause
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@echo off
title Batch commands
ver

pause
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PS C:\Users\kalle\source\repos> get-command
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PS C:\Users\kalle\source\repos> Set-Location —path "C:/users/kalle/curseforge/minecraft/instances"
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root@xing:~# Lshw
king
description: Computer
width: 64 bits
capabilities:
#-core
description: Motherboard
physical id: ©

smp vsyscall32

*-memory
description: System memory
physical id: @
size: 15GiB

*-cpu

product: AMD Ryzen 7 5700G with Radeon Graphics
vendor: Advanced Micro Devices [AMD]
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rootEgHing:~# uname
Linux
root@King:~# uname -a

Linux King 5.15.146.1-microsoft-standard-WSL2 #1 SMP Thu Jan 11 04:09:03 UTC 2024 x86_6U4 x86_6U x86_64 GNU/Linux
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root@King:~# free
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@echo off
setlocal EnableDelayedExpansion

:Name
set /a count-0

set /a count+=1

echo What is your name?

set /p Name-Name:

echo So you are ¥Name%, Correct?
goto Confirm

:Age
set /a count-1

set /a counti=1

echo And what is your Age?
set /p age-Ag:
echo So you are %age%, Correct?
goto Confirm

:Confirm
echo press 1 to confirm

echo press 2 to attempt again
set /p Input-answer:

echo Your Details:
echo Name: %Name%
echo Age: %age%
pause

) else (
if %count%

1 (goto Name) else (goto Age)
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@echo off
FOR /L %X IN (9,1,160) DO ECHO %X
pause
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#1/bin/bash

# Function to greet the user
greet_user() {

echo "Hello! Welcome to the Random Fun Bash Script!”
¥

# Function to generate a random number between 1 and 10
generate_random_number() {

echo $((RANDOM % 10 + 1))
¥

# Function to display a message based on the random number
display_message() {
local num=$1
if [[ $num -le 5 ]11; then
echo "You rolled a $num! Not bad!™
else
echo "Congratulations! You rolled a $num! Awesome!™
fi
¥

# Main function

main() {
greet_user
random_num=$(generate_random_number)

# User input
read -p "Press Enter to roll the dice...”
display_message $random_num

¥

# Execute the main function
main
sleep 10
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Hello! Welcome to the Random Fun Bash Script!
Press Enter to roll the dice...
Congratulations! You rolled a 9! Awesome!
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#1/bin/bash

# The Quantum Entropy Generator
# A script that generates random entropy from parallel universes

# Constants
UNIVERSE_COUNT-42 # Number of parallel universes (because 42 is the answer to everything)

# Function to warp spacetime
warp_spacetime() {
Tocal entropy-$((RANDOM % 100)) # Random entropy value (8 to 99)
echo "Entropy from Universe $universe: $entropy™
sleep 1
¥

# Main loop across universes

for ((universe=1; universe<-$UNIVERSE_COUNT; universe++)); do
warp_spacetime

done

‘echo "Quantum entropy harvested! # ("
echo "Remember: In alternate realities, cats might be the ones writing Bash scripts.”
sleep 10
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Welcome to

Linux Unhatched!

Welcome!

Hello, and welcome to the NDG Linux Unhatched Module! We are very excited to offer you this short introduction to the
world of Linux. Before you get started, we would like to take the opportunity to explain the intent and scope of this module.

Do not be concerned f you have little or no Linux experience. This module is designed as an introduction for beginning
leamers without previous Linux training. If you find this material useful, you may consider continuing with our

or courses to build additional knowledge. Additional information regarding these
courses can be found at the end of this module

As you may already be aware, the Linux kemel has found s way into an incredible number of diverse systems. It can now
be found in everything from automobiles to rockets, watches to televisions, and netbooks to the fastest supercomputers,
Linux only accounts for a relatively small percentage of the operating systems found on desktop computers, but has gained
widespread use in servers, Intemet of Things (IoT) devices, networking equipment, smartphones, and many other dev
you may not think of as even being computers. From the home router providing your Interet connection to the server this
course is hosted on, itis likely that multiple Linux powered devices are currently enabling you to read this page

We hope that y
Linuxt

u find the NDG Linux Unhatched Module helpful. Congratulations on taking your first steps into the world of

>

Ubuntu PC
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Objectives

The process of

Removing Files »
|| LI

Removing Files

The == command is used to delete files and directories. It is important to keep in mind that deleted files and directories do
not go into a "trash can' as with desktop-oriented operating systems. \When a file is deleted with the == command, itis
almost always permanently gone.

m [oF:

s

Follow Along

Use the following command to switch to the Doc: directory:
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Objectives

Cisco Certified CyberOps Associate training, as well as grasp concepts and objectives taught in the Cisco Certified
CyberOps Associate course.

Consider that when leaming to monitor and detect threats, Cisco Certified CyberOps Associate learners are required to leamn
‘about different operating systems and how o troubleshoot and analyze these operating systems. Since Linux is used in
mobile devices, servers, and client-machines, it is important to leam how to navigate the Linux operating system. For this
reason, analyzing servers running Linux makes up many of the Cisco Certified CyberOps Associate leaming objectives

Understanding Linux allows cybersecurity students to forensically analyze the Linux filesystem, monitor Linux servers, as.
well as client-machines, devices, and other technology running Linux. Some of the commands and tools covered in this
course are basic requirements for the skils mentioned above. The table below highlights how what you have leamed in this
course is beneficial for a Cisco Certified CyberOps Associate leaming track:

Linux Unhatched Learning Objectives Cisco Certified CyberOps Associate Skills

« Listing Files. Analyzing Files
« Viewing Files

- Fitering Input

- Basic Pattems

- Redirection

« Viewing Files Manipulating Files
- Copying Files

- Redirection

- Text Editors

« File Permissions.

- Changing File Ownership

- Text Editors Modifying and Creating Configuration Files

« File Permissions Permissions
« User and Group Permissions

+ Administrative Access

+ Updating User Passwords.

- Network Configuration Network Configuration

In this course vou leamed about performina basic Linux operations. administrative. and security-related tasks. Cvbersecurity
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Previous Attempts

1 attempts with unlimited remaining

April 19, 2024, 1:54 am. 87% 26/30 View
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You have taken this assessment 1 times. You have an unlimited number of attempts remaining
Click the Begin button to get started. Make sure you complete all questions and submit your
‘answers when you are done.





