Lab 7 Support Document
Step 1
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Step 2

Type the command you used to find out your host IP Address
Ifconfig

Type the command you used to scan after finding your host IP Address
Nmap 10.0.2.15
Record the outcomes of the above command here
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Step 3: Analyse the outputs/outcomes from Step 1 and 2 and record your reflections. (Hint: Analyse what is the difference between local host and ip address of the host, If ports displayed are different, Why is it different? etc (not limited to the hints))


The local host scans the loopback IP whilst nmap 10.0.2.15 scans the IP given. The localhost has a shorter scan time by .02 seconds and they both have 22 and 23 (SSH and Telnet) open. The Nmap IP has a lower latency.

Step 4: Why is the nmap scan only scans the first 1000 ports? What will be the command to scan all the ports?
The first 1000 most common ports for each protocol are scanned, for any other ranges the nmap -p must be used specifying the port ranges to scan.

Step 5: Scan the UDP Ports
nmap –sU localhost
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sudo nmap –sU localhost
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Record the outcomes of the above command here (Hint: what UDP ports could you find open through your scan)
The -sU must refer to the Super user as the first command without sudo would not run due to insufficient privileges.
On the second command ports 68, 631 and 5353 were identified as being open.

Step 6: From the above outcomes select any ports which is open  sudo nmap –p137 localhost 

Record the outcomes of the above command here (Hint: Is the port open or closed? Why? Also, record the use of –p command)

The port chosen was 631 and the port is open
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Step 7: Try other port related commands and record its purpose.  sudo nmap –pportnumber host_ip 
 sudo nmap –pportnumber_startrange-portnumber_endrange host_ip 
 sudo nmap –pportnumber,portnumber host_ip
 not limited to the above (Do a google search, refine your search and find out other port related commands, Hint:nmap.org) 
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Step 8: Detecting the version is a very important part of information gathering. Try to find out the version.  nmap –sV localhost 
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Step 9: Try other commands to detect other versions and record its purpose.  Command to identify the Operating System version 



Command to identify the Service Version 
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cisco@ubuntu:~$ sudo nmap -p631 localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 09:28 CST
Nmap scan report for localhost (127.0.0.1)

Host is up (0.000020s latency).

PORT  STATE SERVICE

631/tcp open ipp

Nmap done: 1 IP address (1 host up) scanned in 0.26 seconds
cisco@ubuntu:~$ i
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Clsco@ubuntu:~5 sudo nmap -p22 10.0.2.15
[sudo] password for cisco:

Starting Nmap 7.1 ( https://nmap.org ) at 2020-11-16 09:47 CST
Nmap scan report for 10.0.2.15

Host is up (0.000019s latency).

PORT  STATE SERVICE

22/tcp open ssh

Nmap done: 1 IP address (1 host up) scanned in ©.27 seconds
cisco@ubuntu:~$
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cisco@ubuntu:~$ nmap -sV localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 69:48 CST
Stats: 0 elapsed; © hosts completed (@ up), 1 undergoing Ping Scan
Ping Scan Timing: About 100.00% done; ETC: 09:48 (:00:00 remaining)
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clsco@ubuntu:~5 sudo nmap -sV -0 -v localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 09:53 CST

NSE: Loaded 35 scripts for scanning.

Initiating SYN Stealth Scan at 9:53

scanning localhost (127.0.6.1) [1000 ports]

Discovered open port 22/tcp on 127.0.6.1

Discovered open port 23/tcp on 127.0.6.1

Discovered open port 631/tcp on 127.0.6.1

Completed SYN Stealth Scan at ©9:53, 1.56s elapsed (1000 total ports)
Initiating Service scan at 89:53

scanning 3 services on localhost (127.6.0.1)

Completed Service scan at ©9:54, 6.02s elapsed (3 services on 1 host)
Initiating 0S detection (try #1) against localhost (127.6.0.1)

NSE: Script scanning 127.0.0.1.

Initiating NSE at 09:54

Completed NSE at 09:54, 0.48s elapsed

Nmap scan report for localhost (127.0.0.1)

Host is up (0.0000076s latency).

Not shown: 997 closed ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.8 (Ubuntu Linux; protocol 2
0)

23/tcp open telnet Linux telnetd

631/tcp open ipp CUPS 2.1

Device type: general purpose
Running: Linux 3.X

inux_kernel:3

05 details: Linux 3.8 - 3.19

Uptime guess: 0.670 days (since Mon Nov 16 08:13:08 2020)
Network Distance: © hops

TCP Sequence Prediction: Difficulty=256 (Good luck!)

IP ID Sequence Generation: ALl zeros

service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Read data files from: /usr/bin/../share/nmap
05 and Service detection performed. Please report any incorrect results at https
//nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 11.55 seconds

Raw packets sent: 1115 (51.764KB) | Rcvd: 2231 (97.740KB)
cisco@ubuntu:~$ [
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cisco@ubuntu:~$ nmap localhost

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 08:17 CST
Nmap scan report for localhost (127.6.0.1)

Host is up (0.000061s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in ©.18 seconds
cisco@ubuntu:~$ i
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ciscogubuntu:

$ nmap 16.6.2.15

Starting Nmap 7.01 ( https://nmap.org ) at 2020-11-16 08:28 CST
Nmap scan report for 10.0.2.15

Host is up (0.000041s latency).

Not shown: 998 closed ports

PORT  STATE SERVICE

22/tcp open ssh

23/tcp open telnet

Nmap done: 1 IP address (1 host up) scanned in ©.20 seconds
cisco@ubuntu:~$ I
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cisco@ubuntu:~5 nmap -sU localhost
You requested a scan type which requires root privileges.
QUITTING!

cisco@ubuntu:~$
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cisco@ubuntu:~$ sudo nmap -sU localhost
[sudo] password for cisco:

Starting Nmap 7.61 ( https://nmap.org ) at 2620-11-16 69:18 CST
Nmap scan report for localhost (127.6.6.1)

Host is up (0.600011s latency).

Not shown: 997 closed ports

PORT STATE SERVICE

68/udp  open|filtered dhcpc

631/udp open|filtered ipp

5353/udp open|filtered zeroconf

Nmap done: 1 IP address (1 host up) scanned in 2.79 seconds
cisco@ubuntu:~$




