[image: ]

L7 - DATA SECURITY GOVERNANCE AND COMPLIANCE ACCA7028

Apply the principles and practices of Data security Governance and Compliance based on a given scenario.
2521441 ERHAN KOCAL
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[bookmark: _Toc218759947]Abstract:
Today, almost every business relies on the Internet, but this also makes them easy targets for cyberattacks. This report looks at NatureGreen, a global company that is currently in a difficult position. Although NatureGreen is a world-famous brand with a massive online presence and mostly wireless networks, it has no formal security rules. The company is now under pressure to let staff and customers use their own phones and laptops (BYOD) for work, which puts their billion-dollar secrets and private data at high risk.
The first part of this report researches well-known security "rulebooks" used by experts worldwide. We look at ISO/IEC 27001, which helps companies build a solid security management system, and the NIST Cybersecurity Framework, which provides a step-by-step guide to identifying and stopping threats [1]. By looking at peer-reviewed research from sources like IEEE Xplore, we can see how these frameworks help global companies stay organized and safe [2].
[bookmark: _Toc218759948]Based on this research, I have designed a new security plan for NatureGreen. The plan moves away from "blind trust" and moves toward a Zero Trust approach—where every device must be verified before it can touch company data. I also suggest using Mobile Device Management (MDM) to keep personal photos separate from important company files. Finally, the report explains why it is so important to keep updating security laws and standards. As hackers get smarter, our rules must evolve to stay ahead of them [3]. This report shows that with the right policies and technology, NatureGreen can protect its global reputation and its most valuable assets.
Introduction:
As we move into 2026, the global business environment has become almost entirely dependent on digital infrastructure. While this "always-on" connectivity drives growth, it has also opened the door to highly sophisticated cyberattacks that can happen at any time from anywhere in the world [1]. For international companies, protecting information is no longer just a technical task for the IT department; it is now a critical part of business survival and governance.
[bookmark: _Toc218759949]1.1. The Global Threat Landscape
Recent research shows that cybercriminals are now using Artificial Intelligence (AI) to launch faster and more targeted attacks, such as automated phishing and "deepfake" scams [2]. For a global brand like NatureGreen , which relies heavily on its online presence, these threats are a daily reality. Furthermore, the move toward "triple extortion" ransomware—where hackers not only steal data but also threaten a company’s customers—makes the stakes higher than ever before [2].
[bookmark: _Toc218759950]1.2. Problem Statement: NatureGreen in Disarray
NatureGreen faces a unique and dangerous combination of security gaps. Despite being a world-famous brand with billions of dollars in intellectual property, the company's security is currently in a state of "disarray." The core issues include:
· Wireless Vulnerabilities: With %95 of the network being wireless, NatureGreen is highly susceptible to eavesdropping and "Man-in-the-Middle" (MITM) attacks where hackers intercept data over the air [3].
· The BYOD Pressure: There is immense pressure to allow staff and customers to use their own personal devices. Without a strict policy, this "Bring Your Own Device" (BYOD) trend can lead to massive data leaks if a single personal phone is compromised [4].
· Lack of Governance: Currently, NatureGreen has no established security policies. Without a clear set of rules, the company cannot legally or technically protect its assets or prove it is following global laws like GDPR [5].
[bookmark: _Toc218759951]1.3. Purpose and Scope
The purpose of this report is to move NatureGreen from its current disorganized state to a structured, secure environment. By researching frameworks like ISO/IEC 27001 and NIST, this report will design a custom security approach. This approach will focus on Zero Trust Architecture (never trust a device by default) and Governance to ensure that NatureGreen's billion-dollar secrets stay safe while still allowing the business to grow globally.
[bookmark: _Toc218759952]2. ISO/IEC 27001 ISMS Structure
The following diagrams illustrate the Information Security Management System (ISMS) model. In academic research, this is often represented through the Plan-Do-Check-Act (PDCA) cycle, which provides a systematic approach for establishing, implementing, operating, monitoring, reviewing, maintaining, and improving an organization's information security.
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Figure 1. Comparison between the reviewed cybersecurity frameworks [13].

[bookmark: _Toc218759953]3. Information Technology Infrastructure Library (ITIL):
[bookmark: _Toc218759954]3.1. ITIL v3 service lifecycle
ITIL is one of the best frameworks for describing the good practice of IT management services. ITIL was created in the 1980s in response to a need for increased efficiency by Government Commerce in the United Kingdom (OGC), and it is now one of the most extensively used ITSM techniques worldwide. The second version of ITIL was published in 2001 by Government Commerce (OGC), followed by the ITIL V3 was released in 2007 and was last revised in 2011 [22]. 
ITIL 4 was introduced in February 2019 as a major update to ITIL v3. ITIL V4 fixes previous versions’ flaws, introduces new terminology and models, and emphasizes the concepts of cost, value, and risk.
Aside from minor changes in the ITIL 2011 version, the ITIL V3 specification maintained the industry-leading system for IT service management (ITSM) until the February 2019 release of ITIL 4.
ITIL V3 is a process-oriented framework that spans the five stages of IT service lifecycle management with 26 activities. In ITIL V4, these 26 procedures were replaced by 34 “Practices.”.
The best practices in ITIL V3 are this process, and it is used for effective management of IT services [23].
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Figure 1. Service lifecycle according to ITILV3 [22].
[bookmark: _Toc218759955]3.2. Updated version of ITIL V4
According to AXELOS, ITIL V4 is the most recent update to the ITIL framework, which was released on the market in the month of February of 2019.
ITIL V4 improves upon earlier versions by offering a more practical approach and an adaptable structure to assist businesses in navigating the new digital transition world.
ITIL V4 is, therefore, development rather than a revolution of the ITIL structure, and it retains many of the fundamental elements of ITIL V3, which was first released in 2007 and revised later in 2011. Several of the current ITIL V4 procedures, in particular, refer to processes from ITIL V3.
ITIL V4 discusses how to offer tech-enabled goods and services using an operating model. The documentation has been thoroughly checked, simplified and expanded with several realistic examples to make it easier to read.
ITIL 4 offers recommendations for combining ITIL with other frameworks.
ITIL V4 also incorporates guidance on how to adapt Agile, DevOps, and Lean methodologies to the area of service management, as well as emerging developments in software development and IT operations.
ITIL V4 emphasizes that it is “a framework for service management” (rather than “IT service management”), reflecting an increasing trend of using service management best practices to increase enterprise and company service efficiency [23].
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Figure 2. What’s new in ITIL v4 [22].



[bookmark: _Toc218759956]4. Governance, Risk Management, and Compliance
Security is not just about firewalls; it is about management and laws. For a global company like NatureGreen, governance ensures that security decisions match the company's business goals [10].
[bookmark: _Toc218759957]4.1. Governance and Strategic Planning
At NatureGreen, the "disarray" exists because there is no top-down leadership for security. Governance involves creating a Security Steering Committee that includes leaders from IT, Legal, and Finance. Their job is to ensure that security supports NatureGreen's global growth instead of slowing it down.
· Policy Creation: The first step is writing an Acceptable Use Policy (AUP). This tells staff exactly what they can and cannot do on the 95% wireless network [11].
· SLA Management: Since NatureGreen uses cloud services, they must have Service Level Agreements (SLAs) with providers (like AWS or Azure). These contracts must guarantee that the cloud provider is also following high security standards [8].
[bookmark: _Toc218759958]4.2. Risk Management (Protecting the Billion-Dollar IP)
NatureGreen must identify what it is most afraid of losing. This is called a Risk Assessment.
1. Asset Identification: NatureGreen must list its "Crown Jewels"—its secret formulas and brand designs.
2. Threat Modelling: Who wants this data? Competitors, state-sponsored hackers, or disgruntled employees?
3. Risk Treatment: For the intellectual property, NatureGreen should use Data Loss Prevention (DLP) software. This acts like a "digital guard" that stops sensitive files from being sent to personal emails or uploaded to public social media [9].
[bookmark: _Toc218759959]4.3. Compliance: Laws and Ethics
Operating globally means NatureGreen must follow many different laws.
· GDPR (General Data Protection Regulation): Since NatureGreen has an international customer base, they must protect European citizens' data or face massive fines (up to 4% of global turnover) [12].
· Ethics: Beyond the law, NatureGreen has an ethical duty to its customers. If a customer’s health data is leaked because a staff member used an unencrypted personal phone, the brand's "Healthy Living" reputation would be destroyed [12].
[bookmark: _Toc218759960]4.4. Contingency Planning
What happens if the wireless network goes down or the cloud service is hacked?
· Business Continuity Plan (BCP): This ensures NatureGreen can keep selling products even during a cyberattack.
· Disaster Recovery (DR): This involves having "Off-site" backups of their intellectual property so they can recover data if a hacker deletes it [10].
[bookmark: _Toc218759961]4.5. Security Policies
Policies act as the "organizational law" that protection mechanisms enforce.
· BYOD Policy & Zero Trust: Scholarly research suggests that in a cloud-dependent environment, NatureGreen should adopt a Zero Trust Architecture (ZTA). This means every device (staff or customer) is treated as untrusted regardless of its location [14].
· Wireless Security (IEEE 802.11): To secure the 95% wireless network, NatureGreen should implement WPA3-Enterprise and IEEE 802.1X. These standards provide individualized encryption and port-based authentication, preventing "Man-in-the-Middle" attacks common in wireless environments [15].
[bookmark: _Toc218759962]4.6. Security Management Models and Practices
To address the "disarray" at NatureGreen, we must move from a fragmented approach to a formal Security Management Model. In academic literature (IEEE/ACM), this is often referred to as an Information Security Management System (ISMS).
[bookmark: _Toc218759963]4.6.1. Integrated Management Models (The Hybrid Approach)
Since NatureGreen has billion-dollar IP but is currently in disarray, academic research suggests that no single model is sufficient. A hybrid approach is the industry standard for multinational corporations.
· ISO/IEC 27001 (The Standard): This is the most cited model for establishing an ISMS. It provides a top-down management structure using the PDCA (Plan-Do-Check-Act) cycle. It is essential for NatureGreen to demonstrate "compliance-ready" security to its international customers [16].
· NIST Cybersecurity Framework (The Guide): While ISO 27001 is for certification, the NIST CSF is more technical and prescriptive. It helps NatureGreen organize its security activities into five functions: Identify, Protect, Detect, Respond, and Recover [16].
· Zero Trust Architecture (ZTA): In a 95% wireless environment, the traditional "perimeter" is dead. ZTA is the modern management model that assumes the network is already compromised. It enforces continuous verification of every user and device (IEEE 802.11 standards) before granting access to IP [17].
[bookmark: _Toc218759964]4.6.2. Strategic Management Practices
To protect its IP, NatureGreen should adopt these specific management practices identified in scholarly literature:
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Figure 3. Strategic Framework for Asset Identification and Access Control.
[bookmark: _Toc218759965]4.6.3. Protection Motivation Theory (PMT)
A key practice in security management is addressing the human element. Scholarly articles in Information Security Journal often apply Protection Motivation Theory (PMT) to explain why employees follow (or ignore) security policies [18].
· Threat Appraisal: NatureGreen must communicate the real danger of IP theft to staff.
· Coping Appraisal: NatureGreen must ensure that the security tools provided (like VPNs or MDM) are easy to use, so staff don't bypass them for the sake of productivity.
[bookmark: _Toc218759966]4.6.4. Protection Mechanisms
To protect NatureGreen's billion-dollar intellectual property (IP) and resolve its state of "disarray," specific Protection Mechanisms must be deployed. These are the technical safeguards that enforce the policies and management models discussed previously.
The following mechanisms are recommended based on IEEE 802.11 standards and peer-reviewed research from ACM and ScienceDirect.
[bookmark: _Toc218759967]4.6.4.1. Network Protection: Securing the Wireless Perimeter
With 95% of the network being wireless, NatureGreen must move beyond basic encryption to enterprise-grade security.
· IEEE 802.1X (The Gold Standard): Scholarly research identifies 802.1X as the primary defense against unauthorized access. It uses a RADIUS server to authenticate each device individually. This prevents a single compromised password from endangering the entire network [17].
· WPA3-Enterprise: NatureGreen should upgrade to WPA3, which provides 192-bit cryptographic strength. Unlike older standards, WPA3-Enterprise offers "Individualized Data Encryption," ensuring that even if one staff member's connection is intercepted, the attacker cannot decrypt another's data [18].
· Intrusion Prevention Systems (IPS): To protect IP from over-the-air attacks, NatureGreen requires a Wireless IPS (WIPS) to detect and automatically disconnect "Rogue Access Points" that might be impersonating the company network to steal credentials [14].
[bookmark: _Toc218759968]4.6.4.2. Device Protection: Managing the BYOD Threat
Since NatureGreen is under pressure to allow personal devices, it must implement mechanisms that protect corporate data without infringing on personal privacy.
· Mobile Device Management (MDM) & Containerization: Research in the Information Security Journal highlights containerization as a critical defense. This creates a secure, encrypted "vault" on the employee’s personal phone. Corporate IP stays inside the vault, and the company can "remote wipe" only that vault if the phone is lost, leaving personal photos untouched [14].
· Endpoint Detection and Response (EDR): Instead of simple antivirus, EDR uses behavioral analysis to detect suspicious activity. If a personal device starts exporting large amounts of IP to an external cloud, the EDR system can automatically "quarantine" the device from the network [19].
[bookmark: _Toc218759969]4.6.4.3. Cloud & Data Protection
Since NatureGreen uses cloud services for staff and clients, the data itself must be protected at every stage.
· Data Loss Prevention (DLP): DLP software identifies sensitive IP (using keywords or digital "fingerprints") and prevents it from being uploaded to unauthorized social media or personal cloud accounts.
· Zero Trust Access (ZTA): Under a Zero Trust model, "location does not equal trust." Even if a device is on the office Wi-Fi, it must pass a Multi-Factor Authentication (MFA) check and a "device health check" before accessing the IP repository [17].
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Figure 4. Summary of Protection Mechanisms.
[bookmark: _Toc218759970]4.6.5. Service Level Agreement

In the context of NatureGreen , which relies heavily on cloud services to deliver IT to a global audience, the Service Level Agreement (SLA) is the most critical legal and technical tool for ensuring that third-party providers protect the company's billion-dollar intellectual property (IP).
Research from IEEE and ScienceDirect indicates that traditional SLAs focused solely on "uptime" are insufficient for modern security needs. NatureGreen requires a Security-Specific SLA (SecSLA).

[bookmark: _Toc218759971]4.6.5.1. The Transition to Security-Centric SLAs (SecSLAs)
Academic literature defines a SecSLA as a formal document that specifies the security levels a service provider must maintain. For NatureGreen, this must include:
· Data Residency and Sovereignty: Since NatureGreen is global, the SLA must specify where data is stored to ensure compliance with the GDPR or other local laws.
· Incident Notification Timeframe: A critical metric is the "Time to Notify." Scholarly articles suggest that for high-value IP, providers should be contractually obligated to report breaches within hours, not days [18].
· Right to Audit: NatureGreen must have the legal right to audit the provider's security controls or receive third-party audit reports (like SOC 2 Type II or ISO 27001 certifications) [16].
[bookmark: _Toc218759972]4.6.5.2. Key Metrics for NatureGreen’s SLA
To resolve the "disarray," NatureGreen must move away from vague promises to measurable Service Level Objectives (SLOs).
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Figure 5. Comparison of Service Level Objectives.
[bookmark: _Toc218759973]4.6.5.3. Governance and Enforcement Mechanisms
Simply having an SLA is not enough; it must be enforceable.
· Penalty Clauses: Research in the Journal of Cloud Computing emphasizes that SLAs without financial penalties (service credits) are rarely effective in motivating providers to maintain high security [20].
· Third-Party Monitoring: For a company in "disarray," academic frameworks suggest using Cloud Access Security Brokers (CASBs) to monitor whether the cloud provider is actually meeting the security obligations laid out in the SLA [21].
[bookmark: _Toc218759974]Conclusion:
The transition of NatureGreen from a state of security disarray to a governed and resilient organization is a critical business requirement. As this report has demonstrated, the company’s billion-dollar intellectual property and global reputation are currently at high risk due to the lack of formal policies and the vulnerabilities inherent in a 95% wireless infrastructure.
By adopting the ISO/IEC 27001 framework, NatureGreen can establish a solid "management brain" for security, ensuring that protection is organized and consistent across its global offices. Research confirms that using a Zero Trust Architecture (ZTA) is the most effective way to handle the pressure for BYOD (Bring Your Own Device). By moving away from "default trust" and requiring every personal phone or laptop to be verified before accessing the cloud, NatureGreen can protect its secrets without slowing down its staff.
Furthermore, the critique of modern regulations shows that staying "up to date" is the only way to survive. Cyber threats in 2026 are increasingly driven by automated tools and AI, meaning that a policy written today must be flexible enough to change tomorrow. As demonstrated by the integration of ITIL 4, security should not be a "roadblock" but a service that adds value to the customer experience.
The following table showing us why updates are important.
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Figure 6. Summary Table: Why Updates Matter.
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Practice

Description

Academic Reference Point

Asset
Identification

NatureGreen cannot protect what it hasn't
cataloged. This involves valuing the IP and
data.

Asset Valuation (ISO/IEC 27005)

Containerization

A practice in BYOD management where
corporate data is isolated in a secure "vault"
on personal devices.

Palanisamy et al. (2021) [1]

Least Privilege

Ensuring staff only have access to the
specific IP needed for their role, minimizing
the "blast radius" of a breach.

Principle of Least Privilege (PoLP)

Continuous
Monitoring

Using Endpoint Detection and Response
(EDR) to monitor the health of personal
devices accessing the cloud.

ZTA Continuous Auth [17]
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Data Encryption

Vulnerability Patching
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The percentage of time services
are accessible (e.g., 99.99%).

Recovery Time Objective and
Recovery Point Objective.

Requirement for AES-256
encryption at rest and in
transit.

The timeframe in which the
provider must patch "Critical’
bugs.

Importance for NatureGreen

Ensures global staff/clients can
always access resources.

Defines how much data/time is
lost during a cloud outage.

Critical for protecting billion-
dollar IP from cloud-level theft.

Reduces the window of
opportunity for attackers.
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Threat Response

Trust
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Legal

Impact of Outdated Standards

Vulnerable to "Zero-Day"
attacks.
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confidence.

Conflict with modern cloud
APIs.
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Benefit of Updated Standards

Incorporates latest Threat
Intelligence.

Demonstrates commitment to
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Figure 1—PDCA Cycle and Respective Implementation Phases
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