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DATA DEFINITION
Question 1
Classical cryptography relies on the Vigenère matrix, which is essential for the Vigenère cipher's encryption and decryption procedures. The matrix is just an alphabet table with square cells that moves each row one letter to the left relative to the row before it. Caesar ciphers, which are used to encrypt and decode communications using a keyword, are generated in one table by this shifting pattern; each cipher is offset by one character from the one before it.
The first step in developing the Vigenère matrix in R is to define the standard alphabet as a vector. Everything that follows this uses this as a benchmark. Next, the matrix is built up with 26 rows and columns, with each row and column designated to store a single character. This creates a 26x26 grid that covers all the possible permutations for the cipher.[1].
A loop iterates throughout the length of the alphabet to automate the matrix filling process. The current row's content in the matrix is the alphabet that has been pushed to the right by one place in each iteration. Because of this, every row represents a Caesar cipher that has been slowly moved from the row before it. To make the search process easier during encryption and decryption, the names of the rows and columns in the matrix are allocated using the alphabet after it is filled up.
Printing out the matrix is the last step in the script, and it provides visual assurance that the cipher table is structured correctly. In addition to serving as a verification of accuracy, the printed matrix provides context for the steps involved in encryption and decryption.
In order to verify that the Vigenère matrix is accurate, one must pay close attention to the first row and column, making sure that the letters begin with 'A' and then follow the right sequence for the remainder of the alphabet. Assuming the shifts are applied correctly, the diagonal of 'A's across the matrix will be the outcome of inspecting the next rows to guarantee that each row reflects an exact shift from the one before it. You can see the required diagonal and the right cyclical pattern of alphabets across the table in the code outputs that show the matrix, so you know it's legitimate. The test verifies the matrix's integrity, making sure it is built correctly and prepared for cryptographic operations.[2].
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Figure A: Flowchart




Question 2
When used with a keyphrase, the Vigenère matrix—a square table of letters with each row offset from the previous—can be utilized as a technique of classical cryptography to encrypt a message. To keep the ciphertext secret, the method entails many phases that must be carried out with great care.
Entering the plaintext message and keyphrase into the system initiates encryption. The initial message to be encrypted, known as the plaintext, and the phrase or words used to control the encryption process are called the keyphrase. The plaintext length is used to determine the length of the keyphrase. Important because the Vigenère cipher needs the keyphrase and plaintext to match up in order to encrypt the letters.[2].
Upon extending the keyphrase, the encryption process begins. Locating the row in the Vigenère matrix that corresponds to the letter of the keyphrase occurring at the present time is the procedure for each character in the plaintext. At the same time, we find the column that corresponds to the plaintext character. The place where the matrix's rows and columns meet is where the encrypted letter is located. By appending this letter to the ciphertext, the encrypted message is constructed character by character.[3].
After the encryption is finished, you may see both the original plaintext and the ciphertext. In addition to confirming the encryption was successful, this also gives a way to inspect and validate the procedure. The contents of the original message, which is now hidden inside the ciphertext, have been completely altered and are protected by the Vigenère cipher.
To make sure it works every time, testing this method is crucial. If we encrypt "CAPTURETHEFLAG" using the keyphrase "UWTSDSWANSEA" as a test instance, we can see how the code works in practice. A seemingly random string of characters, but meticulously calculated—the ciphertext—is the desired outcome. This should be the precise result of running the code with this situation, proving that the encryption technique works. You can trust the cipher's capacity to protect communications because of these painstaking processes and strict validations.[2].
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Question 3
An elaborate reverse dance, a trip behind the curtain of secrecy to recover the original text, is required to decipher a message encrypted using the Vigenère cipher. The Vigenère matrix is the central component of this procedure; it is a table of alphabets that, when combined with a keyphrase, may obscure and expose communications. The decryption procedure is basically the inverse of the encryption procedure.
The first stage involves aligning the keyphrase with the ciphertext, which entails expanding it when needed to fit the message's length, and then moving on to the encrypted message, which is called the ciphertext. The alignment of the letters in the keyphrase determines which rows in the Vigenère matrix are to be referenced in order to decode each corresponding character in the ciphertext, making it critically important.[1].
As we decipher the longer keyphrase, we find that each letter corresponds to a row in the Vigenère matrix. A search for the ciphertext letter is carried out along this row. The plaintext character is revealed by the header of the column that corresponds to the spot where this letter is located. The original, unencrypted communication contains this character, which is a letter. Unwinding the cipher into plaintext is an algorithmic process that goes through the whole ciphertext, letter by letter and row by row.
After deciphering the whole ciphertext, the message becomes clear, word by word, phrase by sentence, and eventually the plaintext in its entirety. Here we have the original, unencrypted communication, or plaintext. This procedure is completed when this plaintext is presented, which proves that the decryption was successful.
Through testing, we ensure that the decryption method is genuine. Deciphering known ciphertexts using the keyphrase "RPROGRAMMING" yields predicted plaintext, which may be compared with known ciphertexts such as "ETMSXWISTBNHRIKZKKHMFGBAUDECZEEQPBBCZC". Validation occurs when the code runs and the result is identical to the initial message. By doing so, we can be confident that the decryption method is working as intended and that the cipher's encrypted secrets can be retrieved with the right key. This thorough evaluation ensures that the decryption procedure remains accurate and effective.[2].
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Reflection
Several parts of the process of making a Vigenère cipher in R were difficult but eventually educational, as I've reflected on them. I had to mentally switch gears from my typical linear thinking style to grasp the detailed row-shifting and column-aligning nature of the Vigenère matrix, which was a huge mental hurdle to overcome at first. My skills in efficient character vector manipulation and loop logic were put to the test when writing the code to generate the matrix.
Adapting the keyphrase's length to the message's length was another challenge for me. To encrypt and decode messages of different lengths, I had to think more abstractly to make sure the keyphrase wrapped around appropriately. Yet additional obstacle was the indexing within the matrix. Because an improper encryption or decryption may make the whole cipher unusable, I had to be very careful with my reasoning.[1].
Exploring the world of ancient encryption techniques, such as the Vigenère cipher, has been a very interesting and demanding experience for me throughout this process. My previous understanding of cryptography was that it was a relatively new field that relied mostly on computational mathematics and digital technology. My research into earlier forms of covert communication has led me to the conclusion that cryptographic security has its origins in the past. Systematically brilliant ideas from long ago, such as the Vigenère cipher, are really astounding. They demonstrate how clever humans could be even in the pre-computer era, when paper and quick thinking were all that were needed to keep secrets.[3].
As far as I can tell, the ideas that form the basis of contemporary cryptographic algorithms make use of these ancient approaches, thus they are not only interesting for their historical value. For example, modern digital security methods may trace their roots back to the Vigenère cipher, which introduced the idea of a key. I now have a more well-rounded understanding of cryptography and its vital function in data security because to this historical continuity of ideas.

My coding strategy has improved as I've learned more about conditional statements and programming loops. Through practice, I am now able to anticipate and avoid such problems by understanding how nested loops and complicated conditions will behave. Because of this planning ahead of time, my code is more resilient and the development process is more efficient, resulting in fewer modifications needed.
These aren't only theoretical accomplishments; they're very useful in a wide variety of data science and software engineering contexts. The concept that we may provide a strong foundation for the future by drawing on knowledge from the past and integrating it with current technology has been strengthened by this experience.
Looking back, I see that I should have planned my code more carefully before beginning this task. In hindsight, I see how a well-defined pseudocode plan would have helped cut down on mistakes and saved time. Also, before trying to use the Vigenère cipher, I would spend more time learning its mathematical foundations. I think that if I did this, my code would be more efficient and beautiful.[1].
Not only that, instead of waiting until I had a whole draft, I would test each function more thoroughly after I wrote it. I could have made small improvements to my code and spotted mistakes early if this had been available. Finally, I would make sure to document my code as I go along. I've come to realize the need of thorough documentation, not just for my future self but also for anybody else who could come across my work.[3].
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# The given keyphrase and message
keyphrase <- "UWTSDSWANSEA"
plaintext <- "CAPTURETHEFLAG"

# Extend the keyphrase to match the length of the plaintext
extended_keyphrase < rep(strsplit(keyphrase, "")[[1]], length.out = nchar(plaintext))

# Convert plaintext to uppercase (if it's not already) to match the cipher table
plaintext <- toupper(plaintext)

# Create a vector to hold the ciphertext
ciphertext <- character(nchar(plaintext))

# Encrypt the message
for (i in l:nchar(plaintext)) {
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# Encrypt the message

for (i in Linchar(plaintext)) {
# Find the row of the vigenere matrix that corresponds to the keyphrase letter
row_index <~ match(extended_keyphrase[i], alphabet)
# Find the colum of the vigenere matrix that corresponds to the plaintext letter
column_index <- match(substr(plaintext, i, i), alphabet)
# Look up the letter in the Vigenere matrix and add it to the ciphertext
ciphertext[i] <- vigenere[row_index, column_index]

}

# Convert the ciphertext vector to a single string
ciphertext_string <- paste(ciphertext, collapse = "")
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ciphertext_string <- paste(ciphertext, collapse =

>
>
> # Display the plaintext and the ciphertext

> cat("Plaintext: ", plaintext, "\n")
Plaintext: CAPTURETHEFLAG
> cat("Ciphertext: ", ciphertext_string, "\n")

Ciphertext: WWILXJATUWILUC




image9.png
Start

Input Plaintext

Extend Keyphrase to Match Plaintext Length

For Each Character in Plaintext

Find Matrix Row Based on Keyphrase Character

Find Matrix Column Based on Plaintext Character

Lookup and Append to Ciphertext

Print Plaintext and Ciphertext

End




image10.png
VV VY VYV VYV

# Given keyphrase and ciphertext
keyphrase <- "RPROGRAMMING"
ciphertext <- "ETMSXWISTBNHRIKZKKHMFGBAUDECZEEQPBBCZC"

# Extend the keyphrase to match the Tength of the ciphertext
extended_keyphrase <- rep(strsplit(keyphrase, "")[[1]], Tength.out

# Create a vector to hold the plaintext
plaintext <- character(nchar(ciphertext))

nchar (ciphertext))
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# Decrypt the message
for (i in l:nchar(ciphertext)) {

—

# Find the row of the vigenere matrix that corresponds to the keyphrase letter
row_index <~ match(extended_keyphrase[i], alphabet)

# Get the whole row that corresponds to the current letter in the keyphrase
cipher_row <- vigenere[row_index, 1

# Find the position of the ciphertext letter in this row

column_index <~ match(substr(ciphertext, i, i), cipher_row)

# The position index gives us the plaintext letter

plaintext[i] <~ alphabet[column_index]
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# Convert the plaintext vector to a single string
plaintext_string <- paste(plaintext, collapse =

# Display the decrypted plaintext

cat("Decrypted Plaintext: ", plaintext_string, "\n")
Decrypted Plaintext: NEVERFIGHTABATTLETHATYOUDONOTNEEDTOWIN
>

>
>
>
>
>
>
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cipher.R
# Define the alphabet

alphabet <- c('A', 'B', 'C', 'D', 'E', 'F', 'G', 'H', 'I', 'J', 'K', 'L', 'M',

              'N', 'O', 'P', 'Q', 'R', 'S', 'T', 'U', 'V', 'W', 'X', 'Y', 'Z')



# Initialize the Vigenère matrix with 26 rows and columns

vigenere <- matrix(ncol = 26, nrow = 26, data=rep(alphabet, 26))



# Fill the matrix with shifted alphabets

for (i in 1:26) {

  # Calculate the shift for each row

  shifted_index <- (0:25) + (i - 1)

  # Ensure the index wraps around using the modulo operator

  shifted_index <- (shifted_index) %% 26 + 1

  vigenere[i, ] <- alphabet[shifted_index]

}



# Set the column and row names to the alphabet for easy reference

rownames(vigenere) <- alphabet

colnames(vigenere) <- alphabet



# Print the matrix

print(vigenere)



#Question 2

# The given keyphrase and message

keyphrase <- "UWTSDSWANSEA"

plaintext <- "CAPTURETHEFLAG"



# Extend the keyphrase to match the length of the plaintext

extended_keyphrase <- rep(strsplit(keyphrase, "")[[1]], length.out = nchar(plaintext))



# Convert plaintext to uppercase (if it's not already) to match the cipher table

plaintext <- toupper(plaintext)



# Create a vector to hold the ciphertext

ciphertext <- character(nchar(plaintext))



# Encrypt the message

for (i in 1:nchar(plaintext)) {

  # Find the row of the vigenere matrix that corresponds to the keyphrase letter

  row_index <- match(extended_keyphrase[i], alphabet)

  # Find the column of the vigenere matrix that corresponds to the plaintext letter

  column_index <- match(substr(plaintext, i, i), alphabet)

  # Look up the letter in the Vigenere matrix and add it to the ciphertext

  ciphertext[i] <- vigenere[row_index, column_index]

}



# Convert the ciphertext vector to a single string

ciphertext_string <- paste(ciphertext, collapse = "")



# Display the plaintext and the ciphertext

cat("Plaintext: ", plaintext, "\n")

cat("Ciphertext: ", ciphertext_string, "\n")







#Question 3

# Given keyphrase and ciphertext

keyphrase <- "RPROGRAMMING"

ciphertext <- "ETMSXWISTBNHRIKZKKHMFGBAUDECZEEQPBBCZC"



# Extend the keyphrase to match the length of the ciphertext

extended_keyphrase <- rep(strsplit(keyphrase, "")[[1]], length.out = nchar(ciphertext))



# Create a vector to hold the plaintext

plaintext <- character(nchar(ciphertext))



# Decrypt the message

for (i in 1:nchar(ciphertext)) {

  # Find the row of the vigenere matrix that corresponds to the keyphrase letter

  row_index <- match(extended_keyphrase[i], alphabet)

  # Get the whole row that corresponds to the current letter in the keyphrase

  cipher_row <- vigenere[row_index, ]

  # Find the position of the ciphertext letter in this row

  column_index <- match(substr(ciphertext, i, i), cipher_row)

  # The position index gives us the plaintext letter

  plaintext[i] <- alphabet[column_index]

}



# Convert the plaintext vector to a single string

plaintext_string <- paste(plaintext, collapse = "")



# Display the decrypted plaintext

cat("Decrypted Plaintext: ", plaintext_string, "\n")
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# Initialize the Vigenére matrix with 26 rows and columns
vigenere <~ matrix(ncol = 26, nrow = 26, data=rep(alphabet, 26))

# Fi11 the matrix with shifted alphabets
for (i in 1:26) {
# Calculate the shift for each row
shifted_index <~ (0:25) + (i - 1)
# Ensure the index wraps around using the modulo operator
shifted_index <~ (shifted_index) %% 26 + 1
vigenere[i, ] <- alphabet[shifted_index]

e,
29
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shifted_index <- (0:25) + (i - 1)
# Ensure the index wraps around using the modulo operator
shifted_index <~ (shifted_index) %% 26 + 1
vigenere[i, ] <~ alphabet[shifted_index]

¥

# Set the column and row names to the alphabet for easy reference
rownames (vigenere) <- alphabet
colnames (vigenere) <~ alphabet

# Print the matrix
print(vigenere)




