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Figure 1: ISO 27001 – Plan-Do-Check-Act 

(PDCA) Cycle 

 

 This model ensures continuous improvement in information 
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security processes. 

 It guides the implementation of security controls through four 
phases: Plan, Do, Check, and Act. 

 Commonly used in ISO/IEC 27001 to manage and improve an 
Information Security Management System (ISMS). 

 

 

 

 

 

 

 

 

 

 

 

 



Figure 2: ITIL Security Management Process 

 

 ITIL outlines a structured approach to security through five 
domains: Policy, Risk Management, ISMS, Communication 
Strategy, and Controls. 

 It ensures alignment between IT services and security goals, 
forming the operational arm of IT governance. 

 Supports the daily integration of security tasks, rather than treating 
them as standalone audits. 

 

 

 

 

Figure 3: NIST Cybersecurity Framework 

 

 The NIST CSF is divided into five essential functions: Identify, 
Protect, Detect, Respond, and Recover. 

 It provides a flexible and risk-based approach to managing 
cybersecurity at an operational level. 

 Highly adaptable for cloud-based and BYOD environments, 



making it ideal for Nature Garden context. 

 

 

 

 

 

 

 

 

 

Table 1: Key Roles for Governance & Compliance  

 

Role Responsibilities 

Board of Directors 
Approves security budgets, monitors 
governance, and aligns strategy with risk 
tolerance. 

Chief Information Security Officer 
(CISO) 

Leads the ISMS, defines policy, 
manages the security roadmap, and 
oversees incidents. 



Data Protection Officer (DPO) 
Ensures compliance with GDPR and 
privacy laws, handles data subject 
requests. 

IT Security Team 
Implements technical controls (e.g., 
firewalls, encryption, access 
management). 

Legal & Compliance Team 
Tracks regulatory changes, reviews 
contracts, and coordinates with third-
party vendors. 

HR Department 
Provides employee security training, 
ensures policy awareness and 
adherence. 

 

 

Implementation Plan – What NG Should Do 

 

Based on ISO 27001 Annexe A, NG should implement key controls in 

the following areas: 

 

Control Category Recommended Controls for NG 

Information Security Policies Create and communicate a company-
wide security policy 

Organisation of Information Security 
Define roles and establish security 
oversight (e.g. CISO or Data Protection 
Officer) 

Access Control 
Use RBAC (Role-Based Access 
Control), MFA, and network 
segmentation 

Operations Security Conduct regular vulnerability scans and 
security audits 

Communications Security Encrypt wireless transmissions (WPA3), 
implement secure VPNs 

Incident Management Develop and test an incident response 
plan 



 

Table 2: High-Level Implementation Plan 

 

Area Action Timeline Owner 

Security Policy 
Draft and approve 
security policies 

Month 1 IT Governance 

BYOD Management 
Implement MDM 
(Mobile Device 
Management) 

Month 2–3 IT Operations 

Access Control 
Enforce RBAC and 
MFA 

Month 3 Network Team 

Risk Assessment 
Identify and classify 
assets 

Month 1 Risk Manager 

Cloud Security 
Review 
configurations, apply 
encryption 

Month 2 Cloud Architect 

Training & 
Awareness 

Conduct user 
security awareness 
training 

Monthly HR & Security 

Incident Response 
Develop and test 
playbooks 

Month 4 Security Lead 

 


