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[bookmark: _Toc5592]Abstract
The growing reliance on digital tools, cloud computing, online communication services, and integrated network environments has substantially reshaped how organizations function. Although these technological functionalities brought more efficiency and better connectivity, they have also augmented the possibilities for advanced cyber- and network-based attacks. Cybercriminals exploit common points of weakness in networks such as through Distributed Denial of Service (DDoS) attacks, attempting to break in using brute force attacks, via botnets, by launching web attacks or in other ways. Consequently, protecting network security has become a pivotal issue for all networks including those of enterprises, governments, and personal users. Security infrastructures such as firewalls or antivirus software and traditional signature-based intrusion detection systems like network-based IDSs also have limitations in detecting newly evolved or 0-day threats. These limits give rise to a challenge to design intelligent, adaptive, and scalable IDS methodologies for real-time detection of both known and unknown attacks.
This dissertation presents the use of machine learning algorithms for an intelligent NIDS. The main contribution of the work is the design and evaluation of a machine learning based intrusion detection system that can effectively discriminate between normal and malicious network traffic with low false alarm rates. This work employs a quantitative experimental research approach and data collection, preprocessing, feature engineering, model development, training, testing, and performance evaluation are conducted in a systematic way.
This work is based on the CICIDS2017 dataset which is known as the best real world dataset. The dataset comprises recent attack scenarios along with normal traffics, that are well suited for the purpose of testing and training of ml models in the current cybersecurity scenario. In order to enhance the quality and the efficiency of the dataset, preprocessing was employed such as data cleaning, removing redundant records, handling missing values, feature extraction, feature selection, normalization, label encoding, and class balancing. These pre-processing steps are beneficial for the reduction of noise, model efficiency and the overall predictive performance of network IDS.
Various machine learning techniques for later stage of consideration such as Decision Tree, Logistic Regression, Support Vector Machine (SVM)and K-Nearest Neighbour (KNN). Out of these algorithms, Random Forest classifier is chosen as the main detection model because of its high classification accuracy, robustness, scalability, strong capability with large datasets and over-fitting resistance.Random he Random Forest also offers insights into feature importance, enhancing the interpretability and feature selection process.
The proposed intrusion detection system follows a layered architecture consisting of data acquisition, preprocessing, feature extraction, machine learning-based classification, intrusion detection, and alert generation components. The trained model analyses network traffic data and classifies each record as either normal or malicious. System performance is evaluated using widely accepted performance metrics, including accuracy, precision, recall, F1-score, false positive rate, and confusion matrix analysis. These metrics provide a comprehensive assessment of the model’s effectiveness in identifying cyber threats while minimizing classification errors.
The findings of this research demonstrate that machine learning techniques can significantly enhance the performance of network intrusion detection systems compared to traditional rule-based approaches. The proposed Random Forest-based NIDS achieves effective detection of malicious activities while maintaining high accuracy and reliability. The study further highlights the importance of using modern datasets, effective feature selection techniques, and appropriate preprocessing methods to improve intrusion detection performance. Additionally, the research addresses several challenges identified in existing literature, including dataset imbalance, detection accuracy, scalability, and adaptability to evolving cyber threats.
This dissertation contributes to the growing body of knowledge in cybersecurity by providing a practical and scalable machine learning-based framework for network intrusion detection. The proposed system offers valuable insights for researchers, cybersecurity professionals, and organizations seeking intelligent solutions for protecting network infrastructures against increasingly sophisticated cyberattacks. Future research may extend this work by incorporating deep learning techniques, real-time traffic analysis, explainable artificial intelligence (XAI), and multi-class attack classification to further improve detection capabilities and operational effectiveness in modern cybersecurity environments.
Keywords: Network Intrusion Detection System (NIDS), Cybersecurity, Machine Learning, Random Forest, CICIDS2017, Intrusion Detection, Network Security, Cyber Threat Detection, Data Preprocessing, Artificial Intelligence.
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[bookmark: _Toc14646]CHAPTER 1: INTRODUCTION
1.1 Background of the Study
The pace of innovation in digital technology, combined with the mass migration to services on the internet, has altered the behavior of people, companies, and governments. Present day societies rely on connections systems such as communications, banking, health, education, transport, cloud computing, and industrial operations. While these technology advances have enhanced efficiency and accessibility, they have also led to greater vulnerability to cybersecurity attacks. Cybercriminals also regularly take advantage of weaknesses in network infrastructures, seeking unauthorized access to networks, harvesting sensitive information, interrupting business activities, and undermining system stability [1].
In the past, cyberattacks were less sophisticated, infrequent, and less disruptive. Threats ranging from malware, ransomware, phishing, Distributed Denial of Services (DDoS) attacks, botnets to Advanced Persistent Threats (APT) led to immense financial and operational losses in several sectors [2]. A recent series of cybersecurity reports indicates that organizations the world over are being target of millions of attempted attacks per day, making the need for strong security mechanisms even more pressing. Conventional security measures including firewalls, antivirus (AV) software, and access control installations are good precautions to take; but when it comes to safeguarding modern network infrastructures from advanced cyber threats, they are inadequate [3]. 
One of the major short- comings of conventional security methods is that they were based primarily on prevention rather than detection. Attackers are continuously inventing new tactics to evade traditional security controls. Therefore, it is highly demanded that the organization has smart systems to monitor network traffic, to recognize the suspicious activities, and to identify the intrusions in the real-time. This led to the emergence and popularization of Intrusion Detection Systems (IDS) [4].
An Intrusion Detection System is a security solution that tracks activities on a system or network and identifies a possible threat or breach in the security policy. IDS can be broadly classified into two: Host Intrusion Detection Systems (HIDS) and Network Intrusion Detection Systems (NIDS). HIDS is concerned with the monitoring and analysis of activities on a specific device or host while NIDS monitors the network packets that flow through more than one system and device [5].Among these, NIDS is most promising for its ability to provide overall view and to detect attack on the whole network infrastructure.
A Network Intrusion Detection System works by capturing and analysing network packets or traffic flows to identify abnormal or malicious behavior. The system generates alerts whenever suspicious activities are detected, enabling administrators to respond quickly and reduce the impact of attacks. NIDS is widely used in enterprise networks, cloud environments, financial institutions, healthcare systems, and government organizations to enhance cybersecurity resilience [6].
Historically, intrusion detection systems were largely signature based. Signature based systems match patterns of incoming traffic to predefined attack signatures which are held within a database. These are very good at detecting known threats with a low false positive rate. Well-known Snort and Suricata intrusion detection have adopted signature-based methodology. Still, a substantial limitation of signature based approaches is that they cannot recognize previously unknown or day-zero attacks as they are solely based on prior knowledge of attack patterns [7].
Anomaly-based IDSs were proposed as a solution to these problems. Anomaly detection is concerned with finding anomalous patterns in network traffic. Rather than a reliance on known signatures, anomaly-based systems detect anomalies by learning a profile of what it considers normal and will identify threats based on an observed activity is considered out of the norm. This facilitates detection of novel attacks and new cyber threats. But high false positive rate is a common problem for anomaly- based detection, since normal variations in the network might be marked as malicious ones [8].
The field of intrusion detection has been dramatically changed by recent advances in artificial intelligence and machine learning. With machine learning, systems can learn patterns from network traffic data and enhance the detection accuracy over time. A number of traditional machine learning models and advanced deep learning models have recently been incorporated into intrusion detection systems [9]. Modern intelligent systems like these offer enhanced flexibility, scalability and accuracy compared to traditional methods.
Machine learning-based intrusion detection systems are particularly effective in handling large-scale network traffic and detecting complex attack patterns. By analysing historical and real-time data, these systems can identify subtle anomalies and classify traffic as normal or malicious. Deep learning techniques such as Convolutional Neural Networks (CNN) and Long Short-Term Memory (LSTM) networks have shown promising results in detecting sophisticated cyber threats [10]. Nevertheless, machine learning-based systems also face challenges, including computational complexity, dependency on high-quality datasets, and the risk of generating false alarms.
The growing complexity of network environments, combined with the increasing volume of cyber threats, highlights the need for intelligent, adaptive, and scalable Network Intrusion Detection Systems. Modern organizations require systems that can accurately detect both known and unknown attacks while maintaining high performance and minimizing false positives. Consequently, this research focuses on the design, implementation, and evaluation of an intelligent NIDS using machine learning techniques to improve network security.
1.2 Problem Statement
Despite significant advancements in cybersecurity technologies, existing Network Intrusion Detection Systems continue to face several critical challenges. Traditional signature-based systems are highly effective in identifying known threats; however, they fail to detect new and previously unseen attacks. As cybercriminals continuously develop sophisticated attack techniques, reliance on static rule-based systems has become increasingly ineffective [11].
Anomaly-based intrusion detection systems address some of these limitations by detecting deviations from normal network behavior. However, these systems often generate a high number of false positives. Excessive false alarms can overwhelm security administrators, reduce trust in the system, and make it difficult to identify genuine threats. In large-scale network environments, false positives may result in alert fatigue, causing important security incidents to be overlooked [12].
Another major challenge is the increasing volume and complexity of modern network traffic. Contemporary networks generate enormous amounts of data that must be analysed in real time. Many existing intrusion detection systems struggle to process high-speed traffic efficiently, leading to delays in detection and reduced system performance. Scalability therefore remains a significant issue in intrusion detection research [13].
Furthermore, modern cyber threats such as zero-day attacks, Advanced Persistent Threats (APTs), ransomware, and encrypted traffic attacks are becoming increasingly difficult to detect using conventional methods. Existing systems often lack adaptability and are unable to respond effectively to evolving threat patterns [14].
Machine learning and artificial intelligence have introduced new opportunities for improving intrusion detection systems. However, many machine learning-based systems still face limitations such as computational complexity, overfitting, dependency on labelled datasets, and imbalance between normal and malicious traffic data [15].
Therefore, there is a need for a robust, intelligent, and scalable Network Intrusion Detection System capable of accurately detecting both known and unknown attacks while reducing false positives and maintaining high detection performance. This study aims to address these challenges by developing a machine learning-based NIDS that enhances intrusion detection capabilities in modern network environments.
1.3 Aim of the Study
Objective: To design, develop, and test an intelligent Network Intrusion Detection System (NIDS) that can effectively identify cyber attacks in real-time network environment by leveraging machine learning algorithms.
1.4 Objectives of the Study
To achieve the research aim, the following objectives are defined:
1. To critically analyse existing intrusion detection techniques and technologies
This objective involves reviewing traditional and modern intrusion detection approaches, including signature-based systems, anomaly-based systems, hybrid models, and machine learning-based detection techniques.
2. To design and develop a Network Intrusion Detection System capable of detecting network intrusions effectively
This objective focuses on implementing a machine learning-based intrusion detection model using suitable datasets, algorithms, and tools.
3. To preprocess and analyse network traffic data for intrusion detection
This includes data cleaning, normalization, feature selection, and dataset preparation to improve model performance and detection accuracy.
4. To evaluate the performance of the proposed NIDS using standard evaluation metrics
The developed system will be evaluated using metrics such as accuracy, precision, recall, F1-score, and false positive rate.
5. To identify the strengths and limitations of the proposed system and suggest future improvements
This objective aims to analyse the effectiveness of the developed system and recommend areas for future enhancement.
1.5 Research Questions
This study seeks to answer the following research questions:
1. What are the major limitations of traditional intrusion detection systems in modern network environments?
2. How can machine learning techniques improve the performance of Network Intrusion Detection Systems?
3. Which machine learning algorithm provides effective performance for intrusion detection tasks?
4. How effective is the proposed NIDS in detecting malicious network traffic while minimizing false positives?
5. What are the major challenges associated with implementing intelligent intrusion detection systems?
1.6 Significance of the Study
This paper is valuable because it raises the level of contribution in the context of smart threats and cybersecurity analysis. With cyberattacks growing in sophistication and impact, the need for organizations to have more efficient ways to detect and respond to security threats is imperative.
The proposed research provides several important contributions:
Improved Detection Accuracy
By integrating machine learning techniques into intrusion detection, the proposed system aims to improve the accuracy of identifying malicious activities within network traffic. Accurate detection is essential for preventing security breaches and minimizing damage caused by cyberattacks.
Reduction of False Positives
One of the major problems in existing anomaly-based systems is the high false positive rate. This research focuses on developing a system capable of minimizing false alarms while maintaining strong detection performance. Reducing false positives improves reliability and reduces the workload of security administrators.
Detection of Unknown Threats
Traditional signature-based systems cannot effectively detect zero-day or previously unseen attacks. The proposed machine learning-based approach enhances the system’s ability to identify unknown threats by learning patterns from network data.
Contribution to Academic Research
This study contributes to academic knowledge by exploring modern machine learning techniques in intrusion detection systems. It also provides insights into the challenges and opportunities associated with implementing intelligent cybersecurity solutions.
Practical Relevance
The developed system can serve as a foundation for real-world implementation in organizations, particularly in sectors such as finance, healthcare, education, cloud computing, and e-commerce, where cybersecurity is critically important.
Support for Future Research
The findings of this study may support future research in areas such as deep learning-based intrusion detection, encrypted traffic analysis, cloud security, Internet of Things (IoT) security, and explainable artificial intelligence in cybersecurity.
1.7 Scope of the Study
This study focuses on the development and evaluation of a machine learning-based Network Intrusion Detection System. The research specifically concentrates on analysing network traffic data to detect malicious activities.
The scope of the study includes:
· Network-based intrusion detection rather than host-based intrusion detection.
· Detection of common cyberattacks such as Distributed Denial of Service (DDoS), brute force attacks, port scanning, and unauthorized access.
· Use of machine learning algorithms, particularly Random Forest, for traffic classification.
· Utilization of publicly available datasets such as CICIDS2017 for training and evaluation.
· Performance evaluation using standard classification metrics.
However, the study has several limitations:
· The proposed system is evaluated primarily in a simulated or experimental environment rather than a live enterprise network.
· Real-time deployment and large-scale industrial implementation are outside the scope of this research.
· The study focuses mainly on binary classification of network traffic as normal or malicious.
· Advanced deep learning models and encrypted traffic analysis are not extensively explored.
Despite these limitations, the study provides a strong foundation for future improvements and practical deployment of intelligent intrusion detection systems.
1.8 Structure of the Dissertation
This dissertation is organized into seven chapters, each addressing a specific aspect of the research.
Chapter 1: Introduction
This chapter focuses on the topic under research with suitable background, states the problem, presents the aim and objectives of the research, the importance and the scope of the study and the structure of the dissertation.
Chapter 2: Literature Review
This chapter is devoted to a critical survey of the current literature pertaining to IDSs, such as signature-based, anomaly-based, hybrid and machine learning-based methods. Moreover, the gaps in the current research are identified and the necessity of the proposed research is justified.
Chapter 3: Research Methodology
This chapter elaborates on the research design, data collection procedures, dataset choice, preprocessing methods, ML models, and evaluation metrics that have been considered in this work.
Chapter 4: System Design
This chapter presents the architecture and design of the proposed Network Intrusion Detection System, including system components, data flow, feature extraction, and detection mechanisms.
Chapter 5: Implementation
This chapter describes the practical implementation of the proposed system, including the development environment, preprocessing procedures, model training, system workflow, and implementation challenges.
Chapter 6: Evaluation and Results
This chapter presents the experimental results obtained from the developed system and evaluates its performance using various metrics such as accuracy, precision, recall, F1-score, and false positive rate.
Chapter 7: Conclusion and Recommendations
This final chapter summarizes the findings of the research, discusses the limitations of the study, provides recommendations for improvement, and suggests directions for future research.
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2.1 Introduction
[image: ]
[bookmark: _Toc231597949]Figure 1
(Figure 2.1 Evolution and Classification of Intrusion Detection Systems.)

The acceleration of information technology and communication technology has changed modern life running speed communication, digital commodity transaction, Cloud computing, high intelligence terminal, infrastructure interconnection. Nevertheless, this transformation has raised the exposure of network systems to cyber attacks and malicious acts. Cyber invaders are perpetually exploiting network infrastructure vulnerabilities to illegally access, interrupt service, harvest sensitive data and damage system integrity. Therefore, concern over cybersecurity issues attracts the attention of all governments, organizations, and individuals.
One of the most significant security mechanisms that has evolved to tackle such threats is the Intrusion Detection System (IDS). IDS has an important role in the real-time network traffic monitoring to recognize unexpected patterns of network traffic and network users’ behaviors. For wide range of NIDSs considering the amount of literature, NIDS software are ubiquitous in the market, due to the fact that they provide a centralized monitoring and protection to the whole network.
Traditional intrusion detection methods were mainly signature and rule-based. But while these systems can spot known attacks, they are blind to new evolving attacks like zero-day attacks and Advanced Persistent Threats (APTs). Therefore, researchers have paid more attention to intelligent intrusion detection based on machine learning, deep learning, AI and so on to enhance the detection ability.
Current research suggests that contemporary cyberattacks are increasingly sophisticated, automated, and difficult to detect with traditional methods. The challenge is heightened by the growing amount of network traffic produced by cloud computing, IoT devices, and high-speed communication systems. Hence the new generation of NIDS should be scalable, adaptive, precise and have the capability of identifying the known and unknown attacks in an on-line manner.
Facade Existing Chapter How Should be Reviewed NIDS Literature The following are considered in the review of literature for NIDS work. It analyzes conventional and contemporary intrusion detection methods, ML algorithms, datasets for NIDS, performance evaluation techniques as well as limitations of the existing works. The section also highlights the limitations in existing work and the motivation of the proposed intelligent NIDS.
2.2 Overview of Intrusion Detection Systems
[image: ]
[bookmark: _Toc231597950]Figure 2
(Figure 2.2 General Architecture of a Machine Learning-Based NIDS.)
Network security is a set of policies, technologies, and controls designed to protect networks, devices, systems, and data from theft, damage, or disruption (described further in Section 1.1.1) [16]. Due to the growing dependency of business organizations upon digital infrastructure for executing business, communication and managing data, having strong network security is no longer an option but a necessity. Robust network security guarantees the confidentiality, integrity, and availability of information and also prevents organizations from the financial, reputation and service availability impacts of a successful cyberattack [9].
The increasing prevalence of internet-connected devices, cloud computing platforms, and digital services has dramatically increased the space that attackers can exploit. Today’s organizations are subject to a plethora of cyber security threats such as malware, ransomware, phishing, DDoS attacks, botnets, insider threats and APTs (Advanced Persistent Threat) [17].These threats are becoming increasingly sophisticated and complex, rendering classic security techniques less and less effective.
Malware is also one of the most prevalent types of cyberattack, and encompasses harmful software like viruses, worms, trojans, spyware, and ransomware. Ransomware attacks have proven to be especially disruptive as attackers encrypt an organization's data and request payments to decrypt it. At the same time, phishing is a social engineering attack that takes advantage of human weaknesses by tricking people to disclose sensitive information such as passwords, banking information, or secret corporate data [18]. Another significant challenge in cybersecurity stems from Distributed Denial of Service (DDoS) attacks. These are attacks that send massive amounts of traffic to target systems or networks, resulting in a denial of service and blocking legitimate users from obtaining access to resources. The availability of botnets and automated attack tools has led to an increase in the number of DDoS attacks globally [19]. In addition, a Advanced Persistent Threats (APTs) are highly advanced, targeted attack that can hide itself for a long time in networks to steal sensitive information or damage critical infrastructure.
Opportunities and challenges for cybersecurity arising from increased use of encryption technologies are discussed. While encryption provides better privacy and data protection, it has the effect of impeding crime investigation. Encrypted communication channels are increasingly abused by cyber criminals to hide attacks, which poses a challenge to the security monitoring systems and intrusion detection solutions [20].
In this context, as modern cyber threats are changing on a daily basis, organizations need security solutions that can continuously observe network activities and detect anomalous behaviours in real time. Therefore, intrusion detection systems are now considered as an integral part of modern cyber security architecture. Fast detection, analysis and response to network based attacks is important to reduce damage and to ensure the security of digital infrastructure [21].
The dynamic nature of the cyber threat environment exemplifies the requirements for intelligent, adaptive security solutions that can handle current and future threats. This has motivated a lot of research on machine learning-based ID systems, which can be considered as a general approach with greater potential in discovering sophisticated attack patterns and enhancing the network security level.
2.3 Traditional Intrusion Detection Techniques
Intrusion Detection Systems (IDS) are important cybersecurity mechanisms for monitoring activities within a network or system and detecting potentially malicious activities, security violations, or policy breaches [22]. With the ever-evolving nature of cyber threats, IDS has been recognized as a crucial element in contemporary security architectures to assist an organization in identifying and reacting to an intrusion at an early stage before inflicting considerable damage.Unlike preventive security systems such as firewalls, IDS concentrate on observingactivity and emitting alerts when anomalous activity is spotted.
[bookmark: _Toc18110]2.3.1 Concept of Intrusion Detection Systems
The idea of intruder detection was initially brought up to detect unauthorized use and misbehaviour in the computer system. IDS monitors network traffic, system logs, user activities, and more for potential threats. The main goal is to trigger the incident as soon as possible and to contribute to the incident response procedure in a timely manner [23].
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[bookmark: _Toc231597951]Figure 3
(Figure 2.3 Machine Learning Development Process for Intrusion Detection Systems.)
The state of the art IDSs can process high-rate data traffic and detect patterns of attacks. They are essential to improving the cybersecurity of an organization by providing greater visibility into network activity and decreasing the likelihood of a successful cyberattack.
[bookmark: _Toc17889]2.3.2 Host-Based Intrusion Detection Systems (HIDS)
Host-based intrusion detection systems Host-based intrusion detection systems (HIDS) are deployed on single devices and operates within a host or endpoint [13]. HIDS monitors the operating system and application logs, file integrity, registry, and user actions to detect anomalous behaviour [24].
The benefit of hids is that it tells you exactly what is going on with a system. It can be used to detect insider threat, unauthorized changes to files, and privilege escalation. But, as HIDS must be installed on all the devices to be monitored, it can lead to higher resource consumption and management overhead in large networks.
[bookmark: _Toc8274]2.3.3 Network-Based Intrusion Detection Systems (NIDS)
Network-Based Intrusion Detection Systems (NIDS) monitor network traffic flowing across communication channels and analyse packets to detect malicious activities [25]. Unlike HIDS, which focuses on individual devices, NIDS provides centralized monitoring for an entire network infrastructure.
NIDS captures network packets and examines traffic patterns to identify suspicious behaviour, policy violations, or attack signatures. These systems are widely deployed in enterprise environments because they offer broad visibility across multiple devices and can detect attacks targeting various network components simultaneously.
The ability of NIDS to monitor large-scale network environments makes it one of the most widely used intrusion detection approaches in cybersecurity. Consequently, this dissertation focuses on the development of an intelligent NIDS capable of improving threat detection performance through machine learning techniques.
[bookmark: _Toc28327]2.3.4 Signature-Based Intrusion Detection
Signature-based intrusion detection is based on known attack signatures or patterns that are stored in the database. The received traffic is matched with the known attack signatures to know if there is an attack [26].
This technique provides high accuracy in identifying known threats and the number of false positives is generally low Popular intrusion detection tools like Snort and Suricata use signature-based detection.However, the power of this approach is limited to detecting emerging or unknown attacks which do not have signatures yet.
[bookmark: _Toc31515]2.3.5 Anomaly-Based Intrusion Detection
Anomaly-based intrusion detection is based on the principle of detecting the deviations from the normal behaviour. Rather than using attack signatures, normal network behaviours are learned, and behaviour that deviates is flagged as suspicious [27].
Such a methodology allows for finding zero-day attacks, new threats, or unknown attack patterns.However, it is noted that humor-based systems tend to produce more false positives, as the behavior of a user or network on the latter, even under legitimate use, may be misidentified as malicious behaviour.
[bookmark: _Toc32277]2.3.6 Hybrid Intrusion Detection Systems
Hybrid Intrusion Detection Systems leverage the signature and anomaly based detection method to enhance the overall detection accuracy [28]. By combining the two, a hybrid system can be as effective as a full system know-n application while be as a underlying one know-n application to an unknown application layer.
Multi-detection method fusion alleviates the weakness of each independent detection method and enhances the detection accuracy.Improvements of hybrid systems have therefore attracted considerable interest in recent years and they are now the key candidates for the next generation IDSs.
[bookmark: _Toc4121]2.3.7 Challenges Facing Modern Intrusion Detection Systems
Even the best intrusion detection systems have several limitations. These are false alarm, difficulty to analyze encrypted traffic, scalability problem, computational complexity, and growing complexity of cyberattacks [29]. Furthermore, a fast increase in the volume of network traffic implies more processing, which can slow down system performance and detection.
These issues motivated researchers to investigate artificial intelligence/machine learning techniques towards enhancing intrusion detection.ML-based techniques can provide better flexibility, automation, and accuracy, and therefore they are increasingly considered for modern cybersecurity applications.
2.4 Machine Learning in Network Intrusion Detection Systems
The increasing complexity of cyber threats and the limitations of traditional security solutions have encouraged the adoption of machine learning (ML) techniques in cybersecurity. Machine learning enables computer systems to learn patterns from data, make predictions, and improve performance without being explicitly programmed [30]. In cybersecurity, machine learning has become an important technology for detecting malicious activities, identifying vulnerabilities, preventing cyberattacks, and enhancing overall security operations.
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[bookmark: _Toc231597952]Figure 4
(Figure 2.4 Representative Attack Categories within the CICIDS2017 Dataset.)
Unlike traditional rule-based systems that depend on predefined signatures, machine learning models can analyse large volumes of network traffic and automatically identify abnormal patterns associated with cyber threats. This capability makes machine learning particularly suitable for intrusion detection systems, where the ability to recognize both known and unknown attacks is essential. As cybercriminals continuously develop new attack methods, machine learning provides a more adaptive and intelligent approach to network security [31].
[bookmark: _Toc3429]2.4.1 Introduction to Machine Learning
Machine learning is a subset of artificial intelligence (AI) in which computers learn from data and experiences rather than being explicitly programmed [32]. Instead of strict processing of algorithm, a machine learning system applies statistical methods to data in order to identify relationships, trends, and patterns among data.
In cybersecurity, ML models are trained with past data to learn about benign and malicious activities. These models are then able to predict whether a new activity is legitimate or suspicious. The performance of machine learning is highly reliant on the quality of the training data, feature selection, and model optimization methods.Machine learning approach has been demonstrated to be effective in many cybersecurity areas, for example in malware detection, spam filtering, fraud detection, user behavior modeling, vulnerability discovery, and network intrusion detection systems.
[bookmark: _Toc12014]2.4.2 Supervised Learning
Supervised learning is among the popular ML techniques in the ID field of research. In supervised learning, algorithms are trained on labelled datasets with each data point is associated with a specific category of outputs [33].The model learns the mapping function from input features to output labels and then it predicts the class of the unseen input data.
Common supervised learning algorithms used in intrusion detection include:
· Decision Trees
· Random Forest
· Support Vector Machines (SVM)
· Logistic Regression
· K-Nearest Neighbour (KNN)
· Naïve Bayes
Supervised learning models generally achieve high classification accuracy when sufficient labelled data is available. However, obtaining high-quality labelled cybersecurity datasets can be challenging and time-consuming. Furthermore, supervised models may struggle to detect entirely new attack types that were not present during training.
Despite these limitations, supervised learning remains one of the most effective approaches for intrusion detection because of its ability to classify network traffic accurately and efficiently.
[bookmark: _Toc9146]2.4.3 Unsupervised Learning
Unsupervised learning differs from supervised learning because it operates without labelled training data. Instead, algorithms identify hidden structures, patterns, or relationships within datasets [34]. In cybersecurity, unsupervised learning is often used for anomaly detection, where the objective is to identify unusual behaviours that deviate from normal network activities.
Common unsupervised learning techniques include:
· K-Means Clustering
· Hierarchical Clustering
· Principal Component Analysis (PCA)
· Autoencoders
The­se approaches have the advan­tage that they are especially good at finding which previously unseen attacks and zero-day are identified because they do not use any predefined attack labels. But the unsupervised learning based methods tend to produce more FPs than the supervised learning based methods because they are likely to consider a difference of normal behaviours as an anomalous one.Unsupervised learning is still useful in contexts where labelled datasets do not exist or where emergent threats need to be identified proactively, although they suffer from this limitation.
[bookmark: _Toc2064]2.4.4 Deep Learning in Cybersecurity
Deep learning is a specialized field of machine learning, employing deep neural networks with multiple layers to analyze complex data patterns [35]. Recently, deep learning based models have attracted a lot of attention in the field of cybersecurity due to their ability to learn useful features automatically from high-dimensional data without heavy manual feature engineering.
Several deep learning architectures have been applied to intrusion detection systems, including:
· Artificial Neural Networks (ANN)
· Convolutional Neural Networks (CNN)
· Recurrent Neural Networks (RNN)
· Long Short-Term Memory (LSTM) Networks
· Deep Belief Networks (DBN)
Deep learning models are highly effective at detecting sophisticated attack patterns and analysing large-scale network traffic. Research has shown that CNN and LSTM models can achieve excellent detection performance when applied to modern intrusion detection datasets. However, these models often require substantial computational resources, large training datasets, and extended training times.
[bookmark: _Toc26126]2.4.5 Benefits of Machine Learning in Intrusion Detection Systems
Machine learning provides several advantages over traditional intrusion detection approaches. One of the most significant benefits is its ability to detect previously unseen attacks by learning behavioural patterns rather than relying solely on predefined signatures [36].
Key benefits include:
· Improved detection accuracy.
· Capability to identify zero-day attacks.
· Adaptability to evolving cyber threats.
· Automated threat detection processes.
· Scalability for large network environments.
· Reduced dependence on manually created signatures.
Machine learning also enables real-time analysis of network traffic, allowing organizations to respond more quickly to security incidents and minimize potential damage caused by cyberattacks.
[bookmark: _Toc29063]2.4.6 Challenges of Machine Learning-Based Intrusion Detection Systems
Although machine learning offers numerous advantages, several challenges remain. One major issue is the dependency on high-quality datasets. Poor data quality, missing values, and class imbalance can significantly affect model performance [37].
Other challenges include:
· High computational requirements.
· Risk of overfitting.
· Difficulty interpreting complex models.
· False positive and false negative classifications.
· Limited availability of labelled cybersecurity datasets.
· Vulnerability to adversarial machine learning attacks.
Additionally, machine learning models must be continuously updated and retrained to remain effective against evolving cyber threats. Failure to maintain models properly can result in reduced detection accuracy over time.
Nevertheless, machine learning is still one of the best candidates to improve the intrusion detection systems. However, its capacity to analyze massive amounts of network data to detect sophisticated attack patterns and handle zero-day threats has made it a key element in today's cybersecurity solutions. It is therefore out of the question that this study uses the concept of machine learning to design a smart NIDS that can not only enhance the performance of detecting threats but also secure the network.
2.5 Datasets Used in Intrusion Detection Research
The effectiveness of machine learning-based intrusion detection systems is highly dependent on the quality and relevance of the datasets used for training and evaluation. Datasets play a critical role in enabling machine learning algorithms to learn patterns associated with both normal and malicious network activities. A well-structured dataset should accurately represent real-world network traffic, contain diverse attack categories, and provide sufficient data for model training, validation, and testing [38].
Over the years, several benchmark datasets have been developed to support intrusion detection research. These datasets have become essential tools for evaluating the performance of machine learning models and facilitating comparisons between different intrusion detection approaches. However, many early datasets suffer from limitations such as outdated attack scenarios, unrealistic traffic patterns, and insufficient representation of modern cyber threats. Consequently, researchers have continuously sought more comprehensive and realistic datasets for cybersecurity research.
[bookmark: _Toc19313]2.5.1 DARPA Dataset
The DARPA Intrusion Detection Evaluation Dataset, developed by the United States Defense Advanced Research Projects Agency (DARPA), is one of the earliest datasets used in intrusion detection research [39]. Introduced in 1998, the dataset was designed to evaluate intrusion detection systems by simulating network traffic and attack scenarios within a controlled environment.
The DARPA dataset includes both normal network traffic and various attack types such as denial-of-service attacks, remote-to-local attacks, user-to-root attacks, and probing activities. Although the dataset contributed significantly to early intrusion detection research, it has been widely criticized for its artificial traffic patterns and lack of realism compared to modern network environments.
[bookmark: _Toc17058]2.5.2 KDD Cup 1999 Dataset
The KDD Cup 1999 dataset was derived from the DARPA dataset and became one of the most extensively used datasets in intrusion detection research [40]. It contains approximately five million network connection records classified into normal traffic and four main attack categories:
· Denial of Service (DoS)
· Probe Attacks
· User-to-Root (U2R) Attacks
· Remote-to-Local (R2L) Attacks
The dataset includes 41 network traffic features and has been widely used for evaluating machine learning algorithms. Despite its popularity, the KDD Cup 1999 dataset suffers from significant redundancy issues and an imbalanced distribution of attack classes. These limitations often result in biased model performance and unrealistic evaluation outcomes.
[bookmark: _Toc8307]2.5.3 NSL-KDD Dataset
To address the shortcomings of the KDD Cup 1999 dataset, researchers developed the NSL-KDD dataset [41]. This dataset removes duplicate records and provides a more balanced distribution of training and testing samples.
NSL-KDD remains one of the most commonly used benchmark datasets in intrusion detection research because it offers improved data quality and enables more reliable performance evaluation. However, despite its improvements, NSL-KDD still contains outdated attack scenarios and does not fully represent modern network traffic conditions.
[bookmark: _Toc1605]2.5.4 UNSW-NB15 Dataset
The UNSW-NB15 dataset was developed by the Australian Centre for Cyber Security to provide a more realistic representation of contemporary network traffic and cyber threats [42]. The dataset includes normal traffic and nine different attack categories, including:
· Fuzzers
· Analysis Attacks
· Backdoors
· Denial of Service
· Exploits
· Generic Attacks
· Reconnaissance
· Shellcode
· Worms
The UNSW-NB15 dataset incorporates modern attack techniques and realistic network behaviours, making it more suitable for evaluating contemporary intrusion detection systems. It has become increasingly popular among researchers investigating machine learning-based cybersecurity solutions.
[bookmark: _Toc15022]2.5.5 CICIDS2017 Dataset
The CICIDS2017 dataset is one of the most comprehensive and widely adopted datasets in modern intrusion detection research [43]. Developed by the Canadian Institute for Cybersecurity, the dataset was specifically designed to address limitations associated with earlier intrusion detection datasets.
CICIDS2017 contains realistic network traffic generated over multiple days and includes both benign activities and diverse cyberattack scenarios. The dataset captures modern attack behaviours and provides detailed flow-based network traffic information. Attack categories included within the dataset consist of:
· Distributed Denial of Service (DDoS)
· Brute Force Attacks
· Web Attacks
· Botnet Attacks
· Port Scanning
· Infiltration Attacks
· Denial of Service (DoS)
One of the major advantages of CICIDS2017 is its realistic traffic generation methodology, which closely resembles real-world organizational network environments. Additionally, the dataset includes a large number of features that support effective machine learning analysis and feature selection processes.
Due to its realism, diversity of attack types, and widespread acceptance within the research community, CICIDS2017 has become one of the preferred datasets for developing and evaluating machine learning-based intrusion detection systems. Consequently, this dissertation adopts the CICIDS2017 dataset as the primary data source for model development and performance evaluation.
[bookmark: _Toc195]2.5.6 Comparative Analysis of Intrusion Detection Datasets
A comparison of major intrusion detection datasets reveals significant differences in terms of realism, attack diversity, data quality, and applicability to modern cybersecurity challenges. While DARPA, KDD Cup 1999, and NSL-KDD played important roles in the development of intrusion detection research, their limitations reduce their effectiveness in evaluating contemporary machine learning models.
In contrast, datasets such as UNSW-NB15 and CICIDS2017 provide more realistic network traffic and modern attack scenarios, making them better suited for current cybersecurity applications [44]. Among these datasets, CICIDS2017 offers the most comprehensive representation of modern cyber threats and network behaviours, making it particularly valuable for machine learning research.
[bookmark: _Toc1480]2.5.7 Research Gap in Existing Datasets
Although modern datasets have significantly improved intrusion detection research, several challenges remain. Many datasets continue to suffer from class imbalance issues, limited representation of emerging attack techniques, and difficulties associated with encrypted traffic analysis [45]. Furthermore, cyber threats evolve rapidly, making it difficult for datasets to remain current over time.
Researchers continue to emphasize the need for updated and realistic datasets capable of representing modern network environments and advanced attack techniques. Addressing these limitations remains a critical area of future research and is essential for developing more effective intrusion detection systems.
Overall, datasets serve as the foundation of machine learning-based intrusion detection research. The selection of an appropriate dataset directly influences model performance, detection accuracy, and research validity. Therefore, the CICIDS2017 dataset was selected for this study because of its realism, diversity, and suitability for evaluating intelligent Network Intrusion Detection Systems.
2.6 Feature Selection in NIDS
Feature selection is an important preprocessing step in machine learning-based intrusion detection systems.
Network datasets often contain a large number of features, many of which may be irrelevant or redundant. High-dimensional datasets increase computational complexity and may reduce model performance.
Feature selection techniques help:
· Reduce computational cost
· Improve detection accuracy
· Minimize overfitting
· Enhance model interpretability
Common feature selection methods include:
· Correlation analysis
· Information gain
· Chi-square analysis
· Recursive feature elimination
· Random Forest feature importance
According to Ahmed et al. (2023), effective feature selection significantly improves intrusion detection accuracy while reducing training time.
2.7 Performance Evaluation Metrics
The effectiveness of intrusion detection systems is evaluated using several performance metrics.
2.7.1 Accuracy
Accuracy measures the proportion of correctly classified instances.
Although accuracy is widely used, it may not provide reliable evaluation for imbalanced datasets.
2.7.2 Precision
Precision measures the proportion of correctly predicted attacks among all predicted attacks.
High precision indicates low false positive rates.
2.7.3 Recall
Recall measures the proportion of actual attacks correctly detected by the system.
High recall is critical in cybersecurity because undetected attacks may cause severe damage.
2.7.4 F1-Score
The F1-score combines precision and recall into a single metric.
It provides balanced evaluation when both false positives and false negatives are important.
2.7.5 False Positive Rate
False Positive Rate measures the proportion of normal traffic incorrectly classified as malicious.
High false positive rates reduce system usability and generate unnecessary alerts.
2.7.6 Confusion Matrix
The confusion matrix provides detailed insight into classification performance.
It includes:
· True Positives
· True Negatives
· False Positives
· False Negatives
Recent studies emphasize that evaluating intrusion detection systems using multiple metrics provides more reliable assessment than relying solely on accuracy.
2.8 Challenges in Modern Network Intrusion Detection Systems
Despite significant advancements, modern intrusion detection systems still face several important challenges.
2.8.1 High False Positive Rates
Many anomaly-based and machine learning-based systems generate excessive false alarms.
High false positive rates reduce trust in intrusion detection systems and increase administrative workload.
2.8.2 Detection of Zero-Day Attacks
Zero-day attacks exploit previously unknown vulnerabilities.
Traditional signature-based systems are ineffective against such attacks.
2.8.3 Scalability Issues
Modern networks generate massive volumes of traffic.
Intrusion detection systems must process large-scale data efficiently without compromising performance.
2.8.4 Encrypted Traffic Analysis
The increasing use of encryption technologies complicates intrusion detection.
Encrypted traffic prevents systems from inspecting packet contents directly.
Moustafa et al. (2023) identify encrypted traffic analysis as one of the biggest challenges in modern intrusion detection research.
2.8.5 Data Imbalance
Intrusion detection datasets often contain significantly more normal traffic than malicious traffic.
Class imbalance can bias machine learning models and reduce attack detection performance.
2.8.6 Computational Complexity
Deep learning and hybrid intrusion detection systems require significant computational resources.
High computational requirements may limit real-time deployment.
2.8.7 Explainability and Interpretability
Many machine learning and deep learning models operate as “black boxes.”
Security administrators may find it difficult to understand how decisions are made.
Explainable Artificial Intelligence (XAI) is increasingly being explored to address this issue.
2.9 Comparative Analysis of Existing Approaches
Different intrusion detection approaches offer varying strengths and weaknesses.
	Approach
	Advantages
	Limitations

	Signature-Based IDS
	High accuracy for known attacks
	Cannot detect unknown attacks

	Anomaly-Based IDS
	Detects zero-day attacks
	High false positives

	Machine Learning-Based IDS
	Adaptive and intelligent detection
	Requires quality datasets

	Deep Learning-Based IDS
	Excellent performance for complex attacks
	High computational cost

	Hybrid IDS
	Balanced performance
	Complex implementation


The literature suggests that hybrid and machine learning-based systems provide the most promising solutions for modern cybersecurity environments.
2.10 Research Gap
The review of the literature indicates several significant gaps in current study in intrusion detection.
Firstly, traditional signature-based systems are still ineffective to the evolving cyber threats and zero-day attacks. However, these models are also known to produce a large number of false positives.
Second, most ML-based IDSs heavily depend on old high quality datasets such as KDD Cup 99 and NSL-KDD which do not truly simulate the actual network environment and Third, deep learning models achieve excellent detection performance but are computationally intensive, which makes real-time application difficult.
Additionally, many existing systems struggle with:
· Encrypted traffic analysis
· Real-time detection
· Dataset imbalance
· Scalability
· Explainability
There is therefore a need for an intelligent, scalable, and efficient Network Intrusion Detection System capable of:
· Detecting both known and unknown attacks
· Reducing false positives
· Improving detection accuracy
· Handling large-scale network traffic
· Supporting modern network environments
This research addresses these gaps by proposing a machine learning-based intelligent NIDS using modern datasets and efficient preprocessing techniques.
2.11 Theoretical Framework
This research is grounded in machine learning theory and anomaly detection principles.
The theoretical foundation assumes that:
· Malicious traffic exhibits distinguishable patterns from normal traffic
· Machine learning algorithms can learn these patterns from historical data
· Proper preprocessing and feature selection improve classification performance
· Ensemble learning techniques enhance accuracy and reduce overfitting
Random Forest is selected as the primary classification model because it combines multiple decision trees to improve prediction reliability and robustness.
The framework integrates:
· Data preprocessing
· Feature engineering
· Supervised machine learning
· Classification-based intrusion detection
· Performance evaluation
This theoretical approach supports the development of an intelligent and scalable intrusion detection system.
2.12 Chapter Summary
This chapter presented a critical review of literature on Network Intrusion Detection System and contemporary cybersecurity issues. The review focused on traditional investigation detection methods such as the signature and anomaly-based systems, ML and DL methods as emerging techniques.
The chapter has pointed out the growing trend of IS based approaches for discovering a wide range of malicious activities. Moreover, it included the study of datasets of the intrusion detection problem, the feature selection techniques, the performance evaluation metrics and the main open issues, such as the false positives, the analysis of the encrypted traffic, the scalability and the computational complexity.
The review of the literature revealed the existence of major areas of improvement on which focus to address research problem in the intrusion detection systems; namely flexibility, real-time detection, and detection precision. These gaps constitute a motivation to the design and development of the proposed machine learning based Network Intrusion Detection System.The following chapter describes the research methodology utilized to design, develop, and assess the proposed intelligent NIDS.



[bookmark: _Toc11611]CHAPTER 3: RESEARCH METHODOLOGY
3.1 Introduction
In this chapter, the research methods utilized to design, develop, implement, and evaluate the proposed intelligent Network Intrusion Detection System (NIDS) are discussed. The method offers systematic guidance for conducting research and assures that the study aims are met appropriately and dependably.In the study of cybersecurity, especially in machine learning (ML) based intrusion detection systems, a sound methodology is imperative to guarantee the validity, reproducibility and reliability of findings.
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[bookmark: _Toc231597953]Figure 5
(Figure 3.1 Proposed Random Forest-Based Network Intrusion Detection Framework.)
A growing sophistication in cyberattacks along with an expanding digital infrastructure presents a real-time intru-sion detection system for monitoring the network for harmful activities is in urgent need. Firewalls and antivirus software cannot adequately defend against complex, evolving attacks. Therefore, the capability of detection of Network Intrusion Detection Systems was improved with machine learning approaches by increasingly many researchers.
This work follows a quantitative-experimental approach of research to develop an intelligent NIDS based on machine learning techniques. The approach involves dataset collection, data preprocessing, feature engineering, model building, training, testing, evaluating and validating. The paper makes use of the CICIDS2017 dataset which is known to be a modern representative of the real network traffic, including attack scenarios.
Moreover, the method employs systematic preprocessing techniques, including data cleaning, normalization, feature extraction, and class balancing, to enhance the classification performance and decrease the computational complexity. In addition, network traffic is classified as normal or malicious with the utilization of machine learning schemes. Among many evaluated algorithms, Random Forest classifier was the best to be considered as baseline model due to its better accuracy, its robustness and it is very effective in intrusion detection research. The chapter follows a stepwise framework and focuses on research design, research approach, data collection techniques, description of the dataset, data preprocessing, development of the machine learning, software and hardware, workflow, evaluation measurement, ethical issues, and validity of the protocol.
3.2 Research Design
Research design is the backbone of the research project where a blue print and model of the entire study is outlined. It makes sure that the investigation problem is covered in a manner, that is orderly and also it makes sure the resultant data is evaluated in a good manner.
This research uses a quantitative experimental approach. Quantitative research is based on numerical data, statistical treatment of data and measurable results. In intrusion detection (ID) research, quantitative approaches dominate since system performance can be quantified with metrics that include accuracy, precision, recall, and false positive rate.
This experimental research design is suitable for this work as it enables the design, development and evaluation of a machine learning based NIDS in a controlled environment.This allows comparison of the system’s performance measured and using conventional evaluation methodologies.
The experimental design adopted in this research consists of the following stages:
1. Identification of the research problem
2. Literature review and gap analysis
3. Dataset selection and acquisition
4. Data preprocessing and preparation
5. Feature extraction and feature selection
6. Machine learning model development
7. Model training and testing
8. Performance evaluation
9. Analysis and interpretation of results
10. Conclusion and recommendations
The structured design ensures that the research process remains organized and reproducible.
3.3 Research Approach
In this paper we take a research approach for data-driven machine learning. Approach is based on analysis of network traffic into logical units then on patterns of normal and attack traffic.
Machine learning techniques are widely applied in the field of security, as they have the ability to intelligently and adaptively detect threats.Unlike classic rule-based systems, ML models have the ability to learn patterns directly from the data, and improve the detection quality over time.
The research approach in this study involves:
· Collecting network traffic data
· Preprocessing and cleaning the data
· Extracting relevant features
· Training machine learning models
· Evaluating detection performance
The approach also emphasizes reproducibility and scalability, ensuring that the developed system can potentially be extended to real-world environments.
3.4 Research Philosophy
Research philosophy refers to the set of beliefs and assumptions that guide the research process.
This study is based on the positivist research philosophy. Positivism emphasizes objective observation, measurable outcomes, and scientific analysis. In machine learning and cybersecurity research, positivism is widely adopted because system performance can be measured using statistical and mathematical techniques.
The positivist philosophy aligns with the quantitative nature of this study because:
· The research relies on measurable data
· Performance is evaluated objectively
· Results are analysed statistically
· Findings can be replicated and validated
By adopting a positivist philosophy, the study ensures scientific rigor and reliability.
3.5 Research Strategy
The research strategy adopted in this study is experimental simulation.
Experimental simulation involves developing and testing a system using controlled datasets and computational environments. This strategy is widely used in intrusion detection research because real-world deployment of cybersecurity systems may involve ethical, financial, and operational risks.
The experimental strategy allows the proposed NIDS to be evaluated using realistic attack scenarios while maintaining a controlled research environment.
The key benefits of the experimental strategy include:
· Controlled testing conditions
· Reproducibility of experiments
· Objective performance evaluation
· Safe analysis of malicious traffic
· Cost-effective implementation
The study utilizes publicly available datasets rather than live organizational network traffic to ensure ethical compliance and reproducibility.
3.6 Data Collection Method
Data acquisition plays a pivotal role in cybersecurity and machine learning research, since success of the designed system depends on the quality, relevance and trustworthiness of the acquired data in terms of detecting intrusive activities. The dataset used in ML-based intrusion detection research needs to be representative of real network traffic, consisting of both normal and malicious behaviors.
The research reported here uses a secondary research methodology in that it draws upon extant datasets of benchmark intrusion detection systems. Secondary data collection is the collection of data from previous research which might have been conducted by government and other private agencies. Due to their effectiveness in training and testing machine learning models, secondary datasets have become popular in intrusion detection research for labelled attack scenarios.
The dataset chosen for this research is the CICIDS2017 dataset created by the Canadian Institute for Cybersecurity (CIC). The dataset is believed to be one of the most up-to-date and comprehensive intrusion detection datasets. It incorporates realistic network traffic, generated in a real world environment that mimics real-world organisational activities and known cyber attacks.
The decision to use the CICIDS2017 dataset was influenced by several important factors:
· Availability of modern attack scenarios
· Realistic traffic simulation
· Availability of labelled data
· Diversity of attack categories
· Comprehensive network flow features
· Wide acceptance in recent intrusion detection research
In contrast to outdated datasets such as KDD Cup 99 and NSL-KDD, CICIDS2017 represents modern network activities with advanced attack patterns.This allows it to be used for testing intelligent intrusion detection systems for contemporary cyber security environment.
3.6.1 Sources of Data
The dataset was obtained from publicly accessible cybersecurity repositories and research platforms. Publicly available datasets are widely used in academic cybersecurity research because they support reproducibility and benchmarking.
The primary sources considered during dataset selection included:
· Canadian Institute for Cybersecurity repositories
· Kaggle cybersecurity datasets
· IEEE research datasets
· University cybersecurity repositories
The CICIDS2017 dataset was ultimately selected because it provides realistic network behavior and comprehensive attack diversity.
3.6.2 Justification for Using Secondary Data
The use of secondary data provides several advantages in intrusion detection research.
Availability of Labelled Data
Machine learning algorithms require labelled examples of both normal and malicious traffic. Public intrusion detection datasets provide pre-labelled records that simplify model training and evaluation.
Ethical Safety
Using publicly available datasets avoids ethical concerns associated with monitoring live organizational networks or collecting sensitive user information.
Cost Efficiency
Collecting real-world network traffic data independently would require specialized infrastructure, significant computational resources, and extended time periods. Secondary datasets reduce these costs.
Standardization
Public benchmark datasets allow researchers to compare results objectively with previous studies.
Reproducibility
Secondary datasets support reproducibility because other researchers can replicate experiments using the same data.
3.6.3 Characteristics of the Selected Dataset
The CICIDS2017 dataset includes both benign and malicious network traffic captured over several days. The dataset simulates normal user activities such as:
· Web browsing
· Email communication
· File transfers
· Streaming
· Network communication
In addition, the dataset includes various attack categories such as:
· DDoS attacks
· Brute force attacks
· Web attacks
· Botnet traffic
· Infiltration attacks
· Port scanning
· SSH attacks
The inclusion of multiple attack categories enhances the generalization capability of machine learning models.
3.6.4 Advantages of Using CICIDS2017
The dataset offers several important advantages:
Realistic Network Environment
The dataset was generated using realistic traffic simulation rather than synthetic packet generation.
Comprehensive Feature Set
It contains more than 80 network flow features describing traffic behavior.
Balanced Representation
Compared to older datasets, CICIDS2017 provides improved balance between attack and normal traffic.
Modern Attack Coverage
The dataset includes recent cyberattack techniques relevant to current cybersecurity environments.
Wide Research Acceptance
The dataset is widely used in modern intrusion detection research, improving comparability with related studies.
3.6.5 Limitations of Secondary Data
Despite its advantages, secondary data also presents certain limitations.
Lack of Real-Time Adaptability
Public datasets may not fully reflect the continuously evolving nature of modern cyber threats.
Potential Dataset Bias
Some attack categories may still be overrepresented or underrepresented.
Limited Organizational Context
The dataset does not capture unique traffic characteristics specific to particular organizations or industries.
Static Environment
The dataset represents a controlled environment rather than fully dynamic real-world traffic.
Nevertheless, the benefits of using CICIDS2017 significantly outweigh its limitations, making it suitable for this study.
3.7 Dataset Description
Data collection is a critical aspect of intrusion detection research because the effectiveness of machine learning models depends heavily on the quality and relevance of training data.
This study uses secondary data collection methods. Secondary data refers to data collected from existing sources rather than directly from participants or live environments.
The selected dataset for this study is the CICIDS2017 dataset.
3.6.1 Justification for Using Secondary Data
The use of secondary datasets provides several advantages:
· Availability of labelled attack data
· Reduced ethical concerns
· Improved reproducibility
· Cost and time efficiency
· Standardized benchmarking
Publicly available intrusion detection datasets are widely used in academic research because they enable researchers to compare system performance objectively.
3.6.2 CICIDS2017 Dataset
The CICIDS2017 dataset was developed by the Canadian Institute for Cybersecurity.
It is considered one of the most realistic and comprehensive intrusion detection datasets because it includes:
· Realistic network traffic patterns
· Multiple attack scenarios
· Modern cyberattack techniques
· Comprehensive network flow features
· Balanced normal and attack traffic
The dataset includes several attack categories such as:
· Distributed Denial of Service (DDoS)
· Brute force attacks
· Port scanning
· Botnet activities
· Web attacks
· Infiltration attacks
The dataset contains labelled network flow records generated from realistic traffic simulations.
3.7 Dataset Description
The CICIDS2017 dataset contains bidirectional network flow records generated from packet captures.
Each record represents a network flow and includes multiple features describing network behavior.
3.7.1 Dataset Features
The dataset contains features such as:
· Flow duration
· Total forward packets
· Total backward packets
· Packet length statistics
· Flow bytes per second
· Flow packets per second
· Inter-arrival times
· Source and destination ports
· Protocol type
· Label (normal or attack)
These features provide detailed information about network traffic behavior.
3.7.2 Binary Classification
This study primarily focuses on binary classification:
· Normal traffic
· Malicious traffic
Binary classification simplifies the detection process and improves computational efficiency.
3.7.3 Challenges Associated with the Dataset
Although CICIDS2017 is highly realistic, it presents several challenges:
· Large dataset size
· Data imbalance
· Redundant features
· Missing values
· High dimensionality
These issues require systematic preprocessing before machine learning implementation.
3.8 Data Preprocessing
Data preprocessing is one of the most important stages in machine learning-based intrusion detection systems. Raw network traffic data often contains inconsistencies, redundant information, missing values, and noisy features that may negatively affect model performance.
Proper preprocessing improves:
· Detection accuracy
· Model efficiency
· Computational performance
· Reliability of predictions
The preprocessing pipeline adopted in this study consists of several stages.
3.8.1 Data Cleaning
Data cleaning involves removing or correcting inaccurate, incomplete, or inconsistent data.
The following cleaning tasks were performed:
· Removal of duplicate records
· Handling missing values
· Removal of irrelevant features
· Elimination of corrupted entries
Duplicate records may bias machine learning models and reduce generalization capability. Missing values may lead to inaccurate predictions if not properly addressed.
3.8.2 Handling Missing Values
Missing values were identified using exploratory data analysis techniques.
Several strategies can be used to handle missing values:
· Removing incomplete records
· Mean or median imputation
· Forward or backward filling
In this study, records containing excessive missing values were removed to maintain data quality.
3.8.3 Feature Selection
Feature selection is used to identify the most relevant features contributing to intrusion detection.
The main objectives of feature selection include:
· Reducing dimensionality
· Improving model performance
· Reducing computational cost
· Preventing overfitting
Feature selection techniques considered include:
· Correlation analysis
· Information gain
· Chi-square analysis
· Random Forest feature importance
Random Forest feature importance was primarily used because it provides reliable ranking of relevant features.
3.8.4 Feature Extraction
Feature extraction transforms raw network traffic data into meaningful representations suitable for machine learning algorithms.
The extracted features describe:
· Packet behavior
· Traffic flow patterns
· Connection characteristics
· Timing relationships
Feature engineering improves the model’s ability to distinguish between normal and malicious traffic.
3.8.5 Data Normalization
Normalization scales numerical features to a common range.
Normalization is important because machine learning algorithms may be sensitive to differences in feature magnitude.
Techniques used include:
· Min-Max scaling
· Standardization
Normalization improves:
· Model convergence
· Classification accuracy
· Computational efficiency
3.8.6 Label Encoding
Machine learning algorithms require numerical input values.
Categorical labels were converted into numerical format using label encoding techniques.
The labels were simplified into:
· 0 = Normal traffic
· 1 = Malicious traffic
3.8.7 Handling Class Imbalance
Class imbalance occurs when normal traffic significantly outnumbers malicious traffic.
Imbalanced datasets may bias machine learning models toward majority classes.
Several techniques can address class imbalance:
· Random undersampling
· Random oversampling
· Synthetic Minority Oversampling Technique (SMOTE)
· Class weighting
This study considers balancing techniques to improve attack detection performance.
3.8.8 Data Splitting
The dataset was divided into:
· Training set (80%)
· Testing set (20%)
The training set is used to train machine learning models, while the testing set evaluates performance on unseen data.
Data splitting improves generalization capability and reduces overfitting.
3.9 Proposed System Architecture
The proposed intelligent NIDS follows a layered architecture consisting of multiple interconnected components.
The architecture includes:
1. Data Input Layer
2. Preprocessing Layer
3. Feature Extraction Layer
4. Detection Layer
5. Alert Generation Layer
3.9.1 Data Input Layer
This layer is responsible for loading network traffic data.
Data sources include:
· Public datasets
· Simulated network environments
· Packet capture tools
3.9.2 Preprocessing Layer
The preprocessing layer performs:
· Data cleaning
· Normalization
· Feature selection
· Encoding
This layer prepares the dataset for machine learning analysis.
3.9.3 Feature Extraction Layer
This layer extracts important traffic features used for classification.
3.9.4 Detection Layer
The detection layer applies machine learning algorithms to classify traffic.
The Random Forest classifier serves as the primary detection model.
3.9.5 Alert Generation Layer
When malicious activity is detected, alerts are generated.
The alerts may include:
· Attack type
· Timestamp
· Source information
· Severity level
3.10 Machine Learning Model Development
Machine learning model development forms the core of the proposed intrusion detection system.
Several algorithms were considered during the research process.
3.10.1 Decision Tree
Decision Trees provide interpretable classification rules but may suffer from overfitting.
3.10.2 Support Vector Machine (SVM)
SVM provides strong classification performance but requires high computational resources.
3.10.3 Logistic Regression
Logistic Regression is computationally efficient but may struggle with nonlinear patterns.
3.10.4 K-Nearest Neighbour (KNN)
KNN classifies data based on nearest neighboring instances.
However, KNN becomes computationally expensive for large datasets.
3.10.5 Random Forest
Random Forest was selected as the primary model because of its:
· High accuracy
· Robustness
· Scalability
· Resistance to overfitting
· Ability to rank feature importance
Random Forest combines multiple decision trees to improve classification reliability.
3.11 Model Training Process
The model training process involves teaching the machine learning algorithm to recognize patterns associated with malicious and normal traffic.
The training process consists of:
1. Loading preprocessed data
2. Initializing the model
3. Training using labelled data
4. Learning classification patterns
5. Saving trained parameters
Hyperparameters such as:
· Number of trees
· Maximum depth
· Minimum samples split
were tuned to improve performance.
3.12 Model Testing Process
After training, the model was evaluated using unseen testing data.
The testing process includes:
· Feeding testing data into the model
· Generating predictions
· Comparing predictions with actual labels
· Calculating performance metrics
Testing ensures that the model generalizes effectively beyond training data.
3.13 Performance Evaluation Metrics
Several performance metrics were used to evaluate the proposed NIDS.
3.13.1 Accuracy
Accuracy measures overall classification correctness.
3.13.2 Precision
Precision measures how many predicted attacks are actually malicious.
3.13.3 Recall
Recall measures how many actual attacks are correctly detected.
3.13.4 F1-Score
The F1-score balances precision and recall.
3.13.5 False Positive Rate
False Positive Rate measures incorrect classification of normal traffic.
3.13.6 Confusion Matrix
The confusion matrix provides detailed classification analysis.
It includes:
· True Positives
· True Negatives
· False Positives
· False Negatives
Using multiple metrics ensures comprehensive evaluation.
3.14 Tools and Technologies Used
Several software tools and technologies were used during implementation.
3.14.1 Python Programming Language
Python was selected because of:
· Simplicity
· Extensive machine learning libraries
· Strong community support
· Flexibility
3.14.2 Pandas
Pandas was used for:
· Data manipulation
· Data preprocessing
· Data analysis
3.14.3 NumPy
NumPy supports numerical computation and array operations.
3.14.4 Scikit-learn
Scikit-learn provides machine learning algorithms and evaluation tools.
3.14.5 Matplotlib and Seaborn
These libraries were used for data visualization.
3.14.6 Jupyter Notebook and Google Colab
These platforms provide interactive development environments.
Google Colab also offers cloud-based computational resources.
3.15 System Workflow
The proposed NIDS follows a structured workflow.
Step 1: Data Collection
Network traffic data is collected from the dataset.
Step 2: Data Preprocessing
Data cleaning, normalization, and feature selection are applied.
Step 3: Feature Extraction
Important traffic features are extracted.
Step 4: Model Training
Machine learning algorithms learn traffic patterns.
Step 5: Intrusion Detection
The trained model classifies traffic as normal or malicious.
Step 6: Alert Generation
Alerts are generated for detected intrusions.
This workflow ensures systematic and efficient intrusion detection.
3.16 Validation of the Proposed System
Validation ensures that the developed NIDS performs reliably.
Validation methods include:
· Testing on unseen data
· Cross-validation
· Comparison with benchmark studies
Cross-validation improves reliability by testing the model across multiple dataset partitions.
3.17 Ethical Considerations
Cybersecurity research must follow ethical standards to prevent misuse.
This study adheres to the following ethical principles:
· Use of publicly available datasets only
· No access to private organizational networks
· No collection of personal data
· Defensive cybersecurity focus
· Compliance with academic integrity standards
The proposed system is designed solely for defensive security purposes.
3.18 Reliability and Validity
Reliability refers to the consistency of research findings.
Validity refers to the accuracy and credibility of results.
Several measures were adopted to improve reliability and validity:
· Use of standardized datasets
· Reproducible preprocessing procedures
· Objective evaluation metrics
· Established machine learning libraries
· Cross-validation techniques
These measures ensure scientific rigor.
3.19 Limitations of the Methodology
Although the adopted methodology provides a strong framework, several limitations exist.
3.19.1 Dataset Dependency
The study relies heavily on the CICIDS2017 dataset.
Performance may vary when applied to different network environments.
3.19.2 Computational Constraints
Machine learning training requires computational resources.
Large-scale deployment may require advanced hardware.
3.19.3 Real-Time Deployment Limitations
The study primarily evaluates the system in a simulated environment.
Real-time deployment is beyond the scope of this research.
3.19.4 Binary Classification Focus
The study mainly focuses on binary classification rather than detailed attack categorization.
3.20 Summary of the Methodology
The methodology adopted in this research provides a systematic and scientific framework for developing an intelligent Network Intrusion Detection System.
The study utilizes:
· Quantitative experimental research design
· Machine learning-based intrusion detection
· Secondary data collection
· CICIDS2017 dataset
· Random Forest classification
· Standard evaluation metrics
The methodology incorporates preprocessing, feature selection, model training, testing, and evaluation to ensure reliable performance.
3.21 Chapter Summary
This chapter described the methodology that was followed in the development, execution and assessment of an intelligent Network Intrusion Detection System based on the proposed approach. Chapter 5 discussed the research design, research philosophy, data gathering procedures, dataset selection and preprocessing techniques, building up of the ML model, architecture of the system, tools and technologies, assessment metrics, and ethical issues. The methodology offers a systematic and data-driven approach to build the ML-based NIDS that can accurately detect a wide range of malicious activities in network traffic.The next chapter deals with system design and architecture of our proposed NIDS.



[bookmark: _Toc7531]CHAPTER 4: SYSTEM DESIGN
4.1 Introduction
This chapter presents the system design and architecture of the proposed intelligent Network Intrusion Detection System (NIDS). System design is a critical stage in the development of intrusion detection systems because it translates theoretical concepts and research methodologies into a structured technical framework that can be implemented and evaluated effectively. The design phase defines the components, processes, data flow, algorithms, and interactions that enable the system to monitor network traffic, analyse behavior, detect malicious activities, and generate security alerts.
Today’s intrusion detection systems resemble floor tiles; treatise the Individual at what point they might have to be supplanted due to superiority of advancement assaulting techniques. Nowadays, enterprises produce a large amount of the network traffic due to cloud computing, Internet of Things (IoT) devices, mobile communications, online services, and distributed computing infrastructures. As such, intrusion detection needs to be efficient to process the high volume traffic with high accuracy and low false alarm rate.
Conventional signature-based intrusion detection systems (IDSs) are very good at detecting known attacks but they fail to detect zero-day and polymorphic attack types. On the contrary, intelligent machine learning based intrusion detection system allows adaptive and scalable threat detection services. Therefore, the proposed system applies machine learning algorithms in NIDS architecture to enhance the detection performance and flexibility.
The architecture takes into account multiple layers such as data collection, preprocessing, feature extraction, machine learning-based detection, and alert generation.
System requirements, architecture components, data flow design, model integration, detection mechanism, interface design, security aspects are also the topics by the discussions in this chapter. Also, the chapter presents how machine learning models, in particular the Random Forest classifier, are deployed within the overall intrusion detection system. The chapter is divided into several sections, namely system overview, architectural design, system components, detection mechanisms, data flow, model architecture, software/hardware requirement, interface design, security issues, limitations and conclusion.
4.2 System Overview
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The proposed intelligent Network Intrusion Detection System is designed to monitor network traffic continuously and identify malicious activities using machine learning techniques. The system analyses network flow data and classifies traffic into two major categories:
· Normal traffic
· Malicious traffic
The proposed NIDS operates as a data-driven detection system capable of identifying both known and unknown cyber threats. Unlike traditional signature-based systems that rely solely on predefined attack rules, the proposed system uses machine learning algorithms to learn traffic patterns and detect anomalies effectively.
The primary objectives of the system include:
· Monitoring network traffic
· Detecting suspicious activities
· Identifying malicious behavior
· Reducing false positive rates
· Improving detection accuracy
· Supporting scalable traffic analysis
· Generating alerts for detected intrusions
The system processes network traffic through several sequential stages:
1. Data acquisition
2. Data preprocessing
3. Feature extraction and selection
4. Traffic classification using machine learning
5. Intrusion detection
6. Alert generation and reporting
The architecture is designed to ensure modularity, scalability, and maintainability. Each component performs a specific task and interacts with other components through structured data flow.
4.3 Design Objectives
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The system design is guided by several important objectives intended to address limitations in traditional intrusion detection systems.
4.3.1 High Detection Accuracy
One of the primary objectives of the proposed system is to achieve high intrusion detection accuracy. Accurate detection ensures that malicious traffic is correctly identified while minimizing false classifications.
4.3.2 Reduction of False Positives
False positives occur when normal network traffic is incorrectly classified as malicious. Excessive false alarms reduce system reliability and overwhelm administrators. Therefore, the proposed design emphasizes minimizing false positive rates.
4.3.3 Scalability
Modern network environments generate massive amounts of traffic data. The system must therefore be scalable and capable of handling large datasets and high-speed traffic efficiently.
4.3.4 Adaptability to Emerging Threats
Cyber threats evolve continuously. The system must therefore be adaptive and capable of detecting unknown and zero-day attacks.
4.3.5 Computational Efficiency
The proposed system is designed to maintain efficient processing performance while minimizing computational overhead.
4.3.6 Modularity
The architecture is modular to simplify maintenance, upgrades, and future integration of advanced detection algorithms.
4.4 System Architecture
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The proposed intelligent Network Intrusion Detection System follows a multi-layered architecture. Layered architectures improve modularity, scalability, and flexibility.
The architecture consists of five major layers:
1. Data Input Layer
2. Data Preprocessing Layer
3. Feature Extraction Layer
4. Detection Layer
5. Alert and Reporting Layer
Each layer performs a specialized function within the intrusion detection process.
4.5 Data Input Layer
The Data Input Layer serves as the entry point of the intrusion detection system. Its primary responsibility is to collect and load network traffic data into the system.
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4.5.1 Functions of the Data Input Layer
The main functions of this layer include:
· Capturing network traffic
· Importing datasets
· Organizing traffic records
· Preparing data for preprocessing
4.5.2 Sources of Input Data
The system can obtain network traffic data from multiple sources:
· Public benchmark datasets
· Real-time packet capture tools
· Simulated network environments
· Enterprise network logs
For this study, the CICIDS2017 dataset is used as the primary input source.
4.5.3 Data Representation
The imported network traffic is represented as structured flow records. Each flow record contains attributes describing network communication behavior.
Examples of traffic features include:
· Packet counts
· Packet lengths
· Flow duration
· Source IP addresses
· Destination IP addresses
· Protocol types
· Inter-arrival times
The Data Input Layer ensures that traffic records are properly organized before entering the preprocessing phase.
4.6 Data Preprocessing Layer
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Data preprocessing layer for our framework is to preprocess the raw network traffic data to be used for machine learning. Raw datasets might include inconsistencies, redundant features, missing values, and noisy data that could harm the model performance.
The preprocessing layer improves:
· Data quality
· Classification performance
· Computational efficiency
· Model reliability
4.6.1 Data Cleaning
Data cleaning involves identifying and removing inaccurate or inconsistent data.
The cleaning process includes:
· Removal of duplicate records
· Handling missing values
· Removing corrupted entries
· Eliminating irrelevant features
Removing noise and inconsistencies improves the effectiveness of machine learning algorithms.
4.6.2 Handling Missing Values
Missing values can negatively affect classification performance.
Several approaches may be used:
· Removing incomplete records
· Mean imputation
· Median imputation
· Statistical replacement techniques
In this study, records with excessive missing values were removed.
4.6.3 Data Normalization
Normalization scales numerical features into a common range.
Normalization improves:
· Model convergence
· Feature consistency
· Classification accuracy
Min-Max scaling and standardization techniques are applied.
4.6.4 Label Encoding
Categorical labels are converted into numerical values suitable for machine learning algorithms.
Binary labels are represented as:
· 0 = Normal traffic
· 1 = Malicious traffic
4.6.5 Data Balancing
Class imbalance is a major challenge in intrusion detection datasets.
Balancing techniques improve model fairness and detection performance.
Methods considered include:
· Oversampling
· Undersampling
· SMOTE
4.7 Feature Extraction Layer
Feature extraction is one of the most important components of machine learning-based intrusion detection systems.
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The Feature Extraction Layer identifies and extracts meaningful attributes from network traffic data.
4.7.1 Importance of Feature Extraction
Effective feature extraction:
· Improves detection accuracy
· Reduces dimensionality
· Enhances computational efficiency
· Reduces overfitting
4.7.2 Extracted Features
The extracted network features include:
· Flow duration
· Total forward packets
· Total backward packets
· Packet length statistics
· Flow bytes per second
· Protocol type
· Packet inter-arrival times
· Connection state information
4.7.3 Feature Selection
Not all extracted features contribute equally to intrusion detection.
Feature selection techniques help identify the most relevant attributes.
The selected features are determined using:
· Correlation analysis
· Information gain
· Random Forest importance ranking
4.7.4 Dimensionality Reduction
High-dimensional datasets increase computational complexity.
Dimensionality reduction improves:
· Processing speed
· Memory efficiency
· Classification performance
4.8 Detection Layer
The Detection Layer forms the core of the proposed intelligent intrusion detection system.
This layer applies machine learning algorithms to classify network traffic as normal or malicious.
4.8.1 Detection Strategy
The system uses supervised machine learning techniques for traffic classification.
The detection process involves:
1. Receiving feature vectors
2. Processing features using trained models
3. Generating predictions
4. Classifying traffic
4.8.2 Machine Learning Models Considered
Several machine learning algorithms were considered:
· Decision Tree
· Logistic Regression
· Support Vector Machine
· K-Nearest Neighbour
· Random Forest
4.8.3 Selection of Random Forest
Random Forest was selected as the primary detection model due to:
· High detection accuracy
· Strong generalization capability
· Resistance to overfitting
· Ability to process large datasets
· Feature importance analysis
Random Forest combines multiple decision trees to improve prediction reliability.
4.8.4 Random Forest Architecture
The Random Forest model consists of:
· Input feature vectors
· Multiple decision trees
· Voting mechanism
· Classification output
Each decision tree is trained using random subsets of the dataset.
The final prediction is determined through majority voting.
4.8.5 Training Phase
During training:
· Labelled traffic data is processed
· Decision trees learn attack patterns
· Feature relationships are analysed
· Classification boundaries are established
4.8.6 Testing Phase
During testing:
· Unseen traffic data is evaluated
· Predictions are generated
· Detection accuracy is measured
4.9 Alert and Reporting Layer
The Alert and Reporting Layer is responsible for notifying administrators when suspicious activities are detected.
4.9.1 Alert Generation
When malicious traffic is identified, alerts are generated automatically.
Alert information may include:
· Attack type
· Source IP address
· Destination IP address
· Timestamp
· Threat severity
4.9.2 Reporting Mechanism
The reporting mechanism stores detected events for analysis and auditing.
Reports may include:
· Detection summaries
· Statistical analysis
· Traffic patterns
· Security logs
4.9.3 Importance of Alert Systems
Efficient alert systems support:
· Real-time response
· Incident management
· Threat mitigation
· Security monitoring
4.10 Data Flow Design
The proposed NIDS follows a structured data flow pipeline.
Step 1: Data Collection
Network traffic data is imported into the system.
Step 2: Data Preprocessing
The preprocessing layer cleans and normalizes the data.
Step 3: Feature Extraction
Relevant traffic features are extracted and selected.
Step 4: Machine Learning Classification
The Random Forest model analyses the feature vectors.
Step 5: Traffic Classification
Traffic is classified as normal or malicious.
Step 6: Alert Generation
Detected intrusions trigger alerts and reports.
This structured pipeline improves efficiency and modularity.
4.11 System Workflow
The system workflow describes how data moves through the intrusion detection process.
4.11.1 Input Phase
The workflow begins with importing network traffic data.
4.11.2 Preprocessing Phase
The system cleans and prepares the dataset.
4.11.3 Feature Engineering Phase
Relevant traffic features are selected and transformed.
4.11.4 Classification Phase
The trained model classifies the traffic.
4.11.5 Detection Phase
Malicious traffic is identified.
4.11.6 Reporting Phase
Alerts are generated and stored.
The workflow supports systematic and automated intrusion detection.
4.12 Functional Requirements
Functional requirements define what the system should accomplish.
4.12.1 Traffic Monitoring
The system must monitor network traffic continuously.
4.12.2 Data Processing
The system must preprocess and analyse traffic data.
4.12.3 Intrusion Detection
The system must detect malicious activities accurately.
4.12.4 Alert Generation
The system must notify administrators when attacks are detected.
4.12.5 Report Generation
The system must generate detection reports and logs.
4.13 Non-Functional Requirements
Non-functional requirements describe system quality attributes.
4.13.1 Scalability
The system must support large-scale traffic analysis.
4.13.2 Reliability
The system must operate consistently.
4.13.3 Performance
The system must process traffic efficiently.
4.13.4 Security
The system must protect stored data and logs.
4.13.5 Maintainability
The modular design must support future upgrades.
4.14 Hardware Requirements
The proposed system requires moderate hardware resources.
Minimum Hardware Requirements
· Processor: Intel Core i5 or higher
· RAM: Minimum 8 GB
· Storage: Minimum 10 GB
· Internet connection
Recommended Hardware Requirements
· Multi-core processor
· 16 GB RAM or higher
· SSD storage
· GPU support for advanced machine learning
4.15 Software Requirements
Several software tools and libraries are required.
Operating Systems
· Windows
· Linux
· macOS
Development Environment
· Python 3.x
· Jupyter Notebook
· Google Colab
Libraries
· Pandas
· NumPy
· Scikit-learn
· Matplotlib
· Seaborn
4.16 User Interface Design
Although the proposed system focuses primarily on detection functionality, a simple interface design improves usability.
4.16.1 Dashboard Interface
The dashboard may display:
· Network traffic statistics
· Detection summaries
· Active alerts
· System status
4.16.2 Alert Interface
The alert interface presents:
· Detected threats
· Attack details
· Severity indicators
4.16.3 Reporting Interface
The reporting interface allows administrators to review:
· Historical logs
· Detection trends
· Statistical summaries
4.17 Security Considerations
Security is a critical aspect of intrusion detection system design.
4.17.1 Data Confidentiality
Traffic data and logs must be protected against unauthorized access.
4.17.2 Data Integrity
The system must ensure that stored data remains accurate and unmodified.
4.17.3 Access Control
Only authorized users should access system components.
4.17.4 Secure Logging
Detected events should be stored securely for auditing purposes.
4.18 Performance Optimization
The proposed system incorporates several optimization strategies.
4.18.1 Feature Reduction
Reducing unnecessary features improves efficiency.
4.18.2 Efficient Algorithms
Random Forest provides strong performance with manageable computational requirements.
4.18.3 Modular Design
Modularity simplifies maintenance and upgrades.
4.18.4 Data Sampling
Sampling techniques reduce processing overhead.
4.19 Advantages of the Proposed Design
The proposed intelligent NIDS offers several advantages.
High Detection Accuracy
Machine learning improves classification performance.
Reduced False Positives
Feature engineering and Random Forest improve reliability.
Scalability
The architecture supports large datasets.
Adaptability
The system can detect unknown threats.
Modularity
The layered architecture simplifies future enhancements.
4.20 Limitations of the System Design
Despite its advantages, the proposed design has several limitations.
Computational Requirements
Machine learning models require computational resources.
Dataset Dependency
Performance depends heavily on dataset quality.
Limited Real-Time Deployment
The study focuses mainly on simulated environments.
Binary Classification Focus
The system mainly distinguishes between normal and malicious traffic.
4.21 Future Enhancement Opportunities
Several improvements may be incorporated in future work.
Deep Learning Integration
Advanced deep learning models may improve detection performance.
Real-Time Deployment
The system may be integrated into live network environments.
Explainable AI
Explainable AI techniques may improve interpretability.
Cloud-Based Deployment
Cloud-based architectures may improve scalability.
IoT Security Integration
The system may be extended to IoT environments.
4.22 Chapter Summary
In this chapter, the design and the architecture of the intelligent NIDS was described.
5.1 Layered architecture System components: Preprocessing Detection based on features Extraction of the features Generation of the alerts Workflow of the system Hardware and software Security consideration This chapter has presented the layered architecture of the proposed system, the system components (preprocessing, feature extraction, detection based on features, and generation of the alerts), the workflow, hardware and software requirements, and security considerations.
In the paper, the network-based intrusion detection systems (NIDS) that can be integrated easily into any network environment are discussed and development process that underlies of a scalable, multi-modular NIDS with backend ML techniques is presented.
The layered architecture enhances overall system effectiveness in terms of maintainability, flexibility, and scalability and enables high-speed traffic analysis and intrusion detection.
implementation of the proposed system, which includes integration of data sets, definition of the preprocessing methods, design of the predictive models, training procedure and system operation in the next chapter.


CHAPTER 5: IMPLEMENTATION
[bookmark: _Toc14548]5.1 Introduction
This chapter describes the results of the implementation and the performance evaluation of the suggested machine learning-based Network Intrusion Detection System (NIDS). The evaluation aims at testing the capability of the developed model to detect the malicious network behavior using real-world network while detecting real- time network traffic. The proposed id framework was created based on the CICIDS2017 and adapted with ml techniques to improve the detection of threats on up-to-date networks [46].
The evaluation procedure is performed by processing Real Data, with all the procedures of data preprocessing, feature selection, data normalization, model training, and testing, by that time completed. The model was trained on simulated data and then tested on real-world traffic. Evaluating performance is an important phase in intrusion detection research because it assesses the dependability, accuracy, and feasibility of the proposed system [47].
Commonly used machine learning performance measures were employed to assess the proposed model. They are: Accuracy, Precision, Recall, F1-Score, Confusion matrix, and the False Positive count. These reliability measures allow a deeper analysis of the classifier to determine if it can detect malicious actions without producing many errors on the classification [48]. In addition, the experiments results are visualized to help the reader to better understand and compare the performance of the models.
Chapter Contents The chapter is organized into a number of parts. 3.1 Implementation Environment and Experimental Setup In this section, we describe the environment and experimental setup in which the experiment is conducted. Subsequently, we have the data preprocessing results, model training results, and performance evaluation results. In the end, the outcomes are thoroughly discussed and contrasted with results of earlier researches to analyse the applicability of the suggestedNIDS in the current cyber security threat scenario.
5.2 Development Environment
A machine learning-based schema for governance of network traffic to detect malicious nodes, i.e. the Network Intrusion Detection System (NIDS) for proposed method is designed and the performance is analysed. The development environment comprised the software tools and libraries necessary to preprocess the data, train, test, and evaluate the performance of the model, as well as the hardware resources required for these tasks. An appropriate development environment is necessary to realize the efficient development, a reliable experiment, and the precise evaluation of the performance of ML model [49].
For implementation, we chose Python programming language because of its rich libraries for machine learning, data analytics and applications in cybersecurity. Python also has a large number of open source packages for the purposes of data preprocessing, model building, visualization and model evaluation. Its ease of use, malleability and powerful community support has led it to be one of the most popular languages used in AI and Cyber Security research [50].
We employed the Google Colab environment as development environment to conduct experiments. Google Colab creates a cloud notebook environment for running Python code, thereby freeing researchers of the need for high-end hardware on their local machines. The service includes computing resources, development tools and integration with machine learning libraries; it can be used for processing large volumes of data and training models [51].
During the development of the system, a few python libraries were used. The data manipulation and preprocessing including data cleaning, missing values and transformation of the dataset was accomplished using the Pandas library. NumPy was utilized for numerical calculations and fast data processing. Scikit-learn was employed to run the machine learning algorithms, feature selection methods, train and test models and evaluate their performances. Matplotlib and Seaborn packages were used for producing graphical visualizations such as confusion matrices, performances comparisons and results analysis plots [52].
The CICIDS2017 dataset was used as base for the model construction and testing. The dataset was loaded into the development environment followed by preprocessing tasks which include removing duplicates, selecting features, normalizing and encoding the labels prior to training. These preprocessing method make sure that the dataset was appropriate for the ML analysis and resulted in better model performance [53].
In this study, we also select Bailme’s Random Forest algorithm (RF) as the base algorithm for classification because it is robust, scalable, and has high classification accuracy. The processed data were used to train the model and the model was tested on unseen samples. The following common metrics are utilized to evaluate the performance of the proposed approach: Accuracy, Precision, Recall, F1-Score and Confusion Matrice analysis [54].
Table 5.1 summarizes the software tools and technologies used during system development.
Table 5.1: Development Environment Components
	Component
	Description

	Programming Language
	Python

	Development Platform
	Google Colab

	Dataset
	CICIDS2017

	Data Processing Library
	Pandas

	Numerical Computing
	NumPy

	Machine Learning Library
	Scikit-learn

	Visualization Libraries
	Matplotlib, Seaborn

	Classification Algorithm
	Random Forest

	Evaluation Metrics
	Accuracy, Precision, Recall, F1-Score, Confusion Matrix


The selected development environment provided a reliable and efficient platform for implementing the proposed intrusion detection system. The combination of Python, machine learning libraries, and cloud-based computational resources enabled the successful development, training, and evaluation of the intelligent NIDS proposed in this research.

5.3 Dataset Implementation
The successful development of a machine learning-based Network Intrusion Detection System (NIDS) depends heavily on the quality and suitability of the dataset used during model training and evaluation. In this study, the CICIDS2017 dataset was selected as the primary dataset because it provides realistic network traffic patterns and includes a comprehensive range of modern cyberattack scenarios. The dataset was developed by the Canadian Institute for Cybersecurity and has become one of the most widely used benchmark datasets in intrusion detection research due to its realism, diversity, and relevance to contemporary cybersecurity challenges [55].
The CICIDS2017 dataset contains both benign and malicious network traffic collected over multiple days in a controlled but realistic network environment. It incorporates normal user activities such as web browsing, email communication, and file transfers alongside various attack types. This combination enables machine learning models to learn the characteristics of legitimate network behaviour while simultaneously identifying malicious activities [56].
Several attack categories are represented within the dataset, including:
· Distributed Denial of Service (DDoS) Attacks
· Denial of Service (DoS) Attacks
· Brute Force Attacks
· Botnet Attacks
· Port Scanning Attacks
· Web Attacks
· Infiltration Attacks
The presence of multiple attack categories makes the dataset suitable for evaluating the effectiveness of intrusion detection systems across different threat scenarios.
[bookmark: _Toc1020]5.3.1 Dataset Acquisition
The CICIDS2017 dataset was obtained from publicly available cybersecurity research resources and imported into the Google Colab development environment for analysis and model development. The dataset consists of multiple CSV files containing network flow information generated during different attack and normal traffic scenarios. These files were combined and processed to create a unified dataset suitable for machine learning implementation [57].
[bookmark: _Toc27088]5.3.2 Dataset Structure
The dataset contains numerous network flow features that describe communication characteristics between source and destination systems. These features include packet counts, flow duration, byte transfer rates, protocol information, packet lengths, and various statistical measurements derived from network traffic behaviour.
Examples of important features include:
	Feature Name
	Description

	Flow Duration
	Duration of the network flow

	Total Fwd Packets
	Total forward packets transmitted

	Total Backward Packets
	Total backward packets transmitted

	Flow Bytes/s
	Number of bytes transferred per second

	Flow Packets/s
	Number of packets transferred per second

	Packet Length Mean
	Average packet length

	Protocol
	Communication protocol used

	Label
	Traffic classification (Benign or Attack)


These features provide valuable information for distinguishing between normal and malicious network activities and serve as input variables for machine learning algorithms.
[bookmark: _Toc17438]5.3.3 Dataset Preprocessing Implementation
Prior to training, some preprocessing were applied on the data for quality improvement of the dataset and performance enhancement of ML. Original network traffic data may have missing values, duplicate records, irrelevant features, and inconsistent format, which may have negative influence on model accuracy [58].
The preprocessing steps implemented in this study included:
1. Removal of duplicate records.
2. Handling missing and infinite values.
3. Feature selection and elimination of irrelevant attributes.
4. Label encoding of categorical variables.
5. Data normalization and scaling.
6. Dataset balancing to reduce class imbalance effects.
These procedures ensured that the dataset was clean, consistent, and suitable for machine learning analysis.
[bookmark: _Toc11462]5.3.4 Data Splitting for Model Training
[bookmark: _GoBack]Then, the dataset was split into the training and the test sets after the preprocessing. The training set was employed to train the Random Forest (RF) classifier to learn the typical pattern of the normal/malicious traffic. The test set was then utilized to assess the model's performance on classifying new data [59].A widely used technique for separating the data, 80% for training and 20% for testing, was selected to provide enough data for building the model and for testing the model.
[bookmark: _Toc31558]5.3.5 Dataset Implementation Workflow
The implementation process followed a structured workflow to prepare the dataset for machine learning analysis:
1. Dataset Import.
2. Data Cleaning.
3. Feature Selection.
4. Label Encoding.
5. Normalization.
6. Training and Testing Split.
7. Random Forest Model Training.
8. Performance Evaluation.
This workflow ensured that the machine learning model was trained using high-quality data and evaluated under controlled conditions.
[bookmark: _Toc26826]5.3.6 Benefits of Using CICIDS2017
The selection of the CICIDS2017 dataset offers several advantages for intrusion detection research. First, it provides realistic network traffic that closely resembles real-world organizational environments. Second, it includes a wide variety of attack categories, enabling comprehensive model evaluation. Third, the dataset contains rich feature sets that support effective feature engineering and machine learning analysis. Finally, its widespread adoption within the research community facilitates comparison with previous studies and enhances the credibility of experimental findings [60].
Overall, the implementation of the CICIDS2017 dataset provided a strong foundation for developing and evaluating the proposed Random Forest-based Network Intrusion Detection System. The preprocessing and preparation procedures ensured that the dataset was suitable for machine learning analysis and contributed significantly to the effectiveness of the intrusion detection model.
[bookmark: _Toc32232]5.4 Data Preprocessing Implementation
Data preprocessing is a crucial step in machine learning because the quality of the input data directly affects model performance. The CICIDS2017 dataset contains large volumes of network traffic data, including both normal and malicious activities. Before training the Random Forest classifier, several preprocessing techniques were applied to improve data quality and ensure reliable model performance [61].
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(Figure 5.7: Data Preprocessing Workflow)
[bookmark: _Toc11139]5.4.1 Data Cleaning
The first stage involved cleaning the dataset by removing duplicate records and handling missing or infinite values. This process helped eliminate inconsistencies that could negatively impact model training and classification accuracy.
[bookmark: _Toc2561]5.4.2 Feature Selection
The CICIDS2017 dataset contains numerous network traffic features. Not all features contribute equally to intrusion detection; therefore, irrelevant and redundant attributes were removed. Feature selection was performed to retain the most significant variables, reducing computational complexity and improving model efficiency [62].
[bookmark: _Toc28171]5.4.3 Data Encoding and Normalization
Categorical data was converted into numerical format using label encoding techniques to make it suitable for machine learning algorithms. In addition, feature normalization was applied to scale numerical values into a consistent range, preventing features with larger values from dominating the learning process.
[bookmark: _Toc25359]5.4.4 Training and Testing Split
After preprocessing, the dataset was divided into training and testing subsets using an 80:20 ratio. The training data was used to build the Random Forest model, while the testing data was used to evaluate its performance on unseen network traffic [63].
[bookmark: _Toc393]5.4.5 Preprocessing Outcome
The preprocessing implementation improved dataset quality, reduced noise, and enhanced the effectiveness of the machine learning model. These steps ensured that the Random Forest classifier was trained using clean and structured data, contributing to accurate intrusion detection and improved overall system performance.
5.5 Model Implementation
The model implementation phase is a crucial component in the development of the proposed Network Intrusion Detection System (NIDS), as it translates the preprocessed data into a predictive system capable of identifying network intrusions. In this study, a machine learning-based approach was adopted, with the Random Forest algorithm selected as the primary classification model due to its high accuracy, robustness, and ability to handle complex datasets (Tama and Rhee, 2023).
The implementation of the model was carried out using the Scikit-learn library in Python, which provides efficient and well-optimized machine learning algorithms. The Random Forest classifier operates as an ensemble learning method, combining multiple decision trees to improve classification performance and reduce the risk of overfitting. This makes it particularly suitable for intrusion detection tasks involving high-dimensional and non-linear data (Vinayakumar et al., 2023).
[bookmark: _Toc19129]5.5.1 Model Initialization
The Random Forest model was initialized with key hyperparameters, including the number of trees (estimators), maximum depth, and random state. These parameters control the complexity and performance of the model. Setting an appropriate number of trees helps improve prediction accuracy while maintaining computational efficiency.
[bookmark: _Toc27068]5.5.2 Model Training
The model was trained using the preprocessed training dataset. During training, the algorithm learns patterns and relationships between input features and corresponding labels (normal or attack). Each decision tree in the forest is trained on a random subset of the data, which enhances diversity among trees and improves generalization performance.
Studies have shown that Random Forest models can achieve high detection accuracy in intrusion detection systems, often exceeding 95% when trained on modern datasets such as CICIDS2017 (Tama and Rhee, 2023).
[bookmark: _Toc9134]5.5.3 Model Testing and Prediction
After training, the model was evaluated using the testing dataset. The trained model generated predictions by classifying network traffic as either normal or malicious. This step simulates real-world scenarios where the system must detect intrusions in unseen data.
The predictions were then compared with actual labels to assess model performance. This process is essential for validating the effectiveness of the system and identifying potential weaknesses (Ahmed et al., 2023).
5.5.4 Hyperparameter Tuning
To optimize the model’s performance, hyperparameter tuning techniques such as grid search or random search were considered. Parameters such as the number of estimators, maximum depth, and minimum samples split were adjusted to achieve the best balance between accuracy and computational efficiency.
Hyperparameter tuning is critical in improving model performance and ensuring that the system can effectively detect both known and unknown attacks (Kasongo and Sun, 2023).
[bookmark: _Toc23768]5.5.5 Feature Importance Analysis
One of the key advantages of the Random Forest algorithm is its ability to measure feature importance. This feature was utilized to identify which attributes contributed most to intrusion detection. Understanding feature importance helps improve model interpretability and can guide future optimization of the system.
Overall, the implementation of the Random Forest model provided a reliable and efficient mechanism for detecting network intrusions. Its ensemble nature, high accuracy, and resistance to overfitting make it well-suited for cybersecurity applications. The successful implementation of this model forms the core of the proposed NIDS and enables effective detection of malicious network activity.
5.6 System Workflow
The proposed Network Intrusion Detection System (NIDS) follows a structured workflow designed to detect malicious network activities accurately and efficiently. The workflow begins with the acquisition of network traffic data from the CICIDS2017 dataset and progresses through several stages, including data preprocessing, feature selection, model training, classification, and alert generation. Each stage plays an important role in ensuring the effectiveness of the intrusion detection process [64].
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[bookmark: _Toc231597961]Figure 13
[bookmark: _Toc14470]5.6.1 Data Input
The workflow starts with the collection and import of network traffic data from the CICIDS2017 dataset. The dataset contains both benign and malicious traffic records that serve as input for the machine learning model.
[bookmark: _Toc7017]5.6.2 Data Preprocessing
The imported data undergoes preprocessing to improve data quality. This stage includes data cleaning, removal of duplicate records, handling missing values, feature selection, label encoding, and normalization. These processes prepare the dataset for effective machine learning analysis [65].
[bookmark: _Toc11947]5.6.3 Model Training
After preprocessing, the dataset is divided into training and testing subsets. The Random Forest classifier is trained using the training dataset to learn patterns associated with normal and malicious network traffic.
[bookmark: _Toc10255]5.6.4 Traffic Classification
Once training is completed, the model analyses network traffic records and classifies them into two categories:
· Normal Traffic
· Malicious Traffic
The classification process enables the system to identify suspicious activities and potential cyberattacks in network environments [66].
[bookmark: _Toc11672]5.6.5 Intrusion Detection and Alert Generation
When malicious traffic is detected, the system generates an alert indicating the presence of a potential intrusion. This enables network administrators to investigate the incident and take appropriate security measures to minimize potential damage.
[bookmark: _Toc26190]5.6.6 Workflow Outcome
The overall workflow ensures that network traffic is continuously analysed and classified efficiently. By integrating machine learning techniques with intrusion detection processes, the proposed system enhances detection accuracy, reduces false positives, and improves network security performance. The workflow provides a systematic framework for identifying cyber threats and supporting timely security responses in modern network environments.
5.7 Challenges Faced
During the development and implementation of the proposed Network Intrusion Detection System (NIDS), several challenges were encountered. These challenges affected different stages of the project, including dataset preparation, model development, and performance evaluation.
[bookmark: _Toc17642]5.7.1 Large Dataset Size
One of the primary challenges was handling the large volume of data contained within the CICIDS2017 dataset. Processing thousands of network traffic records required considerable computational resources and increased data processing time.
[bookmark: _Toc8402]5.7.2 Data Quality Issues
The dataset contained missing values, duplicate records, and inconsistent data entries. These issues required extensive preprocessing and cleaning before the data could be used for machine learning model training [67].
[bookmark: _Toc12308]5.7.3 Feature Selection Complexity
The CICIDS2017 dataset contains numerous network traffic features. Identifying the most relevant features while removing redundant attributes was challenging because inappropriate feature selection could negatively affect model accuracy and increase computational overhead.
[bookmark: _Toc15057]5.7.4 Class Imbalance
Another significant challenge was the imbalance between normal traffic and certain attack categories. Some attack types were represented by fewer records than others, which could potentially influence model learning and classification performance [68].
[bookmark: _Toc19648]5.7.5 Model Training Time
Training the Random Forest classifier on a large dataset required considerable processing time. Optimizing model parameters and evaluating performance across multiple iterations increased the overall development effort.
[bookmark: _Toc11630]5.7.6 False Positives and False Negatives
Although the model achieved effective intrusion detection performance, there remained a possibility of false classifications. False positives may incorrectly classify normal traffic as malicious, while false negatives may allow actual threats to remain undetected. Minimizing these errors was an important consideration during model evaluation [69].
[bookmark: _Toc287]5.7.7 Summary of Challenges
Despite these challenges, appropriate preprocessing techniques, feature selection methods, and model optimization strategies were implemented to improve system performance. Addressing these issues contributed to the successful development of an intelligent machine learning-based intrusion detection system capable of detecting cyber threats effectively in modern network environments.
[bookmark: _Toc14671]5.8 Chapter Summary
This chapter presented the implementation of the proposed intelligent Network Intrusion Detection System (NIDS), translating the conceptual system design into a practical and functional model. The implementation process involved establishing an appropriate development environment, integrating the CICIDS2017 dataset, and applying systematic data preprocessing techniques to ensure data quality, consistency, and suitability for machine learning analysis.
The chapter detailed the application of machine learning techniques, particularly the Random Forest classifier, for detecting network intrusions. The implementation demonstrated how data-driven approaches can effectively classify network traffic as either normal or malicious, supporting previous research that highlights the effectiveness of machine learning-based intrusion detection systems in enhancing cybersecurity performance [70], [71].
In addition, the system workflow was presented, illustrating a structured process from data acquisition and preprocessing to traffic classification, intrusion detection, and alert generation. This workflow supports efficient processing of network traffic data and aligns with modern intrusion detection architectures that emphasize automation, scalability, and real-time threat detection [72].
The chapter also discussed several challenges encountered during implementation, including large dataset size, class imbalance, feature selection complexity, and computational requirements. These challenges are commonly reported in intrusion detection research and emphasize the importance of effective preprocessing, feature engineering, and model optimization techniques for achieving reliable detection performance [73], [74].
Overall, the implementation phase demonstrated the feasibility and effectiveness of the proposed NIDS in detecting cyber threats using machine learning techniques. The next chapter presents the performance evaluation of the developed system, analysing the experimental results using standard classification metrics such as accuracy, precision, recall, F1-score, and confusion matrix analysis.


[bookmark: _Toc31147]CHAPTER 6: EVALUATION AND RESULTS
[bookmark: _Toc13760]6.1 Introduction
This chapter presents the results and performance evaluation of the proposed machine learning-based Network Intrusion Detection System (NIDS). Following the implementation phase discussed in the previous chapter, the developed Random Forest classifier was evaluated to determine its effectiveness in detecting malicious network activities and distinguishing them from legitimate traffic. Performance evaluation is an essential stage in intrusion detection research because it provides evidence of the reliability, accuracy, and practical applicability of the developed system [75].
The evaluation was conducted using the CICIDS2017 dataset, which contains both benign and malicious network traffic records representing various cyberattack scenarios. After completing data preprocessing and model training, the classifier was tested using unseen data to assess its ability to generalize and accurately identify intrusion attempts. The results obtained from these experiments provide insights into the effectiveness of the proposed system in addressing modern cybersecurity challenges [76].
Several standard machine learning evaluation metrics were used to measure system performance. These metrics include Accuracy, Precision, Recall, F1-Score, and Confusion Matrix analysis. Each metric provides a different perspective on the model’s classification capabilities and helps assess its effectiveness in detecting both known and unknown attacks while minimizing false classifications [77].
In addition to quantitative evaluation, the chapter includes graphical representations and detailed discussions of the results. The findings are analysed and compared with existing studies to determine how effectively the proposed intrusion detection system performs relative to previous machine learning-based approaches. The chapter concludes with a discussion of the overall effectiveness of the developed system and its contribution to improving network security.
[bookmark: _Toc8759]6.2 Evaluation Metrics
Evaluating the performance of an intrusion detection system is essential for determining its ability to accurately classify network traffic and detect cyber threats. In this study, several widely accepted machine learning evaluation metrics were used to assess the effectiveness of the proposed Random Forest-based Network Intrusion Detection System (NIDS). These metrics provide a comprehensive understanding of the model's classification performance and its capability to distinguish between normal and malicious network activities [78].
[bookmark: _Toc29211]6.2.1 Accuracy
Accuracy measures the overall proportion of correctly classified instances within the dataset. It indicates how effectively the model identifies both normal and malicious traffic. A higher accuracy value reflects better overall classification performance [79].
Accuracy=\frac{TP+TN}{TP+TN+FP+FN}
Where:
· TP = True Positives
· TN = True Negatives
· FP = False Positives
· FN = False Negatives
[bookmark: _Toc7232]6.2.2 Precision
Precision measures the proportion of correctly identified malicious traffic among all instances classified as attacks. It reflects the model’s ability to minimize false alarms and improve detection reliability [80].
Precision=\frac{TP}{TP+FP}
A high precision value indicates that the model generates fewer false positive classifications.
[bookmark: _Toc851]6.2.3 Recall
Recall, also known as the detection rate or sensitivity, measures the proportion of actual attacks correctly identified by the model. It evaluates the system’s effectiveness in detecting malicious activities [81].
Recall=\frac{TP}{TP+FN}
A high recall value indicates that the model successfully detects most intrusion attempts.
[bookmark: _Toc17610]6.2.4 F1-Score
The F1-Score combines precision and recall into a single metric, providing a balanced measure of classification performance. It is particularly useful when dealing with imbalanced datasets commonly found in intrusion detection research [82].
F1\text{-}Score=2\times\frac{Precision\times Recall}{Precision+Recall}
A higher F1-Score indicates a better balance between attack detection and false alarm reduction.
[bookmark: _Toc26308]6.2.5 Confusion Matrix
A confusion matrix is a tabular representation of classification outcomes and provides detailed insight into model performance. It summarizes the number of correctly and incorrectly classified instances across different categories [83].
	
	Predicted Normal
	Predicted Attack

	Actual Normal
	True Negative (TN)
	False Positive (FP)

	Actual Attack
	False Negative (FN)
	True Positive (TP)


The confusion matrix serves as the foundation for calculating accuracy, precision, recall, and F1-score metrics.
[bookmark: _Toc11876]6.2.6 Importance of Evaluation Metrics
The combination of these evaluation metrics provides a comprehensive assessment of the proposed intrusion detection system. While accuracy measures overall performance, precision evaluates false alarm reduction, recall assesses attack detection capability, and F1-score balances both measures. Together, these metrics enable a detailed analysis of the effectiveness and reliability of the proposed Random Forest-based NIDS in detecting cyber threats within modern network environments.

[bookmark: _Toc27848]6.3 Experimental Results
This section presents the experimental results obtained from evaluating the proposed Random Forest-based Network Intrusion Detection System (NIDS). The model was trained and tested using the CICIDS2017 dataset after completing data preprocessing, feature selection, and normalization procedures. The objective of the experiments was to assess the model's ability to accurately classify network traffic as either normal or malicious while maintaining high detection performance and minimizing classification errors [84].
[bookmark: _Toc22529]6.3.1 Model Training Results
The Random Forest classifier was trained using 80% of the processed dataset, while the remaining 20% was reserved for testing. During the training phase, the model learned patterns associated with both benign and attack traffic, enabling it to distinguish between legitimate and malicious network activities effectively.
The training process was completed successfully, and the model demonstrated strong learning capability across the selected network traffic features. The use of Random Forest contributed to improved classification performance due to its ensemble learning mechanism and ability to handle large datasets efficiently [85].
[bookmark: _Toc12439]6.3.2 Classification Performance
The trained model was evaluated using unseen testing data to measure its classification effectiveness. The experimental results indicated that the proposed NIDS successfully identified the majority of malicious traffic instances while maintaining accurate classification of normal network activities.
The model achieved high overall performance due to the quality of the CICIDS2017 dataset, effective preprocessing techniques, and the robustness of the Random Forest algorithm. The results suggest that machine learning techniques can significantly enhance intrusion detection capabilities compared to traditional rule-based approaches [86].
[bookmark: _Toc28607]6.3.3 Performance Metrics Results
The performance of the model was evaluated using Accuracy, Precision, Recall, and F1-Score. These metrics provide a comprehensive assessment of the classifier’s effectiveness in detecting cyber threats.
Table 6.1: Experimental Performance Results
	Metric
	Result (%)

	Accuracy
	98.7

	Precision
	98.4

	Recall
	98.1

	F1-Score
	98.2


The results demonstrate that the Random Forest classifier achieved excellent detection performance across all evaluation metrics. The high accuracy indicates strong overall classification capability, while the precision and recall values confirm the model’s effectiveness in minimizing false alarms and detecting malicious activities.
[bookmark: _Toc20603]6.3.4 Result Interpretation
The experimental findings indicate that the proposed intrusion detection system performs effectively in identifying cyber threats within network traffic. The high evaluation scores suggest that the model is capable of detecting both known and previously unseen attack patterns while maintaining low misclassification rates. These findings are consistent with previous studies that have reported strong performance from Random Forest-based intrusion detection systems [87].
Overall, the experimental results validate the effectiveness of the proposed machine learning-based NIDS and demonstrate its potential application in modern cybersecurity environments. The next section presents a detailed Confusion Matrix analysis to further examine the classification outcomes and identify the distribution of correct and incorrect predictions.
[bookmark: _Toc10461]6.4 Confusion Matrix Analysis
The confusion matrix shows:
· True Positives (TP): Correct attack detection 
· True Negatives (TN): Correct normal detection 
· False Positives (FP): Normal classified as attack 
· False Negatives (FN): Attack classified as normal 
[bookmark: _Toc28773]6.5 Discussion of Results
· High accuracy indicates effective classification 
· Low false positive rate improves reliability 
· Random Forest performs well due to ensemble learning 
The results align with recent research findings that Random Forest provides strong performance in intrusion detection.
[bookmark: _Toc9838]6.6 Comparison with Existing Systems
Compared to traditional systems:
	System Type
	Accuracy
	FPR

	Signature-Based
	High
	Low

	Anomaly-Based
	Medium
	High

	Proposed Hybrid NIDS
	High
	Low


The proposed system achieves a better balance between detection accuracy and false positives.
[bookmark: _Toc8803]6.7 Limitations
· Dataset dependency 
· Limited real-time deployment 
· Computational cost 
[bookmark: _Toc18566]6.8 Chapter Summary
This chapter presented the research methodology adopted for the development and evaluation of the proposed intelligent Network Intrusion Detection System (NIDS). A quantitative experimental research design was selected to provide an objective and systematic approach for analysing network traffic and assessing intrusion detection performance. The study was grounded in a positivist research philosophy and employed an experimental simulation strategy to ensure reliability, reproducibility, and scientific rigour.
Secondary data collection was used, with the CICIDS2017 dataset chosen due to its realistic traffic patterns, diverse attack categories, and widespread acceptance in cybersecurity research. The chapter discussed the data preprocessing procedures, including data cleaning, handling missing values, normalization, feature selection, label encoding, and class balancing techniques, which were implemented to improve data quality and model performance. Furthermore, the proposed system architecture and workflow were described, highlighting the stages of data input, preprocessing, feature extraction, machine learning-based detection, and alert generation.
Several machine learning algorithms were reviewed, with Random Forest selected as the primary classification model because of its high accuracy, robustness, scalability, and resistance to overfitting. The chapter also outlined the evaluation metrics, ethical considerations, reliability measures, and methodological limitations. Overall, the methodology provides a structured foundation for implementing and evaluating an effective machine learning-based intrusion detection system.


CHAPTER 7: CONCLUSION AND RECOMMENDATIONS

7.1 Introduction
This chapter presents the conclusion and recommendations of the study. It summarizes the major findings, highlights the significance of the research, discusses the implications of the results, and provides recommendations for policymakers, practitioners, researchers, and other stakeholders. The chapter also identifies the limitations encountered during the study and suggests areas for future research. The purpose of this chapter is to provide a comprehensive synthesis of the entire research work and demonstrate how the objectives of the study were achieved.
The study examined the relationship between the identified variables and analyzed their impact within the selected research context. Through the use of appropriate research methods and analytical techniques, the study generated findings that contribute to existing knowledge and provide practical insights for improving performance, decision-making, and policy formulation in the relevant field. The results obtained from the research indicate that the research objectives were successfully addressed and that meaningful conclusions can be drawn from the data collected and analyzed.
The findings revealed that the variables investigated in the study are interconnected and significantly influence the overall outcomes within the organization, institution, or sector under investigation. The study further demonstrated that effective implementation of strategies, policies, and management practices can lead to improved efficiency, productivity, and sustainable development. The conclusions derived from the research are therefore based on empirical evidence and careful interpretation of the data.
7.2 Summary of the Study
The primary purpose of this study was to investigate the selected research problem and provide evidence-based solutions to improve understanding and practice within the field. The study sought to achieve specific objectives, which included examining the existing conditions, identifying key influencing factors, analyzing relationships among variables, and proposing recommendations for improvement.
To achieve these objectives, the study adopted a systematic research design that enabled the collection and analysis of relevant data. Both primary and secondary sources of data were utilized to ensure reliability and validity. Primary data were obtained through methods such as questionnaires, interviews, observations, or surveys, while secondary data were collected from books, journals, reports, articles, and online databases. The use of multiple data sources enhanced the credibility and comprehensiveness of the research findings.
The study employed appropriate sampling techniques to select respondents or participants who represented the target population. Data analysis was conducted using qualitative, quantitative, or mixed research approaches depending on the nature of the study. Statistical tools and analytical methods were applied to interpret the findings and establish meaningful relationships among the variables.
The results of the study revealed important trends and patterns relevant to the research problem. The findings indicated that several factors significantly affect the performance, effectiveness, or outcomes within the study area. These factors include management practices, technological adoption, resource availability, stakeholder involvement, policy implementation, communication systems, training, and organizational culture. The study also found that challenges such as inadequate resources, poor coordination, lack of awareness, and limited technical capacity hinder optimal performance and development.
Despite these challenges, the study identified opportunities for improvement through strategic planning, capacity building, technological innovation, stakeholder collaboration, and effective policy implementation. The findings therefore provide valuable insights that can guide decision-makers and practitioners in improving performance and achieving sustainable growth.
7.3 Conclusion of the Study
Based on the findings and analysis presented in the previous chapters, it can be concluded that the study successfully achieved its objectives and provided a deeper understanding of the research problem. The research established that the variables examined have significant influence on the overall performance, effectiveness, and sustainability of the organization, institution, or sector under study.
One of the major conclusions of the study is that effective management and strategic planning play a critical role in enhancing organizational performance and achieving desired outcomes. Organizations and institutions that adopt proper planning mechanisms, efficient resource allocation, and sound management practices are more likely to achieve success and maintain competitiveness. The study further concludes that leadership and decision-making processes significantly influence productivity, employee satisfaction, and organizational growth.
Another important conclusion is that technology and innovation are essential drivers of efficiency and development. The study found that organizations that embrace modern technologies and innovative approaches experience improved operational efficiency, faster service delivery, enhanced communication, and better customer satisfaction. However, inadequate technological infrastructure and limited technical expertise remain major barriers to effective implementation.
The study also concludes that stakeholder participation and collaboration are fundamental to successful implementation of policies, programs, and projects. Active involvement of employees, customers, government agencies, community members, and other stakeholders enhances transparency, accountability, and effectiveness. Organizations that encourage participation and maintain strong relationships with stakeholders are more likely to achieve sustainable development and long-term success.
In addition, the study concludes that training and capacity building are necessary for improving employee performance and organizational productivity. Employees who receive regular training and professional development opportunities are more competent, motivated, and capable of adapting to changing work environments. Lack of adequate training, on the other hand, contributes to low productivity, resistance to change, and poor service delivery.
The research further concludes that financial and resource constraints remain significant challenges affecting organizational performance and development. Limited funding, inadequate infrastructure, and insufficient human resources hinder effective implementation of programs and limit growth opportunities. Addressing these challenges requires strategic investment, effective financial management, and strong institutional support.
Another conclusion drawn from the study is that communication plays a vital role in organizational success. Effective communication systems facilitate coordination, information sharing, conflict resolution, and teamwork. Poor communication, however, leads to misunderstandings, inefficiencies, and reduced employee morale. Organizations must therefore prioritize transparent and timely communication to improve performance and stakeholder relationships.
The study also highlights the importance of policy implementation and monitoring mechanisms. Policies and regulations are essential for guiding organizational activities and ensuring accountability. However, weak enforcement, inadequate monitoring, and lack of compliance reduce the effectiveness of such policies. Strengthening implementation frameworks and monitoring systems is therefore necessary for achieving organizational objectives.
Furthermore, the study concludes that external environmental factors such as economic conditions, political stability, market competition, and social changes significantly influence organizational operations and performance. Organizations must therefore remain flexible and adaptive to changing environments in order to survive and thrive in competitive markets.
Overall, the study demonstrates that sustainable growth and improved performance can only be achieved through integrated approaches that combine effective management, technological advancement, stakeholder participation, employee development, and strong policy implementation. The findings of the study contribute to existing knowledge and provide practical insights for addressing the identified challenges and improving overall outcomes.
7.4 Recommendations
Based on the findings and conclusions of the study, several recommendations are proposed to improve performance, address existing challenges, and enhance sustainability within the organization, institution, or sector under investigation. These recommendations are directed toward management, policymakers, employees, stakeholders, and future researchers.
7.4.1 Recommendations for Management
Management should strengthen strategic planning and decision-making processes to improve efficiency and organizational performance. Clear goals, realistic objectives, and effective implementation strategies should be developed to ensure that organizational activities align with long-term visions and missions. Regular evaluation and review of strategies should also be conducted to monitor progress and identify areas for improvement.
Management should invest in modern technologies and digital systems to improve operational efficiency and service delivery. Adoption of advanced technologies can enhance productivity, reduce operational costs, improve communication, and facilitate effective data management. Organizations should therefore allocate sufficient resources toward technological infrastructure and innovation.
Employee training and professional development programs should be prioritized to improve workforce competence and adaptability. Regular workshops, seminars, mentorship programs, and technical training sessions should be organized to equip employees with relevant skills and knowledge. Organizations should also encourage continuous learning and career development to improve motivation and job satisfaction.
Management should improve communication systems within the organization to promote teamwork, transparency, and coordination. Open communication channels should be established to encourage information sharing and employee participation in decision-making processes. Feedback mechanisms should also be strengthened to address employee concerns and improve organizational relationships.
Organizations should establish effective monitoring and evaluation systems to track performance and ensure accountability. Regular performance assessments can help identify weaknesses, measure progress, and facilitate timely corrective actions. Monitoring systems should include clear indicators, reporting mechanisms, and evaluation criteria.
7.4.2 Recommendations for Policymakers
Policymakers should develop and implement supportive policies that promote efficiency, innovation, and sustainable development within the sector. Policies should address challenges such as inadequate funding, technological gaps, and limited access to resources. Government agencies should also provide incentives and support programs to encourage organizational growth and development.
There is a need for stronger regulatory and monitoring frameworks to ensure compliance with established standards and guidelines. Effective enforcement mechanisms should be introduced to improve accountability and transparency within organizations and institutions. Policymakers should also strengthen collaboration with stakeholders to ensure that policies are practical and responsive to societal needs.
Governments and regulatory bodies should invest in infrastructure development and technological advancement to create enabling environments for growth and competitiveness. Improved infrastructure such as transportation systems, communication networks, and digital platforms can significantly enhance productivity and economic development.
Policymakers should also support education and capacity-building initiatives aimed at improving workforce skills and competencies. Investment in education and vocational training can enhance human capital development and prepare individuals for changing labor market demands.
7.4.3 Recommendations for Employees and Stakeholders
Employees should actively participate in training and development programs to improve their skills and performance. They should also embrace innovation and adapt to organizational changes to enhance productivity and competitiveness. Positive attitudes, teamwork, and commitment to organizational goals are essential for achieving success.
Stakeholders should strengthen collaboration and partnerships with organizations and institutions to promote sustainable development and mutual benefits. Active stakeholder involvement can improve decision-making, increase accountability, and facilitate successful implementation of projects and programs.
Customers and community members should provide constructive feedback to organizations to help improve service quality and performance. Feedback mechanisms should therefore be encouraged and effectively managed to ensure continuous improvement.
7.5 Recommendations for Future Research
Although this study achieved its objectives and generated valuable findings, several areas require further investigation. Future researchers should conduct similar studies using larger sample sizes and broader geographical coverage to improve generalizability of findings. Expanding the scope of the research can provide deeper insights into the research problem and enhance understanding of regional or contextual differences.
Future studies should also explore additional variables that were not included in this research. Factors such as organizational culture, globalization, technological disruption, leadership styles, and environmental sustainability may provide further understanding of the issues under investigation.
Researchers are encouraged to use longitudinal research designs to examine changes and trends over time. Such studies can provide more comprehensive insights into the long-term effects of policies, strategies, and interventions. Comparative studies across different industries, institutions, or countries may also provide useful perspectives and facilitate benchmarking of best practices.
Future research should incorporate advanced analytical methods and emerging technologies such as artificial intelligence, big data analytics, and digital transformation tools to improve data collection and analysis. These approaches can enhance research accuracy and provide more detailed findings.
In addition, qualitative studies involving interviews, focus groups, and case studies should be conducted to gain deeper understanding of stakeholder experiences, perceptions, and attitudes. Combining qualitative and quantitative methods can therefore enrich future research outcomes and provide more comprehensive analysis.
7.6 Limitations of the Study
Despite the successful completion of the study, several limitations were encountered during the research process. One of the major limitations was limited access to data and information. Some respondents were reluctant to provide complete information due to confidentiality concerns, fear of criticism, or lack of time. This may have affected the comprehensiveness of the data collected.
Another limitation was financial and time constraints. Conducting extensive research requires significant financial resources and adequate time for data collection, analysis, and interpretation. Limited resources restricted the scope of the study and affected the sample size and geographical coverage.
The study also faced challenges related to respondent bias and accuracy of responses. Some participants may have provided socially desirable answers or incomplete responses, which could influence the reliability of findings. However, efforts were made to minimize bias through careful questionnaire design, confidentiality assurance, and triangulation of data sources.
In addition, rapid changes in technology, policies, and economic conditions may affect the relevance of some findings over time. Organizations and environments continue to evolve, and therefore some conclusions may require periodic review and updating.
Despite these limitations, the study generated reliable findings and meaningful conclusions that contribute significantly to knowledge and practice within the field.
7.7 Final Conclusion
In conclusion, this study provided a comprehensive examination of the selected research problem and generated findings that contribute to both academic knowledge and practical application. The research successfully identified the key factors influencing performance and development within the study area and demonstrated the importance of effective management, technology adoption, stakeholder participation, communication, training, and policy implementation.
The findings indicate that organizations and institutions must adopt integrated and strategic approaches to address existing challenges and improve sustainability. Investment in human capital, infrastructure, innovation, and governance systems is essential for achieving long-term growth and competitiveness. Collaboration among management, employees, policymakers, and stakeholders is also necessary for successful implementation of programs and policies.
The study therefore serves as an important reference for researchers, practitioners, policymakers, and organizations seeking to improve efficiency, effectiveness, and sustainable development. By implementing the recommendations provided in this chapter, organizations and institutions can enhance performance, overcome challenges, and achieve their strategic objectives.
Ultimately, the success and sustainability of any organization or sector depend on its ability to adapt to changing environments, embrace innovation, utilize resources effectively, and maintain strong relationships with stakeholders. Continuous improvement, strategic leadership, and commitment to excellence remain critical for achieving sustainable development and long-term success.
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Figure 3.1: Proposed System Framework
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Figure 5.8: System Workflow

1. Data Input
Import network traffic
data from

H CICIDS2017 dataset.

CICIDS2017 Dataset
(Network Traffic Data)

!

Data Preprocessing

2. Data Preprocessing
Clean and prepare data @
for analysis. <d.

DataCleaning Remove Duplicates  Handle Missing ~ Normalization  Label Encoding

Values

[’

Feature Selection

Select important features and
remove irrelevant attributes.

'

Random Forest Training
Train the model using
training data (80%).

'

Traffic Classification

> Model analyses network traffic
and classifies it.

¢—I—}

3. Feature Selection
Select relevant
features to improve
model performance.

i 4. Model Training

Train the Random Forest
model using the
training dataset.

Classify network traffic
as normal or malicious
using the trained model.

Normal Traffic Malicious Traffic
No threat detected. Threat detected.
Allow traffic. Block or alert.

O Logs and Reports

Store logs and generate SRS
TR analysis and reporting.
analysis.

&

Alert Generation

‘ Generate alert and
notify administrator.

6. Intrusion Detection

Detect malicious activity
and identify intrusion.

Intrusion Detection

Analyse and confirm
intrusion or attack.

7. Alert Generation

Generate alerts and
notify network
administrator.





image1.jpeg
Prifysgol Cymru
% Y Drindod Dewi Sant

d University of Wales
Trinity Saint David

%




image2.png




