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Network Operating Systems and Security Worksheet 1:  Building the NOS infrastructure using Active Directory.
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Complete the following tasks:  
Note:  (You should screen capture and document these tasks as evidence of their completion).
	Task 1: Configure Virtual Networking and use the dcpromo tool to upgrade a Member server to a Domain Controller

	Previously, we installed Windows Server onto a new partition with NTFS. Similarly we installed a client side operating system.   

Here we first get our virtual networking configuration configured correctly to allow internal LAN connectivity between our Virtual systems.

Before we begin installing the Active Directory Service, we need to secure our login account since this account will be automatically elevated when we use it to configure a domain controller on this server.

We also need to add the Active Directory Domain Services role
· In the Server Manager window, open the Roles directory and in the Roles Summary section, click Add Roles 
· On the Before You Begin page of the Add Roles Wizard, click Next
· On the Select Server roles page, select the Active Directory Domain Sevices check box, and the click Next on this page and the Confirmation page
· On the Installation Progress page click Install
· On the Results page after the role is successfully added, click Close

Creating an Active Directory Domain
We want to create our first domain, a Root Domain called uwtsd.com.  When up and running the Active Directory and DNS will also in place.  Later we will need to configure a child domain controller.

· Open the Internet Protocol Version 4 (TCP/IPv4) Properties window for the appropriate network adapter on your server
· Click Use the following DNS server addresses: 
· Set the Preferred  DNS server to the IP address of this network adapter
· Click the Start button, point at Programs, point at Administrative Tools, and
then click Configure Your Server. (or you could click Start, Run, type dcpromo).
· Click the Active Directory link on the left side of the window and then click Start the Active Directory wizard (you may have to scroll down a little to find the Start command). The Active Directory Wizard appears. Click Next to advance beyond the wizard's introductory screen.
· On the next screen, you are asked if you want to create a domain controller for a new domain or an additional domain in the existing forest. Choose the first option.

· Use an appropriate domain name (e.g. uwtsd.com). 

· On the next screen you are asked to specify a folder on the computer that will hold the Active Directory database and the Active Directory log (the database holds all the information; the log holds the usage statistics). A default folder is specified for both the database and the log, so why mess with it? Go with the defaults by clicking Next.
· You are then asked to provide a folder for the Sysvol. This folder holds all the public files for the local Active Directory (which you want to make available to the Active Directory running on all other domain controllers in the tree). Again, a default folder is provided. Let's go with it. Click Next to continue.
· The next screen, shown below, wants to know if you want permissions set up so that they are backward compatible with any older version of windows.  Choose Next to accept the defaults

· On the next screen, provide the password (and confirm it) that you want to use for the Administrator's account on this new domain controller.  Use P@ssw0rd as the password associated with the administrator account
             
· After entering the info, click Next.
· The next screen provides a summary of the information that you provided on all the other wizard screens. Look it over (if you need to change anything, click the Back button) and then when you're ready, click Next.
· A screen pops up letting you know that the Active Directory Wizard is configuring the computer as a domain controller for your new domain. This may take a few minutes (but probably less time than it took to answer all the questions from the wizard!)
· When the wizard has completed its job, a screen appears letting you know that the Active Directory is good to go. Click Finish on the message screen and then click Restart on another box that pops up to complete the installation.
· After your server has rebooted, log on using the password you specified during that whole routine with the wizard and you're logged into the domain controller. 
· NB: An important tip to remember; ONLY Domain admins level accounts can log onto a Domain controller server.

The Active Directory Users and Computers snap in should now be available as a program from Start – All programs - Administrative Tools (Active Directory Users and Computers).  Launch this program to start creating the objects in your newly installed Network Directory Service.  







	Task 2: Installing Client Computers and Basic Object creation in the Active Directory

	To create domain objects we must first be in the right place within the directory.  Click the domain icon (e.g. uwtsd.com) to expand it.  

Click the Computers node to open it. Any servers or workstations that have already been added to the domain appear in the Details pane.

To add the new computer (the Windows 7 Domain client) to the domain, right-click the Computers container and point at New on the shortcut menu. Now select Computer from the cascading menu. The Create New Object - (Computer) dialog box appears, as shown in the diagram below.


                       

To specify the computer that you will add to the domain, type the name of the computer in the Computer Name box. 

Give the computer an appropriate name (e.g. Domainclient1).

The default group of users (Domain Admins) that can add a computer to the network/domain is also specified in the dialog box (you don't need to change this; it should remain Domain Admins). Click OK to add the computer to the domain.

After you close the dialog box and return to the Active Directory, you will find that the computer you added to the domain is now listed in the Details pane of the Active Directory. After a Windows 7 Pro workstation has been added to the Active Directory, you can then connect the computer to the domain and allow your users to start using the computer for network access. 

Installing/Connecting a Windows 7 client to the domain
i. Install Windows 7 on the client Virtual machine in your domain
ii. You will need to open network and sharing center and then find the change adapter settings link.  Right click on the adapter choose properties.
iii. Now choose the IP Version 4 settings and click properties.  Here you will need to ensure an appropriate IP address from the 192.168.100. class c subnet is provided (e.g. 192.168.100.2.  Furthermore you will need to enter the DNS address (this is the IP address of the Domain Name Server against which you wish to authenticate this client membership). So it is important to ensure Primary DNS is set to the right IP address.
BE CAREFUL – should this be 192.168.100.1 or 192.168.1.100?  
Do not enter any parameters for Alternate DNS.
iv. To add the machine to the domain, right click on Computer (Note you will need to be logged in with an admin account).  
v. Choose Properties
vi. Then choose advanced system settings.
vii. Click on the Computer Name tab (top of the window)
viii. Click change
ix. In the domain textfield type uwtsd.com (or whatever you called your domain). 
x. You will be asked to authenticate using an appropriate uwtsd domain account. This will be the administrator account you used to setup Active Directory earlier.
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There is an oddity here, which arises because we are using VirtualBox’s approach to virtual networks.  In most conventional networks with separate physical routers, the network gateway is the router’s IP address, and the server and its associated DNS are a separate IP location within the subnet.  Here we have put the server and router together.


	Task 3:  Observational Tasks.

	A). State the benefits of using Type 2 Hypervisor Virtualisation software in your design.  Evaluate the strengths and weaknesses of the VirtualBox platform used in your network  
B). Explain with use of diagrams the significance of the following terms, Active Directory Forests, Trees, Parent and Child Domains.
C). Investigate and document the main roles and responsibilities of an Active Directory Domain Controller
D). What actions could we take in the event of a Domain Controller becoming unavailable.
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