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[bookmark: _Toc594709913]1. Introduction
SQL Injection is a type of web security vulnerability [1]. It allows an attacker to interfere with the queries that an application makes to its database [1]. Typically, SQL Injection occurs when a web application fails to validate and sanitise user input (such as username, password or search criteria) and this user input is then directly used within an SQL statement by the application [2]. As a result of this, the attacker can inject their own SQL code that allows them to extract data, grant usage of the database to other users, or even drop the entire database [1]. Database attacks are especially problematic because the database typically stores a lot of sensitive information such as user passwords, personal and health related data, financial information, and more [3]. An SQL Injection flaw can have particularly dire results because it could allow an attacker to compromise sensitive data, impersonate users including the site administrator, and do significant damage to a Web site by mangling or deleting critical data in the database [1]. The compromise of sensitive data can lead to identity theft and other serious problems. SQL Injections can make it so that a hacker can log into a Web interface as the administrator even though they have no valid administrator username and password.
 Let’s look at a few examples of SQL Injection attacks to better understand what they look like.

[bookmark: _Toc1153551467]2. SQL Injection Attacks
For many SQL Injection attacks, it is enough to inject a single character to change the logic under which the attackers operate [7]. For example, login forms are a very common target of such attacks. 
SELECT * FROM users WHERE username = "admin" AND password = "admin1234"; By not properly cleaning user input, an attacker could insert the following string into a password field. ' OR '1'='1 This modifies the query to: get_users( Array( "where" => Array( "username" => "admin", "password" => "" ) ) ); if ( true == true ) die( '<script>location.href="Admin Login – Sports Club ";</script>' ); Since "1"="1" is a true statement, the script will return all users on the server, thus negating the purpose of the authentication [5]. 
Another example is a UNION-based attack: UNION SELECT username, password FROM admins; Possible vulnerability: Attacker can extract data from other tables.
These examples highlight why SQL Injection is a critical issue for web applications. Consequently, it is essential to examine how such vulnerabilities may exist in the Sports Club website.
[bookmark: _Toc1812519130]3. Identification of SQL Injection Vulnerabilities 
The code on the website appears to be most vulnerable where database information is accessed using user input, whether through forms, drop downs, text boxes, or other means [4]. This would include items such as login forms, search boxes, and data entry forms. The Sports Club project follows the typical approach for website security, by ensuring that dynamically generated SQL queries are protected from SQL-injection [6]. The example uses the Sports Club database with tables for admins, members, matches and teams. Typical columns of these tables are name (for the admins and members), team_id (for the teams), name (for the teams), website (for the admins), match_date (for the matches) and birth_date (for the members) [7]. 
For example, a vulnerable PHP query such as $res = mysql_query("SELECT * FROM users WHERE id = $_GET [id]);" allows an attacker to read or delete any user record on a website.
 $query = "SELECT * FROM admins WHERE username = '$username' AND password = '$password'"; This script is unsafe because the variables $username and $password are inserted into the SQL query without any checks.
 After identifying the potential threats, we will discuss some necessary defences to mitigate any SQL Injection vulnerabilities.


[bookmark: _Toc1011532026]4. Implementation of Anti-SQL Injection Defences
Prepared statements are one of the main ways to stop SQL injection, and IT-Expert recommend them [8]. Parameterized queries should work the same way too. Like in these examples, you set up the statement with placeholders:
·  $stmt = $conn->prepare ("SELECT * FROM admins WHERE username =? AND password =?");
· $stmt->bind_param("ss", $username, $password);
· $stmt->execute ();
Prepared statements ensure that user input is treated strictly as data rather than executable SQL code. This effectively prevents attackers from altering the structure of queries [8].
Additionally, input validation and sanitization techniques (e.g., using htmlspecialchars() or filtering functions) further enhance security.
Effectiveness of Defence:
When an injection attempt such as ' OR '1'='1 is entered, the prepared statement does not execute it as SQL logic [6]. Instead, it treats it as a literal string, resulting in no match being found in the database. Therefore, unauthorized access is prevented [6].
[image: ]Screenshot 1: Implemented anti-SQL Injection using PDO
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 screenshot 2: Failed SQL injection attempt result
These defences significantly reduce the risk of SQL Injection; however, it is important to ensure they are applied consistently across the entire application [5].
[bookmark: _Toc1246347594]5. Conclusion
SQL Injection is a serious vulnerability that can compromise the security and integrity of Sports Club Website. Through examples, it is evident how easily attackers can exploit poorly constructed queries. While implementing prepared statements and input validation provides strong protection, incomplete implementation leaves systems exposed. Therefore, a comprehensive and consistent approach to securing all database interactions is essential.
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1 kephp

2 // Database connection using PDO (prepared statements protect against SQL injection)
3 $pdo = new PDO(

a mysql :host=localhost;dbname=sports_club;charset=utfgmba”,

B

3

7

8

9 s

10

11 // start session for admin authentication
12 if (session_status() === PHP_SESSION NONE) {

13 | session_start();
14 }

15

16/

17 | * Escape output to prevent Xss attacks.
18 | * use this whenever displaying user-supplied data in HTML.

19 */

20 function h(string $s = null): string {

21 \ return htmlspecialchars($s ?? *', ENT_QUOTES, 'UTF-8');
2}

23
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