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Introduction

Blockchain has become known as a type of distributed ledgci technaiog,/ that helps to lower
transaction costs and make intellectual oroperty ownershin and thestransier of financial assets
more transparent. Previous ledger system: involved a centralized form.of record keeping and a
traditional database controlled by a trusted intermediary whg verified transactions. The
distributed nature of blockchain tacirnology ailows for more di*ect peer-to-peer transaction
processing within a network where every narticipant has the sameaccess rights and where there
is transparency about the location and iransfer of assets. This iimdamental change in the model
of the exchange and governance of interactions between,=ronomic participants has been
heralded as a new enabier for both start-ups and incambants to create new business and
operating models.?

Their advocates believe that blockchiains may event@slly reshape business and society just like the
Internet did in the past. Wihile the Internetfazilitated the better transmission of data and
information around the globe, blockzhains hold outithe promise of better facilitating transactions
and the exchange of value. For this reason, iclozkchain has been referred to as “the Internet of
Value.”? Just like with the rise ¢f the Interrisi—people may remember the dot-com bubble and
the subsequent long-term recovery arad rise ¢t the GAFA companies (Google, Amazon, Facebook
and Appie}—cryptocurrency markets'have,experienced a steep rise and fall within a short time
pericd (2017-18) 2 The exchange af'crygtocurrencies such as Bitcoin through blockchain is of
course just one use in a plethora cfarential uses of this new general-purpose technology and it
is difficult, if nct impossible, to arcdic: further ups and downs in the near future.

1Teppo Felin and Karim Lakhari “wat Problems Will You Solve With Blockchain?” MIT Sloan Management Review 60,
no. 1 (Fall 2018): 32—38.

2pierre Noizat, “Welcomerc tié Internet of Value!” Medium, February 15, 2018,
https://medium.com/ulackehainio/internet-of-value-fa32a8f0ed39.

3 Kane Pepi, “Bitcoin.¥s The Dot Com Bubble: Are the Comparisons Necessarily a Bad Thing?” Blockonomi, November 26,
2018, https://blocikenami.com/bitcoin-vs-the-dot-com-bubble/.
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The purpose of this technical note is to introduce managers to blockchain. What does every
manager need to know about blockchain? Under which conditions does it make sense to use
this technology? And what are the organizational and governance challenges that require
managers’ attention?

Traditional Centralized Systems

In a traditional setting, every organization has its own ledgzer—a book or file recording the history
of all economic transactions. To verify and facilitatz transactions between indigiatias and
organizations and thereby change the ledger of each party, trusted third parties suchwes banks,
certificate authorities and credit-card companies are typicaily involved. This heips mitigate
counterparty risks and ensures that each party fulfills 1is contractual obligatiors. Rzst experience
with traditional centralized systems highlights the folicwing iimitstions:*

e Multiple versions of the truth. All the parties—ihe tracing partnets@na the trusted third
parties upon which they rely—maintain their own electronic.records (i.e., digital ledgers)
to record transactions and these centralizea records are ror: necessarily in sync.

e Little transparency. Each naity maintains its own ledger. "85 a result, parties to an
exchange do not have access i the status of transacticas as recorded in the ledgers of
other parties, the fees being charged, which institutian exerts control, and so forth.

e Slow settlement tirnes. Trading parties spend a 19¢ 9i.time and money reconciling and
settling transactions to rnake sure records are synegce’Some transactions, such as cross-
border paymerits and trade finance, can take days or weeks to settle.

e High transaction costs. Fees often accumulafewith each step in the process. Transaction
costs are high because the parties seed te monitor each other’s activities to prevent
opportunist behavicr and to ensureiagreements are executed as promised. There are
also additiona! costs associated with compliance reporting.

e Security and privacy. Trading systemsoften process private and highly sensitive data that
recuire & high degree of profectinon against attacks. However, there are many known
examples of high-profile atiecks on traditional centralized systems, including the famous
security breach at Equifexin 2017.

Through its distributed desiga,ane the use of advanced cryptography, blockchain promises to
deal withi many of the limittions of traditional centralized systems highlighted above. Before
we look at what blockch@in, sctually is, how it works and how managers can benefit from it,
consider the following wric**istory of blockchain.

History of and i#streduction to Blockchain

Blockchain became widely known with the introduction of Bitcoin. In the white paper “Bitcoin:
A Peer-to-Peer Electronic Cash system,” published in 2008, Satoshi Nakamoto (a pseudonym)
proposed Eitenin for more efficient and direct electronic payments.® In 2009, Nakamoto
released the Bitcoin open-source software, making it possible for anyone to download and use

4 Marv e Lacity, A Manager’s Guide to Blockchains for Business: From Knowing What to Knowing How (Stratford-upon-
Avuin, England: SB Publishing, 2018).

> Satoshi Nakamoto, “Bitcoin: A Peer-to-Peer Electronic Cash System,” Bitcoin.org, 2008, https://bitcoin.org/bitcoin.pdf.
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it to develop new tools. Bitcoin uses first-generation blockchain, whose sole purpose is to
support cryptocurrencies. The second generation of blockchain, launched in 2013, moved away
from Bitcoin and its sole focus on cryptocurrencies. It allows for all kinds of transactions to be
coded into a blockchain. By extending its functionality, this created a more general-purpose
programmable platform that enables business innovation across sectors.®

A blockchain allows untrusting parties with common interests to cocreate a permanent,
unchangeable and transparent record of exchange and processing without relying on a central
authority.” Blockchain applications use computer algorithims to confirm asset autheniicity,
authenticate asset ownership and validate transactions. Blockchain offers a digital peet-ia=peer
transaction system where an exact copy of the same digitai ledger is stored and updatad across
a network of users, referred to as nodes. The databhasc consists of chains offhiecks, each
containing a list of transactions. Computer algorithms sequence transactions ara tirne-stamp
and permanently store them on the shared distributea ledger. Transactions ondlie shared ledger
are immutable. All parties can be confident they aie deaiing with the same dcta “To validate the
transactions within the block, an advanced cryptographic puzzle has to wasaived by so-called
miners. This action is also referred to as proof oj work, on which miners,cainpete as they seek
to validate blocks and get rewards (such as Bitcoins). When the puzzie foira block of transactions
is solved, a new block for new transactions is added to the blockchaiir. Each block is added in
chronological order to the blockchain, which thus contains_the complete history of all
transactions. The technology’s crvptceraphic design makes it practically impossible to reverse
or tamper with transactions. !n trhecry, the onlv way to bréak a blockchain application is to
commandeer more than 50% of the ncdes before any of the attier nodes notices.

In short, “a blockchain apnlicaticn is a distributed, pesr=tc-peer system for validating, time-
stamping, and permanently storing transactions on asaistributed ledger that uses cryptography
to authenticate digital asset ownership and asset asitiienticity, and consensus algorithms to add
validated transactions to tiie iadger and to ensufethe ongoing integrity of the ledger’s complete
history.”® Five basic principles underlie blockchain technology:®

o Distributed database. Fach party or¢ablackchain has access to the entire database and
its comnlete history, with no singlz.party controlling the data or the information. Records
in the database can be verified directly by each party, without an intermediary.

e Peer-io-peer trarismission. Comivunication occurs directly between peers rather than
going through a central nogantach node stores the same information, and any changes
to information in one Nede.a e broadcast to the entire network of nodes.

6 Don Tapscott and Aléx Tapscott, Blockchain Revolution: How the Technology Behind Bitcoin Is Changing Money,
Business, and the World (Nesv York: Portfolio/Penguin, 2016).

7 Catherine Mulligan, “Rlockchain & Digital Transformation” (presentation, Centre for Cryptocurrency Research and
Engineering, Im.patial Coilege London, 2016), https://www.imperial.ac.uk/media/imperial-college/research-and-
innovation/thinkspacc/public/1000 Catherine-Mulligan.pdf.

8 Mary C. Laciry, A Manager’s Guide to Blockchains for Business: From Knowing What to Knowing How (Stratford-upon-
Avon, England. SB Publishing, 2018). A consensus algorithm is the process in computer science used to achieve
agreementien a single data value among distributed processes or systems.

9 Marew 'ansiti and Karim R. Lakhani, “The Truth About Blockchain,” Harvard Business Review (January-February 2017),
https://ibr.org/2017/01/the-truth-about-blockchain.
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Transparency with pseudonymity. Every transaction and the values associated with
transferred assets are visible to anyone participating in the system. Each node—that is,
every user and participant in the network—has a unique 30-plus-character
alphanumeric address that identifies it. These addresses are the basis for processing
transactions and users may choose to remain anonymous.

Irreversibility of records. Information about transactions cannot be altered once.entered
as these records become part of the chain. Computational algorithms and approackes
are used to ensure that the database records are permanent, chronologicallyrerdered,
and available to all nodes/users in the network.

Computational logic. Blockchain transactions are processed using comgutaiional logic.
Algorithms and rules can be created and deployed to trigger transacticpzicetween nodes
automatically.

Figure 1 shows a simplified overview of centralized versus decentralized ti@nsaction systems.

Figure 1
Before and After Blockchain: A Simaplified Overview
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Source: Mary C. Lacity, 4 A lanceer’s Guide to Blockchains for Business: From Knowing What to Knowing How (Stratford-
upon-Avon, Englaac: 3E.isiishing, 2018).
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A large number and variety of real-world blockchain use cases already exist across different
industries and sectors. In banking, the R3 consortium of global financial institutions has attracted
significant attention with its efforts to create an open-source distributed ledger platform called
Corda.® The following are just a few of the many other examples of blockchain application:

e Telegram is developing a blockchain-based platform called the Telegram Open Networi
(TON) to extend its messaging app to services such as payments, file storage, and
censorship-proof browsing.

e Numerai, backed by First Round Capital and Unior. Square Ventures, is decentralizingzhe
traditional hedge-fund model using a rules-based meta-rnodel iar making trades.

e Follow My Vote is building an open-source and secure cnline voting platfarmto create
greater transparency in the process of casting, tracking, and counting wvotes, and to
eradicate voter fraud.!

Figure 2 provides a schematic overview of how hiockchain works.

Figure 2
Blockchain: How It Works
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Source: “Making Sense of Bitcoin, Crvntacurrency and Blockchain,” PwC United States, 2018,
https://www.pwc.com/us/en/indusinesliinancial-services/fintech/bitcoin-blockchain-cryptocurrency.html.

10 Wikipediays.v. “R3 (Company),” last modified March 14, 2019, 12:28 (UTC),
https:4/einwikipedia.org/wiki/R3 (company).

11 “Bapking’is Only the Beginning: 50 Big Industries Blockchain Could Transform,” CB Insights, December 19, 2018,

https://www.cbinsights.com/research/industries-disrupted-blockchain/.
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The Multilayered Architecture of Blockchain

Digital technology in general is based on the multilayered architecture model. In the case of the
Internet, distinctions are typically made between the following layers:

Physical layer (the actual medium that transports the digital data, such as optical figzic
or a wireless spectrum)

Network layer (where the routing of packets hetween different physical souters is
managed, most commonly through IP addresses)

Transport layer (where the raw connection state is managed, most commaniy through
the transmission control protocol or TCP)

Session layer (management of the higher-level cannection state, sucias HTTP)

Application layer (where the actual agpiications are seen working..$dch as in a Google
search)

In the case of blockchain, distinctions can be made between the Taiicwing layers:*?

Physical hardware layer. This 1s the actual hardware,ineluding local servers or cloud
computing resources, used tor mining and validatingidata and storing the data in the
blockchain.

Network layer. This is where the data packe’s are pessed between the different nodes.

Consensus layer. Az its name impiies, this issa pretocol that makes sure all the nodes in a
blockchair network agree-—tnrat is, that.nedas are using exactly the same copy of the
digital leager. This pratocc! describesitie to mat of a ledger that is publicly visible and a
consensus function that network participants use to determine which of multiple
candidate lzdgars is the consensus ledger. The protocol is also a mechanism for adding
new blocks te the ledger. Security mechanisms are implemented on the consensus layer,
which invoives implementing aecnsensus function that cannot be fooled.

Miining layer. This protoco'ircantivizes parties to maintain the consensus and add blocks
to the ledger by perfarming proof of work. The primary challenge is to provide
participants in the nétwerk with enough of an incentive to confirm new blocks
continually to achieve iiveness. Mining involves hashing a potential block and checking
to see whether the haslh fits with the current difficulty rules.

Propagation layer. This protocol determines how the ledger and blocks are transmitted
between nodeés i the network. Nodes should be able to disseminate confirmed blocks
to other noG2s quickly, and the protocol must ensure stability.

Semanticiayer. This is a specification of how new blocks must relate to previous blocks
and a protocol for verifying conformity with the specification. This is important for
achieving correctness. Each block has a meaning (such as sending currency between
paities) and that meaning must be confirmed correctly through a semantic specification.

“Xbavid Xiao, “The Four Layers of the Blockchain,” Medium, June 21, 2016,
https://medium.com/@coriacetic/the-four-layers-of-the-blockchain-dc1376efal0f.
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o Application layer. This is an application code that implements a particular desired
functionality, addressing specific user needs.

The consensus, mining, propagation and semantic layers make up the blockchain as it is most
commonly understood. Applications and application programming interfaces (APIs) connecting
with each other are built on top of those four layers of the blockchain.

Choosing a Type of Distributed Ledger Techr.oicgy

Before you choose a type of distributed ledger technolcgy, first decide wiiether you even need
blockchain or not. (See Figure 3.)

Figure 3
Do You Need Blockchain?
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Source: Bart Suictiies, “Why BlockchainviuseD'e in 2016,” Medium, December 21, 2015,
https://medium.com/@ bsuichies/why-biogkshain-must-die-in-2016-e992774c03b4.

Blockchain is sometimeseeatiad the “trust protocol.” In this context, the word “trust” is defined
as trust that the recoras an the distributed ledger agree across copies and it has nothing to do
with faith or confidence that trading partners are benevolent or will play by the rules. The
definition “trust that the records on the distributed ledger agree across copies” equates to “trust
that the computer algorithms will reject faulty transactions, ignore faulty nodes on the network,
and never madiiviihe valid transaction once they have been added to a ledger.” For a given
blockchain agiication, protocols serve as a blueprint to ensure the correctness and ongoing
integrityngf records. In general, blockchain protocols can be divided into permissionless and
permissicned protocols.

In4he-first case, a blockchain network can be characterized as permissionless when access to it
is notwestricted. For this reason, such networks are also referred to as public blockchains.
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Anyone with the access to the Internet can join and start verifying the exchange of values and
information and see all the transactions that have taken place over time. This type of blockchain
was the original concept as outlined by Satoshi Nakamoto. The most widely used examples are
the Bitcoin, Ethereum and Stellar blockchains (cryptocurrency networks). While it is almost
impossible to infer the identity of a network member, anyone can submit transactions to the
blockchain provided they obtain some of the native digital assets (such as cryptocurreney) et
the Bitcoin, Ethereum and Stellar blockchain applications, pecpble can buy their natide aigital
assets—bitcoins, ethers or lumens from exchanges such as Coinbase (US-based), Kraken™Js-
based), Bittrex (US-based), Bitfinex (Hong Kong-based), Biistamp (Luxembourg-basec\nCEX.I0
(British-based), Coinmama (Virgin Islands-based) and Biriance {China-based). Aagaitionally,
anyone can buy the necessary hardware, download the entire Bitcoin and Ethereunm codebase,
become a miner, and compete for block rewards paid in bitcoins or ether currency. All
transactions can be observed on the following weksites:

e Bitcoin (BTC) at BlockExplorer, https://lockexplorar.com/

e Ether (ETH) at Etherscan, https://etherscan.io/

e Stellar lumens (XLM) at StellarChain.io, https://stellarchainio/

In the second category of blockchain protocol, a blockchain network is called permissioned or
private when the network owner decides who can join the network and only selected members
of the network are given the rights to verify blocks. The Aetwork owner may also decide on a
consensus mechanism ard ruie for the verification of kicaks. Private blockchains are aimed at
business users, where participants in the network®azically know with whom they are doing
business even if particinants may hide their identite. . Farmissioned blockchains rely on a front-
end gatekeeper to enforce rights of access. (See Figure 4.) The gatekeeper is like a security guard
who checks a hadge befcre allowing entry.(The gatekeeping function may be governed
collaboratively by thie trading partners or Wy a singie enterprise, such as a regulatory authority
that issues licenses to take part. Once the participants are past the gatekeeping function, they
enter the distributed blockchain application 2

The Linux Foundation’s Hyperledger Felticis an example of a private, permissioned blockchain.
It has become the de facto standearaterenterprise blockchain platforms and is used widely—for
example, in kanks. Hyperledger Falyricauses smart contracts (explained below), called chaincode,
tc create separate channels, wivichi can be thought of as multiple miniature ledgers within a
blockchain network. A givea.r@dain a Hyperledger Fabric blockchain network has access only to
the channels that it created Omin which it was invited to participate.*

13 M1y @, Lacity, A Manager’s Guide to Blockchains for Business: From Knowing What to Knowing How (Stratford-upon-
Avan, England: SB Publishing, 2018).

“4\ary C. Lacity, A Manager’s Guide to Blockchains for Business: From Knowing What to Knowing How (Stratford-upon-
Avon, England: SB Publishing, 2018).
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Figure 4
A Permissioned Blockchain Restricts Access and Nuances Read/Write Access Using
Smart Contracts
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Source: Mary C. Lacity, A Manayer’s Guide to Blockchaiiic far Business: From Knowing What to Knowing How (Stratford-
upon-Avon, England: S8 Fublisiiing, 2018).

Smart Contracts

A blockchain provide:z a basic intrasiructure for the exchange of value. Functionality may be
added on top of that infrastrucitiic. " smart contract is a type of functionality that can be added
to a blockchain. It is a competsrnrogram containing a set of rules whereby the parties of the
contract agree to interactywitn each other and, when these predefined rules are met, the
agreement is enforced agicmatically. A smart contract is a form of decentralized automation.*

Figure 5 provides an aveiview of how a smart contract works.

15 «

Smart Contracts,” BlockchainHub, https://blockchainhub.net/smart-contracts/.
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Figure 5
Functioning of a Smart Contract
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Source: Figure from The Shared Ledger (hitns://sharetheledger.com/), used in “Sinart Contracts,” BlockchainHub,
https://blockchainhub.net/smart-contracts/.

Use cases of smart contracts acound: lotteries, vating,wcrowdsourcing, asset sharing (such as
Uber, Airbnb and Spctify), asset tracking, identi¢;smanagement, bidding, rating, gaming and
gambling.t®

One example of smart contract use is renting & car. HireGo is a blockchain-based peer-to-peer
car-hire platform and marketpiace that provides a range of cars for hire in a trustless and secure
way. Users are able ta seiect a vehicle frogvia directory of available cars, make a reservation and
settle the payment via a cryptographie, token. Bitcoin and ether are the most well-known
blockchain tokens used for paymenihuttireGo launched a new token called Hgo, which is used
as the currency for payments in th=app. Vehicles in the HireGo marketplace are crowdsourced
from platform users, some of whom are classed as “power users” because they make larger
numbiers of vehicles avaikle on the platform. HireGo automates the transactions in its
marketpiace through smartcchiracts, which are used for initializing the car contract, renting the
car, returning the car, distributing the earnings, and so forth.

Challenges

There are a humber of known challenges when implementing blockchain solutions. One
challenge is scalcbility, along with the discovered limits to the number of transactions a
blockchain_instwork can process. As more and more transactions and blocks pile up on a
blockchair, the on-chain transaction processing requirements increase as every block carries the
historv.ot the blocks before it in the chain. What complicates things further is that the block size
is tynicaily limited. In the case of the Bitcoin blockchain network, blocks were originally hard-

“%Mary C. Lacity, A Manager’s Guide to Blockchains for Business: From Knowing What to Knowing How (Stratford-upon-
Avon, England: SB Publishing, 2018).
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capped at 1 MB, or around 2,020 transactions. These limits have been increased but blocks
continue to grow further, then they reach their limits, and they require more time to be
processed. Limits to processing capacities are also determined by the time-consuming peer-to-
peer verification mechanism and the limitations of the underlying computing infrastructure.
Finally, another aspect of limited scalability is the environmental impact in terms of energy
consumption.t’

Another challenge for incumbent firms adopting blockchain technology is integration. Imagine:a
large telecommunications firm is already using enterprise resource planning (ERP), custemer
relationship management (CRM) and other enterprise solutions for processing trarsastions.
Adopting a shared blockchain solution within the firny’s ecosystem and network of firriis will
require integration between the old IT systems landscape ard the new sharedwasnd open
infrastructure. Different systems will likely be using different fcrmats and modelstorstoring and
sharing data. Rearchitecting the legacy systems to fit the blockchain systéim will be time-
consuming and require a lot of financial investment. Adapting « shared blocke!ain solution to
the proprietary requirements of a single participant in the netwcrk, on thegither hand, may lead
to a solution that does not leverage the new technology’s potential.*®

A primary challenge of implementing blockchain, given its shared andwiistributed architecture,
is governance. From a purely technical standpoint, blockchain haxgreat potential for achieving
greater efficiency and more transparent caordination within sup@iy'ehains that involve networks
of interconnected firms. For examnle, the Danish shipping giant Maersk and IBM announced a
joint venture in 2018 to create a real-time distributed ledgerioramore transparent and efficient
transaction processing in global shipping. To realize the dotertials of blockchain in such a
scenario, however, different firms must agree on stardands, rules, and a shared platform for
automated governance.

A challenge for puktlic bicckchains such as Bitcain'is dealing with ethical issues. The advent of
cryptocurrencies nas fueied tho shadowy and ‘aiten liiegal dealings of the black market and the
dark web. Criminals reportedly use cryptocurrencies to sell and buy forbidden goods on online
marketplaces, often under the radar of the oubiic. and authorities. An example was Silk Road, an
anonymous, internationai online marketgiace that operated as a Tor hidden service and used
bitcoins as exchange currency. Cryptocartencies are reportedly also used for money laundering
and to process payments when criminaizruse ransomware to extort money. Finally, with the
second gzeneration of blockchain, (Crisninals can also leverage smart contracts to carry out
malicious activities.?

Despite the prociaimed benefitof enhanced security that blockchain technology offers, its 51%
vulnerability is often menticried as an indicator that even a blockchain can be attacked.
Remember that mutual trust on a blockchain is established through the distributed consensus
mechanism. The threshald for reaching consensus is “at least 50%”. Imagine a scenario where a

17 BitRewards, “Blockchain'Ssalability: The Issues, and Proposed Solutions,” Medium, April 25, 2018,
https://medium.cora/@bitrewards/blockchain-scalability-the-issues-and-proposed-solutions-2ec2c7ac98f0.

18 prince Kumar. “Ricelcnain: What Are the Implementation Challenges?” IDG Connect, March 22, 2018,
https://www.idgearinect.com/idgconnect/opinion/1019595/blockchain-implementation-challenges.

19 Teppo Falir: and Karim Lakhani, “What Problems Will You Solve With Blockchain?” MIT Sloan Management Review 60,
no. 1 (Fali?612)'32-38.

20 pAlexanaardielacher, “7 Challenges That Need to Be Addressed Before Blockchain Mass Adoption Is Possible,” ICO Alert,
Aprit2, 2015, https://blog.icoalert.com/7-challenges-that-need-to-be-addressed-before-blockchain-mass-adoption-is-
possible.
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large group of attackers exploits this consensus mechanism by jointly reaching more than 50%
of controlled nodes on the network, allowing them to manipulate and modify the blockchain
information. This would allow them to carry out attacks such as reversing transactions and
initiating double spending, excluding and modifying the order of transactions on the chain,
hampering normal mining operations, or impeding the confirmation operation of norma
transactions. Another security risk is the potential loss of a user’s private key, whizh ' a
blockchain system is generated and maintained by the user instead of third-party ager@ies. the
private key may get into the hands of a criminal and then usea to tamper with the blockchiain.?!

Finally, public blockchain systems in particular may invoive challenges when attemgtling to
maintain privacy. Remember that transactions processed and stored or a blockcliainaie visible
to anyone participating in the system. In some centexts, this may actually be @'key feature. In
most cases, however, when blockchain is used in traditiona! business scenarieS, Mmzintaining the
privacy of participants in a value network is critical. One example is storing/tiivaie patient data
on a blockchain as is done in Estonia. In thic way, certain distributelic@gers involve the
processing of proprietary data, government data, and other types ot ‘data with stringent
requirements to protect privacy. In such cases, a vrivate blockchain, selution may still be an
option.??

Recommendations

To tackle some of the chalienges involved in nnplementirigiclockchain systems, managers are
advised to approach blockchain inncvation differently.

First, blockchain inncvation requires an epen collabaiaivn mindset. Blockchain is a technology
that is applied beyond the firm’s boundaries. In thewast, firms viewed technology primarily as
an internal asset that thev would invest in, cantrolaind manage internally. Blockchain is a prime
example for the new reality where teéhnology embeds itself into the firm’s external
environment, becomnas aistributed, and requires a more open and shared management
approach. Opting for blcckchain technglogy is a highly collaborative endeavor. It requires
complex coordination among multiple stakehoiders in the firm’s value ecosystem. Both private
and public-sector entities will be invalvecin implementing a new blockchain system in the firm’s
industry. This is necesssry to reachiegrfeament on new legislation, new technical standards, and
a revised set ¢f processes and ah@ut how to do business as a network of firms and other actors.
A prime example of the need“cr™2n open collaboration mindset is logistics. The firm DHL is
exploring tire use of blockchauyiechnology through collaboration with all kinds of entities in its
ecosystem, seeking to jointiwcreate more value for each participating organization.?

Second, blockchain technoiogy is still a relatively novel technology with lots of potential but also
high risks of failure=-stait small! As with any new technology, it is advisable to start by
reimagining the firm’s. (and ecosystem’s) strategy by developing the vision of how blockchain
might affect the dominant business model in the industry and how key business challenges can
be met better through the use of the new technology. Opportunities and threats should be

21 Xiaoqi G, Pang Jiang, Ting Chen, Xiapu Luo, and Qiaoyan Wen, “A Survey on the Security of Blockchain Systems,” arXiv,
March 6, 2018, https://arxiv.org/pdf/1802.06993v2.pdf.
22 Alexanaer Lielacher, “7 Challenges That Need to Be Addressed Before Blockchain Mass Adoption Is Possible,” ICO Alert,

Anril 2,2013, https://blog.icoalert.com/7-challenges-that-need-to-be-addressed-before-blockchain-mass-adoption-is-
DOSSINIS

3 Biockchain in Logistics (Troisdorf, Germany: DHL Customer Solutions and Innovation, 2018)
https://www.logistics.dhl/content/dam/dhl/global/core/documents/pdf/glo-core-blockchain-trend-report.pdf.
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carefully weighed up against each other. After defining the specific scope of a prototypical
implementation of blockchain, develop a proof of concept with the primary goal of learning. It
is only by learning through such prototyping and testing that specific and realistic use cases for
the full implementation of blockchain technology will be identified. Finally, scaling a blockchain
system and governing it carefully are recommended in order to achieve widespread acceptance
within the firm’s ecosystem of participating actors. An example of starting small being followe@
as an approach is Deutsche Bank. To pursue blockchain oppertunities, the bank focused ¢
reimagining its global transaction banking business from a strategic perspective. Through 2
stepwise approach, the bank tested the smart contract’s self-executing notential for reinventing
the entire corporate bond life cycle.?*

Third, firms thinking about a blockchain initiative should prepare their internal gegsuiiaiice and
organizational capabilities by transitioning to platform-hased governarce. “Traditional
organizational governance for technology use relies on functional structural arfZag@nents (such
as centralizing some technology decision-making rights while decentralizit:g, &thers), formal
processes for how business and IT stakenolders work together interhall, and relational
mechanisms for achieving internal organizational alignrnent. Platform=based governance, in
contrast, involves the definition and use of standards for the comraon olatform, and relies on
automated processes embedded through rules intc the platform architecture. It divvies up
responsibilities according to the multipie different layers of theplatform architecture that
supports coordination and exchange across firms’ boundaries. Inrecent years, large banks have
been transforming their internal governance toward platforra-based governance as a means of
facilitating ecosystem partnering, software innovation, and greater industrialization. Platform-
based governance allows for scalable distributed inncvation and cooperation, and its reliance
on standardized rules and automated processes fits wall with blockchain technology.?®

Conclusion

Blockchain has the notential to disrupt many industries. Managers should explore this potential
while considering the risks and specific natureofuistributed innovation and networked business
that blockchain adoption entzils. A key dmgredient of success in a blockchain-based business
world is preparing the organization in termas of its culture, technology systems, structure, and
skills to compete using a networked agnraach. Success in adopting and implementing blockchain
may reqdire a greater organizationai wansformation, which should be the top priority of the
entire executive team.

24 | ynda lmAnplegate, Roman Beck, and Christoph Miiller-Bloch, “Deutsche Bank: Pursuing Blockchain Opportunities (A),”
HBS N@. 517-100 (Boston, MA: Harvard Business School Publishing, April 2017).

25 Kabut Wayne Gregory, Evgeny Kaganer, Ola Henfridsson, and Thierry Jean Ruch, “IT Consumerization and the
Transformation of IT Governance,” MIS Quarterly 42, no. 4 (2018): 1225-53.
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