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Name of the Team: Team NOSS
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Team Evaluation (Self Evaluate your Team)
	
	KAREN WINDSOR
	IWAN DYKE
	CRISTIAN-STEFAN STANCU
	JOSHUA HARRIES
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	5
	5
	5
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	5
	5
	5
	5
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	5
	5
	5


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)
Add your comments on Team Evaluation: (Justify your evaluation)IWAN DYKE: Iwan worked to write the annotation for the screen shots that the team included for part 1 – which included the research for the explanations.
JOSHUA HARRIES: Joshua provided the team with technical walkthroughs and assistance with the tasks and took the lead on any decisions needing to be made, while also contributing to the screenshots and captions.
CRISTIAN-STEFAN STANCU: Christian contributed quite heavily to both the screenshots and technical side of things to help the team complete these tasks.
KAREN WINDSOR: Karen was designated the team leader from the outset, so helped ensure that the team stayed on track throughout, while also completing the screenshots and annotations. 




[bookmark: _Toc132616165][bookmark: _Toc134146036]Part 1 Group Work
[bookmark: _Toc132616166][bookmark: _Toc134146037]Understanding NTFS and Share Permissions
[bookmark: _Toc132616167][bookmark: _Toc134146038]New Technology File System
[bookmark: _Toc132449209][bookmark: _Toc132615965]Screenshot 1 Creating confidential file.
[image: A picture containing software, text, computer, computer icon

Description automatically generated]
Creating a new folder called confidential_file within the folder Share_ACCA5023 of the administrator group on Client1.
[bookmark: _Toc132449210][bookmark: _Toc132615966]Screenshot 2 Inherited permissions.
[image: Graphical user interface, text, application

Description automatically generated]
[bookmark: _Toc132449211][bookmark: _Toc132615967]Unable to alter permissions for the user as they have inherited permissions. Inherited permissions are permissions that are given to an because it is a child of a parent object. Turning off inherited permissions is chosen as it is an easier way to restrict access to a specific sub-folder inside of a parent folder, while still allowing it to access the rest of the sub-folders within the parent folder.
Screenshot 3 Enable inheritance.
[image: Graphical user interface, text, application

Description automatically generated]
Disabling inheritance in order to set New Technology File System (NTFS)  permissions.
The NTFS is a process that Windows operating systems uses for storing, organising and locating files quickly and efficiently.
[bookmark: _Toc132449212][bookmark: _Toc132615968]Screenshot 4 Disabling Inheritance.
[image: Graphical user interface, application

Description automatically generated]
Confirmation that only the ‘owner’ has access to the Confidential_file. 
[bookmark: _Toc132449213][bookmark: _Toc132615969]When setting the ‘disable inheritance’ protocol it is important to remember that when you see a button ‘Disable inheritance’, inheritance from above is currently enabled for this folder and when button ‘Enable inheritance’ shows it means that inheritance from above is currently disabled for this folder.
Screenshot 5 Adding permissions.
[image: Graphical user interface, text, application

Description automatically generated]
Adding full permissions to administrator user so that they have full permissions for the Confidential_file:
· Modify – Users can view and modify the Confidential_file and its permissions, including deleting and adding files to a directory or file properties to a file.
· Read & Execute – Users can run executable files, including scripts.
· Read – Users can view the Confidential_file and its properties.
· Write – Users can write to the Confidential_file.
[bookmark: _Toc132449214][bookmark: _Toc132615970]


Screenshot 6 Confirmation of permissions
[image: Graphical user interface, application

Description automatically generated]
Confirmation that the administrator has full permission for the Confidential_file.
[bookmark: _Toc132449215][bookmark: _Toc132615971]Screenshot 7 Adding permissions for another user.
[image: Graphical user interface, application

Description automatically generated]
Allowing permissions to Confidential_file to secondary user but with more restrictive permissions. This user can only Read & Execute, List folder contents, Read and Write.


[bookmark: _Toc132449216][bookmark: _Toc132615972]Screenshot 8 Adding text to file.
[image: Graphical user interface

Description automatically generated]
(Made a change as there is no star on the name this indicates the change has been successful)
[bookmark: _Toc132449217][bookmark: _Toc132615973]Screenshot 9 Time Restriction
[image: Graphical user interface, application

Description automatically generated]
Had to make a change to the time restrictions for NT-ID as we couldn’t log onto the client as we had previously set a time restriction for logins for this user.
[bookmark: _Toc132616168][bookmark: _Toc134146039]Share Permissions
[bookmark: _Toc132449218][bookmark: _Toc132615974]Screenshot 10 Share Location
[image: A screenshot of a computer

Description automatically generated]
Server Message Block (SMB) protocol is a client-server communication protocol. It provides an authenticated inter-process (IPC) mechanism, and it is used to facilitate shared access to :
· Files
· Directories
· Printers
· Serial ports
· Other end device resources available on the network.
[bookmark: _Toc132449219][bookmark: _Toc132615975]
Screenshot 11 Share Name
[image: Graphical user interface, text, application

Description automatically generated]
Local path for Share_ACCA5023$, which should be recorded in order to access the files over the network from a different machine or if we need to Map a network drive to the file server. Mapping a network drive means that you are planning to make a specific drive available to other users connect  to a common network.

[bookmark: _Toc132449220][bookmark: _Toc132615976]Screenshot 12 Configure Share Settings
[image: Graphical user interface, text, application

Description automatically generated]
By enabling Access-Based Enumeration (ABE) it enables the user to see only a subset of files or directories to which they have access permissions when they are browsing content, versus seeing the complete of file and folders. ABE enables the comingling of files/folders utilising file access-permissions to restrict users’ visibility and access.
Allow caching of sharing permits the user to set shared files as available offline, this works by caching the files on the user’s local machine.  Caching is the process of storing copies of the in a cache or temporary storage location, so that they can be accessed quickly.

[bookmark: _Toc132449221][bookmark: _Toc132615977]

Screenshot 13 New permissions
[image: A screenshot of a computer

Description automatically generated]
Giving full permissions to user Iwan Dyke

[bookmark: _Toc132449222][bookmark: _Toc132615978]Screenshot 14 Specify permissions to control access.
[image: A screenshot of a computer

Description automatically generated]
Confirmation that users NT-ID and NT-KW have ‘Full Control’ access.
[bookmark: _Toc132449223][bookmark: _Toc132615979]


Screenshot 15 Creating network file share.
[image: A screenshot of a computer

Description automatically generated]
Final step of creating a network file share on the server1. 
Which includes:
· Protocol SMB
· Access Based Enumeration (ABE) which allows the administrator the ability to hide files and folders from users who do not have the right permissions to access them.
· Caching is enabled per file object, and it occurs under the Cache manager. File data in the system file cache is then written to the disk at time periods that are set by the operating system.
· Branchcache has been disabled as this a intended for use by remote offices that intend to cache to a centralised location.
· Encrypt data has been disabled – this can be enabled by the administrator at a later date if they feel that this is necessary for network security.










[bookmark: _Toc132616169][bookmark: _Toc134146040]Accessing the file share/server over the network.
[bookmark: _Toc132449224][bookmark: _Toc132615980]Screenshot 16 Map Network Drive
[image: Graphical user interface, application

Description automatically generated]
The ‘Drive letter Z’ – Drive Z is a temporary folder (Virtual Drive) from which updates are applied and where temporary file movement is organised. This allows the network share to be permanently stored on Client1, until the user disconnects from it.
The folder is the server’s name plus the full share name.

[bookmark: _Toc132449225][bookmark: _Toc132615981]Screenshot 17 Verification of share 
[image: Graphical user interface, text

Description automatically generated]
Confirmation that the drive has been mapped and that the ‘share’ can be viewed by entering the server’s name and Share_ACCA5023$

[bookmark: _Toc132616170][bookmark: _Toc134146041]Utilising Group Policy Management Console to better facilitate network object management.
[bookmark: _Toc132616171][bookmark: _Toc134146042]Configuring User Environment and Computer Environment
[bookmark: _Toc132449226][bookmark: _Toc132615982]Screenshot 18 Organizational Unit
[image: Graphical user interface, text, application

Description automatically generated]
Creating Organizational Unit (OU) Non-Admin Users. An OU is a container within a Microsoft Active Directory domain which can be used to hold user, groups and computers. The above screenshot displays how the administrator would create a new OU ‘Non-Admin Users’.

[bookmark: _Toc132449227][bookmark: _Toc132615983]

Screenshot 19 No Control Panel Access
[image: Graphical user interface, application

Description automatically generated]
New user Tim Curry created and new Group Policy Object(GPO) within the Group Policy Management Console(GPMC). A GPO is a collection of Group Policy setting that defines what a system will look like and how it will behave for the user Tim Curry. It is created in the GPMC, which is a Microsoft Management Console that provides a graphical user-interface that enables the Active Directory administrators to manage the GPOs.
[bookmark: _Toc132449228][bookmark: _Toc132615984]
Screenshot 20 Prohibit access to Control Panel and PC settings.
[image: Graphical user interface, text, application

Description automatically generated]
Restricting the user Tim Curry’s access to the Control Panel and PC settings. This will prevent the user from altering how the Window’s operating system looks and works.  For example:
· Network and Internet functions, deleting browsing history and cookies.
· Hardware and access sound and video options.
· The ability to install/uninstall programs and well activate/deactivate Windows features.
· Modify user accounts access and change passwords.
· [bookmark: _Toc132449229][bookmark: _Toc132615985]Modify fonts and contrasts.
Screenshot 21 Command prompt ‘Run as Administrator’.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Running the command ‘gpupdate /force’ – applies all policy settings that have been changed by the administrator.
Group Policy Update – gpupdate.
By default changes in the Group Policy are not instantly applied and there is a 90 minute default wait applied. But by using the ‘force’ command we can force the update through immediately.
[bookmark: _Toc132449230][bookmark: _Toc132615986]

Screenshot 22 Confirmation of restrictions
[image: Graphical user interface

Description automatically generated]
Confirmation that the user is no longer able to access the Control Panel.
[bookmark: _Toc132449231][bookmark: _Toc132615987]Screenshot 23 Prevent access to command prompt.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
Enable the restriction to prevent the user Tim Curry access to Command Prompt. Access to the command prompt is used to prevent users who are not admins from accessing more resources than they are permitted. Such as:
· Network configurations 
· Storage configurations
· Advanced file manipulation
[bookmark: _Toc132449232][bookmark: _Toc132615988]Screenshot 24 Confirmation of no command prompt access
[image: A screenshot of a computer

Description automatically generated]
When the user attempts to access the command prompt they generate the restrictions message. That informs them that they do not have access to this function, and that if they need it they should contact their systems administrator. The systems administrator can restore this function to the user if they deem that it is necessary for the user to have this functionality in order for them to carry out specific tasks.

[bookmark: _Toc132449233][bookmark: _Toc132615989]Screenshot 25 Removable storage access
[image: Graphical user interface, text, application

Description automatically generated]
Removable storage is a risk to organisations as it is a common method of uploading viruses onto the system. To prevent this, the system administration has removed the users access to Removable Storage. As seen above this functionality has been disabled.
[bookmark: _Toc132449234][bookmark: _Toc132615990]Screenshot 26 accatask.msft 
[image: Graphical user interface, application

Description automatically generated]
Within Active Directory the system administrator has started the process of removing the functionality from the user to install new software. This is to prevent the user for unknowingly/knowingly uploading malicious software that could attack the organisations systems.

[bookmark: _Toc132449235][bookmark: _Toc132615991]Screenshot 27 New Organisational Unit NWClientComputers
[image: Graphical user interface, text, application, Word

Description automatically generated]
The administrator has created a new Organisational Unit within the Active Directory and has moved the Computer Object, which in this case is our user so that the administrator can configure the software installation restriction.
[bookmark: _Toc132449236][bookmark: _Toc132615992]Screenshot 28 Prohibit User Installs
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc132449237][bookmark: _Toc132615993]The above screen shows that the administrator has started to restrict the users access to the functionality of Software installations. To complete the configuration, they need to apply and ok the configuration.
Screenshot 29 User restriction for installation of programs
[image: A screenshot of a computer

Description automatically generated]
Restricting the user from being able to install programs/software prevents them from downloading malicious programs that could harm the organisations data or critical systems. System administrators are still able to install and update programs and systems, they will need to enter their own admin credentials so allow this. 
[bookmark: _Toc132449238][bookmark: _Toc132615994]Screenshot 30 Password settings
[image: A screenshot of a computer

Description automatically generated]
The administrator has pre-defined the setting to the password allocation for the user. Which are:
· The current password cannot be one that has been used in the last 3 previous passwords.
· The user must change the password every 2 days.
· The password must be at least one day old.
· The password must have a minimum character length of 7 characters.
· The password must meet the complexity requirements. That is containing upper case characters, lower case characters, digits 0-9 and a special character.
[bookmark: _Toc132449239][bookmark: _Toc132615995]Screenshot 31 Password restrictions set.
[image: A screenshot of a computer

Description automatically generated]
The system now forces the user to enter a password that includes all of the setting that the administrator has configured.

[bookmark: _Toc132616172][bookmark: _Toc134146043] Routing and Packet Filtering within Core TCP/IP services and critical Failover/Redundancy Practices
[bookmark: _Toc132616173][bookmark: _Toc134146044]Utilising ARP and Routing Tables
[bookmark: _Toc132449240][bookmark: _Toc132615996]Screenshot 32 ARP -A command
[image: A screenshot of a computer

Description automatically generated]
The ARP – A displays ARP (Address Resolution Protocol) data to view mappings. By entering this the administrator is able to see if the current state matches the mappings. The administrator could also use this command to troubleshoot any network connectivity issues.
[bookmark: _Toc132449241][bookmark: _Toc132615997]Screenshot 33 route PRINT
[image: A screenshot of a computer

Description automatically generated]
The command route PRINT allows the administrator to view the routing table. 


[bookmark: _Toc132449242][bookmark: _Toc132615998]Screenshot 34 Server Manger
[image: A screenshot of a computer

Description automatically generated]
The server manager allows the administrator to monitor, start, stop or restart and configure database connections, login authentications. 
[bookmark: _Toc132449243][bookmark: _Toc132615999]Screenshot 35 MYFTPSITE
[image: A screenshot of a computer

Description automatically generated]
FTP (File Transfer Protocol) Server is used for transferring files across the internet. They have two functions PUT (uploading of files to the server from the client) and GET ( getting files from the server from the client). The administrator has entered a welcome message to the server banner. 
[bookmark: _Toc132449244][bookmark: _Toc132616000]Screenshot 36 MyFtupuploads folder
[image: A screenshot of a computer

Description automatically generated]
Creation of a folder to hold the ftp documents.
[bookmark: _Toc132449245][bookmark: _Toc132616001]Screenshot 37 ftpuser23
[image: A screenshot of a computer

Description automatically generated]
Allowing user to the FTP – domain user accounts allow for easier access and auditing for domain resources. Local user accounts are better than domain user accounts when you are trying to limit access to your domain.
[bookmark: _Toc132449246][bookmark: _Toc132616002]
Screenshot 38 Firewalls Server2
[image: A screenshot of a computer

Description automatically generated]
Confirming that the firewalls for Server2 have been turned off.
[bookmark: _Toc132449247][bookmark: _Toc132616003]Screenshot 39 FTP Server
[image: A screenshot of a computer

Description automatically generated]
The ftp command followed by the server address – connects to ftp service.
[bookmark: _Toc132449248][bookmark: _Toc132616004]Screenshot 40 Connecting to Server2 with ftpuser23.
[image: Graphical user interface

Description automatically generated]
Whilst completing this task it was noted by the group that the worksheet contained several errors for this task. The FTP username doesn’t have to include the windows domain, so when we connect through FTP to Server1 (which has the computer name DMC2-NT) using the user ftpuser23, the windows domain doesn’t have to be used like DMC2-NT\ftpuser23 or accatask.msft\ftpuser23. The connection can be made using the username only: ftpuser23.
[bookmark: _Toc132449249][bookmark: _Toc132616005]
Screenshot 41 Server1 Server Manager
[image: A screenshot of a computer

Description automatically generated]
Server manager provides the administrator with an interface to Windows servers. From here the administrator can monitor and manage various aspects of the server which includes Role services. Role services allows the administrator to manager server features.
[bookmark: _Toc132449250][bookmark: _Toc132616006]Screenshot 42 Deploy VPN and LAN routing.
[image: A screenshot of a computer

Description automatically generated]
VPN deploy in role services configures the VPN role on a Windows server. It allows the provision of secure remote access to the organisations internal network. By using this the administrator can ensure that they are protecting the organisations network from malicious/unauthorised access and potential theft of data.
[bookmark: _Toc132449251][bookmark: _Toc132616007]
Screenshot 43 Routing and remote access
[image: A screenshot of a computer

Description automatically generated]
Routing and remote access completed on both Server1 and Server2 – ensuring that the PublicNet is added to the IPv4RIP.
RIP is the Routing Information Protocol and is what is known as a distance vector protocol that uses hop count as its primary metric. The RIP defines how routers should share information when moving traffic among an interconnected group of local area networks. However, according to Brush [1] that this has been replaced by Open Shortest Path First (OSPF) as the Interior Gateway Protocol in enterprise and larger, more complex networks.
Only the PublicNet interface should be present as it is the one that is announcing the routes for the server.
[bookmark: _Toc132449252][bookmark: _Toc132616008]
Screenshot 44 Ping from Server1
[image: A screenshot of a computer

Description automatically generated]
The above screenshot shows the configuration of the RIP and ping test.
The configuration for this model is similar to the figure shown below.
Figure 1 Routing model [2]
[bookmark: _Toc132449253][bookmark: _Toc132616009][image: Diagram, schematic

Description automatically generated]
Screenshot 45 Ping Server2 from Server1 
[image: A screenshot of a computer

Description automatically generated]

[bookmark: _Toc132616174][bookmark: _Toc134146045]IP Filtering
[bookmark: _Toc132616175][bookmark: _Toc134146046]Filter 1 Stopping ‘anyone’ in PrivateNet1 from Pinging the Router Firewall Service
[bookmark: _Toc132449254][bookmark: _Toc132616010]Screenshot 46 Inbound Filters
[image: A screenshot of a computer

Description automatically generated]
Inbound filters are a set of rules that control the incoming network traffic to the server. They form part of the Windows Firewall, which is a built-in security feature in Windows server that helps to protect the server from unauthorised access and malicious attacks.
[bookmark: _Toc132616176][bookmark: _Toc134146047]Filter 2: Restrict Access to FTP Service on Server2 to only hosts in PrivateNet2.
[bookmark: _Toc132449255][bookmark: _Toc132616011]Screenshot 47 Client1 can connect to ftp server.
[image: A computer screen shot of a computer screen

Description automatically generated with low confidence]
Confirmation of connection prior to the outbound filters being set.
[bookmark: _Toc132449256][bookmark: _Toc132616012]Screenshot 48 Setting outbound filters.
[image: A screenshot of a computer

Description automatically generated]
Outbound filters control the outgoing network traffic from the server. When an application or service on the server requests a network connection to a remote destination, it evaluates the connection against the outbound filters to determine if this connection is permitted or blocked. Outbound filters can be set to restrict specific types of traffic, or traffic to specific ports or to specific IP addresses. In the above screen the administrator has set an outbound filter to restrict Client1 from connect to ftp server1.
[bookmark: _Toc132449257][bookmark: _Toc132616013]Screenshot 49 Client 1 not able to connect to ftp server1. 
[image: A screenshot of a computer

Description automatically generated]
Confirmation after the outbound filter set that Client 1 can no longer connect to ftp Server1.
[bookmark: _Toc132616177][bookmark: _Toc134146048]Filter 3: Only allow specific hosts in PrivateNet1 to access the FTP server Server2
[bookmark: _Toc132449258][bookmark: _Toc132616014]Screenshot 50 Client 1 can connect to ftp server.
[image: A screenshot of a computer

Description automatically generated]
[bookmark: _Toc132449259][bookmark: _Toc132616015]Confirmation that prior to the administrator setting the inbound filters Client1 can connect to ftp server.
Screenshot 51 inbound filter 
[image: A screenshot of a computer

Description automatically generated]
The administrator has set an inbound filter to limiting the access to the FTP server.
[bookmark: _Toc132449260][bookmark: _Toc132616016]Screenshot 52 Server1 cannot connect to ftp server.
[image: A screenshot of a computer

Description automatically generated]
Confirmation that the inbound filters that the administrator has set now work – Server1 now cannot connect to the FTP server.
[bookmark: _Toc134146049]
Part 2 – Observational Tasks
[bookmark: _Toc134146050]Enhancing security on a SOHO (Small Office/ Home Office) Network 
There are several actions you can take to enhance the security of a Small Office / Home Office network, with the majority needing no additional equipment or fees.
1. Change the default login credentials for all devices, systems, and servers on the SOHO network to prevent unauthorized access, and ensure that strong passwords are used these systems to prevent unauthorized access by both internal and external actors/users. A lot of times, systems are set up with either the default credentials from the factory, or network administrators will reuse the same default admin password, which opens up the systems to vulnerabilities.
2. Disable remote management of any systems, servers, and devices on the SOHO network that do not require remote external access to prevent external actors gaining access.
3. Keep all devices and systems up to date with the latest firmware and software updates to address security vulnerabilities.
4. Install and run antivirus and anti-malware software on all devices on the SOHO network to protect against malware and other threats constantly.
5. Use a firewall to block unauthorized access to your network and only keep the specific required ports open to the external internet to prevent unauthorised access from outside the network.
6. Regularly backup your data to protect against data loss due to malware or hardware failure.
7. Ensure that all users have the correct permission level set on their access accounts, for example using AD Groups and Organisational Units to regulate the access from a specific user to a set list of functions (e.g. blocking all software installs, disabling the command prompt, etc).
8. Ensure that all file servers are protected correctly using group permissions, to allow only specific users / groups access to certain files and folders, and ensure that the various different levels of access is utilised, for example read only on certain folders, and hiding files that the user’s group membership does not permit them to view.
9. Utilise MAC address filtering, to ensure that only a controlled set list of devices can communicate on the SOHO network, while blocking unrecognised devices and systems.
10. Ensure that access to the physical devices, systems, and servers is strictly controlled with the use of physical access control, for example having door mag locks on certain areas, with only the required personnel having access to open these door locks via photo ID cards [3].
[bookmark: _Toc134146051]Failover Clustering for high availability systems/services
High Availability, or Continuous Availability, in a server environment is where failover clustering is used to remove the single point of failure in a data centre environment to ensure that the critical workloads are always available in the event of a hardware or software failure. This is accomplished by having multiple hosts  grouped into a single cluster using shared storage to provide a single point of access for all the servers in the cluster. If one of the servers fails, the workload is automatically moved to another server in the cluster, ensuring that the application or service remains available to users. For example, in a Windows Server environment, this is achieved by using the Failover Clustering functionality built into Hyper-V, to allow multiple nodes to be configured so that there is continuous availability within the datacentre [4]. 
Before installing a Hyper-V failover cluster, there are several key considerations that should be taken into account to ensure a successful deployment, for example, but not limited to, the following: 
1. Hardware compatibility - Ensure that all hardware components, including servers, storage devices, network adapters, and switches, are compatible with the version of Windows Server you plan to use. This can be done by checking the hardware compatibility list (HCL) provided by Microsoft to ensure that all components are sure  to work with Windows Server.
2. Network configuration - Plan the network configuration to ensure that the cluster will have sufficient bandwidth and redundancy, and use dedicated network adapters for cluster elements.
3. Storage configuration - Choose a shared storage solution that is compatible with Windows Server failover clustering, for example iSCSI.
4. Backup and recovery - Plan the backup and recovery strategy carefully to ensure that the system can recover from data loss or corruption [5].

To set up Hyper-V failover clustering, at least two physical servers running Windows Server 2016 or later are required, and a shared storage device such as a SAN [4]. 
1. Install the Failover Clustering feature on each server.
2. Connect the servers to the shared storage device. [image: A picture containing text, screenshot, software, computer icon

Description automatically generated]
3. Create a failover cluster using the Failover Cluster Manager tool. [image: A screen shot of a computer

Description automatically generated with medium confidence][image: A black screen with white text

Description automatically generated with low confidence]
4. Add the Hyper-V role to each server in the cluster.
5. Create a virtual machine on one of the servers, and configure it as desired.
[image: A screenshot of a computer

Description automatically generated]
6. Enable the virtual machine for replication.
7. Configure the replication settings, specifying the other server in the cluster as the replica server.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
8. Start the replication process.
9. Test the failover by manually moving the virtual machine to the other server in the cluster.
[image: A screenshot of a computer

Description automatically generated with medium confidence]
[bookmark: _Toc134146052]Draft Enterprise Network Policy
· Network Design: The Enterprise Network will be designed using a hierarchical topology with core, distribution, and access layers. The core layer will provide high-speed connectivity between all locations, while the distribution layer will provide routing, filtering, and load balancing. The access layer will provide access to end-user devices and will be segmented into VLANs to ensure security and manageability [6].
· High Availability: Critical business applications will be deployed in a highly available configuration using clustering, load balancing, or other appropriate technologies. Redundant network devices and links will be used to provide fault tolerance and minimize downtime. Regular testing and maintenance will be performed to ensure that the high availability configuration is functioning correctly.
· Security: The Enterprise Network will be secured using a industry led approach that includes multiple layers of security controls. These controls will include firewalls, antivirus and antimalware software, and access controls. Network traffic will be monitored for suspicious activity, and security incidents will be promptly investigated and remediated.
· Remote Access: Remote access to the Enterprise Network will be provided using secure VPN technologies that use strong authentication and encryption. Remote access will be granted on a need-to-know basis, and access will be monitored and audited to ensure compliance with security policies.
· Physical Access: Critical or sensitive equipment will be housed in secure areas, protected by a secure perimeter, with appropriate security barriers and entry controls. Critical or sensitive equipment will be protected from power supply failures. Critical or sensitive equipment will be protected by intruder alarms and fire suppression systems. Smoking, eating and drinking is forbidden in areas housing critical or sensitive equipment. All visitors to secure areas must be logged in and out.  The log will contain name, organisation, purpose of visit, date, and time in and out.
Entry to secure areas housing critical or sensitive equipment will be restricted to those whose job requires it [7].
· Wireless Access: Wireless access to the Enterprise Network will be provided using secure Wi-Fi technologies that use strong authentication and encryption. Wireless access will be monitored and audited to ensure compliance with security policies.
· Third Party Access: Third party access to the network will be based on a formal written contract, with access monitored and audited to ensure compliance.
· Network Monitoring: The Enterprise Network will be monitored using appropriate tools and technologies to ensure that it is functioning correctly and that security policies are being enforced. Network traffic will be analysed for performance and security issues, and appropriate action will be taken to address any problems that are identified.
· Disaster Recovery: The Enterprise Network will have a disaster recovery plan that includes regular backups, offsite storage of backup data, and procedures for restoring critical systems in the event of a disaster. The disaster recovery plan will be tested regularly to ensure that it is effective and up-to-date [8].
[bookmark: _Toc134146053]Reflection
In conclusion, completion of this task has been thoroughly enjoyable and I have learnt massive amounts during the physical section in Part One and the research that enabled me to complete Part Two. The knowledge that I will finish this part of the module with will equip me going forward in my day to day work life. This task has been the second of my University life where collaborative work has been required. While it’s been a nice change in the University lifecycle, I personally believe that to truly get the most out of this module, independent learning is required – for the majority of task one and the previous worksheet, I found myself being massively ahead of the rest of the team, and even experimenting with more advanced tasks. Despite this, the team worked well together fluidly, and each member contributed heavily and equally in different ways to ensure the tasks were completed to the highest standards – I would happily work together with the team in the future on any tasks.
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