Case study: The Compromised University Employee Account
Alex works in the university’s student administration team and regularly accesses university systems from home through a VPN.
One morning, Alex receives an email that appears to come from the IT department. It warns that remote access will expire unless Alex verifies their account. The email passes through the university’s email filter.
Alex follows the link to a convincing fake login page and enters their university username and password. The attacker captures these credentials and attempts to log in to the university’s VPN.
Alex receives repeated MFA approval requests. Believing these relate to the verification process, Alex eventually approves one. The attacker gains VPN access from an unmanaged laptop.
The university checks the password and MFA approval but does not check whether the connecting device belongs to the university or meets its security requirements.
Through the VPN, the attacker reaches an internal administration portal that provides access to cloud-hosted student records. Alex’s account still has additional permissions from a previous role, allowing access to records beyond their current responsibilities.
The attacker downloads a large volume of sensitive student information. Unusual login and download activity appears in the logs, but nobody investigates until the following morning.
Group task: Discuss the six questions below. Support each answer with evidence from the scenario.
Discussion Questions
1. What failed first? 
2. Was MFA enough? 
3. Should VPN access have been restricted? 
4. How could Zero Trust reduce impact? 
5. What governance weaknesses exist?
6. What should happen immediately after detection? 

