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Prior to commencing the MSc Course, a large amount of self-study was carried out to obtain a certain level of knowledge in the field of Cybersecurity. 
This foundation of knowledge has been bolstered with additional research carried out during the writing of this assignment. 
Whilst researching for task 1, Cybersecurity attacks, there are various key concepts involved dependent on the source of information being researched, some of the main concepts are outlined in Appendix 2.
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Reputable online sources were used for the initial search for recent cyber-attacks.  These resources included the National Cyber Security Centre (NCSC), Cybersecurity and Infrastructure Security Agency (CISA), along with reputable news organisations such as bbc.co.uk, and the Guardian.
Research was carried out at the library identifying suitable papers, books and peer reviewed articles and accessing the Institute of Electrical and Electronics Engineers (IEEE) standards documents. 
Be using the University’s lab machines, further research was carried out at home on a very modest home lab comprising of a Raspberry Pi running Kali Linux and an old Windows 7 laptop.
To glean information from the organisations themselves it was decided to place a Freedom of Information (FOI) requests to the London Metropolitan Police Service (MPS) and University of Northampton (UoN) regarding their Cyber Attacks.
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	Meaning
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	Open Web Application Security Project
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	RaaS
	Ransomware as Service 
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	Remote Access Trojan
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	Security Information and Event Management
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	Security Orchestration, Automation and Response
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	SQLi
	Subject Query Language Injection

	SSH
	Secure Shell

	SSRF
	Server-Side Request Forgery

	TCP
	Transport Control Protocol

	TOR
	The Onion Router 

	TTP
	Tactics, Techniques and Procedure 

	UDP
	User Datagram Protocol

	UoN
	University of Northampton

	URL 
	Universal Resource Locator 

	VAT
	Value Added Tax

	VDI
	Virtual Desktop Infrastructure

	WAF
	Web Application Firewall 

	XSS
	Cross-Site Scripting
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[bookmark: _Toc150536121][bookmark: _Toc150536265][bookmark: _Toc151052589][bookmark: _Toc152177232][bookmark: _Toc152516685][bookmark: _Toc152868893][bookmark: _Toc152868960][bookmark: _Toc153020406][bookmark: _Toc153977756]4.1	Data Breach at the London Metropolitan Police Service (MPS)
In August 2023 it was reported that a data breach had occurred at the MPS.  The attackers managed to exfiltrate the details of some 47,000 staff and police officers including names, ranks, addresses, photographs, and salary information [1] [2].  This type of data is known as Personally Identifiable Information (PII) and is highly sought after by criminals [3], as they can sell this data on the dark web.
The actual target of the data breach was an unnamed 3rd party company. The attackers managed to gain access to the system by eliciting log in credentials from a staff member at the un-named 3rd party supplier, using social engineering tactics and techniques which are outlined in Appendix 2.  
The flowchart in Figure (Fig.) 1 outlines the process of a data breach from beginning to end. 
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[bookmark: _Toc152869021][bookmark: _Toc153978123]Figure 1- Flowchart of a data breach


Once the attacker has gained the credentials of the user, they can then login as the victim, with the victim’s privilege level.  The attacker then has the option of developing the attack further, by installing backdoors or malware, so further attacks could be possible, alternatively, they could exfiltrate the data.  
If the stolen credentials were those of an IT technician, the attacker would have access to many more services than the average user account, therefore having a greater impact. 
On the MPS website the following was posted of the attack:
“Miscreants broke into a supplier's IT system and used that unauthorized access to steal personnel information [1].”
As part of the research, the MPS was contacted, and a FOI request was lodged.  This can be found in the supplementary evidence in Appendix 1.  Unfortunately, there was no reply to the FOI request.
The details obtained by the attackers was very sensitive in nature due to the role of the MPS, this was highlighted by Rick Prior of the MPS who told reporters that:
“Given the roles we ask our colleagues to undertake, significant safeguards and checks and balances should have been in place to protect this valuable personal information which, if in the wrong hands, could do incalculable damage” [4].
This form of attack is becoming commonplace.  It is reported that other police services such as Police Service of Northern Ireland (PSNI), Norfolk and Suffolk constabulary, and the South Yorkshire Police department have experienced similar attacks [5]. 
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Table 1 outlines the countermeasures that the MPS could deploy to safeguard against further data breaches, further detail can be found in Appendix 3.
[bookmark: _Toc152869041][bookmark: _Toc153978182]Table 1 - Countermeasures for MPS
	Risk
	Countermeasure
	Recommendation

	Application Vulnerabilities
	Implement regular patch management regimes and vulnerability scanning
	Implement patch management

	3rd Party Breach
	3rd party companies to be “Cyber Essentials” (CE) or “Cyber Essentials +” accreditation. 
	Requirement for CE or CE+

	Cybersecurity training 
	Cybersecurity training 
The MPS IT department send test phishing emails to staff.
Further details of the items discussed can be found in Appendix 2.
Data Loss Prevention (DLP) via DLP policies to monitor to be implemented.
Microsoft Azure Advanced Threat Protection (ATP) to be employed [6]. 
Microsoft Defender’s Safe Links to be implemented
	Cybersecurity Training 
DLP & ATP implementation
Data obfuscation methods used.


	Encryption
	Full Disk Encryption (FDE) advisable, so data is safeguarded [7].
	FDE Implementation

	Financial risk mitigation
	The MPS to take out appropriate cybersecurity insurance.
	Insurance Policy implementation 

	Detection of intrusion
	Implementation of an Intrusion Detection System (IDS) / Intrusion Prevention System (IPS).  [8] [9].
	Implement IDS and IPS

	Log File Analysis
	Automated log analysis via Artificial Intelligence (AI) and Machine Learning (ML) algorithms. [10] [11] .
	Implement Log analysis 

	Credential Security – Dark Web monitoring
	Password management tool that can monitor the dark web for activity.  
	Implement password management tool such as Dashlane






[bookmark: _Toc150536124][bookmark: _Toc150536268][bookmark: _Toc151052592][bookmark: _Toc152177235][bookmark: _Toc152516688][bookmark: _Toc152868896][bookmark: _Toc152868963][bookmark: _Toc153020409][bookmark: _Toc153977758]4.2	Ransomware attack at Northampton University
The University of Northampton (UoN) was targeted by a ransomware attack in March 2021.  Although the Cyber-attack occurred over two years ago, it is still relevant to research how the UoN dealt with the ransomware attack, what measures were put in place and to safeguard against a reoccurrence in the future. The ransomware attack severely impacted the network infrastructure, telephony, and IT systems for approximately a week.  Students were unable to access resources, affecting their final year dissertations, lectures online were affected, and assignment deadlines needed to be postponed.
The University worked with Northamptonshire police and the NCSC they also informed the Information Commissioner's Office (ICO) and employed IT forensic investigators to establish the extent of the damage caused and to advise on how to recover the IT systems.  Also, the Joint Information Systems Committee (JISC) issued an alert to all Educational Institutions advising them of the ransomware attack.
IT staff were advised by JISC that a defence in depth approach is the preferred method of protection to guard against both ransomware and malware.  This is most certainly the best form of defence against cybersecurity attacks in that if one system or form of defence is breached then the alternate method provides a level of protection.  

The Fig.2 shows a flowchart of a typical ransomware attack and dovetails with the data breach flowchart in Fig.1.
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[bookmark: _Toc152869022][bookmark: _Toc153978124]Figure 2 - Flowchart of a ransomware attack
The victim of a ransomware attack is truly placed in an unenviable position. There is no guarantee that paying the ransom will restore access to files and the attacker may still sell their data.
An FOI request was made to the UoN regarding the attack (see Appendix 1).  It appears that the ransomware was introduced via a compromised account.  
This is one of the three main reasons for ransomware compromise, according to Statistica in 2019 the most successful methods of introducing ransomware were [12]:
· Phishing emails 67%  
· Lack of Cybersecurity training 36% 
· Weak Passwords 30%



This demonstrates that human error is a crucial factor in ransomware success rates, and that technical methods are required to safeguard users.
According to the FOI from UoN the ransomware was of the RYUK family. This malware was first discovered in August 2018. The attack is initiated by either an Emotet or Trickbot Trojan and subsequently, the ransomware attack is commenced. [13]. 
At this stage the IT department would attempt to carry out an Incident Response (IR) to stop further damage and restore services. The six steps of the IR process are:
Prepare, Identify, Contain, Eradicate, Recover, Lessons learned [8].
A ransomware attack such as this could be considered as a double threat as it can both encrypt and exfiltrate data. The threat from ransomware is becoming ever more prevalent and the time between initial access and the ransomware attack has reduced significantly according to IBM-X Force, which was reduced 94% between 2019-2021 [14].  They are seen to be both lucrative and low risk method of attack.  The attacker hopes the victim will pay the ransom, but even if they choose not to, the attacker will still be able to leak any data exfiltrated during the attack [15].  This explains why ransomware attacks are gaining momentum in both frequency of attacks and pace.  Some attackers now call themselves Initial Access Brokers (IABs), and concentrate on breaching systems, then sell the details onto another attacker who then carries out the Ransomware attack [14]. Some attackers now provide a ransomware-as-service (RaaS) that can be based on a monthly subscription and even provide technical support in carrying out attacks [16]!   Other ransomware developers provide RaaS with a license cost, which is surprisingly cheap, $39 for a lifetime licence [17].  This is such a lucrative and popular form of attack. Attackers are willing to invest the time and effort at becoming more organised by setting up these types of services which is certainly being driven by high demand.  
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Table 2 lists several countermeasures that could be implemented by the UoN to defend against further ransomware attacks, additional detail can be found in Appendix 3. 
[bookmark: _Toc152869042][bookmark: _Toc153978183]Table 2 - Countermeasures for UoN
	Risk
	Countermeasure
	Recommendation

	Application Vulnerability
	As Table 1
	As Table 1

	Device Vulnerability
	PC and Server configuration hardening to reduce attack surface [17].
	

	Propagation through the network
	Network to be segmented to impede the flow of malware.
	Implement Segmentation

	Detection of Ransomware
	A honey port sacrificial drive which is monitored f to give early indication of a ransomware attack. 
IDS/IPS and can alert the IT support staff of malicious activity.
Staff advised to  use the Virus Total website or App [18] [19] [20]. 
	Implement ransomware detection.

	Human Error
	Cybersecurity training for staff. 
	Implement training

	Recovery from Ransomware 
	Regular Backup regimes in place, utilising the 3-2-1 method of backing up should be adopted, as advised by the NCSC [21].
	Implement backup regime

	Preparation
	Documentation and policies to implement [22]. 
	IR, DR & BC plans, and regular IR exercises take place.
Utilise the NCSC’s Cybersecurity simulations and exercises service Exercise in a box [23] [24].  
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[bookmark: _Toc153977760]4.3	Distributed Denial of Service (DDoS) Attack on the Edinburgh Tram Company (ETC)

In September 2023 the ETC website was targeted by a Russian group later identified as “NoName057”.  They were targeted in retaliation for showing support and solidarity with Ukraine after its invasion by Russia [25].  The NoName057 group was formed in 2022, which is the same year as the invasion, and have targeted several organisations all over the globe and mainly governmental institutions that have allied themselves with Ukraine.
 It has been widely reported that the NoName057 group have a large network of supporters that have access to a very powerful botnet system, an example of which is illustrated below. This an increasing trend which has escalated since the war in Ukraine, this form of attack could be considered as an attack by an APT as it is suspected that this group to be state sponsored with a great number of resources behind them [8].  
Fig.3 Illustrates a typical Botnet, like the botnet used to attack the ETC. 


[bookmark: _Toc152869023][bookmark: _Toc153978125]Figure 3 - DDoS Botnet [8]
The primary motivation for the Pro-Russian Noname057 group is an attempt to destabilise counties that are seen as opposition to the current Russian regime [26]. These attacks will undoubtedly continue for the foreseeable future; therefore, it is crucial that Governments and companies put countermeasures in place to mitigate the threat of such DDoS attack.
[bookmark: _Toc150536128][bookmark: _Toc150536272][bookmark: _Toc151052596][bookmark: _Toc152177239]Further details of DDoS attacks can be found in Appendix 2.  
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Table 3 Highlights potential countermeasures the ETC could utilise to mitigate the possibility of further DDoS attacks Appendix 3 provides further detail on the countermeasures. 
[bookmark: _Toc152869043][bookmark: _Toc153978184]Table 3 - Countermeasures for the ETC
	Risk
	Countermeasure
	Recommendation

	Internet Service Provider (ISP) / Cloud Service Provider (CSP)
	1. Request DDoS protection from ISP / CSP.
2.Implementation of Quality of Service (QoS) [27]. 
3.Overprovisioning of network connectivity.
4.Bandwidth prioritisation via QoS, 802.1P [28, 3].  
	1.Implement Countermeasures

2.Review firewall rules, enabling rate limiting and zone protection.


	Protecting Web server
	Installation of a Web Application Firewall (WAF).
	Install a Web Application Firewall, to protect against DoS flood attacks and other attacks against Web servers, Subject Query Language injection (SQLi), Cross Site Scripting (CSS), Cross Site Request Forgery (CSRF), Server-Side Request Forgery (SSRF).


	Firewall configuration:
	1.Rate limiting of requests.  
2.Enabling DoS policies.
3.Enable Zone protection, 
4.Authenticate routing updates to confirm they are not malicious [29]. 
	

	Resilience
	Implement Content Delivery Network (CDN) 
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1. [bookmark: _Toc153020416][bookmark: _Toc153977763]Introduction
Cureton Pharmaceutical Company (CPC) is a multinational pharmaceutical company with its UK headquartered in Edinburgh, and branches in Swansea and Oxford.  Each branch has a great deal of autonomy when it comes to the IT infrastructure. Each branch manager is given an annual IT budget of £165,000.  
The Swansea branch is working tirelessly around the clock on the Cura® and believe that they are on the verge of a breakthrough, which does not allow much downtime for systems maintenance.
There is a full time IT technician onsite who is kept busy maintaining the Servers, Network and PCs. However, there is insufficient downtime to ensure that the software/firmware is updated or replace any aging hardware.  The CPC cybersecurity team, in Edinburgh, have liaised with the local IT technician to gain full knowledge of the systems installed.  To ensure knowledge transfer the cybersecurity team and IT Technician will work collaboratively during the testing process. 
A red team engineer at CPC has been instructed to review the IT infrastructure and conduct penetration testing (pentesting) to highlight cybersecurity issues and make recommendations to mitigate them.  
Prior to any pentesting a Rules of Engagement (RoE) form must be completed so that an official agreement of objectives, any explicit restrictions and authorised targets and IP Addresses are outlined see Appendix 5 [8] [30].
A Non-disclosure Agreement (NDA) must also be signed prior to the pentest as CPC hold sensitive data which would be highly sought after by rival companies. 
1.1 [bookmark: _Toc153020417][bookmark: _Toc153977764]Disclaimer
No system, however secure, is immune to vulnerabilities.  This pentest and resulting report cannot provide protection for all cybersecurity threats.
The red team engineer will carry out penetration testing and make recommendations based on the information gathered.  Once the recommendations are implemented, the cybersecurity posture must be reviewed annually so new threats can be detected and resolved.


1.2 [bookmark: _Toc153020418][bookmark: _Toc153977765]Statement of Assumptions

During the Footprinting phase, the following websites were used in place of an official CPC website, so that realistic results could be obtained:
itsecgames.com
hackthebox.com
certifiedhacker.com
ctflearn.com 
hack.me

During the SQLi phase of testing, the Damn Vulnerable Web App (DVWA) on the Metasploitable2 server was used. 
1.2 [bookmark: _Toc153020419][bookmark: _Toc153977766]CPC Server Design 
The CPC network is currently configured as a flat network. All equipment is on the same network segment and IP Address range. This enables a quick and easy setup of the IT infrastructure and is easier to maintain for the technician onsite. 
Fig.4 Is of a block diagram of the CPC network.
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[bookmark: _Toc152869024][bookmark: _Toc153978126]Figure 4 - Block diagram of the CPC Network at a high level
Fig.4 shows, the network at CPC is a very simple design and is easy for the technician to maintain.  However, there are several security vulnerabilities with this design which have been identified in this report.
2 [bookmark: _Toc153020420][bookmark: _Toc153977767]List of figures and tables
Please refer to the list of figures and tables in Section 2 (page 4)
3 [bookmark: _Toc153020421][bookmark: _Toc153977768]List of Acronyms.
Please refer to the acronym list in Section 3 (page 5)
4. [bookmark: _Toc153977769]Network Topology

Fig.5 Is a physical network diagram at the Swansea branch, which is a flat network.  
The current topology implemented is a physical star, logical bus network. 
[image: A computer screen shot of a computer
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[bookmark: _Toc152869025][bookmark: _Toc153978127]Figure 5 - CPC Physical Network Topology diagram


Fig.6 Is the logical topology of the Swansea branch, which is currently in a bus configuration. 
[image: A person standing next to a computer network
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[bookmark: _Toc153978128]Figure 6 - CPC Logical Network Topology diagram
5. [bookmark: _Toc153020422][bookmark: _Toc153977770]Contingency policy
Before any penetration testing is carried out, a backup of data should be taken so that in the unlikely event of any issues it can be recovered.
If the main tool is found to be unsupported during the pentest, alternate tools have been identified that can be utilised to carry out the same task.   This approach will also ensure that test results can be compared against one another, as there is a possibility when using multiple tools different results may be returned.  This is positive, as it would provide a more complete picture of the network and connected devices and gives additional detailed information which will be crucial for the system hacking phase of the pentest.
At the system hacking phase, if both techniques were unsuccessful, additional investigation would be required to determine the nature of the failure. Potentially, a different technique targeting the same vulnerability would be more successful.  If this is not the case, then a different vulnerability would be targeted.


6. [bookmark: _Toc153020423][bookmark: _Toc153977771]Penetration testing framework

For this pentest both MITRE ATT&CK and Open Web Application Security Project (OWASP) Top Ten frameworks were utilised and expanded upon in Appendix 4.
The penetration testing framework was used as a variation on the approach recommended by the OWASP Top Ten Project and Penetration Testing Execution Standard (PTES) [31] [32] [33].
1. Footprinting
2. Scanning 
3. Vulnerability Assessment
4. Enumeration
5. Password Cracking
6. Social Engineering 
7. System Hacking
8. Physical Security
9. Final Report 


7. [bookmark: _Toc153020424][bookmark: _Toc153977772]Penetration testing tools
Table 4 Lists the penetration tools used during the footprinting, enumeration and scanning phases [34].
[bookmark: _Toc152869044][bookmark: _Toc153978185]Table 4 - Penetration testing tools used.
[image: A table with text on it
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8. [bookmark: _Toc153020425][bookmark: _Toc153977773]Limitations of the testing
Please find the noted limitations on testing in Appendix 7.
[bookmark: _Toc153020426]

9. [bookmark: _Toc153977774]Potential Threats, Attack Vectors, Most Critical Vulnerabilities
9.1. [bookmark: _Toc153020427][bookmark: _Toc153977775]Potential Threats
9.1.1. [bookmark: _Toc153020428][bookmark: _Toc153977776]Flat Network  
The main threat is the flat network, see Fig.5 and 6, which hosts both server and workstation PCs on the same subnet.  Whilst this allows ease of connection it is difficult to prevent malicious traffic spreading through the network.
Note: This is highlighted in Task 1, section 4.2.1 Ransomware attack on UoN as one of the countermeasures mentioned in Table 2.
During the onsite Pentest it was noted that all network ports were enabled so that any user could connect their device and get onto the network. 
9.1.2. [bookmark: _Toc153020429][bookmark: _Toc153977777]Insecure Protocols in use
Insecure protocols are in usage on both Web servers most notably HTTP, File Transfer Protocol (FTP), Telnet, Virtual Network Computing (VNC).  Due to the flat network architecture, any device on the network would be able to connect to the servers. A back door vulnerability was also found on TCP/1524 this needs to be disabled on the server and blocked on the firewall.
9.1.3. [bookmark: _Toc153020430][bookmark: _Toc153977778]Patching Regime
4. [bookmark: _Toc152504798][bookmark: _Toc152516646][bookmark: _Toc152516710][bookmark: _Toc152868918][bookmark: _Toc152868985][bookmark: _Toc153020338][bookmark: _Toc153020431][bookmark: _Toc153391049][bookmark: _Toc153393304][bookmark: _Toc153563680][bookmark: _Toc153617192][bookmark: _Toc153652798][bookmark: _Toc153690173][bookmark: _Toc153796326][bookmark: _Toc153977366][bookmark: _Toc153977433][bookmark: _Toc153977696][bookmark: _Toc153977779]
5. [bookmark: _Toc152504799][bookmark: _Toc152516647][bookmark: _Toc152516711][bookmark: _Toc152868919][bookmark: _Toc152868986][bookmark: _Toc153020339][bookmark: _Toc153020432][bookmark: _Toc153391050][bookmark: _Toc153393305][bookmark: _Toc153563681][bookmark: _Toc153617193][bookmark: _Toc153652799][bookmark: _Toc153690174][bookmark: _Toc153796327][bookmark: _Toc153977367][bookmark: _Toc153977434][bookmark: _Toc153977697][bookmark: _Toc153977780]
6. [bookmark: _Toc152504800][bookmark: _Toc152516648][bookmark: _Toc152516712][bookmark: _Toc152868920][bookmark: _Toc152868987][bookmark: _Toc153020340][bookmark: _Toc153020433][bookmark: _Toc153391051][bookmark: _Toc153393306][bookmark: _Toc153563682][bookmark: _Toc153617194][bookmark: _Toc153652800][bookmark: _Toc153690175][bookmark: _Toc153796328][bookmark: _Toc153977368][bookmark: _Toc153977435][bookmark: _Toc153977698][bookmark: _Toc153977781]
7. [bookmark: _Toc152504801][bookmark: _Toc152516649][bookmark: _Toc152516713][bookmark: _Toc152868921][bookmark: _Toc152868988][bookmark: _Toc153020341][bookmark: _Toc153020434][bookmark: _Toc153391052][bookmark: _Toc153393307][bookmark: _Toc153563683][bookmark: _Toc153617195][bookmark: _Toc153652801][bookmark: _Toc153690176][bookmark: _Toc153796329][bookmark: _Toc153977369][bookmark: _Toc153977436][bookmark: _Toc153977699][bookmark: _Toc153977782]
Vulnerability scans showed the patching regime is not up to scratch.  The issues were mainly on the Linux web servers, where 20 Critical and 22 High alerts were found.   Many of these CVEs range back to the early 2000’s which is surprising as the web servers are in production and accessible from the internet.  A list of the most critical vulnerabilities can be found in section 9.3.
[bookmark: _Toc153020435]

9.2. [bookmark: _Toc153977783]Attack Vectors
Fig.7 Illustrates the attack vectors found at CPC.  Further details on attack vectors, social engineering techniques and impacts can be found in Appendix 2. 
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[bookmark: _Toc153978129]Figure 7 - Illustration of attack vectors identified at CPC.
9.3. [bookmark: _Toc153020436][bookmark: _Toc153977784]Most Critical Vulnerabilities

Table 5 Lists the most critical vulnerabilities mainly found on both Linux servers. [35] [36] [37] [38] [39] [40] [41] [42] [43]
[bookmark: _Toc153978186]Table 5 - Table of most critical vulnerabilities
[image: A screenshot of a computer screen
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9.4. [bookmark: _Toc153020437][bookmark: _Toc153977785]Attack Simulations

Fig.8 Shows a flowchart detailing the process followed whilst using Metasploit during the attack simulations. 
[image: A diagram of a software flowchart

Description automatically generated]
[bookmark: _Toc153978130]Figure 8 - Flowchart of attack procedure used with Metasploit.
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2

Table 6 Outlines the attack simulations carried out during the pentest, including the tools and protocols used. 
Please see Appendix 6 for additional simulated attacks 5 to 10.
[bookmark: _Toc152869045][bookmark: _Toc153978187]Table 6 - Attacks carried out during penetration testing.
	#
	Vulnerabilities 
	Attack tools 

	Protocols
	Attack Launch method
	Attack Successful?

	1
	Heartbleed 
OpenSSL (ngix 1.4.0)
(CVE-2014-0160) [44] [45] [46] [47] [48] [49] [50] [51] [52]
	Metasploit
	Hypertext Transfer Secure (HTTPS)
	Metasploit and msfconsole, the heartbleed vulnerability was exploited, the exfiltrated data from server was viewed by using verbose mode.
	Yes

	2
	Remote Access Trojan (RAT) TCP Reverse Shell  [29] [53] [54] [55] [56] [57] [58] [59]
	Metasploit, msfvenom
	TCP
	The Trojan was created using msfvenom,and sent as a zipped file.  Once opened a reverse shell was created back to the attacker’s machine.
	Yes

	3
	Network File System (NFS) share exploit.
Remote Procedure Call (RPC) (CVE-1999-0554) [29] [46] [47] [49] [60] [61]
	Metasploit
	Remote Procedure Call (RPC) Network File System (NFS) Secure Shell (SSH)
	Utilise RPC to confirm programs using RPC.
This was also found in NMAP and Nessus Scans.
Utilise the NFS protocol to mount the victim’s drive locally onto the Attack machine.
Create a SSH Key pair, and append this to the authorizes_keys  of the victim’s server. This allows the attacker persistent access to the server. 
	Yes

	4
	FTP Vulnerability 
(CVE-2011-2523)
vsfpd 2.3.4
Also FTP Credentials found during Legion Vulnerability Scan. [29] [48] [49] [61] [55] [56] [62]
	Metasploit 

Filezilla
	FTP
	A) Metasploit and  msfconsole a reverse shell was created.  
B) FileZilla connected to FTP server on Webserver using credentials harvested with Legion.
	Yes



Attack 1: OpenSSL vulnerability (Heartbleed) [44] [45] [46] [47] [48] [49] [50] [51] [52] 
Mitre ATT&CK ID: T1567 (Exfiltration Over a Web Service)
The HTTP server was running a vulnerable version of OpenSSL (1.0.1-1.0.1f) and susceptible to the Heartbleed exploit. A simulated attack was carried out as described in Fig. 9 below. 
The heartbeat is intended to keep the SSL connection alive, however devices with this vulnerability cannot handle heartbeat extension packets.  By using the msfconsole it was possible to exploit this vulnerability by sending a crafted heartbeat packet to the server containing 8 bytes of data.   Metasploit tells the server that the packet is in fact 64KB of data.  
The victim’s server replied with the 8 bytes of data.  The server pads this out with data from memory, to make up the difference so that it responds with 64KB.  This is known as buffer over-read [50].   
Enabling verbose mode, it was possible to view the padded data from memory, which contained certificate information, as well as random hexadecimal characters.  Within the printable info sometimes more useful data such as usernames, passwords, were obtained [45].  
The data was obtained without need for login credentials or privilege escalation makes CPC at risk to data exfiltration. This attack can be repeated constantly until the OpenSSL vulnerability is patched.  This means that data can be exfiltrated in such a way that IT administrators are unlikely to realise as the traffic is encrypted using HTTPS on port 443 and is a sequence of small data packets of 64KB. 
See Fig9. Illustrates the Heartbleed simulation.
[image: A close-up of a email
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[bookmark: _Toc153978131]Figure 9 - Illustration of the Heartbleed vulnerability
The best method to avoid the Heartbleed vulnerability is to ensure that OpenSSL is up to date.

Attack 2: Remote Access Trojan. [29] [53] [54] [55] [56] [57] [58] [59]
Mitre ATT&CK ID: T1071 (Application Layer Protocol) 

A Trojan was created using Metasploit and msvenom, a payload generator, and sent as a zip file email attachment. The attack process is described in Fig.10 [63].  
[image: A diagram of a computer program
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[bookmark: _Toc153978132]Figure 10 - Flowchart showing the process of carrying out the Trojan BIND Shell attack.
The email containing the zip file used three of the social engineering principals outlined in Appendix 2, Urgency, Authority and Trust.  The subject of the email was entitled “URGENT: Cura Vaccine Latest Test Results (Urgent Analysis Required)” the attached file name was entitled Cura_Results.zip.  In the body of the email, it suggested that the senior management team at CPC required urgent analysis of this data. These tactics make it more likely that the email will be opened.

Fig.11 Illustrates the overall process of Trojan attack.
Note: This outlines one method of delivering malware to a user, which could have been used during the ransomware attack on UoN as described in Task 1. 
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[bookmark: _Toc153978133]Figure 11 - Illustration of a trojan being sent as an email attachment.
Once installed, the RAT initiated a Command and Control (C2) connection back to the Kali attack laptop using its default port of 4444.  Using meterpreter, it was found that the traffic was encrypted. If a technician were monitoring network traffic, they would be unaware that it was malicious and they would only be able to work out the source and destination IP Addresses, and the amount of traffic between them. 
It is possible for a meterpreter session to be hijacked by another attacker.  To stop this Rapid7, have introduced the paranoid meterpreter that uses certificates to verify both ends of the meterpreter session [55] [56].  This highlights the risk of this type of attack as the first attacker may be simply inquisitive, but the second hijacking attacker may have malicious intent.
The best defence for CPC against a trojan attack is to ensure that Anti-Virus (AV) is kept up to date and an IDS / IPS system is in place to monitor network traffic utilising pre-configured rules.


Attack 3: NFS Share exploit with SSH for persistence. [29] [46] [47] [49] [60] [61]
Mire ATT&CK ID: T1039 (Data from Network Shared Drive)
During the footprinting and scanning phases the following ports were open on the server: 
· RPC (port 111)
· NFS (port 2049)
· SSH (port 22)

The entire root folder of the server was vulnerable to being mounted.  This allows an attacker to obtain data directly from the server by mounting a drive from the victim’s server to the attacker’s machine as if it were a shared network drive.
The attack was carried out as descried in Fig.12.
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[bookmark: _Toc153978134]Figure 12 - Illustration of an NFS share exploit, with SSH for persistence.
The attacker now has full access of the file structure with root privileges.  To enable unrestricted access to the server the attacker configures SSH access to achieve this with root privileges as described in Fig.12. 
The attacker can now exfiltrate data from the server or could carry out further attacks within the network using a technique known as pivoting. The compromised server could then be used to stage further footprinting and attacks from within the network which might not be detected right away as the traffic would be from within the network and from a trusted server.  
The best defence for CPC against this form of attack is configuration hardening.  If NFS is not required, it should be disabled. Alternatively, file permissions should be placed on the NFS server to ensure that only authorised users have access.

Attack 4: FTP Attack [29] [48] [49] [61] [55] [56]
Mire ATT&CK ID: T1567 (Exfiltration Over a Web Service)
Vulnerability scanning revealed that this server was running an older, vulnerable version of FTP.  The FTP attack was now carried out using the technique illustrated in the flowchart Fig.8
Fig.13 Illustrates this attack. This poses a serious threat to CPC as no credentials were required and full access to the server was granted.  
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[bookmark: _Toc153978135]Figure 13 - Illustration of an attack exploiting an FTP vulnerability.
Any sensitive files on the server could now be exfiltrated and sold on the dark web.  As the meterpreter session was encrypted, see Fig.14, anyone monitoring the network traffic were being unaware that this traffic was malicious.  
[image: ]
[bookmark: _Toc153978136]Figure 14 - Wireshark capture of encrypted data between Kali laptop and server
During the footprinting stage the Legion tool was utilised this revealed that the FTP server was using the “Anonymous” login credentials.  A secondary attack was performed using FileZilla and connecting to the FTP server using these credentials. 
Whilst this attack would be successful, however network monitoring tools would detect this traffic as it was sent unencrypted.  It would be a simple case of blocking the IP address of the attack machine and then reviewing the server’s configuration.
Therefore, the FTP protocol is not recommended as its unencrypted. Instead, CPC should implement SFTP or FTPS.  It is crucial that a patching regime is implemented to ensure that the software version is kept up to date.
4. [bookmark: _Toc153617199][bookmark: _Toc153652805][bookmark: _Toc153690180][bookmark: _Toc153796333][bookmark: _Toc153977373][bookmark: _Toc153977440][bookmark: _Toc153977703][bookmark: _Toc153977786][bookmark: _Toc153020448]
5. [bookmark: _Toc153652806][bookmark: _Toc153690181][bookmark: _Toc153796334][bookmark: _Toc153977374][bookmark: _Toc153977441][bookmark: _Toc153977704][bookmark: _Toc153977787]
6. [bookmark: _Toc153652807][bookmark: _Toc153690182][bookmark: _Toc153796335][bookmark: _Toc153977375][bookmark: _Toc153977442][bookmark: _Toc153977705][bookmark: _Toc153977788]
7. [bookmark: _Toc153652808][bookmark: _Toc153690183][bookmark: _Toc153796336][bookmark: _Toc153977376][bookmark: _Toc153977443][bookmark: _Toc153977706][bookmark: _Toc153977789]
8. [bookmark: _Toc153652809][bookmark: _Toc153690184][bookmark: _Toc153796337][bookmark: _Toc153977377][bookmark: _Toc153977444][bookmark: _Toc153977707][bookmark: _Toc153977790]
9. [bookmark: _Toc153652810][bookmark: _Toc153690185][bookmark: _Toc153796338][bookmark: _Toc153977378][bookmark: _Toc153977445][bookmark: _Toc153977708][bookmark: _Toc153977791]
10. [bookmark: _Toc153977792]Recommendations

The recommendations in this report are split into short, medium, and long term.  The short-term recommendations are to resolve the immediate issues discovered during the Pentest which should be implemented by CPC immediately. 
The implementation of the identified recommendations will take place over a three-year period, with most recommendations being funded by the annual IT budget from head office.  Some recommendations will be funded centrally as they are part of a larger project covering all CPC sites, (MDM, SIEM & SOAR).
A total of 38 recommendations have been made, requiring a total overhaul of the CPC systems, and have bee outlined in Table 7, section 11 which also includes costs.  
· Year 1 recommendations are highlighted in dark orange.
· Year 2 recommendations are highlighted in amber.
· Year 3 recommendations are highlighted in yellow.

Those highlighted green in table 7 are recommendations that will be funded centrally from head office. 
The recommendations and costs in table 7 have been merged to enable CPC management team to immediately review the priorities, timescales, advised work schedule, plus likely costs of implementing the three-year plan, further detail is available in Appendix 7.  
Once the three-year plan has been implemented, the new segmented network will be in place this is illustrated overleaf in Fig.15.
Fig.15 Illustrates the proposed segmented network at CPC after implementation of recommendations. [image: A diagram of a computer network
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[bookmark: _Toc152869027][bookmark: _Toc153978137]Figure 15 - Recommended Segmented CPC network diagram.
In addition to the recommendations in Table 7, below is clarification of recommendations to the server infrastructure.
· Some elements of the current server infrastructure were to be vulnerable to cyber-attack.  The issues stemmed from both Linux Web / FTP servers.  
· Web Server 1 – is being retired therefore this server be reused as a Physical RADSEC (Secure RADIUS) server for authentication. 
· Web server 2 – upgraded with latest version of Red Hat Linux Enterprise and reconfigured.
· Existing hardware can be reused to save on hardware costs. 
(if these conditions are met):
· Hardware is not end of life.
· It can run the latest / supported version of operating system. 
· New secure configuration.
· Web server 2 vulnerable to SQLi attacks.  Advised that whenever user input is required, parametrised inputs and allow list input validation are used.  
· Strongly advised not to use dynamic SQL generation as this can output more information, that would be useful for an attacker than intended.  
· Correct error handling is also strongly recommended, to reduce this type of data output.  These steps are advised to limit the risk of SQLi attacks, by checking what the user has entered the input text boxes before processing the SQL Query.
Fig.16 Illustrates the recommendations for the server infrastructure, with detail of server reuse. 
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[bookmark: _Toc152869028][bookmark: _Toc153978138]Figure 16 - Re-assignment of existing hardware

The defence strategy that is recommended for CPC will include:
· A defence in depth approach, ensuring that multiple layers of protection are in place.  
· Network segmentation, so that the likelihood of lateral movement is reduced.
· Installation of next generation firewall with UTM, IDS/IPS capabilities.
· Patching regime devices are updated regularly and that insecure protocols are disabled. 
· Cybersecurity training for all staff 

[bookmark: _Toc153020449]

11. 
12. [bookmark: _Toc153977793]Cost of Solution. 

[bookmark: _Toc153020450][bookmark: _Toc153977794]11.1 Cost of hardware replacement
The costs of hardware replacement including timelines required can be found in Table 7.
It should be noted that items coloured green will be funded centrally from head office, so the Swansea branch of CPC will incur no costs.  
[bookmark: _Toc152869046][bookmark: _Toc153978188]Table 7 - Recommendations and costs of hardware
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Fig.17 Is a visual representation of the recommendations for CPC
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[bookmark: _Toc153978139]Figure 17 - Illustration of the planned work to implement recommendations.

Table 8 Provides a cost breakdown of the hardware replacement spread over the three years.
[bookmark: _Toc152869047][bookmark: _Toc153978189]Table 8 - Cost Breakdown of hardware replacement
 [image: A table with text on it
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[bookmark: _Toc153020451][bookmark: _Toc153977795]11.2 Cost of implementing recommended solutions

The following tables (Tables 9 - 11) give the costs of implementing the recommended solution including the consultancy costs of the red team engineer.  Table 12 giving a summary of the costs over three years. 
Most of the hands-on work will be carried out by the onsite IT technician with direction from the red team engineer. 
[bookmark: _Toc152869048][bookmark: _Toc153978190]Table 9 - 1st Year cost of implementing recommended solutions.
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[bookmark: _Toc152869049][bookmark: _Toc153978191]Table 10 - 2nd Year cost of implementing recommended solutions.
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[bookmark: _Toc152869050][bookmark: _Toc153978192]Table 11 - 3rd Year cost of implementing recommended solutions.
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[bookmark: _Toc152869051][bookmark: _Toc153978193]Table 12 -Summary of Consultancy costs over 3 years
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[bookmark: _Toc153020452]

13. [bookmark: _Toc153977796]Timetable of works 

See the Gannt chart, Figs.18-19, timetabling the work required to implement the recommendations in this report.  The start and end dates for this project are:
Monday 11/12/2023 – Friday 08/05/2026 a duration of 630 days (90 weeks).
Fig.18 Details the works required for tasks 1–22
Fig.19 the works required for tasks 23-37 
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[bookmark: _Toc153978140]Figure 18 - Gantt chart of timetable of works for the recommendations for CPC.
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[bookmark: _Toc153978141]Figure 19 - Gantt chart of timetable of works for the recommendations for CPC (Continued)
 


14. [bookmark: _Toc153020453][bookmark: _Toc153977797]Invoice for professional services rendered.

Table 13 is an invoice of the Red Team Engineer for carrying out the Penetration Testing.
[bookmark: _Toc152869052][bookmark: _Toc153978194]Table 13 - Invoice for CPC Red Team Engineer Penetration Test
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Appendix 1: FOI Requests and responses 

The Freedom of Information (FOI) Request Act 2000, enables individuals to contact publicly funded bodies and pose a variety of questions that they must answer within 20 working days [64] [65].  General Data Protection Regulation (GDPR) [66] [67] legislation dictates that each publicly funded organisation must employ a Data Protection Officer (DPO) which will handle the FOI requests.  

A1-1: Metropolitan Police Service (MPS) Freedom Of Information (FOI) Request questions:
· Was the data exfiltration due to human error (for example the data being erroneously posted online, the data being sent as an email attachment to an incorrect email address) or was it down to a Cybersecurity attack.
  
· If it was an attack what was the initial attack vector used? (i.e. Email attachment, URL link within an email, telephone call, etc).

· I would be grateful if you could please provide any information on the mechanism used in the data breach?

· At a very high level are you able to divulge any cybersecurity improvements at the MPS that have been put in place since the data breach?  (i.e additional cybersecurity training for staff, purchase of additional hardware / software, change of policies or procedures. Obviously, I understand this question is very sensitive, so I am not asking for specific details just a general overview of improvements.

The Metropolitan Police Service did not respond to this Freedom of Information request, the deadline was on the 7th of November 2023.  It was decided not to pursue this further. Fig.20 illustrates a screenshot of the MPS information portal after sending the FOI request.
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[bookmark: _Toc152869029][bookmark: _Toc153978142]Figure 20 - Receipt of Freedom of Information (FoI) Request made on 10th of October 2023

A1-2: Northampton University Freedom Of Information (FOI) Request questions and responses are indented and are in blue:

· I would be grateful if you could please provide any details on the initial attack vector used for delivering the Ransomware virus? (i.e. Email attachment, URL link within an email, telephone call, etc). 
· Account Compromise.

· I would be grateful if you could please provide any details on the Ransomware virus itself?  I know that Lock Bit is currently one of the highest ransomware threats in the UK.
· It was from the RYUK family.


· At a very high level are you able to divulge any cybersecurity improvements at the University of Northampton that have been put in place since the ransomware attack?  (i.e additional cybersecurity training for staff, purchase of additional hardware / software, change of policies or procedures. Obviously I understand this question is very sensitive, so I am not asking for specific details just a general overview of improvements.
· The University have embarked on a journey of cyber security continual improvement since the attack which includes a variety of different improvements, including new technology, processes and revamped cyber security awareness/training. This is an ongoing process with the cyber security maturity being re-evaluated every year and identified improvements prioritised.
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The three key objectives of a Cybersecurity engineer is what is known as the CIA triad [8] [68], conversely the main objectives of an attacker is what is known as the DAD anti-triad, these are illustrated in Fig.21 below. 
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[bookmark: _Toc152869030][bookmark: _Toc153978143]Figure 21 - CIA Triad and DAD Anti-Triad [5] [6]

· Confidentiality: To ensure that data of a sensitive nature is kept secure. 
· Integrity: To ensure that data accuracy is maintained.
· Availability: Ensures that services remain available for users.

The three key threats to the Cybersecurity, and the main objective of an attacker are the DAD triad which are namely: 
· Disclosure: Breach of data, and exfiltration allowing attackers to either profit from selling the details on the dark web or used in future attacks.
· Alteration:  Modification of data, this could be to spread misinformation, or for financial gain.
· Denial (of service): The attacker may attempt to take deny a particular service for political or other malicious purposes. [8]


Each facet of the DAD anti-triad was achieved in the three cyber security attacks researched: 
4.1: Data Breach at the London Metropolitan Police Service (MPS): Confidentiality
4.2: Ransomware attack at Northampton University: Integrity
4.3: Distributed Denial of Service (DDoS) Attack on the ETC. 
: Availability

There are four stages to hacking process these are namely:  
· Footprinting, Scanning, Enumeration, System Hacking [60].

Another approach used is the Lockheed Martin CyberKill chain which has 7 steps these are:
· Reconnaissance, Weaponisation, Deployment, Exploitation, Installation, Command and Control Act on Objectives [69]. 

During research an 8-step version of the cyber kill chain, which is very different from the Lockheed Martin version above, this is the Cyber kill chain used by the US military [70] .
· Reconnaissance, Intrusion, Exploitation, Privilege Escalation, Lateral Movement, Obfuscation/Anti-Forensics, Exfiltration.

Attack Vectors.
· Email, (URL link within the body of the email, Attachments
· Website Attacks, social media, SMS/Text messaging 
· Phone calls
· On path attacks
· In person attacks (physical access to infrastructure equipment (servers or network switching) shoulder surfing, tailgating, dumpster diving, eliciting information etc.) 

Social Engineering
Social Engineering Principals: 
Scarcity, Intimidation, Trust, Consensus, Authority, Urgency, Familiarity.
Social Engineering Techniques: 
Phishing, Credential Harvesting, Website Attacks, Spam.
Impact of Cyber Attack
Data Breach, Data exfiltration, Data loss, Financial, ID theft, Reputational, Loss of access to services.
[bookmark: _Toc153020460][bookmark: _Toc153977804]A2-1: Details of a data breach

Data breaches are generally caused by social engineering tactics as described above, human error, or via some form of malware [71].
According to research carried out by IBM Security 95% of all Data Breaches were down to human error [72]. Therefore, cybersecurity training for end users and systems should be put in place to prevent incidents from occurring.

Another form of data breach is from stolen portable electronic devices such as tablets and mobile phones. It has been reported that nearly 33% of data breaches in the US healthcare sector between 2009-2021 were from mobile devices [73]. 

As described above an attack vector will be used to contact the target and entice them to provide their login credentials which are then obtained by the attacker.  An example of this has been illustrated in Fig.22 below:
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[bookmark: _Toc152869031][bookmark: _Toc153978144]Figure 22- An illustration of how a phishing attack takes place [Diagram sourced from referenced article] [74]
This highlights the importance of Identity management and access control, using methods such as Multi Factory Authentication (MFA), so that if the user’s credentials are compromised then an additional stage is required for the log in process. 



The Mitre Adversarial Tactics, Techniques & Common Knowledge (ATT&CK) framework is several matrices, that outlines the various forms of Tactics, Techniques and Procedure (TTP) available to a potential attacker [75].  There is a matrix for each form of common OS, and infrastructure. Each matrix has a column for each tactic underneath which are the techniques available. Fig.23 Below shows a screenshot of the Enterprise Mitre ATT&CK matrix.
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[bookmark: _Toc152869032][bookmark: _Toc153978145]Figure 23 - Mitre ATT&CK Framework (Enterprise Matrix) [Screenshot from referenced source] [75]

The ATT&CK framework comprises of techniques, used by an attacker, starting on the column on the left and working their way through the tactics from left to right using one or more of the techniques in each column. The attacker would then progress through each column until they reach their objective in this case exfiltration of data [75].
Once the data has been exfiltrated it would invariably be placed for sale on the dark web aka The Onion Router (TOR).  This data could then be used in subsequent attacks for example setting up fraudulent bank accounts.
Mitigation techniques of a data breach:
The DLP system could either use data obfuscation methods such as Hashing (using a one way hashing algorithm etc SHA-1), Tokenisation (Replacing the sensitive data with a value which can be reversed by using a lookup table, or Redaction by simply drawing a black line over the data) or could block the email from being sent [8].  
Cybersecurity awareness training, users should be advised not to send data as an email attachment.  One method of sharing documents would be to save the document in Teams and send the link to the other party.  That way the other party would need to log in and authenticate to gain access to the document, and the sender would retain control and would be able to revoke permissions if necessary. 
Any suspicious activity is then alerted to the system administrators, The administrators can log into a web portal to investigate the activity [6].
Prior to opening the webpage in a browser, Microsoft ATP will open a webpage to “safe links”, which checks to ensure that the link is safe to open.  [76]There is a limitation to ATP as the user would need access their email using a domain joined PC.  If the user opened the URL link using their personal laptop, then the website would be visited, and the attack would commence.
One of the first steps to implementing DLP is classifying documentation, there is no standard approach to categorisation of documents, each organisation may use a slightly different approach [77].  Here are two typical categorisation styles: 
Military: Top Secret, Secret, Confidential, Unclassified.
Private Sector: Highly Sensitive, Sensitive, Internal, Public.
Classifying documents correctly ensures that any data deemed Highly Sensitive is protected correctly via encryption and file permissions.  

[bookmark: _Toc153020461][bookmark: _Toc153977805]A2-2 Details of a Ransomware attack
The initial attack vector of malware including ransomware are mainly: 
· Email: Via clicking on URLs within the body of the email or opening infected attachments. This is the most common form of ransomware infection [78].
· A further tactic is to enter the email address of a trusted colleague into the “From” field of the email making more likely the victim will open the attachment.
· Answering to a malicious SMS message [78].
· Visiting a compromised website in an attack known as a watering hole attack (a legitimate website that has been compromised) or a Pharming attack, (where the attacker has created a copy of the legitimate site).
· Downloading software from a non-reputable source.
· Remote Desktop Protocol (RDP) – This is more prevalent now since COVID as users work from home using Virtual Desktop Infrastructure (VDI). Several users could connect to the same server via RDP, if the ransomware is uploaded to that server, then the ransomware could infect any user that opens an RDP session to it.  This includes IT support staff attempting to combat the ransomware.

As discussed in section 4.2 the RYUK Ransomware variant, after the initial Trojan infection the attacker can then harvest the credentials of the target via either Mimikatz or PowerShell Empire.  Once the ransomware has been deployed, it initially attempts to stop any anti-virus software running on the target PC.  Then it attempts to enumerate and encrypt files that it can access both locally on the PC and any connected network drives.  All encrypted files would have their extensions changed to. ryk and the usual ransomware note is left. The ransomware would attempt to propagate its way thought the network and seek any backup files to encrypt.  Once the ransomware has infected the network share drives, the impact to the UoN would have been immediate, and would have caused significant difficulty to both Staff and Students.  The issue is how can the IT staff at UoN confirm that they have indeed eradicated the ransomware and that it would be safe to recover the files.  If they recover the backup files too early, before the ransomware has been eradicated, then the whole process would kick off again. 
There are two main forms of ransomware automated and human operated.  The automated form is initiated by an action initiated by end user, for example opening a URL, the ransomware is then automatically deployed.  
The human operated form requires the attacker to gain access to the system, this will be achieved after a Credential Harvesting attack, where a user would unsuspectingly provide their login details.  These would then be used to in the human operated form of the ransomware attack or be sold on the dark web.  Whichever method is used to login to the system the attacker would then manually install the ransomware. 
There are many types of ransomware in existence, the main type that most people associate with ransomware is the crypto ransomware, which works its way through a system’s drives, usually in alphabetical order encrypting data as it goes.
Another type is the Locker ransomware that denies access to the target system, so that the user must pay a ransom before access is granted.   
Ransomware propagation through a network.
During the propagation phase of the attack the attacker may spend time mapping the network, over half of ransomware attacks use a tool called “cobalt strike” which was originally a penetration testing tool and is freely available on the internet [79]. The attacker would then spend some time gaining access to systems on the network prior to deploying the ransomware attack so that it is more effective.  
Without network segmentation the ransomware will be able to move laterally through a network in what’s known as an east west direction. This will allow the ransomware to be spread throughout the network and will quickly between the PCs on a network.  Eventually it will find the online backups and encrypt them. 
Dynamic analysis of a ransomware programme carried out by researchers infected a PC with the District variant.  As expected, files were encrypted, and a ransom note was left which included and email address of the attacker, giving the target 96 days to make the payment [80].  The decision of the target now would be whether to pay the ransom, at this stage it would depend on the ability to recover the data from an immutable backup.  If no backups are available then the only option would be to pay, but then there is no guarantee that the data will be restored [81].     In November 2020 Capcom were compromised with Ragnar Ransomware, where 1TB of data was both Encrypted and exfiltrated the encrypted data was difficult for the IT department to detect during the exfiltration process.  A ransom of $11 million was demanded by the attackers [82]. This highlights the importance of a recommended backup regime such as the NCSC’s 3-2-1 method, three copies of the data, in two locations and one offline [21].  It is much more preferrable to invest the money in preventative measures rather than an organisation finding itself in the unenviable position of having to pay a very large ransom.  
Fig. 24 Below illustrates the lifecycle of a ransomware incident and also give mitigations at each stage.
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[bookmark: _Toc152869033][bookmark: _Toc153978146]Figure 24 - Lifecycle of Ransomware also Critical Controls at each stage to prevent an attack [Diagram sourced from referenced article] [83]




[bookmark: _Toc153020462][bookmark: _Toc153977806]A2-3: Details of a DoS/DDoS attack
The difference between a DoS and DDoS attack is the scale of the attack, with a DDoS attack, as the name suggests, the devices used to initiate the attack are great in number and geographically dispersed, this is discussed in a later section.  The main aim of a Denial of Service (DoS) attack is to deny resource to the target system, or supporting infrastructure, and overload their systems with multiple requests in a very short space of time.  
There are generally two forms of DoS attack, volumetric and application.  Volumetric is generally the form that most associate with a DoS attack whereby a large amount of traffic is sent to the target to overwhelm them.  An application DoS attack is a more sophisticated form of the attack, which is leveraged against a specific application being ran on the host device itself [84].    
A DoS/DDoS attack can be carried out at all layers of the Open Systems Interconnection (OSI) model, but most notably on either the Network, Transport or Application layers, which correspond to Layers 3, 4 and 7 of the OSI model.  Fig.25 illustrates the OSI model, and gives examples of DoS attack at each level.


[bookmark: _Toc152869034][bookmark: _Toc153978147]Figure 25 - Diagram of the OSI Model, PDUs, Examples of protocols and Examples of DDoS Attacks [85].
At the application layer DoS attack can target any application that accepts requests from the internet.  An example of a DDoS attack at L7 would be multiple HTTP or HTTPS POST or GET requests being sent to a webserver, so that the server cannot keep up with the requests and will run out of resource taking the website down. A further example of a L7 attack is a buffer overflow attack where the attacker sends more data to an application, than the application can handle.
At the transport layer at L4, a similar process would occur this time using the TCP and UDP protocols.  Before explaining the attack, a brief overview of how the TCP and UDP traffic flows in normal everyday operation. PC A wishes to send data to PC B, so sends a SYN (Synchronise segment), PC B then Sends an ACK (Acknowledge segment), PC A then sends a SYN ACK (Synchronise Acknowledge segment).  At this stage the connection, aka session is established.  At this point if the data is unencrypted data will flow between the two PCs, however if the data is to be encrypted, then an additional handshake process would take place using the TLS protocol. This is illustrated in Fig.26 overleaf.


[bookmark: _Toc152869035][bookmark: _Toc153978148]Figure 26 - TCP Three-way handshake [60]
The malicious attacker can exploit a weakness in the TCP three-way handshake process described above, whereby the attacker, in this case PC A would send multiple SYN requests to the target device, therefore opening a session each time. When the attack is initiated a spoof source address is used, so that when PC B attempts to send an ACK segment, there will be no responding SYN ACK and therefore holds the session open using resource.
Each session remains active while PC B waits for a responding SYN ACK that will never be sent, the session can remain active for over a minute after which the target system would finally close the session down. Fig.27 illustrates this process.


[bookmark: _Toc152869036][bookmark: _Toc153978149]Figure 27 - SYN Flood attack [60]
Fig.28 shows a screenshot of a Wireshark capture of a SYN flood attack being carried out.
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[bookmark: _Toc153978150]Figure 28 - Wireshark capture of a Syn flood attack in progress
A similar approach can be used at the Network Layer, L3 this time.  The simplest form of this attack is a Ping Flood, also known as an ICMP flood attack.  This is where the attacker would send multiple ping requests to the target PC once again using a spoof source address.  
In addition to the flood attack described above, there are also amplification and jamming DoS attacks [86].   
An example of an amplification attack is known as a “Smurf attack” whereby the attacker sends ICMP Packets to several devices using a broadcast.  The attacker ensures that the source address of the packets is that of the target device the result of which is that the target receives the ICMP reply to packets and therefore overwhelming it. This is illustrated in Fig.29.



[bookmark: _Toc152869037][bookmark: _Toc153978151]Figure 29 - An example of a Smurf attack [8]
A DDoS attack can be used as a cover for a secondary attack taking place, the thought process is that the business is so preoccupied with re-enabling their website, that they won’t notice the secondary attack taking place, for example a ransomware attack.
It is advised NOT to provide regular updates via social media as they attackers will most likely be viewing posts and will adjust their attack as progress is made by the company.  
DoS – This is a single device used by the attacker to send multiple packets of data, depending on the approach, the simplest being an ICMP Ping attack, Syn Flood attack whereby multiple Syn sessions are opened and are never closed.
The aim of this form of attack is to overwhelm the target device to the point that it exhausts its resources so that legitimate traffic cannot be processed as intended. This can be done using several methods, on multiple layers of the OSI [85].  
It is also possible to use the Patator tool in Kali, which is a multipurpose brute force attack tool to also carry out DoS attacks, a select few examples are below [87] [88]:
· FTP-Login
· SSH-Login
· Telnet-Login
· HTTP-Fuzz

DDoS – This requires the attacker to create a Botnet by infecting with malware, this could be a PC or Laptop, or IoT (Internet of Things) devices, that may not be a remote location and not monitored closely [89] [90]. The attacker first targets the Handler PCs on a network, this could be from either an email attachment, or URL link within the body of the text of the email.  Or more commonly the bot is installed when a user downloads a Trojan, which is an app that the user believes is legitimate but had the bot as a payload. 
The PC infected with the Bot how acts as a Handler and searches for other PCs on the network that it can make slaves / zombies therefore creating the botnet.  At this stage everything is in place, and they wait for a command and control (C2) signal from the attacker, which can be initiated via an Internet Relay Chat (IRC) protocol.  At this stage the PCs are then signalled to simultaneously send packets to the intended target in a similar process to the DoS attack explained above but on a much larger scale that is geographically dispersed making it far more difficult to defend against.



Fig. 30 Illustrates a BotNet used to carry out DDoS attacks.


[bookmark: _Toc152869038][bookmark: _Toc153978152]Figure 30 - DDoS Botnet [8]
Common DDoS tools include both and the Low Orbit Ion Cannon (LOIC) and its successor the High Orbit Ion Cannon (HOIC), which are very common DDoS tools as they are easy to use GUI interface and is very powerful. Both tools are available for legitimate use by Cybersecurity engineers and penetration testers for stress testing systems but can also be used by malicious hackers. The main difference is that the HOIC leverage attacks against the L7, overloading the server with HTTP requests which is sometime known as a HTTP GoldenEye attack [91].  Another form of L7 attack is known as False Data Injection (FDI), to modify data to distort feedback and influence decision making [92].    
During a DDoS attack one technique used frequently by network engineers is “Sink Holing” whereby the malicious traffic is filtered out allowing for normal service to be resumed.  This technique is a temporary work around whilst the DDoS attack is ongoing and would most likely not be recommended as a countermeasure.
A jamming attack would target wireless networks, with the intention of interfering with radio signals.  This can be done by either using a more powerful radio than the target’s system, which usually operate on either the 2.4GHz or 5 GHz ranges.  Wireless networks are incredibly sensitive to interference, an example of this is that a Microsoft Xbox games console was unintentionally able to interfere with a home wireless network using the 802-11n standard as they both use the 2.4GHz range [93].  With wireless networks being omnipresent and crucial to everyday life any disruption to service can have a greater impact, not only denying users from being to communicate with their friends and work colleagues but could also have an impact on very important services such as online banking.

[bookmark: _Toc153020463][bookmark: _Toc153977807]Appendix 3: Additional details of countermeasures

[bookmark: _Toc153020464][bookmark: _Toc153977808]A3-1 Details of Countermeasures for MSP
[bookmark: _Toc153978195]Table 14-Details of Countermeasures for MPS
	Risk
	Countermeasure

	Application Vulnerabilities
	Patch management regimes and vulnerability scanning should be carried out on a regular basis. New vulnerabilities are published on the National Vulnerability Database (NVD) that is maintained by the National Institute of Standards and Technology (NIST) [74].

	3rd Party Breach
	As the data breach occurred due to an error on the part of a 3rd party company, the MPS would need to ensure cybersecurity processes and procedures were in place at the 3rd party. 

This should be done at the tendering process where all parties in connection to the MPS should have “Cyber Essentials” or “Cyber Essentials +” accreditation. Which is a UK Government scheme to improve cyber security [94].  

	Cybersecurity Awareness training / Data breach due to Human error
	Cybersecurity awareness training for users, complex passwords over 8 characters is advisable to make brute force attacks more difficult [95]. Users should be advised not to send data as an email attachment, this could be considered as an unintentional internal threat.

The MPS IT department could send test emails to their staff, with URL links or attachments to find users that may need additional cybersecurity training or support. 
Further details of the items discussed can be found in Appendix 2.

Data Loss Prevention (DLP) via DLP policies to monitor:
Email, OneDrive, SharePoint, Teams etc [96].

The DLP system can be trained to recognise sensitive data so that if a user attempts to send sensitive data in plain text. 

Categorisation of emails before sending, depending on who the intended recipient is, and the sensitivity of the data contained within the email.

Microsoft Azure Advanced Threat Protection (ATP) is a cloud-based system that can detect suspicious activity such as a compromised account, suspected lateral movement or privilege escalation [6]. 

Microsoft Defender’s Safe Links will check URL links that are contained within the body of an email when a user attempts to open the link to ensure that the URL is safe.

	Encryption
	Full Disk Encryption (FDE) is advisable, so that in the event of a stolen device, then the data is safeguarded [7].

	Financial risk mitigation
	The MPS could also take out cybersecurity insurance, to cover the costs associated with any future attacks.

	Detection of intrusion
	Implementation of an Intrusion Detection System (IDS) or an Intrusion Prevention System (IPS).  An IDS system would alert the IT department of any suspicious activity.  Where the IPS system would detect and then block access to systems [8] [9].

	Log File Analysis
	Automated log analysis via Artificial Intelligence (AI) and Machine Learning (ML) algorithms can provide details on log-in activities.
Impossible log in times logged, for example a log in from both London and Paris within 15 mins of each other.  This can also provide evidence of data exfiltration [10]. This can also aid with data breach detection which is crucial so that steps can be put in place to safeguard against further breaches [11] .

	Credential Security – Dark Web monitoring
	Password management tool would allow users to create multiple complex passwords for each service.  Exfiltrated data is usually placed on the Dark Web for sale to the highest bidder, some password managers (Dashlane is one example) can monitor the dark web and will alert a user if their data appears on such a site.  


[bookmark: _Toc153020465][bookmark: _Toc153977809]
A3-2: Details of Countermeasures for UoN

[bookmark: _Toc153978196]Table 15 - Details of countermeasures for UoN
	Risk
	Countermeasure

	Application Vulnerability
	As Table 1

	Device Vulnerability
	PC and Server configuration hardening to reduce attack surface [17].

	Propagation through the network
	Network segmentation is a technique that could be very useful to guard against ransomware. This technique blocks lateral movement between devices in an east west direction.  This has the potential to stop ransomware being transmitted through to other systems within the network.  By use of segmentation both backups and the most sensitive data may be safeguarded.

	Detection of Ransomware
	A sacrificial drive which is heavily monitored for any changes can give an early indication of a ransomware attack which is used as a decoy or honeypot.  This would give the IT team time to isolate the affected system(s) before the ransomware can spread to other devices. 
Intrusion Detection and Prevention systems can alert the IT support staff of malicious activity.
If users are uncertain  if a file or Universal Resource Locator (URL) is safe, then they could be advised to check using the Virus Total website or App [18] [19] [20]. 

	Human Error
	Cybersecurity awareness training for staff is crucial step to prevent malware and specifically ransomware in this case.  As discussed earlier in the assignment, if the staff can be trained to recognise malicious activity, then they would prevent the attack from taking place. 

	Recovery from Ransomware 
	Regular Backup regimes are in place, which should include test restoring from backups on an annual basis to ensure that the process works correctly.
Air gapped backups that cannot be accessed from the network directly.  Following on form this immutable backups could be put in place, this is a specific type of backup that cannot be changed or overwritten and cannot be encrypted by ransomware.  
The 3-2-1 method of backing up should be adopted, as advised by the NCSC, which specifies that three copies of the backup should be stored on two different locations and with one being offsite [21].

	Preparation
	Incident Response (IR) documentation 
Disaster Recovery (DR) documentation
Business Continuity (BC) documentation
Regular cyber security IR, DR simulations and walk throughs to be carried out.



[bookmark: _Toc153020466][bookmark: _Toc153977810]A3-3: Details of Countermeasures for the Edinburgh Tram Company

[bookmark: _Toc153978197]Table 16 - Countermeasures for the Edinburgh Tram Company
	Risk
	Countermeasure

	Internet Service Provider (ISP) / Cloud Service Provider (CSP)
	Request DDoS protection to be put in place against DDoS attacks. ISPs can provide DDoS protection and mitigation services to their customers. The service monitors the customer’s network traffic and can filter out the malicious traffic.  This can be offered as a cloud-based solution, so that the traffic does not arrive at the customer’s site.  The customers CSP is also able to provide this form of protection by implementing Quality of Service (QoS) [27]. 

Overprovisioning of network connectivity, to ensure that the network traffic does not saturate the link.  For example, if the business in question had provisioned either a 1 or 10Gbps link to their ISP, in the event of a volumetric DDoS attack then the service may not have been disrupted.
Bandwidth prioritisation this can be done via QoS, 802.1P [28, 3].  In the event of a saturated link then QoS can be used to prioritise network traffic. 

	Protecting Web server
	Installation of a Web Application Firewall (WAF) this is a dedicated firewall to protect against DDoS attacks, by monitoring the network traffic and filtering malicious traffic.  In addition to DDoS protection, a WAF can also provide protection against other Web server attacks such as Subject Query Language injection (SQLi), Cross-Site Scripting (CSS or XSS), Cross Side Request Forgery (CSRF), Server-Side Request Forgery (SSRF).  
 

	Firewall configuration:
	Rate limiting of requests.  This can be set on the firewall of the site, so that the traffic is limited on a per Source IP address basis.  Enabling DoS policies that will track the source and destination IP Addresses of the traffic, this will allow a more targeted defence.
Enable Zone protection, this technique aggregates the incoming traffic into a zone, the firewall can then recognise the protocol being used to leverage the attack and can either block or reduce the number of packets based on protocol.  Authenticate routing updates to confirm they are not malicious [29]. 

	Resilience
	Content Delivery Network (CDN): The main aim of a CDN is to provide high availability, this is achieved by distributing the data centres over a wide geographic area so that if one data centre is being attacked by a DDoS attack then the service can be provided from another data centre.  This is a very expensive approach but would be very resilient, this type of approach would be implemented by a large company such as Amazon or Microsoft. 





[bookmark: _Toc153020467][bookmark: _Toc153977811]Appendix 4: Pentesting framework

It was decided to utilise both the MITRE ATT&CK and OWASP Top Ten frameworks as the frameworks for this assignment. Fig.31 Below shows a screenshot of the Linux Mitre ATT&CK matrix.
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[bookmark: _Toc152869039][bookmark: _Toc153978153]Figure 31 - MITRE ATT&CK Matrix (Filtered on Enterprise and Linux OS) [75]

Fig.32 Below illustrates a screenshot of the OWASP Top 10 security risks to Websites. [image: A screen shot of a chart

Description automatically generated]
[bookmark: _Toc152869040][bookmark: _Toc153978154]Figure 32 - Open Web Application Security Project (OWASP) Top 10 [97]



[bookmark: _Toc153020468][bookmark: _Toc153977812]Appendix 5: Rules of Engagement (RoE)

Table 17 below details have been shared with CPC head office and have been agreed with the Senior Management Team.

[bookmark: _Toc153978198]Table 17 - Example of Rules of Engagement
	Company
	Cureton Pharmaceutical Company (CPC)

	Location
	CPC Swansea Branch, Kings Road, Swansea, SA1, Wales, UK.

	Test Period
	9th - 13th of October 2023   Between 08:00 – 18:00 GMT

	Authorised IP Address ranges
	10.0.2.0/24
192.168.1.0/24

	Authorised Domain
	cpc.med

	Activities
	Reconnaissance
Vulnerability Assessment
Enumeration
Evaluate System Security by attempted access

	Restrictions
	No restrictions – Full test of all systems

	Systems that could be triggered by testing
	Firewalls, 
CPC currently does not have IPS or IDS or DLP systems in place.
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[bookmark: _Toc153977813]Appendix 6: Additional Simulated Attacks 
	#
	Vulnerabilities Targeted
	Attack tools used

	Protocols
	Attack Launch method
	Attack Successful?

	5
	PHP (Hypertext Preprocessor) CGI (Common Gateway Interface) Argument  Injection Reverse TCP Shell 
(CVE-2012-1823) [29] [48] [49] [53] [61] [62]
	Metasploit / Meterpreter
	HTTP
	Using Metasploit and meterpreter a reverse TCP shell was created by exploiting the CGI vulnerability of the server.
	Yes

	6
	Man in the Middle (MitM) ARP spoofing and Packet Capture [29] [53] [98] [68] [62]
	Dsniff & Arpspoof Wireshark,

	ARP,
FTP, Telnet
(This could be any other protocol)
	Using arpspoof and dsniff
packets were captured between the Windows PC and Linux FTP server.

It was then possible to analyse packets in Wireshark. It would also be possible to replay these packets using a packet builder.
	Yes

	7
	File Transversal [60] [29] [8] [99]
	Browser
	HTTP
	Visited the Bee Box website and using special characters (../) in the url navigated the file structure of the server.
	Yes

	8
	Virtual Network Computing (VNC) Access [29] [100]
	Metasploit
vncviewer
	Remote Frame Buffer (RFB) port 5900
	Utilised Metasloit to obtain the VNC password, then used vncviewer to obtain access to the server.
	Yes

	9
	SQL Injection [29] [53] [101] [102] [103] [104] [55] [56] [105]
	Web Browser, Burpsuite, SQLMap
	HTTP
	Visited the DVWA website and entered SQL queries into the input text boxes. Using a single quote ‘ to break out of the data input mode, SQL queries were entered to obtain useful data, number of columns in the database, the number of records in table, usernames and hashed password.
Burpsuite was then used in conjunction with SQLMap to gain the list of usernames and cracked passwords.
	Yes

	10
	Credential harvesting, from insecure protocols used on network. [29] [54] [55] [56]
	Responder, John the Ripper (JTR)
	Link-Local Multicast Name Resolution (LLMNR), Remote Desktop Protocol (RDP)
	LLMNR Poisoning Attack attacker sends poisoned responses to victim
	Yes & No







Attack 5: HTTP CGI Injection [29] [48] [49] [53] [61] [62]
Mire ATT&CK ID: T1567 (Exfiltration Over a Web Service)
The Nessus Vulnerability scan did not pick up this vulnerability which was found by using the process described in the flowchart Fig. 8.
Using Metasploit and meterpreter an encrypted session was opened between the Kali attack laptop and the server on default port of 4444. Using this session full access was gained to the server as if logged in directly, see Fig.33 below that illustrates this attack while Fig.34 is a Wireshark capture of the attack. This attack compromises all three of the CIA principles described in Appendix 2.
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[bookmark: _Toc153978155]Figure 33 - Illustration of a PHP and CGI exploit.
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[bookmark: _Toc153978156]Figure 34 - Wireshark capture of the HTTP CGI Injection attack
As described in the previous FTP attack this data was encrypted and poses the same challenges for detection. Similarly, this HTTP server could then be used as a staging point for further attacks or footprinting.
[bookmark: _Toc152504805][bookmark: _Toc152516653][bookmark: _Toc152516717][bookmark: _Toc152868925][bookmark: _Toc152868992][bookmark: _Toc153020345][bookmark: _Toc153020438][bookmark: _Toc153391056][bookmark: _Toc153393311][bookmark: _Toc153563687]The best method of defence against this form of attack, would be to ensure that the latest versions of PHP and CGI are installed, also that HTTPS protocol is in use.  Furthermore, a DMZ server should be created to house the HTTPS server limiting the attack surface to external hackers. 
Attack 6: MitM ARP spoofing and packet capture attack [29] [53] [98] [68] [62]
Mitre ATT&CK ID: T1557 (Adversary-in-the-Middle)
Fig.35 below shows the MitM simulation, where credentials were gathered of a user connecting to the FTP server from the Window 10 PC which was sent in plain text.  This form of attack would need to be setup on the local network as access via Layer 2 of the OSI model is essential, therefore physical access to the network is necessary.  
It was found possible to view and capture the data in Wireshark this could then be re-played to the server at a later stage in what is known as a reply attack. 
Fig.35 below illustrates a MitM attack process between the victim and the Default Gateway, this would gather all data between the victim and the internet.
[image: A computer screen shot
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[bookmark: _Toc153978157]Figure 35 - Illustration of the MitM attack between the victim and the Default Gateway



Fig.36 Illustrates the MitM attack between the victim and FTP server giving the steps taken at each stage of the attack.
[image: A diagram of a computer
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[bookmark: _Toc153978158]Figure 36 - Illustration of the MitM attack between the victim and FTP server
Using the dsniff and arpspoof tools the Kali laptop advertises itself via ARP as the MAC address associated with both the Victim (Win 10) and Target (FTP Server).  That way the attacker can intercept traffic between the two devices.  This process was captured in Wireshark and is illustrated in Fig.37 below. 
[image: ]
[bookmark: _Toc153978159]Figure 37 - Wireshark capture illustrating the ARP spoofing process.

By utilising the dsniff tool it was able to provide the username and password without having to access the Wireshark capture.  An advantage of this was that it’s more convenient and quicker for the attacker to access these details without having to go through the Wireshark capture file. 
However, by using the Wireshark tool, it allows the attacker to view any unencrypted data flowing on the network, therefore not only usernames, passwords, but credit card details, DNS lookups, HTTP traffic etc.
This attack can be developed further by capturing the packets and replaying them to the server, using a tool such as packet builder.  it provides the attacker with access to the server as it they were the victim.  The replay can be carried out at any time and repeatedly by the attacker.


Attack 7: File Traversal [29] [53] [101] [102] [103]
Mitre ATT&CK ID: T1083 (File and Directory Discovery)
File traversal allows the attacker to navigate the file structure of the server by adding characters into the URL search bar of a browser, this is illustrated in Fig.38.
By using this method in the simulated attack, it was possible to navigate from the folder containing the webpage to the root folder and then to the password folder in the /etc folder.
[image: A screenshot of a computer screen
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[bookmark: _Toc153978160]Figure 38 - Illustration of a file traversal attack
To be successful, the attacker would need to know the typical structure of the file server, to navigate to other locations on the server.  
The outcome of this attack would be that the hacker would be able to gain access to parts of the server that weren’t intended for the public.  This could provide very useful information for attackers, such as passwords in the example above, or other sensitive data that the web developer had not intended to make public. 
The web developer could put countermeasures in place such as removing the use of special characters such as /.. or 20% from browser input. Attackers are aware of this technique and can overcome this by adding extra characters in anticipation that some will be deleted. 
To avoid this attack, it is advised to not to allow passing input from the user to the file system directly also to validate user input before it is processed.  
Attack 8: VNC Access  [29] [100]
Mitre ATT&CK ID: T1219 (Remote Access Software)
Mitre ATT&CK ID: T1021.005 (Remote Services: VNC) 
During the footprinting and scanning phases it was noted that VNC protocol was in use on the FTP server Utilising the Metasploit VNC scanner, and the default password list it was possible to decipher the credentials quickly as the password which was very weak.  Once the password had been obtained then using the vncviewer command it was possible to open a VNC session to the server with full access. Once VNC access had been obtained, it would be possible to enable ssh access or a reverse TCP shell for persistence.  
At this stage the attacker would be able to launch further attacks within the network from the FTP server using a process known as pivoting they could carry out footprinting to gain more of an insight into the network. 
Fig.39 Is an illustration of the VNC attack taking place.
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[bookmark: _Toc153978161]Figure 39 – Illustration of a VNC Exploitation attack
This form of attack would be thwarted by strengthening the password, and restricting the IP addressing from which connections can be allowed to trusted devices.  
It is also advisable to enable MFA to secure VNC connections, so that only authorised personnel can access this service.  
Ultimately if the VNC service is not required then it should be disabled, this would be the preferred option to only run services required for the server to carry out its function. 


Attack 9: SQL Injection Attack [29] [53] [101] [102] [103] [104] [55] [56] [105]
OWASP ID: A03-2021: SQLi (Injection) 
Utilising this method of attack, it was possible to access details from the Data Base (DB) server by appending additional commands to the inputted text boxes of a website. 
Fig.40 Below is an illustration of the SQLi attack, with the attacker attempting to break out of the text input mode and then entering SQL statements to elicit details from the Data base.
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[bookmark: _Toc153978162]Figure 40 - Illustration of the SQLi attack
Two approaches were used in this attack the manual approach by breaking out of the data input mode and entering additional SQL statements that are passed through to the back-end DB server. By using “ORDER BY” and “UNION” statements it was possible to access information from the database.  If the website hadn’t supplied any data at this point the next stage would be to use Blind SQL injection, whereby a “sleep” statement it entered.  The logic being that if the statement is true then there is no error message, but if the statement is false then there is an error message after a delayed amount of time.
By using the manual method, it was possible to obtain information from the manual SQLi method, but it was found to be a very time intensive approach.  
The automated approach used the Burpsuite and SQL Map tools.  Using this method, it was possible to display the tables of the database and its contents.  It was also possible to decipher the passwords by dictionary attack from within the SQL Map tool itself.  Using the automated method, it was found to be a far more efficient way of accessing the information stored within the table and was able to crack the passwords within the same tool. 
The best approach of safeguarding against SQLi attacks according to recommendations from OWASP are:
Proper error handling, 
Prepared SQL Statements
Input validation (Allow List)
Avoid the usage of Dynamic SQL Generation

Attack 10: Credential harvesting. [29] [54] [55] [56]
Mitre ATT&CK ID: T1557.001 (Adversary-in-the-Middle: LLMNR/NBT-NS Poisoning and SMB Relay)
Credentials for both Administrator and User (Test) were gained via responder.  Using JTR managed to decipher the user password, but not the Administrator password.  
During onsite testing a workstation was successfully logged into via the Test user account.  To develop this attack further a Remote Desktop Protocol (RDP) session was attempted to the Domain Controller (DC) which was unsuccessful.
As suspected, the test user account was not a member of the correct group policy to allow remote access.  Privilege escalation would be the next step in this attack to gain the necessary permissions. RDP access was attempted to illustrate to the managers at CPC how this type of attack could develop.
Note: The credential capture and password deciphering techniques used during this attack could have been like the method used to gain the user credentials for MPS or UoN users discussed in Task 1. This would be the first step towards a Data Breach of Ransomware attack.
Fig.41 Below illustrates the process of gaining and deciphering the password credentials.
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[bookmark: _Toc153978163]Figure 41 - Illustration of Credential Harvesting attack

The impact of this simulation was that the attacker would have been able to obtain the credentials of the user and log into the PC as if they were the user, with their permissions and access to their files.  From here they would be able to gain further details for additional attacks, contact other users posing as the victim to attempt to gain useful information from other users in the company.  Install software on the PC as that user.  The most likely next step would be lateral movement where they would attempt to gain Admin privileges so that they could run further, more powerful attacks.


[bookmark: _Toc153020470]
[bookmark: _Toc153977814]Appendix 7: Additional details for recommendations for CPC 
Table 18 Below gives more details of the recommendations for the CPC infrastructure.
[bookmark: _Toc153978199]Table 18 - Recommendations and costs of hardware
	#
	Recommendation
	Timeline (Days)
	Total Cost
	Annual Costs
	Year

	1
	Annual Penetration Testing and Cybersecurity reviews Carried out by CPC Red Team Engineer
	10
	 
	£1,972.10
	1

	2
	Configuration of Firewall rules to improve security
	2
	£0.00
	 
	1

	3
	Network Segmentation to be put in place, separating the network int a Server, Staff and DMZ networks.  
Also implementing a Trusted and Untrusted zone.
	30
	£0.00
	 
	1

	4
	Firewall to be upgraded to Next Generation Stateful firewall with IDS/IPS UTM features. VPN services to provide staff with remote access.
	14
	£7,662.00
	 
	1

	5
	Web Application Firewall (WAF) to be installed with Anti DoS, and Web Attack prevention
	7
	£4,291.00
	£96.00
	1

	6
	Network upgrade of switching to Cisco Enterprise grade to support 802.1x implementation
	60
	£12,342.00
	 
	1

	7
	New Storage Attached Network (SAN) server to be installed - Allowing for a large Virtual Environment (Corporate VMWare)
	60
	£24,894.00
	 
	1

	8
	 DC Reconfiguration as per Fig. 18
	5
	£0.00
	 
	1

	9
	Upgrade Physical backup server to Window Server 2022 
	15
	£0.00
	 
	1

	10
	Configuration of Physical RADIUS (RADSEC) server as a backup server for authentication (Linux).  Main RADSEC server will be based in the virtual environment
	15
	£0.00
	 
	1

	11
	Re-assigning existing hardware as outlined in Fig. 18 
Implement secure protocols:
HTTPS (Port 443)
SFTP (Port 22) 
(To be used for file sharing with 3rd parties).  
Staff will be advised to use VPN to access file server. 
	10
	£0.00
	 
	1

	12
	System Hardening on all PCs and Servers.  Disabling unsecure and enabling secure protocols, Updating OS, patching, Anti Virus, implementation of Multi Factor Authentication (MFA).
	25
	 
	 
	1

	13
	Regular Vulnerability scans and Cybersecurity fixes to be implemented
	12
	£0.00
	 
	1

	14
	802.1x Port based Authentication to be implemented
	30
	£0.00
	 
	1

	15
	Air Conditioning to be installed
	5
	£941.96
	 
	2

	16
	Installation of a Room Uninterruptable Power Supply (UPS)
	2
	£2,124.00
	 
	2

	17
	Upgrade Wireless infrastructure for enterprise standard system (Cisco)
	40
	£9,953.00
	 
	2

	18
	Virtual Environment to configuration:  Setting up five virtual servers as outlined in Fig 18.
	60
	£0.00
	 
	2

	19
	CCTV system to be installed
	14
	£5,833.00
	 
	2

	20
	Configure Linux Red Hat Enterprise Immutable backup server.  
	10
	£0.00
	 
	2

	21
	Cloud Backup services
	10
	 
	 
	2

	22
	Maintenance Contracts and Service Level Agreements.  Hardware replacement.
	 
	 
	£25,000.00
	2

	23
	All PCs or Laptops to be replaced and upgraded to Windows 11 (PCs with Trusted Platform Modules (TPM) to be sourced) Also to include the security Features below.
	40
	£8,669.00
	£8,669.00
	2

	24
	Full Disk Encryption (FDE) to be installed on all PCs and Laptops
	 
	 
	 
	2

	25
	Host Based Intrusion Detection System (HIDS) to be installed on all PCS
	2
	£0.00
	 
	2

	26
	Endpoint Detection and Reporting (EDR) to be installed on all PCs
	2
	£0.00
	 
	2

	27
	Multi Factory Authentication to be implemented
	 
	£0.00
	 
	2

	28
	Policies to be introduced:  Incident Response, Disaster Recovery, Business Continuity
	30
	£250.00
	 
	2

	29
	Card reader access Server Room
	3
	£1,325.00
	 
	3

	30
	Server room access policy to be implemented
	7
	£0.00
	 
	3

	31
	Installation of a generator to maintain power to the critical network and server infrastructure
	30
	£4,465.00
	 
	3

	32
	All mobile devices will be corporately owned and corporately managed using the Corporate Owned Personally Enabled (COPE) for security. Utilising Mobile Device Management MDM [8].
	60
	£0.00
	£0.00
	3

	38
	Cloud based SIEM & SOAR system to be implemented.  This would cover all of CPC's UK based branches shared cost.
	30
	£0.00
	 
	3

	33
	Firmware patching - scheduled downtime for maintenance to be allowed
	N/A
	£0.00
	 
	 

	34
	All devices to have their configurations backed up on a nightly basis.  One copy held locally on the virtual environment another stored on a physical file server, another copy stored in the cloud.
	N/A
	£0.00
	 
	 

	35
	Maintenance Contracts and Service Level Agreements.  Hardware replacement.
	 
	£0.00
	£0.00
	 

	36
	Patching and maintenance of servers.
	N/A
	£0.00
	£0.00
	 

	37
	Paperless office, no requirement for Printers or Multi Function Devices (MFDs) more secure.
	N/A
	£0.00
	£0.00
	 

	38
	Review Webserver configuration: Ensure that proper error handling, guard against buffer overflow, input validation, input allow list, use of static SQL statements
	30
	£0.00
	£0.00
	





[bookmark: _Toc153977815][bookmark: _Toc153020471]Appendix 8: Cisco Packet Tracer Simulations

The Figure 42 below shows a screenshot of the Cisco Packet Tracer simulation of the flat CPC network.  
It should be noted that for these simulations it wasn’t possible to use the exact same devices as the ones in the recommendations. 

[image: A diagram of a network
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[bookmark: _Toc153978164]Figure 42 - Cisco Packet Tracer Simulation of the Flat CPC Network
The Figure 43 below shows a screenshot of the Cisco Packet Tracer simulation of the proposed CPC segmented network.  
(Firewall rules have been omitted for clarity)

[image: A diagram of a computer network
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[bookmark: _Toc153978165]Figure 43 - Cisco Packet Tracer Simulation of Proposed Segmented CPC Network




[bookmark: _Toc153977816]Appendix 9: Limitations of testing 
Regrettably there were some constraints to carrying out the practical elements of this assignment which needed to be highlighted.  There was no remote access to the lab machines for the first week or so of the MSc course. Once access was granted, it was very difficult to gain access to the same machine as the PC would be in use.  Once access was gained, then on multiple occasions, the session was cut short by another person logging into that PC locally.  
A server was sourced in Carmarthen for use, the next stage was to transfer the virtual environment in its entirety over to the Carmarthen physical server.  This was done by exporting the environment in an .OVA file.  This file was the transferred over the Inter-Campus Link (ICL) between Carmarthen and Swansea.
It should be noted that this server in Carmarthen was old and only had 8GB of Random Access Memory (RAM) so that only two or three virtual PCs can run at the same time.  In contrast the Lab PC on the Swansea campus have 16GB of RAM installed so that at least 5 or 6 virtual devices could run at the same time.  This obviously had a negative impact when carrying out this section of the assignment. It is hoped that these circumstances are considered when grading this paper.
Fig.42 Below illustrates the RAM usage of the Physical server in Carmarthen, with only two devices running at the same time. 
[image: A screen shot of a computer
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[bookmark: _Toc153978166]Figure 44- Screenshot illustrating the RAM at 94% usage with only two devices running without carrying out any tasks.


Fig.43 Below gives a screenshot of the virtual environment, only a maximum of three virtual machines were able to be ran at the same time, which limited the amount of testing that could be carried out at a single time.
[image: ]
[bookmark: _Toc153978167]Figure 45 - Screenshot of the Virtual Environment.  Only 2 or 3 virtual devices could run at a time due to RAM limitations.
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21| Cloud Backup services 10 2
22 | Maintenance Contracts and Service Level Agreements, Hardware replacement. £25,00000 2
23 | All PCs or Laptops to be upgraded to Windows 11, Windows Defender as Anti-Virus 20| £8,669.00| £8,669.00 2
24 | Full Disk Encryption (FDE) to be installed on all PCs and Laptops 2
25 | Host Based Intrusion Detection System (HIDS) to be installed on all PCs 2 £0.00 2
26 | Endpoint Detection and Reporting (EDR) to be installed on all PCs 2 £0.00 2
27| Multi Factor Authentication (MFA) implementation £0.00 2
28 | Cybersecurity Policies to be introduced 30| £25000 2
29 | Card reader access Server Room 3| £1325.00 3
30 Server room access policy to be implemented 7 £0.00 3
31| Installation of a generator 30| £4,465.00 3
32 [ All mobile devices will be corporately owned using Mobile Device Management (MDM) 60 £0.00 £000] 3

Cloud based Security Information and Event Management (SIEM) & Security Orchestration, Automation

38 | and Response (SOAR) system to be implemented. [12] [55] 30 £0.00| £0.00 3
33 | Firmware patching regime N/A £0.00
34 | Regular configurations back ups N/A £0.00
35 | Maintenance Contracts and Service Level Agreements (SLA). £0.00 £0.00
36 | 05 patching and maintenance of servers. N/A £0.00 £0.00
37 | Paperless office. N/A £0.00 £0.00
38 | Review Webserver configuration 20 £0.00 £0.00
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Cost of Equipment in Year 1 £ 35,439.96
Cost of Equipment in Year 2 £ 38,641.00
Cost of Equipment in Year 3 £ 8,669.00
Total £ 82,749.96
Annual Budget from Head office £165,000.00

Al figures are Ex VAT
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2| Configuration of Firewall rules to improve security 14] £ 373.10
3|Network segmentation 105/ £ 2,798.25
4|Next Generation Firewall configuration and installation 98[£ 261170
5|WAF Configuration configuration and installation 29 130585
6|Upgrade of Network Infrastructure 120[ £ 3,198.00
7|SAN configuration and installation 210[ £ 559.50
8|DC configurations 35[ £ 932.75
9|Upgrade servers to Windows 2022 and configure servers 37 £ 986.05
10|RADSEC Configuration 105/ £ 2,798.25
11|Web server configuration 35[ £ 932.75
12[System Hardening 80[ £ 2,132.00
13|Vulnerability Scans and fixes 22[£ 111930
14]802.1x Port Authentication configuration 150 £ 3,997.50
Total Hours 1080
Cost @£26.65 / hour £ 28,782.00
VAT £ 575640
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with AC Engineers 15| £ 399.75
16|UPS liaise with UPS Engineers 5 £ 133.25
17|Upgrade Wireless Infrastructure 180| £ 4,797.00
18|Virtual Environment, VM Server Configuration 210| £ 5,596.50
19|CCTV System liaise with CCTV Engineers 120| £ 3,198.00
20|Linux Server upgrades - Immutable Backups 70| £ 1,865.50
21|Cloud backup services 70| £ 1,865.50
22|Laising with suppliers for Maintenance contracts £ -
23|User PCs/Laptop replacement 20| £ 533.00
24|FDE (Consultancy) 05| £ 13.33
25[HIDS (Consultancy) 05| £ 13.33
26[EDR (Consultancy) 05| £ 13.33
27|MFA (Consultancy) 1 £ 26.65
28|Policies to be introduced (DR,IR, BC) 40| £ 1,066.00
Total Hours 7325
Cost @£26.65 / hour £ 19,521.13
VAT £ 3,904.23
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# [3rd Year consultancy by Red Team Cybersecurity Engineer |Hours Itemised Cost
29|Card reader access Server Room - Liaise with Engineers 10| £ 266.50
30|Server room access policy to be implemented 05| £ 1333
31|Liaise with Generator Engineers 3| £ 79.95
32|All mobile devices management CPC wide (Consultancy) 200 £ 5,330.00
Firmware of all infrastructure equipment to be maintained
33|(Consultancy) 10| £ 266.50
34|Device configurations back up (Consultancy) 15) £ 399.75
Maintenance Contracts and Service Level Agreements.
35|Hardware replacement. (consultancy) 5| £ 133.25
36Patching and maintenance of servers. (Consultancy) 7€ 186.55
Paperless office, no requirement for Printers or Multi
37|Function Devices (MFDs) more secure. ol £ s
38|SIEM & SOAR Impilmentation. 100| £ 2,665.00
Total Hours 350.5
Cost @£26.65 / hour £ 9,340.83
VAT £ 1,868.17
Grand Total £11,208.99
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Summery of consultancy costs by Red Team Cybersecurity {Hours

Consultancy for 1st Year £ 34,538.40
Server room access policy to be implemented £ 23,425.35
Liaise with Generator Engineers £ 11,208.99
Grand Total (Inc VAT) £69,172.74
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Initial Reconnaissance 6
External vulnerability scanning 4
Internal vulnerability scanning 5
Preparation for simulated cybersecurity attacks 12
Carrying out simulated cybersecurity attack 14,
Onsite visit to carry out physical security review and tests 24
Writing report / making recommendations 9
Total Hours 74
Cost @£26.65 / hour £ 1,972.10
VAT £ 394.42
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Thank you
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D Download a copy
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Top 10 Web Application Security Risks
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Simulation 8: VNC Vulnerabily.
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