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This is an individual practical lab-test, held under examination conditions. You will be assigned three Routers; you should configure these devices based on the given specifications. 

This paper is marked out of 100.

You will have 2 hours to complete this task.
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Assessment Objectives
Part 1: Configure Device Basic Settings (15 points, 15 minutes)
Part 2: Configure PPP Connections (20 points, 10 minutes)
Part 3: Configure IPv4 ACL for NAT (2 points, 5 minutes)
Part 4: Configuring IP Routing (19 points, 25 minutes)
Part 5: Configure GRE Tunnel with BGP (14 points, 10 minutes)
Part 6: Implement PPPoE (14 points, 15 minutes)
Part 7: Configure IP ACLs (6 points, 10 minutes)
Part 8: Monitor the Network (10 points, 15 minutes)
Part 9: Cleanup
Scenario
In this Skills Assessment (SA), you will create a small network. You must connect the network devices and configure those devices to support various WAN protocols.
The first WAN protocol you will configure is PPP with CHAP authentication. You will configure access lists to limit network access and determine the IP addresses that are used in NAT. You will also configure a GRE tunnel to allow BGP updates between the East and West domains. You will also configure SNMP and SPAN for network monitoring during this assessment. Network configurations and connectivity will be verified throughout the assessment by using common CLI commands.
Instructor Note: Sample scoring and estimated times for each exam part are provided. These can be adjusted by the instructor as necessary to suit the testing environment. Total points for the exam are 100 and total time is estimated at 120 minutes. The instructor may elect to deduct points if excessive time is taken for a part of the assessment.
Instructor Note: The routers used with this SA are Cisco 1941 Integrated Services Routers (ISRs) with Cisco IOS Release 15.4(3) (universalk9 image). Other routers and Cisco IOS versions can be used. Depending on the model and Cisco IOS version, the commands available and output produced might vary from what is shown in the SA. Refer to the Router Interface Summary Table at the end of the lab for the correct interface identifiers.
Required Resources
3 Routers (Cisco 1941 with Cisco IOS Release 15.4(3) universal image or comparable)
3 Switches (Cisco 2960 with Cisco IOS Release 15.0(2) lanbasek9 image or comparable)
2 PCs (Windows with terminal emulation program, such as Tera Term)
Console cable to configure the Cisco IOS devices via the console ports
Ethernet and Serial cables as shown in the topology
Instructor Note: Optionally, SNMP management software, such as SNMP MIB Browser by ManageEngine, may be installed on PC-A. Refer to Lab 5.2.2.6 – Configuring SNMP)


Configure Device Basic Settings
Total points: 15
Time: 15 minutes
Configure PCs.
Assign static IP address information (IP address, subnet mask, default gateway) to PC-A and PC-B in the topology.
	Configuration Item or Task
	Specification
	Points

	Configure static IP address information on PC-A.
	IPv4 Address: 192.168.1.10
IPv4 Subnet Mask: 255.255.255.0
IPv4 Default Gateway: 192.168.1.1
IPv6 Address / Prefix: 2001:DB8:ACAD:1::10/64
IPv6 Default Gateway: FE80::1
	(1 point)

	Configure static IP address information on PC-B.
	IPv4 Address: 192.168.3.10
IPv4 Subnet Mask: 255.255.255.0
IPv4 Default Gateway: 192.168.3.1
IPv6 Address / Prefix: 2001:DB8:ACAD:3::10/64
IPv6 Default Gateway: FE80::3
	(1 point)


Configure R1.
Configuration tasks for R1 include the following:
	Configuration Item or Task
	Specification
	Points

	Disable DNS lookup
	
	(1/2 point)

	Router name
	R1
	(1/2 point)

	Encrypted privileged EXEC password
	class
	(1/2 point)

	Console access password
	cisco
	(1/2 point)

	Remote access configuration
	Domain name: West.com
Username: user
Password: cisco
RSA key: 2048 bit
VTY: SSH only
	(1 point)

	Encrypt the plaintext passwords
	
	(1/2 point)

	MOTD banner
	Unauthorized Access is Prohibited!
	(1/2 point)

	Configure G0/1
	Set the description.
Set the Layer 3 IP address.
IPv4 Address: 192.168.1.1 / 24
IPv6 Unicast Address: 2001:DB8:ACAD:1::1/64
IPv6 Link Local Address: FE80::1
Activate the interface.
	(1 point)


Instructor Note: Ask the student to connect to R1, and then verify the proper configuration.
	Configuration Item or Task
	Specification
	IOS Commands

	Disable DNS lookup
	no ip domain lookup
	R1# show run
(Look for: no ip domain lookup) 

	Router name
	hostname R1
	(Look for : R1> or R1# command prompt)

	Encrypted privileged EXEC password
	enable secret class
	R1> enable
(Type in privileged EXEC password)

	Console access password
	line con 0
 password cisco
 login
	R1# exit
(Type in access password)

	Remote access configuration
	ip domain-name West.com
username user password cisco
crypto key generate rsa modulus 2048
line vty 0 4
 login local
 transport input ssh
	R1# show run | include name
(Verify username and domain-name)
R1# show ip ssh
(Verify ssh configurations)

	Encrypt the plain text passwords
	service password-encryption
	R1# show run
(Look for: service password-encryption)

	MOTD banner
	banner motd @ Unauthorized Access is Prohibited! @
	(Verify banner during above step)

	Configure G0/1
	interface g0/1
description Connection to 192.168.1.0/24 and 2001:DB8:ACAD:1::/64 LAN
ip address 192.168.1.1 255.255.255.0
ipv6 address 2001:DB8:ACAD:1::1/64
ipv add fe80::1 link-local
no shutdown
	R1# show run interface g0/1
(Verify configuration.) 
R1# show ip interface brief
R1# show ipv6 interface brief
(Verify that the interface is active.)


Configure R2.
Configuration tasks for R2 include the following:
	Configuration Item or Task
	Specification
	Points

	Disable DNS lookup
	
	(1/2 point)

	Router name
	R2
	(1/2 point)

	Encrypted privileged EXEC password
	class
	(1/2 point)

	Console access password
	cisco
	(1/2 point)

	MOTD banner
	Unauthorized Access is Prohibited!
	(1/2 point)


Instructor Note: Ask the student to connect to R2, and then verify the proper configuration.
	Configuration Item or Task
	Specification
	IOS Commands

	Disable DNS lookup
	no ip domain lookup
	R2# show run
(Look for: no ip domain lookup) 

	Router name
	hostname R2
	(Look for : R2> or R2# command prompt)

	Encrypted privileged EXEC password
	enable secret class
	R2> enable
(Type in privileged EXEC password)

	Console access password
	line con 0
 password cisco
 login
	R2# exit
(Type in access password)

	Encrypt the plain text passwords
	service password-encryption
	R2# show run
(Look for: service password-encryption)

	MOTD banner
	banner motd @ Unauthorized Access is Prohibited! @
	(Verify banner during above step)


Configure R3.
Configuration tasks for R3 include the following:
	Configuration Item or Task
	Specification
	Points

	Disable DNS lookup
	
	(1/2 point)

	Router name
	R3
	(1/2 point)

	Encrypted privileged EXEC password
	class
	(1/2 point)

	Console access password
	cisco
	(1/2 point)

	Remote access configuration
	Domain name: East.com
Username: user
Password: cisco
RSA key: 2048 bit
VTY: SSH only
	(1 point)

	MOTD banner
	Unauthorized Access is Prohibited!
	(1/2 point)

	Configure G0/1
	Set the description.
Set the Layer 3 IP address.
IPv4 Address: 192.168.3.1 / 24
IPv6 Unicast Address: 2001:DB8:ACAD:3::1/64
IPv6 Link Local Address: FE80::3
Activate the interface.
	(1 point)


Instructor Note: Ask the student to connect to R3, and then verify the proper configuration.
	Configuration Item or Task
	Specification
	IOS Commands

	Disable DNS lookup
	no ip domain-name lookup
	R3# show run
(Look for: no ip domain lookup) 

	Router name
	hostname R3
	(Look for : R3> or R3# command prompt)

	Encrypted privileged EXEC password
	enable secret class
	R3> enable
(Type in privileged exec password)

	Console access password
	line con 0
password cisco
login
	R3# exit
(Type in access password)

	Remote access configuration
	ip domain-name East.com
username user password cisco
crypto key generate rsa modulus 2048
line vty 0 4
 login local
 transport input ssh
	R3# show run | include name
(Verify username and domain-name)
R2# show ip ssh
(Verify ssh configurations)

	Encrypt the plain text passwords
	service password-encryption
	R3# show run
(Look for: service password-encryption)

	MOTD banner
	banner motd @ Unauthorized Access is Prohibited! @
	(Verify banner during above step)

	Configure G0/1
	interface g0/1
description Connection to 192.168.3.0/24 and 2001:DB8:ACAD:3::/64 LAN
ip address 192.168.3.1 255.255.255.0
ipv6 address 2001:DB8:ACAD:3::1/64
ipv6 address fe80::1 link-local
no shutdown
	R3# show run interface g0/1
(Verify configuration.) 
R3# show ip interface brief
R3# show ipv6 interface brief
(Verify that the interface is active.)



Instructor Sign-off Part 1: ______________________
Points: _________ of 15


Configure PPP Connections
Ref lab: 2.3.2.7 – Configuring PPP with Authentication
Total points: 20
Time: 10 minutes
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Figure 1: IPv4 Addressing Scheme for the Serial Links

Configure R1.
Configuration tasks for R1 include the following:
	Task
	Specification
	Points

	Configure S0/0/0.
	Set the description.
IPv4 Address: 209.165.200.225 / 30
IPv6 Unicast Address: 2001:DB8:ACAD:A::1/64
IPv6 Link Local Address: FE80::1
Set encapsulation to PPP.
Activate the interface.
	(4 points)

	Configure CHAP authentication on S0/0/0.
	
	(1 point)

	Create a local database entry for CHAP authentication.
	Username: R2
Password: cisco
	(1 point)

	Configure Loopback 1 as a simulated web server with user access
	Set the Layer 3 IP address:
IPv4 Address: 209.165.201.1 255.255.255.252
IPv6 Unicast Address: 2001:DB8:ACAD:2::1/64
IPv6 Link Local Address: FE80::1
Enable http server with the global configuration command ip http server.
Use the following command to create a privileged user to access the web:
username web privilege 15 password cisco
	(2 points)


Instructor Note: Ask the student to connect to R1, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure S0/0/0.
	interface s0/0/0
description PPP connection to North AS.
ip address 209.165.200.225 255.255.255.252
ipv6 address 2001:DB8:ACAD:A::1/64
ipv6 address FE80::1 link-local 
encapsulation ppp
no shutdown
	R1# show run interface s0/0/0
(Verify configuration.) 
R1# show ip interface brief
R1# show ipv6 interface brief
(Verify that the interface is active.)

	Configure CHAP authentication on S0/0/0.
	interface s0/0/0
ppp authentication chap
	R1# show run interface s0/0/0
(Look for the configuration line:
ppp authentication chap)

	Create a local database entry to use for CHAP authentication.
	username R2 password cisco
	R1# show run | section user
(Verify that configuration line:
username R2 password 7 02050D480809 is listed.)

	Configure Loopback 1 as a simulated web server.
	interface loop 1
ip address 209.165.201.1 255.255.255.252
ipv6 address 2001:DB8:ACAD:2::1/64
ipv6 address FE80::1 link-local
ip http server
username web privilege 15 password cisco
	R2# show ip interface brief
R2# show ipv6 interface brief
(Verify that the interface is active.)
R2# show run | include http
(Verify web server is enabled)


Configure R2.
Configuration tasks for R2 include the following:
	Task
	Specification
	Points

	Configure S0/0/0.
	Set the description.
Set the Layer 3 IP address:
IPv4 Address: 209.165.200.226 / 30
IPv6 Unicast Address: 2001:DB8:ACAD:A::2/64
IPv6 Link Local Address: FE80::2
Set the encapsulation to PPP.
Activate the interface.
	(4 points)

	Configure CHAP authentication on S0/0/0.
	
	(1 point)

	Create a local database entry for CHAP authentication.
	Username: R1
Password: cisco
	(1 point)

	Configure S0/0/1.
	Set the description.
Set the Layer 3 IP address:
IPv4 Address: 209.165.200.230 / 30
IPv6 Unicast Address: 2001:DB8:ACAD:B::2/64
IPv6 Link Local Address: FE80::2
Activate the interface.
	(3 points)


Instructor Note: Ask the student to connect to R2, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure S0/0/0.
	interface s0/0/0
description PPP connection to West AS
ip address 209.165.200.226 255.255.255.252
ipv6 address 2001:DB8:ACAD:A::2/64
ipv6 address FE80::2 link-local
encapsulation ppp
no shutdown
	R2# show run interface s0/0/0
(Verify configuration.)
R2# show ip interface brief
R2# show ipv6 interface brief
(Verify that the interface is active.)

	Configure CHAP authentication on S0/0/0.
	Interface s0/0/0
ppp authentication chap
	R2# show run interface s0/0/0
(Look for the configuration line:
ppp authentication chap)

	Create a local database entry to use for CHAP authentication.
	username R1 password cisco
	R2# show run | section user
(Verify that configuration line:
username R1 password 7 02050D480809 is listed.)

	Configure S0/0/1.
	interface s0/0/1
description PPP connection to East AS
ip address 209.165.200.230 255.255.255.252
ipv6 address 2001:DB8:ACAD:B::2/64
ipv6 address FE80::2 link-local
no shutdown
	R2# show run interface s0/0/1
(Verify configuration.)
R1# show ip interface brief
(Verify that the interface is active.)


Configure R3.
Configuration tasks for R3 include the following:
	Task
	Specification
	Points

	Configure S0/0/1.
	Set the description.
Set the Layer 3 IP address:
IPv4 Address: 209.165.200.229 / 30
IPv6 Unicast Address: 2001:DB8:ACAD:B::1/64
IPv6 Link Local Address: FE80::3
Activate the interface.
	(3 points)


Instructor Note: Ask the student to connect to R3, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure S0/0/1.
	interface s0/0/1
description PPP connection to North AS
ip address 209.165.200.229 255.255.255.252
ipv6 address 2001:DB8:ACAD:B::1/64
ipv6 address FE80::3 link-local
no shutdown
	R3# show ip interface brief
R3# show ipv6 interface brief
(Verify that the interface is active.)



Instructor Sign-off Part 2: ______________________
Points: _________ of 20


Configure IPv4 ACL for NAT
Total points: 2
Time: 5 minutes
Configure R1.
Configuration tasks for R1 include the following:
	Task
	Specification
	Points

	Paste the following configuration to configure NAT.
	ip nat inside source list 1 interface s0/0/0 overload
interface g0/1
 ip nat inside
interface s0/0/0
 ip nat outside
	

	Configure an ACL for NAT translation.
	Standard access list 1 
Permit the network that is attached to g0/1 to be translated.
	(1 point)


Instructor Note: Ask the student to connect to R1, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure an ACL for NAT translation.
	access-list 1 permit 192.168.1.0 0.0.0.255
	R1# show access-list
Standard IP access list 1
    10 permit 192.168.1.0, wildcard bits 0.0.0.255


Configure R3.
Configuration tasks for R1 include the following:
	Task
	Specification
	Points

	Paste the following configuration to configure NAT.
	ip nat inside source list 3 interface s0/0/1 overload
interface g0/1
 ip nat inside
interface s0/0/1
 ip nat outside
	

	Configure an ACL for NAT translation.
	Standard access list 3 
Permit the network that is attached to g0/1 to be translated.
	(1 point)


Instructor Note: Ask the student to connect to R1, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure an ACL for NAT translation.
	access-list 3 permit 192.168.3.0 0.0.0.255
	R1# show access-list
Standard IP access list 3
    10 permit 192.168.3.0, wildcard bits 0.0.0.255



Instructor Sign-off Part 3: ______________________
Points: _________ of 2


Configure IP Routing
Total points: 19
Time: 20 minutes
Configure IP routing on R1.
Configuration tasks for R1 include the following:
	Task
	Specification
	Points

	Configure an IPv4 default route.
	Default route to R2 via the exit interface.
	(1 point)

	Enable IPv6 routing.
	
	(1 point)

	Enable EIGRPv3 routing and router ID
	AS: 1
Router ID: 1.1.1.1
	(1 point)

	Configure the appropriate IPv6 interfaces for EIGRP
	
	(2 points)


Instructor Note: Ask the student to connect to R1, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure an IPv4 default route.
	ip route 0.0.0.0 0.0.0.0 Serial0/0/0
	R1# show ip route static
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S*    0.0.0.0/0 is directly connected, Serial0/0/0

	Enable IPv6 routing
	ipv6 unicast-routing
	R1# show run | include unicast

	Enable EIGRP routing and router ID
	ipv6 router eigrp 1
 
 eigrp router-id 1.1.1.1
	R1# show run | section router eigrp

	Configure the appropriate IPv6 interfaces for EIGRP
	interface g0/1
 ipv6 eigrp 1
interface s0/0/0
 ipv6 eigrp 1
interface lo 1
 ipv6 eigrp 1
	R1# show ipv6 protocols
<some output omitted>
Interfaces:
    GigabitEthernet0/1
    Serial0/0/0
    Loopback1


Configure IP routing on R2.
Configuration tasks for R2 include the following:
	Task
	Specification
	Points

	Enable IPv6 routing.
	
	(1 point)

	Enable EIGRPv3 routing and router ID
	AS: 1
Router ID: 2.2.2.2
	(1 point)

	Configure the appropriate IPv6 interfaces for EIGRP
	
	(2 points)


Instructor Note: Ask the student to connect to R2, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Enable IPv6 routing
	ipv6 unicast-routing
	R2# show run | include unicast

	Enable EIGRPv3 routing and router ID
	ipv6 router eigrp 1
 eigrp router-id 2.2.2.2
	R2# show run | section router eigrp

	Configure the appropriate IPv6 interfaces for EIGRP
	interface s0/0/0
 ipv6 eigrp 1
interface s0/0/1
 ipv6 eigrp 1
	R2# show ipv6 eigrp neighbors
(Verify that R1’s s0/0/0 local link address FE80::1 is the EiGRP-IPv6 neighbor at this time)


Configure IPv6 routing on R3.
Configuration tasks for R3 include the following:
	Task
	Specification
	Points

	Configure an IPv4 default route.
	Default route to R2 via the exit interface with an administrative distance of 200.
	(1 point)

	Enable IPv6 routing.
	
	(1 point)

	Enable EIGRPv3 routing and router ID
	AS: 1
Router ID: 3.3.3.3
	(1 point)

	Configure the appropriate IPv6 interfaces for EIGRPv3
	
	(2 points)


Instructor Note: Ask the student to connect to R3, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure an IPv4 default route.
	ip route 0.0.0.0 0.0.0.0 Serial0/0/1 200
	R3# show ip route eigrp
Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S*    0.0.0.0/0 is directly connected, Serial0/0/1

	Enable IPv6 routing
	ipv6 unicast-routing
	R3# show run | include unicast

	Enable EIGRPv3 routing and router ID
	ipv6 router eigrp 1
 no shutdown
 eigrp router-id 3.3.3.3
	R3# show run | section router eigrp

	Configure the appropriate IPv6 interfaces for EIGRPv3
	Interface g0/1
 ipv6 eigrp 1
interface s0/0/1
 ipv6 eigrp 1
	R3# show ipv6 route eigrp
D   2001:DB8:ACAD:1::/64 [90/2684416]
     via FE80::2, Serial0/0/1
D   2001:DB8:ACAD:2::/64 [90/2809856]
     via FE80::2, Serial0/0/1
D   2001:DB8:ACAD:A::/64 [90/2681856]
     via FE80::2, Serial0/0/1


Verify network connectivity.
Verify connectivity using the ping command to verify connectivity for both IPv4 and IPv6 networks.
	From
	Command
	To
	Expected Results
	Points

	PC-A
	Ping
	192.168.3.10 (PC-B)
	Ping should not be successful.
	(1/2 point)

	PC-A
	Ping
	2001:DB8:ACAD:3::10 (PC-B)
	Ping should be successful.
	(1/2 point)

	PC-A
	Ping
	209.165.200.229 (R3)
	Ping should be successful.
	(1/2 point)

	PC-B
	Ping
	192.168.1.10 (PC-A)
	Ping should not be successful.
	(1/2 point)

	PC-B
	Ping
	2001:DB8:ACAD:1::10 (PC-A)
	Ping should be successful.
	(1/2 point)

	PC-B
	Ping
	209.165.200.225 (R1)
	Ping should be successful.
	(1/2 point)

	PC-A
	Ping
	209.165.201.1 (simulated web server)
	Ping should be successful.
	(1/2 point)

	PC-A
	Ping
	2001:DB8:ACAD:2::1
(simulated web server)
	Ping should be successful.
	(1/2 point)

	PC-B
	Ping
	209.165.201.1 (simulated web server)
	Ping should not be successful.
	(1/2 point)

	PC-B
	Ping
	2001:DB8:ACAD:2::1
(simulated web server)
	Ping should be successful.
	(1/2 point)


Note: It may be necessary to disable the PC firewall for pings to be successful.

Instructor Sign-off Part 4: ______________________
Points: _________ of 19


Configure GRE Tunnel with BGP
Ref lab: 3.4.2.6 – Configuring a Point-to-Point GRE VPN Tunnel
Ref lab: 3.5.3.5 – Configure and Verify eBGP
Total points: 14
Time: 10 minutes
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Figure 2: GRE Tunnel Topology
Configure GRE tunnel with BGP routing on R1.
Configuration tasks for R1 include the following:
	Task
	Specification
	Points

	Configure tunnel 0.
	Set IPv4 address. Refer to Figure 2 at the top of Part 6 for IP address information.
Set the tunnel source interface.
Set the tunnel destination IP address.
	(3 points)

	Configure a host route.
	Set the host route to the tunnel destination with a /32 mask. Use the exit interface.
	(1 point)

	Configure BGP.
	Configure AS 65010
Configure neighbor statement
Configure network statements for only networks connected to the Lo1 and G0/1.
	(2 points)


Instructor Note: Ask the student to connect to R1, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure tunnel 0.
	interface tunnel 0
 ip address 172.16.1.1 255.255.255.0
 tunnel source Serial0/0/0
 tunnel destination 209.165.200.229
	R1# show run interface tunnel0
(Verify configuration.)
R1# show ip interface brief
(Verify that the tunnel interface is active.)

	Configure a host route
	ip route 209.165.200.229 255.255.255.255 s0/0/0
	R1# show ip route static
S        209.165.200.229/32 is directly connected, Serial0/0/0

	Configure BGP.
	router bgp 65010
 network 192.168.1.0
 network 209.165.201.0 mask 255.255.255.252
 neighbor 172.16.1.2 remote-as 65030
	R1# show run | section bgp
router bgp 65010
 bgp log-neighbor-changes
 network 192.168.1.0
 network 209.165.201.0 mask 255.255.255.252
 neighbor 172.16.1.2 remote-as 65030


Configure GRE tunnel with BGP routing on R3.
Configuration tasks for R3 include the following:
	Task
	Specification
	Points

	Configure tunnel 0.
	Set IPv4 address. Refer to Figure 2 at the top of Part 6 for IP address information.
Set the tunnel source interface.
Set the tunnel destination IP address.
	(3 points)

	Configure a host route
	Set the host route to the tunnel destination with a /32 mask. Use the exit interface.
	(1 point)

	Configure BGP.
	Configure AS 65030
Configure neighbor statement
Configure network statements for only network connected to G0/1 interface.
	(2 points)


Instructor Note: Ask the student to connect to R3, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure tunnel 0.
	interface Tunnel0
 ip address 172.16.1.2 255.255.255.252
 tunnel source Serial0/0/1
 tunnel destination 209.165.200.225
	R3# show run interface tunnel0
(Verify configuration.)
R3# show ip interface brief
(Verify that the tunnel interface is active.)

	Configure a host route
	ip route 209.165.200.225 255.255.255.255 s0/0/1
	R3# show ip route static
S        209.165.200.225/32 is directly connected, Serial0/0/1

	Configure BGP.
	router bgp 65030
 network 192.168.3.0
 neighbor 172.16.1.1 remote-as 65010
	R3# show ip route bgp
B     192.168.1.0/24 [20/0] via 172.16.1.1, 00:08:32
      209.165.201.0/30 is subnetted, 1 subnets
B        209.165.201.0 [20/0] via 172.16.1.1, 00:04:39


Verify network connectivity.
Verify connectivity using the ping command using the IPv4 address.
	From
	Command
	To
	Expected Results
	Points

	PC-A
	Ping
	209.165.201.1 (simulated web server)
	Ping should be successful.
	(1/2 point)

	PC-A
	Ping
	192.168.3.10 (PC-B)
	Ping should be successful.
	(1/2 point)

	PC-B
	Ping
	209.165.201.1 (simulated web server)
	Ping should be successful.
	(1/2 point)

	PC-B
	Ping
	192.168.1.10 (PC-A)
	Ping should be successful.
	(1/2 point)



Note: It may be necessary to disable the PC firewall for pings to be successful.

Instructor Sign-off Part 5: ______________________
Points: _________ of 14


Implement PPPoE
Ref lab: 3.2.2.7 – Configuring a Router as a PPPoE Client for DSL Connectivity
Ref lab: 3.2.2.8 – Troubleshoot PPPoE
Total points: 14
Time: 15 minutes
Configure PPPoE router.
Configuration tasks for R2 include the following:
	Task
	Specification
	Points

	Copy and paste the provided configuration to R2
	username Cust1 password ciscopppoe
ip local pool PPPoEPOOL 10.0.0.1 10.0.0.10
interface virtual-template 1
ip address 10.0.0.254 255.255.255.0
mtu 1492
peer default ip address pool PPPoEPOOL
ppp authentication chap callin
exit
bba-group pppoe global
virtual-template 1
exit
interface g0/0
pppoe enable group global
no shutdown
	


Configure R3 as a PPPoE client.
Configuration tasks for R3 include the following:
	Task
	Specification
	Points

	Configure G0/0 for PPPoE connectivity.
	Enable PPPoE on G0/0 interface
The client uses dial pool number 1
Activate the interface
	(5 points)

	Configure the dialer interface 1.
	Create the virtual dialer 1 interface
Negotiate the IP address from the North
Reduce the MTU to 1492 to accommodate the PPP headers
Create dialer pool 1
Enforce and assign the chap authentication: username Cust1 / password ciscopppoe
Activate the interface
	(5 points)

	Configure a static default route.
	Configure a static default route using the dialer 1 as the exit interface
	(2 points)


Instructor Note: Ask the student to connect to R3, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure G0/0 for PPPoE connectivity.
	interface g0/0
pppoe enable
pppoe-client dial-pool-number 1
no shutdown
	R3# show run interface g0/0
interface GigabitEthernet0/0
 pppoe enable group global
 pppoe-client dial-pool-number 1

	Configure the dialer interface 1.
	interface dialer 1
 mtu 1492
 ip address negotiated
 encapsulation ppp
 dialer pool 1
 ppp authentication chap callin
 ppp chap hostname Cust1
 ppp chap password ciscopppoe
	R3# show pppoe session
(Verify the pppoe session is up)

R3# show run
interface Dialer1
 mtu 1492
 ip address negotiated
 encapsulation ppp
 dialer pool 1
 ppp authentication chap callin
 ppp chap hostname Cust1
 ppp chap password 7 05080F1C22435E19090A12

	Configure the dialer interface 1.
	ip route 0.0.0.0 0.0.0.0 dialer 1
	R3# show ip route
(Verify the presence of static route to dialer 1)
S*    0.0.0.0/0 is directly connected, Dialer1


Verify network connectivity.
Verify connectivity using the ping command.
	From
	Command
	To
	Expected Results
	Points

	PC-A
	Ping
	192.168.3.10 (PC-B)
	Ping should be successful.
	(1/2 point)

	PC-B
	Ping
	192.168.1.10 (PC-A)
	Ping should be successful.
	(1/2 point)

	R3
	Ping
	10.0.0.254
	Ping should be successful.
	(1/2 point)

	PC-B
	Ping
	209.165.201.1 (simulated web server)
	Ping should be successful.
	(1/2 point)



Note: It may be necessary to disable the PC firewall for pings to be successful.

Instructor Sign-off Part 6: ______________________
Points: _________ of 10


Configure IP ACLs
Total points: 6
Time: 10 minutes
Configure IP Access List on R1.
	Task
	Specification
	Points

	Configure an IPv4 extended access list named ICMP_ACCESS
	Deny all pings to the R1 LAN.
	(1 point)

	Place the ACL at the correct interface and direction
	
	(1/2 point)

	Ping from PC-B to PC-A.
	Ping should not be successful
	(1 point)

	Ping from PC-A to PC-B
	Ping should be successful
	(1 point)


Instructor Note: Ask the student to connect to R1, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure an IPv4 extended access list named ICMP_ACCESS
	ip access-list extended ICMP_ACCESS
 deny   icmp any any echo
 permit ip any any
	R1# show access-lists ICMP_ACCESS
Extended IP access list ICMP_ACCESS
    10 deny icmp any any echo
    20 permit ip any any

	Place the ACL at the correct interface and direction
	interface g0/1
 ip access-group ICMP_ACCESS out
	R1# show run interface g0/1
interface GigabitEthernet0/1
 ip access-group ICMP_ACCESS out

Ping from PC-B to PC-A. The pings should fail.
Ping from PC-A to PC-B should succeed.


Configure IPv6 Access List on R3.
	Task
	Specification
	Points

	Configure an IPv6 extended access list named LIMIT_ACCESS
	Deny all pings to network 2001:DB8:ACAD:3::/64
	(1 point)

	Place the ACL at the correct interface and direction
	
	(1/2 point)

	Ping from PC-B to PC-A.
	Ping should not be successful.
	(1 point)

	Ping from PC-A to PC-B
	Ping should be successful.
	(1 point)


Instructor Note: Ask the student to connect to R3, and then verify the proper configuration.
	Task
	Specification
	IOS Commands

	Configure an IPv4 extended access list named ICMP_ACCESS
	ipv6 access-list LIMIT_ACCESS
 deny   icmp any any echo-request
 permit ipv6 any any
	R3# show ipv6 access-list
IPv6 access list LIMIT_ACCESS
    deny icmp any any echo-request sequence 10
    permit ipv6 any any sequence 20

	Place the ACL at the correct interface and direction
	interface g0/1
 ipv6 traffic-filter LIMIT_ACCESS out
	R3# show run interface g0/1
interface GigabitEthernet0/1
 ipv6 traffic-filter LIMIT_ACCESS out

Ping from PC-A to PC-B. The pings should fail.
Ping from PC-B to PC-A should succeed.



[bookmark: _GoBack]Note: It may be necessary to disable the PC firewall for pings to be successful.

Instructor Sign-off Part 7: ______________________
Points: _________ of 4


Monitor the Network
Ref lab: 5.2.2.6 – Configuring SNMP
Ref lab: 8.3.3.3 – Implement Local SPAN
Total points: 10
Time: 15 minutes
Configure SNMPv3 on R1.
Configuration tasks for SNMPv3 authentication using an ACL on R1 are the following:
	Task
	Specification
	Points

	Create a standard access list to permit only the LAN containing PC-A.
	Access List: SNMP-ACCESS
	(1 point)

	Using the snmp-server view command, configure an SNMP view include specified MIB
	SNMP view: SNMP-RO
MIB included: ISO
	(2 points)

	Using the snmp-server group command, configure the SNMP group, SNMP version with authentication and encryption and limit access using an ACL.
	Group: SNMP
Version: 3
Authentication and encryption: required
Access: read-only by using ACL SNMP-ACCESS
	(2 points)

	Using the snmp-server user command, add an SNMP user as a member of the SNMP using SNMPv3 with authentication and encryption.
	Username: JOE
Group: SNMP
Authentication / Password: SHA / cisco12345
Encryption / Password: AES 128 / cisco54321
	(2 points)

	Configure an SNMPv3 user on PC-A using an SNMP manager
	Use the SNMPv3 setting configured on R1
	(1 point)



	Task
	Specification
	IOS Commands

	Create a standard access list to permit only the LAN containing PC-A.
	ip access-list standard SNMP-ACCESS
permit 192.168.1.0 0.0.0.255
	R1# show access-list
(Verify the access list SNMP-ACCESS has been configured)

	Using the snmp-server view command, configure an SNMP view include specified MIB
	snmp-server view SNMP-RO iso included
	R1# show run | include snmp
(Verify the command in the Specification box is listed. It should be the first line listed.)

	Using the snmp-server group command, configure the SNMP group, SNMP version with authentication and encryption and limit access using an ACL.
	snmp-server group SNMP v3 priv read SNMP-RO access SNMP-ACCESS
	R1# show snmp group
(Verify that the group SNMP is listed.)

	Using the snmp-server user command, add a SNMP user as a member of the SNMP using SNMPv3 with authentication and encryption.
	snmp-server user JOE SNMP v3 auth sha cisco12345 pri aes 128 cisco54321
	R1# show snmp user
(Verify the user JOE is listed.)

	Configure an SNMPv3 user on PC-A using an SNMP manager
	
	Verify that the SNMPv3 user JOE is configured with R1’s SNMP settings


Configure SPAN on S2.
Configuration tasks include the following:
	Task
	Specification
	Points

	Issue the SPAN command to monitor the traffic on S2.
	Session number: 1
Source switch port on S2: F0/3
	(1 point)

	Issue the SPAN command to capture the traffic on S2.
	Session number: 1
Destination switch port on S2: F0/18
	(1 point)



	Task
	Specification
	IOS Commands

	Issue the SPAN command to monitor the traffic on S2.
	monitor session 1 source interface f0/3
	S2# show monitor
(Verify the source port)

	Issue the SPAN command to capture the traffic on S2.
	monitor session 1 destination interface f0/18
	S2# show monitor
(Verify the destination port)



Instructor Sign-off Part 8: ______________________
Points: _________ of 10


Submission Requirements and Cleanup


NOTE: DO NOT PROCEED WITH CLEANUP UNTIL YOU HAVE DONE THE FOLLOWING:

· On each Router the following outputs should be copied on to a text file. The file name should be studentname_Pno_routername.txt 
 
· Show running-configuration 
· Show ip interface brief 
· Show ip route  
· Show ipv6 interface brief 
· Show ipv6 route  
· Show ipv6 eigrp topology 
· Show ipv6 eigrp neighbors 
 
· All documentation for your solution should be submitted electronically on Moodle 
· It is your responsibility that you copy all the files correctly.  

NOW YOU CAN BEGIN CLEANUP.
Before turning off power to the routers:
· Remove the NVRAM configuration files (if saved) from all devices.

Disconnect and neatly put away all cables that were used in the Final.
Router Interface Summary Table
	Router Interface Summary

	Router Model
	Ethernet Interface #1
	Ethernet Interface #2
	Serial Interface #1
	Serial Interface #2

	1800
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	1900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2801
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/1/0 (S0/1/0)
	Serial 0/1/1 (S0/1/1)

	2811
	Fast Ethernet 0/0 (F0/0)
	Fast Ethernet 0/1 (F0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	2900
	Gigabit Ethernet 0/0 (G0/0)
	Gigabit Ethernet 0/1 (G0/1)
	Serial 0/0/0 (S0/0/0)
	Serial 0/0/1 (S0/0/1)

	Note: To find out how the router is configured, look at the interfaces to identify the type of router and how many interfaces the router has. There is no way to effectively list all the combinations of configurations for each router class. This table includes identifiers for the possible combinations of Ethernet and Serial interfaces in the device. The table does not include any other type of interface, even though a specific router may contain one. An example of this might be an ISDN BRI interface. The string in parenthesis is the legal abbreviation that can be used in Cisco IOS commands to represent the interface.





Device Configs
Router R1 (After Part 4)
R1# show run
Building configuration...

Current configuration : 2435 bytes
!
version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname R1
!
boot-start-marker
boot-end-marker
!
enable secret 5 $1$vRRK$FieZhSzjNr8ORMhdL0u.G1
!
no aaa new-model
memory-size iomem 15
!
no ip domain lookup
ip domain name West.com
ip cef
ipv6 unicast-routing
ipv6 cef
multilink bundle-name authenticated
!
cts logging verbose
!
username user password 7 121A0C041104
username R2 password 7 14141B180F0B
username web privilege 15 password 7 094F471A1A0A
!
redundancy
!
interface Loopback1
 ip address 209.165.201.1 255.255.255.252
 ipv6 address FE80::1 link-local
 ipv6 address 2001:DB8:ACAD:2::1/64
 ipv6 eigrp 1
!
interface Embedded-Service-Engine0/0
 no ip address
 shutdown
!
interface GigabitEthernet0/0
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface GigabitEthernet0/1
 description Connection to 192.168.1.0/24 and 2001:DB8:ACAD:1::/64 LAN
 ip address 192.168.1.1 255.255.255.0
 ip nat inside
 ip virtual-reassembly in
 duplex auto
 speed auto
 ipv6 address FE80::1 link-local
 ipv6 address 2001:DB8:ACAD:1::1/64
 ipv6 eigrp 1
!
interface Serial0/0/0
 description PPP connection to North AS.
 ip address 209.165.200.225 255.255.255.252
 ip nat outside
 ip virtual-reassembly in
 encapsulation ppp
 ipv6 address FE80::1 link-local
 ipv6 address 2001:DB8:ACAD:A::1/64
 ipv6 eigrp 1
 ppp authentication chap
 clock rate 128000
!
interface Serial0/0/1
 no ip address
 shutdown
!
ip forward-protocol nd
!
ip http server
no ip http secure-server
!
ip nat inside source list 1 interface Serial0/0/0 overload
ip route 0.0.0.0 0.0.0.0 Serial0/0/0
!
ipv6 router eigrp 1
 eigrp router-id 1.1.1.1
!
access-list 1 permit 192.168.1.0 0.0.0.255
!
control-plane
!
banner motd ^C Unauthorized Access is Prohibited! ^C
!
line con 0
 password 7 13061E010803
 login
line aux 0
line 2
 no activation-character
 no exec
 transport preferred none
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
 stopbits 1
line vty 0 4
 login local
 transport input ssh
!
scheduler allocate 20000 1000
!
end
Router R2 (After Part 4)
R2# show run
Building configuration...

Current configuration : 1916 bytes
!
version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname R2
!
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$byFb$WgKOqyV4CqmPpLWHWqBGA.
!
no aaa new-model
memory-size iomem 15
!
no ip domain lookup
ip cef
ipv6 unicast-routing
ipv6 cef
!
multilink bundle-name authenticated
!
cts logging verbose
!
username R1 password 7 05080F1C2243
!
redundancy
!
interface Embedded-Service-Engine0/0
 no ip address
 shutdown
!
interface GigabitEthernet0/0
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface GigabitEthernet0/1
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface Serial0/0/0
 description PPP connection to West AS
 ip address 209.165.200.226 255.255.255.252
 encapsulation ppp
 ipv6 address FE80::2 link-local
 ipv6 address 2001:DB8:ACAD:A::2/64
 ipv6 eigrp 1
 ppp authentication chap
!
interface Serial0/0/1
 description PPP connection to East AS
 ip address 209.165.200.230 255.255.255.252
 ipv6 address FE80::2 link-local
 ipv6 address 2001:DB8:ACAD:B::2/64
 ipv6 eigrp 1
 clock rate 128000
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
ipv6 router eigrp 1
 eigrp router-id 2.2.2.2
!
control-plane
!
!
banner motd ^C Unauthorized Access is Prohibited! ^C
!
line con 0
 password 7 00071A150754
 login
line aux 0
line 2
 no activation-character
 no exec
 transport preferred none
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
 stopbits 1
line vty 0 4
 login
 transport input none
!
scheduler allocate 20000 1000
!
end
Router R3 (After Part 4)
R3# show run
Building configuration...

Current configuration : 2116 bytes
!
version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname R3
!
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$/q0t$eBXdRTfja2dY1hue3boKy/
!
no aaa new-model
memory-size iomem 10
!
ip domain name East.com
ip cef
ipv6 unicast-routing
ipv6 cef
!
multilink bundle-name authenticated
!
cts logging verbose
!
username user password 7 02050D480809
!
redundancy
!
interface Embedded-Service-Engine0/0
 no ip address
 shutdown
!
interface GigabitEthernet0/0
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface GigabitEthernet0/1
 description Connection to 192.168.3.0/24 and 2001:DB8:ACAD:3::/64 LAN
 ip address 192.168.3.1 255.255.255.0
 ip nat inside
 ip virtual-reassembly in
 duplex auto
 speed auto
 ipv6 address FE80::3 link-local
 ipv6 address 2001:DB8:ACAD:3::1/64
 ipv6 eigrp 1
!
interface Serial0/0/0
 no ip address
 shutdown
 ipv6 eigrp 1
 clock rate 2000000
!
interface Serial0/0/1
 description PPP connection to North AS
 ip address 209.165.200.229 255.255.255.252
 ip nat outside
 ip virtual-reassembly in
 ipv6 address FE80::3 link-local
 ipv6 address 2001:DB8:ACAD:B::1/64
 ipv6 eigrp 1
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
ip nat inside source list 3 interface Serial0/0/1 overload
ip route 0.0.0.0 0.0.0.0 Serial0/0/1 200
!
ipv6 router eigrp 1
 eigrp router-id 3.3.3.3
!
access-list 3 permit 192.168.3.0 0.0.0.255
!
control-plane
!
banner motd ^C Unauthorized Access is Prohibited! ^C
!
line con 0
 password 7 121A0C041104
 login
line aux 0
line 2
 no activation-character
 no exec
 transport preferred none
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
 stopbits 1
line vty 0 4
 login local
 transport input ssh
!
scheduler allocate 20000 1000
!
end
Router R1 (Final)
R1# show run
Building configuration...

Current configuration : 3052 bytes
!
version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname R1
!
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$vRRK$FieZhSzjNr8ORMhdL0u.G1
!
no aaa new-model
memory-size iomem 15
!
no ip domain lookup
ip domain name West.com
ip cef
ipv6 unicast-routing
ipv6 cef
multilink bundle-name authenticated
!
cts logging verbose
!
username user password 7 121A0C041104
username R2 password 7 14141B180F0B
username web privilege 15 password 7 094F471A1A0A
!
redundancy
!

!
interface Loopback1
 ip address 209.165.201.1 255.255.255.252
 ipv6 address FE80::1 link-local
 ipv6 address 2001:DB8:ACAD:2::1/64
 ipv6 eigrp 1
!
interface Tunnel0
 ip address 172.16.1.1 255.255.255.0
 tunnel source Serial0/0/0
 tunnel destination 209.165.200.229
!
interface Embedded-Service-Engine0/0
 no ip address
 shutdown
!
interface GigabitEthernet0/0
 no ip address
 duplex auto
 speed auto
 pppoe enable group global
!
interface GigabitEthernet0/1
 description Connection to 192.168.1.0/24 and 2001:DB8:ACAD:1::/64 LAN
 ip address 192.168.1.1 255.255.255.0
 ip access-group ICMP_ACCESS out
 ip nat inside
 ip virtual-reassembly in
 duplex auto
 speed auto
 ipv6 address FE80::1 link-local
 ipv6 address 2001:DB8:ACAD:1::1/64
 ipv6 eigrp 1
!
interface Serial0/0/0
 description PPP connection to North AS.
 ip address 209.165.200.225 255.255.255.252
 ip nat outside
 ip virtual-reassembly in
 encapsulation ppp
 ipv6 address FE80::1 link-local
 ipv6 address 2001:DB8:ACAD:A::1/64
 ipv6 eigrp 1
 ppp authentication chap
 clock rate 128000
!
interface Serial0/0/1
 no ip address
 shutdown
!
router bgp 65010
 bgp log-neighbor-changes
 network 192.168.1.0
 network 209.165.201.0 mask 255.255.255.252
 neighbor 172.16.1.2 remote-as 65030
!
ip forward-protocol nd
!
ip http server
no ip http secure-server
!
ip nat inside source list 1 interface Serial0/0/0 overload
ip route 0.0.0.0 0.0.0.0 Serial0/0/0
ip route 209.165.200.229 255.255.255.255 Serial0/0/0
!
ip access-list standard SNMP-ACCESS
 permit 192.168.1.0 0.0.0.255
!
ip access-list extended ICMP_ACCESS
 deny   icmp any any echo
 permit ip any any
!
ipv6 router eigrp 1
 eigrp router-id 1.1.1.1
!
snmp-server group SNMP v3 priv read SNMP-RO access SNMP-ACCESS
snmp-server view SNMP-RO iso included
access-list 1 permit 192.168.1.0 0.0.0.255
!
control-plane
!
!
banner motd ^C Unauthorized Access is Prohibited! ^C
!
line con 0
 password 7 13061E010803
 login
line aux 0
line 2
 no activation-character
 no exec
 transport preferred none
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
 stopbits 1
line vty 0 4
 login local
 transport input ssh
!
scheduler allocate 20000 1000
!
end
Router R2 (Final)
R2# show run
Building configuration...

Current configuration : 2134 bytes
!
version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname R2
!
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$byFb$WgKOqyV4CqmPpLWHWqBGA.
!
no aaa new-model
memory-size iomem 15
!
no ip domain lookup
ip cef
ipv6 unicast-routing
ipv6 cef
!
multilink bundle-name authenticated
!
cts logging verbose
!
!
username R1 password 7 05080F1C2243
username Cust1 password 7 13061E010803143A3B2B2D
!
redundancy
!
bba-group pppoe global
 virtual-template 1
!
!
interface Embedded-Service-Engine0/0
 no ip address
 shutdown
!
interface GigabitEthernet0/0
 no ip address
 duplex auto
 speed auto
 pppoe enable group global
!
interface GigabitEthernet0/1
 no ip address
 shutdown
 duplex auto
 speed auto
!
interface Serial0/0/0
 description PPP connection to West AS
 ip address 209.165.200.226 255.255.255.252
 encapsulation ppp
 ipv6 address FE80::2 link-local
 ipv6 address 2001:DB8:ACAD:A::2/64
 ipv6 eigrp 1
 ppp authentication chap
!
interface Serial0/0/1
 description PPP connection to East AS
 ip address 209.165.200.230 255.255.255.252
 ipv6 address FE80::2 link-local
 ipv6 address 2001:DB8:ACAD:B::2/64
 ipv6 eigrp 1
 clock rate 128000
!
interface Virtual-Template1
 mtu 1492
 ip address 10.0.0.254 255.255.255.0
 peer default ip address pool PPPoEPOOL
 ppp authentication chap callin
!
ip local pool PPPoEPOOL 10.0.0.1 10.0.0.10
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
!
ipv6 router eigrp 1
 eigrp router-id 2.2.2.2
!
control-plane
!
!
banner motd ^C Unauthorized Access is Prohibited! ^C
!
line con 0
 password 7 00071A150754
 login
line aux 0
line 2
 no activation-character
 no exec
 transport preferred none
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
 stopbits 1
line vty 0 4
 login
 transport input none
!
scheduler allocate 20000 1000
!
end
Router R3 (Final)
R3# show run
Building configuration...

Current configuration : 2724 bytes
!
version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption
!
hostname R3
!
boot-start-marker
boot-end-marker
!
!
enable secret 5 $1$/q0t$eBXdRTfja2dY1hue3boKy/
!
no aaa new-model
memory-size iomem 10
!
ip domain name East.com
ip cef
ipv6 unicast-routing
ipv6 cef
!
multilink bundle-name authenticated
!
cts logging verbose
!
username user password 7 02050D480809
!
redundancy
!
interface Tunnel0
 ip address 172.16.1.2 255.255.255.252
 tunnel source Serial0/0/1
 tunnel destination 209.165.200.225
!
interface Embedded-Service-Engine0/0
 no ip address
 shutdown
!
interface GigabitEthernet0/0
 no ip address
 duplex auto
 speed auto
 pppoe enable group global
 pppoe-client dial-pool-number 1
!
interface GigabitEthernet0/1
 description Connection to 192.168.3.0/24 and 2001:DB8:ACAD:3::/64 LAN
 ip address 192.168.3.1 255.255.255.0
 ip nat inside
 ip virtual-reassembly in
 duplex auto
 speed auto
 ipv6 address FE80::3 link-local
 ipv6 address 2001:DB8:ACAD:3::1/64
 ipv6 eigrp 1
 ipv6 traffic-filter LIMIT_ACCESS out
!
interface Serial0/0/0
 no ip address
 shutdown
 ipv6 eigrp 1
 clock rate 2000000
!
interface Serial0/0/1
 description PPP connection to North AS
 ip address 209.165.200.229 255.255.255.252
 ip nat outside
 ip virtual-reassembly in
 ipv6 address FE80::3 link-local
 ipv6 address 2001:DB8:ACAD:B::1/64
 ipv6 eigrp 1
!
interface Dialer1
 mtu 1492
 ip address negotiated
 encapsulation ppp
 dialer pool 1
 ppp authentication chap callin
 ppp chap hostname Cust1
 ppp chap password 7 0822455D0A161507020409
!
router bgp 65030
 bgp log-neighbor-changes
 network 192.168.3.0
 neighbor 172.16.1.1 remote-as 65010
!
ip forward-protocol nd
!
no ip http server
no ip http secure-server
!
ip nat inside source list 3 interface Serial0/0/1 overload
ip route 0.0.0.0 0.0.0.0 Dialer1
ip route 0.0.0.0 0.0.0.0 Serial0/0/1 200
ip route 209.165.200.225 255.255.255.255 Serial0/0/1
!
ipv6 router eigrp 1
 eigrp router-id 3.3.3.3
!
access-list 3 permit 192.168.3.0 0.0.0.255
!
ipv6 access-list LIMIT_ACCESS
 deny icmp any any echo-request
 permit ipv6 any any
!
control-plane
!
banner motd ^C Unauthorized Access is Prohibited! ^C
!
line con 0
 password 7 121A0C041104
 login
line aux 0
line 2
 no activation-character
 no exec
 transport preferred none
 transport output pad telnet rlogin lapb-ta mop udptn v120 ssh
 stopbits 1
line vty 0 4
 login local
 transport input ssh
!
scheduler allocate 20000 1000
!
end
Switch S2 (Final)
Switch# show run
Building configuration...

Current configuration : 1308 bytes
!
version 15.0
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname S2
!
boot-start-marker
boot-end-marker
!
!
no aaa new-model
system mtu routing 1500
!
spanning-tree mode pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface FastEthernet0/1
!
interface FastEthernet0/2
!
interface FastEthernet0/3
!
interface FastEthernet0/4
!
interface FastEthernet0/5
!
interface FastEthernet0/6
!
interface FastEthernet0/7
!
interface FastEthernet0/8
!
interface FastEthernet0/9
!
interface FastEthernet0/10
!
interface FastEthernet0/11
!
interface FastEthernet0/12
!
interface FastEthernet0/13
!
interface FastEthernet0/14
!
interface FastEthernet0/15
!
interface FastEthernet0/16
!
interface FastEthernet0/17
!
interface FastEthernet0/18
!
interface FastEthernet0/19
!
interface FastEthernet0/20
!
interface FastEthernet0/21
!
interface FastEthernet0/22
!
interface FastEthernet0/23
!
interface FastEthernet0/24
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
 no ip address
!
ip http server
ip http secure-server!
line con 0
line vty 5 15
!
monitor session 1 source interface Fa0/3
monitor session 1 destination interface Fa0/18
end
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