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1. [bookmark: _Toc70017726][bookmark: _Toc70023398]Introduction
This document provides information about a case study and tools that are used professionally to recover data and to provide evidence in court.  The tools are described what they do, method, and concept of the tool. This document provides information about a case study and the methodology process of documenting and retrieving evidence that is suitable in court.

2. [bookmark: _Toc70017727][bookmark: _Toc70023399]What is computer forensic?
Computer forensics is focused on retrieving, analyzing, and presenting digital as evidence to use in court. Computer forensic focuses on online crimes and when these crimes are committed there need to be evidence that can prove that someone has broke the law or as sabotaged a company in court. There are steps that need to be followed to be acceptable in court. There are different types of crime such as hacking, DDOS, DOS, malicious software, copyright, phishing, cyberbullying and many more.  The five rules of evidence are admissible, authentic, complete, reliable, and believable which is important of an investigation. 
There are processes in computer forensics: 
· Collecting
Evidence should be collected from when the device is seizure.
The suspect drive should not be touched at all. Only the copy should be touched.
Documentation should be from the very start.
The evidence should be secured safely.
· Analyzing
When analyzing every tiny detail should be looked at
Detail should be explained.
Evidence should support each detail. 
Alternative conclusions should be disclosed and should not be left open.
· Presenting
The documentation or report should list every evidence, and detail from the very start. It should be very detailed, organized and understandable from a person who does not study computer forensics. 
Testify as an expert witness in a disposition or in the trial. This provides more evidence to the case which gives it a higher chance.
These are important in a case study as they are guidance to follow in a case.
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[bookmark: _Toc70017728][bookmark: _Toc70023400]3. Researching
[bookmark: _Toc70017729][bookmark: _Toc70023401]3.1 Tools
	Tools
	Open source or commercial
	Description
	Strengths
	Weaknesses
	Cost
	Concept
	Method

	Wireshark – network analysis 
	Open Source
	Wireshark is a network analysis tool. It tracks incoming and outgoing traffic from the network. 
	· Records all packet data in the network
· The software allows the user to save packet data and restore them
· Filters – you can filter incoming or outgoing traffic
· Wireshark is free

	· Interface is not friendly for users
	Free
	The concept of this tool is to monitor the network. Wireshark keeps track of incoming and outgoing traffic. 
	The method of this software use routing. This allow the software to track the incoming and outgoing traffic which can be good or bad.

	Autopsy – Sleuth Kit – Disk Analysis
	Open Source and commercial. 
	This tool allows users to analyse disk images and recover files from them. It is a disk analysis tool. 
	· Sleuth kit is a powerful tool
· User friendly
· Low cost

	· Software can be difficult to learn without support
· Linux based – training required

	
	The concept of disk analysis tool is that it allows the investigator to recover files if they were deleted. 
	The method of disk analysis tools they are used on the hard drives. It can see if data has been deleted.

	Volatility – Memory 
	Open source
	This tool allows the investigator to pull the data that is stored in ram careful and quickly. 
	· Supports different file formats
·  Can convert different file formats
· Fast
· Works on different operating systems such as windows, Linux, or mac

	· Mostly command line
· Not user friendly – graphically 

	Free
	The concept of memory analysis tool is to recover information from RAM. 
	The method of volatility tool is that it recovers data from RAM. RAM is volatile memory and once PC is turned off the data is gone. This tool pulls the information quickly and carefully.

	Registry Recon -Windows registry analysis
	Commercial Tool
	Registry recon is a tool that is used to analysis the windows registry. This tool allows the investigator to see if any suspicious activity is happening.
	· Powerful tool
· A lot of features
· Searches for backed up, active or deleted data 

	· Need support on how to use software
· Cost – expensive (Including training)

	1 month - $65 
1 year -756
3 years-2,129
5 years - $3,315
	The concept of the registry recon tool is that the tool can go in the windows registry.
	The method of registry recon tool is that it allows the investigator to see all the changes that has happened on the system/network.

	FTK imager – image creation
	Open source
	An image creation/ftk imager allows the investigator to create an image of hard drive. Other tools such as autopsy does not allow that. 
	· Useable on multiple operating system
· Read view only image
· Forensic images creation
· Recover files 

	· No multi-tasking
· No progress bars

	Free
	The concept of an image creation tool is that it provides evidence of the hard drive that no modifications have been made.
	The method of this tool that it gives evidence of the hard drives not being changes or not being deleted.

	Encase
	Commercial
	Evidence collection from over twenty-five different types of devices.
	· Can collect inspect data
· Generate report
· templates
	· not free
· third parties not compatible
	$3,594 for a year
	It is used to recover evidence. It can collect document, pictures, internet history and window registry. 
	The method of this tool easily allows the investigator to create a report and to gather evidence





3.2 Tools Information
The tools mentioned above are important in a computer forensic investigation. There are multiples tools for different things such as data analysis, memory analysis, disk analysis and many more. There are certain tools that only work on certain operating system as well and not all tools are going to give you the evidence the investigator needs. It is important to have reliable and tools that are approved in the court of law and can provide the evidence that you need and can use. 
These are the tools below are in order which are mostly used by computer forensic professionals.
The most tools that are frequent used is the FTKImager. This tool creates a mask of the original data. This tool is used in forensic because it provides evidence of the time stamp and the original data which provide any alternate or changes in the suspect drive. This tool is also used in the court of law to provide evidence.
The second tool is a disk analysis which is mentioned above autopsy – the sleuth kit. This would be frequent use because it is command line, and it performs a forensic analysis. Which is suitable in the court of law too. It is reliable and can be used for evidence.
The third tool is called Volatility. Volatility software allows you to collect the RAM information if there is evidence there.  The software is important due to ram is volatile which means it get wipes as soon as it loses power. This tool is useful to have because of RAM sensitive data can easily go missing but these software allow you to get evidence.
The fourth tool is called Registry Recon. If someone changes anything in registry this tool can provide and see all the history that someone has changed. It can also rebuild the deleted registry which is important to the original evidence. This would only work on the windows OS but is reliable and provides evidence which can be used in court.
The fifth tool is called Wireshark. This is a reliable and most frequently used by professionals because it tracks incoming traffic and outgoing traffic. If the company were going to be dosed then it would all be tracked on this tool. This tool is acceptable for evidence in court due to the diagrams and the detail this software provides.
The last tool is called EnCase. Most computer forensic tools are open source/free however this one is not. This tool provides in depth analysis. This tool collects files, document, internet history, and windows registry. This tool can be used for evidence in court due to it collects and provides evidence. The tool also provides templates which makes it easier to generate reports because it collects certain information.






[bookmark: _Toc70017730][bookmark: _Toc70023402]4. case study
[bookmark: _Toc70017731][bookmark: _Toc70023403]4.1 Introduction
The purpose of this report is providing information about the methodology use to investigate and to recover the data that deleted. This report also is an investigation and provide evidence of Rob’s sabotage and the retrieval of the loss data. This document also includes an invoice for the professional service that was used to restore the files and the written report.

[bookmark: _Toc69905381][bookmark: _Toc70017732][bookmark: _Toc70023404]4.2 Case background
Rob Jengelley worked for CEC Mobile Manufacturing Company in Swansea, Wales. Rob was involved with designing the latest smart phone Samsung Galaxy S20 plus phone interface GUI. The company used a software called “Autodesk Maya” to design the work. Rob Jengelley left his job a week later. The CEC’s engineers were shocked to notice many of the mobile phone designs were missing from Rob’s computer. The system was never backed up and only Rob had access to the designs.

The company also talks about that it stands to lose millions of pounds if the designs are leaked out and they planned to patent the designs. They also mentioned that he contacted CEC’s competitor Samtec and struck a deal for selling them the design. 




[bookmark: _Toc70017733][bookmark: _Toc70023405]4.3 Data Acquisition 
Before the investigation there will be need a “Chain of custody”. The computer would need to be seized and logged from the start to the end of the investigation to make sure that the evidence is 100%.  
Also need to make sure the original data, and logs backed up for evidence. The chain of custody is a long log of the updates of the crime evidence and who have had access to it and what has changed or happened. The chain of custody is an important document in a court otherwise the case can be challenged. The document prevents allegations. It shows the technology and methodology used in the forensic phases.  The whole document manages the collection, handling, storage testing and disposition of evidence.
This stage allows to plan and note everything done such as IT permissions such as who had access, cost, and potential sources of evidence. Interviews and questions would need to be carried out. This stage is also identifying what type of cybercrime it is such as insider attacks or an external attack. It is identifying what crime and who were apart of the crime. If any of the data was going to moved or altered, they would have this logged and copied.
Also, this stage allows the investigator to pick appropriate resources tools for finding the evidence at this stage and to make sure to use write blockers to secure and protect the original data when imaging. This stage also allows for more information about the case to come out and can provide evidence.  
When documenting, and logging there should be a unique hash that matches up with the evidence which are given from the tools/imagery tool kit. It is important to use hashing in the document due to it is a standard in the court of law. It provides more evidence and there are tools which can do this which are accepted which is called “HashMyFiles”. The tool allows you to encrypt and give original values to the data this provides of no evidence has been altered.  
“Data acquisition is the process of making a forensic image from computer media such as internal hard drives, USB, and removeable hard drives” [1]
A forensic image allows the investigator to know the original data without it being tampered or changed. They can also use physical evidence such as finger printing if anyone has else touched the machine.  After this is done it is important to use the copy and not the original suspect drive as it can be considered as tampering with evidence. 
The first step is to make sure that all the hardware and software work properly and make sure that no one has tampered with the evidence. This is to make sure that it was not the devices or the software being unreliable. This also allow the investigator to know what software tools are compatible to recover data. There are different operating systems which do not support certain tools. 
This stage is important from the start to the end. In court if not everything is logged or checked carefully it can be excluded in the court and can get messy. Every detail will need to be thoroughly checked and logged. 
“Computer forensic examiners should assess digital evidence thoroughly with respect to the scope of the case to determine the course of action to take” [Appendix A]
For this case, Rob’s computer would need to be seized and Barry the investigator would need to create a forensic image. A tool that would be used for this is called “FTK Imager”. A forensic image creates copy of the data that exist on the device. 
“A forensic image is a bit for bit copy of the data that exists on the original media, without any additions or deletions.” [2]
Referring to the case background Rob is the only person who had access to the designs and that it was not backed up and the designs were missing. Referring to the case background he also worked for the company, so it is an insider attack. The hardware and software that Rob was using will all need to be in a document and that the hardware and software were working properly.
“The first stage in any forensic process is the authentication of all hardware and software is to make sure that the devices work correctly.” [2] Sometimes there are problems with hardware or software which can be faulty, so this is important to check. 
Also, any external storage devices would need to be disconnected.  Barry would need to seizure the items and create a chain of custody document and note everything done from start to end of the investigation.
As mentioned in the case background – the company did not patent their designs or back up the designs. He would be breaking the copyright law or confidential law. If the designs were also backed up this would also make the evidence smaller. The only evidence is time stamps, and the deletion of files and him quitting the job.
[bookmark: _Toc70017734][bookmark: _Toc70023406]4.4 Examination/Collection
This stage process is to retrieve data.
“In order to efficiently investigate potential evidence, methods must be in place for retrieving, copying, and storing evidence within appropriate databases” [3]
Going back to stage process of identification any evidence which is gathered from there are now collected in this process.
In a forensic case this process for the device(s) to be analysed and to plan to develop the extract of the data. To be able to analysis you will need to look for links such as keywords such as competitors name, etc on the PC.  Searching into the computers history such as emailing the other competitors or deleting the files. This allows the investigator to see if anyone else was a part of this crime. This stage can also recover files which can be apart of the investigation evidence.
There are multiple data that needs to be analysed such as file system, operating systems, windows registry, bypassing anti-forensics, memory, network, web application, database, cloud, malware, email and mobile all these would need to be analysed for more evidence and to recover files if loss. The analysis process is done with certain tools such as, The sleuth kit, FTK, autopsy and many more software. There are different tools for different forensic framework. The software which are mentioned above provide all kinds of digital evidence which are reported and logged. These tools would be used on the copy of Rob’s hard drive for a deep search for the file’s recovery.  The tools should be licensed from the authorities to be trustworthy. Otherwise the evidence will not be reliable.
There two different forms of extraction which are called physical or logical extraction. These are different types of data which can be recovered. Logical extraction is live data. These data can be such as passwords, photos, videos, files, and many more that is CURRENTLY on the PC. A physical extraction would be deleted data. This would require going into more depth and using tools to recover the deleted data. 
“Logical extraction is easier and less time- consuming but also gives less information. Physical extraction is more difficult and takes longer. It can retrieve hidden or deleted information.” [4]
While all this happening everything still will need to be documented. When data is retrieved and recorded it will have its own identification number. 
Once Rob’s PC forensic image is done then they can use the PC to check or to search for the data that can be suspicious.  As previously mentioned, Rob’s PC would need to be taken away because it is evidence or a crime piece. This stage of digital forensic process is to collect or to discover evidence. When at this stage it is important to document and to secure the evidence. To be able to collect or to discover evidence for this case there are tools that are needed to recover the deleted designs.


[bookmark: _Toc70023407]4.5 Analysing the evidence.
After identifying and collecting evidence. The next process is to make a timeline this allow you to build evidence for the investigation report, so it is reliable. There are tools that can give evidence for the report due to professional computer forensic tools. It is important to have the original data, the copy data, and have time stamps and screenshots of the crime. 
 Referring to the case background “The company used Autodesk Maya to design the work” and “Rob’s files were missing on the PC” using these tools will allow us to gather last time the software was last opened (Time and date) and allow us to recover the missing designs and provide evidence to go against Rob in court.
There is a tool called Sleuth Kit which Barry should use to recover the deleted files from the disk image. The tool analyses the disk and then can recover the deleted files. Barry can use The Sleuth Kit to be able to recover the missing designs from Rob’s PC.  
It is advised to go through in depth of any theories, or a conspiracy. It is important on this stage to disapprove and make sure that the evidence is reliable. As in court they can dismiss it if not enough evidence or proof to back-up. 
 There is something called the 3 As acquire, authenticate, and analyse. These make sure that the 
· Acquire evidence without modification or corrupted.
· Authenticate – original evidence is the same and the recovered.
· Analyse data without any adjustments.
There different data analysis techniques depending on the case and the type of evidence. Barry would use Autopsy the sleuth kit as mentioned to retrieve the deleted files from the PC.
Depending on operating systems most tools are compatible with all operating systems. However, they save files differently and some tools are specifically for windows such as registry recon which is used for windows registry. So, when gathering information about the hardware and software it is important to state what operating system it is so the correct tools can be used and provide more evidence.



[bookmark: _Toc70017735][bookmark: _Toc70023408]4.6 Documentation/Reporting
This is the final stage. It is to document and report all the evidence into one document which is very a detailed report of evidence acquisition, evidence analysis, and evidence assessment. It should the timeline of the whole digital evidence. It should provide reliable and accurate evidence and should document the tools, and screenshots of the evidence for proof. It should also prove other conspiracy and theories if they were going to be brought up in court which the evidence should be enough for and the documentation. They should find, collect, investigate, protect and report all the evidence from the start of the investigation to the end of the investigation and have time stamps to show the collection of the data that was carried out. 
When documenting and reporting there should be sections which are the purpose of the case study, the author, the incident, evidence, details, conclusion and if there were other supporting documents such as witnesses.  It should be organised and should have fees paid, and an expert opinion on the document to back up the evidence even more. The report should not have assumption while writing it.  The reports can also be formal or informal. 
Barry should make sure that report is simplistic and easily understood for other people to read. From the very start of the investigation, it should all be in a document or logged so you put it into the report and explain every step. It should have sections that makes it easier to read and text that makes it simplistic for non-technology users. The report must be factual, present data, events, dates and how it has happened. The conclusion should gather and explain all the evidence of how and why it has happened, and this should make it easier for attorneys, judges and prosecutors to understand.
Referring to the case background Barry should also mention that Rob nearly cost the company millions of pounds because of how much research has went into it and that the company could have lost millions of pounds. Barry should also state the incident on Rob deleting the design work and quitting to join the competitor’s side.
Barry could also be an expert witness apart of the case since it his profession. The court accept an opinion of an expert witness. He would have to testify in court.  He would have to go through all the documentation thoroughly and collab with other computer forensic professionals to further evidence and to help him.




[bookmark: _Toc70017736][bookmark: _Toc70023409]4.6 Conclusion
The conclusion of this report is that Rob nearly lost the company millions because of his sabotaged. To increase work from being leaked is to make sure that data is encrypted, or they cannot bring an external device to the company.  The company also mentioned not backing up their designs work which they should have a regularly system back-up to prevent losing any design work from just an accident. They also did not patent their designs so he would not be breaking the copyright law. These are important factors to an investigation as certain cyber crimes can break the law.  
The overall conclusion of the report is the forensic process should be followed to be able create a report for the court that is reliable, and authentic. The report also provides you with what is forensics about and what process should you take and what should you do in the most basic terms. 

5.Sample of report
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[bookmark: _Toc70017737][bookmark: _Toc70023410]Invoice
	
	
	INVOICE

	
	
	Date: Date
INVOICE # 100

	
	To
	Ms Dee Rod
CEC Mobile manufacturing company
Swansea, wales





	Salesperson	Job	Payment Terms	Due Date
	Barry Lynch
	Computer forensic investigator 
	Due on receipt	22/04/2021


	Qty	Description	Rate
	Amount

	1
	Investigation 
	£20,000
	£20,000

	1
	Investigation report 
	£10,000
	£10,000

	1
	Recovery of data
	£10,000
	£10,000

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	Subtotal	40,000

	
	
	Sales Tax	8,000

	
	
	Total	48,000


Make all checks payable to Company Name
Thank you for your business!
 Company Name Street Address City, ST ZIP Code  Phone: Phone  Fax: Fax  Email
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323 Acquisimon

Digital evidence, by its very nature, i fragile and can be atered, damaged, or destroyed by improper
handing or examination. Examination i best conducted on a copy of the orginal evidence. The original
evidence should be acquired in a manner that protects and preserves the integrit of the evidence.
‘Computer forensic examiners should assess dgital evidence thoroughly with respect to the scope of
the case to determine the course of action to take.

Detailslsed insection tited "Search and Seizure” and “Chain of Custody’”.
324 EXAMINATION

The purpose of the examination process is to extract and analyze digital evidence. Extracton refers to
the recovery of data from its media. Analyss rfers to the nterpretation of the recovered data and
puting it ina logical and useful forma.

Detailslsed in section tited "Evidence Examination Steps”

325 DOCUMENTING AND REPORTING

‘Actions and observations should be documented throughout the forensic processing o evidence. This
will conclude with the preparation of a written report of the fndings.

Detals sted n sections titled “Evidence Analysis, “Findings”, and “Recommendations”,
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