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[bookmark: _Task_1:_Research][bookmark: _Toc5259445]Abstract	Comment by Carlene Campbell: Abstract should be the last to be written to outline the key finding or contribution that would interest key players.  Not outlining what is expected but rather what was done.
The categorisation of the tools are in the appendix. It would be good to point the reader to it from this section by stating, see category in appendix xx.Overall a well written report, however for easier marking it would be good to maintain the forensic methodology numbering flow as outline in the assignment when discussing the case.Conclusion could have recommendation or future work but do not include any new information.  This should be within your report when writing the report example see appendix xx for forensic report. see appendix xx for invoice etc.Can be improved by summarising key aspects and findings from the entire reportort. 

This report sets out the background legal aspects of computer forensics and the requirements for becoming a computer forensic practitioner. Computer forensic methods and tools are also examined and a table of the most common forensic tools has been created. A case study has been made and a report on the findings has been produced.
[bookmark: _Toc5259446]Task 1: Introduction
[bookmark: _Toc5259447]1.1	Computer Forensics
According to the Houses of Parliament Digital Forensics and Crime PostNote: 

“Digital forensic science is the process of obtaining, analysing and using digital evidence in investigations or criminal proceedings.[1]”

Computer forensics is the investigative procedure to identify, capture and preserve evidence (data) from computer devices (networks, wireless communication and storage) for the purpose of investigation, evaluation and reporting, using techniques that are valid in the investigation of crimes and/or to be presented in a court of law and to ascertain who was responsible for putting the data on the device [2]–[5].

[bookmark: _Toc5259448]1.2	UK Courts/Law
In a similar manner to the Daubert [6] or Frye [7] Standards in the United States of America of allowing evidence into court, the UK government, in 1990, asked The Law Commission to provide a consultation paper to determine evidentiary reliability [8]. This was turned into a Report and published by the Law Commission in 2011 [9][footnoteRef:1] to recommend legal reforms pertaining to expert opinion. This states that: [1:  (Law Com No 325)] 




“a person may be qualified to give expert evidence by virtue of study, training, experience or any other appropriate means” [9].

It is therefore of extreme importance that the incident handler (not permitted to represent findings in a court of law) or forensic investigators (permitted to present findings in a court of law) is competent for the task by appropriate training and accreditation [10],[11]. 

Computer Forensic practitioners should also be familiar with legislation covering the  Computer Misuse Act 1990 (updated 14 March 2019) [12] and the Investigatory Powers Act 2016 [13].

[bookmark: _Toc5259449]1.3	Code of Practice
From October 2017 it is compulsory for forensic laboratories to be accredited by the United Kingdom Accreditation Service (“UKAS”). 

The “Codes of Practice and Conduct for Forensic Science Providers …” for the UK provided by the Forensic Science Regulator which is sponsored by the Home Office [14]. 

To be accredited, laboratories must conform to the International Organization for Standardization document ISO/IEC 17025:2005 concerning the “General requirements for the competence of testing and calibration laboratories” [15]. Laboratories that are non-accredited must disclose this fact in court which could compromise their credibility. Appendix I sets out the Scope of Accrediation [14].

The Associated Chief of Police Officers (ACPO) has a ‘Good Practice Guide for Digital Evidence’ which appears to be used as the UK guideline for Police Officers and are adhered to as strictly as possible [16]. 

There is an Expert Report Guidance [17] which was archived in 2019  created by the Forensic Science Regulator that supports the operation of the Codes of Practice and Conduct for Forensic Science Providers and Practitioners. 

There is also a Chartered Society of Forensic Sciences [18] which claims to be the main professional body for forensic practitioners in the UK.

[bookmark: _Toc5259450]1.4	Chain of Custody Document
A chain of custody document is held to ensure that a chronological trail is documented containing information on who collected, handled, analyzed or controlled evidence at any particular stage during the investigation [19][20]. This document can be vital in court so that the opposing counsel does not challenge the validity of any information retrieved. It is recommended that visual proof of retrieval for eg video/images are used to substantiate evidence retrieval [21]. A new document needs to be completed for each case opened.
An example can be found at Appendix II.
[bookmark: _Hlk4423872]
[bookmark: _Toc5259451]1.5	Forensic Reporting
On completion of their investigation, a report must be made and given to the person requesting the intervention. The report will need to be produced in such a way that it can be understood by a non-technical reader.  The report should tell a story explaining the data that was found or the lack thereof and its relation to the case. It should contain details of why the evidence is being looked at and a conclusion detailing any/all of information found [22].

[bookmark: _Toc5259452]2.	Research: Forensic Tools and Methods	Comment by Carlene Campbell: 

Specialist computer forensic tools are used for the purpose of extracting data. A table of common forensic software and hardware can be found in Appendix II.

[image: https://blogs.sans.org/computer-forensics/files/2010/10/Internet-Caching5.jpg]
[bookmark: _Toc4572240][bookmark: _Toc4763367][bookmark: _Toc4825860]Figure 1: Behind the Scenes [22]
As seen in Figure 1, computer forensics examines the unseen data as well as the visible elements.

[bookmark: _Toc5259453]2.1	Crime Scenes 
On arrival at the scene of the crime, photographs should be taken to capture the state of the device. These should include the screen, the ports and the device in general. It should be noted whether the device is plugged in to the mains or other device(s). 

Drawings and notes should be taken at this stage giving brief outlines of the condition of the device and surrounding elements. Any witness statements, if relevant, should be documented.

A chain of custody document should be completed at this stage.

[bookmark: _Toc5259454]2.2	Live Data Acquisition
In situations where the device is still running and turning it off may lose vital information or where information could be altered as it is continously being updated (eg run time states) a live acquisition of data is necessary to capture the volatile data [5]. Another reason to use live acquisition is in a network environment where only one user account has the right to be copied. Therefore a decision should be made as to whether live acquisition is required as per Figure 2. 
[image: ]
[bookmark: _Toc4572241][bookmark: _Toc4763368][bookmark: _Toc4825861]Figure 2: Decision making process  for Live Acquisition of data [23]
Many suites such as EnCase and FTK have portable versions that can be used via a USB stick that can be opened using the device under scrutiny to capture volatile data.

Should a USB stick be inserted into the suspect device it should be checked to ensure it is forensically clean.

[bookmark: _Toc5259455]2.3	Offline Data Acquisition/Disk Imaging
Offline acquisition, also known as dead acquisition, is done by making a copy. 

The procedure for copying a hard drive as an archive or backup copy is called Disk Imaging. This allows all the data to be copied sector-by-sector, capturing everything including the operating system, settings, boot information and data [24], [25]. This is usually done from a device that has been isolated and turned off so that  it cannot be contaminated, accidentally. 

Should the device be ‘copy and pasted’ in the usual way then only the visible files are copied. There is a lot of additional data used by hard drives which could help locate and subsequently access hidden files, for example File Allocation Tables (FAT) and Master Boot Records which would not be copied in the traditional way [24].

This data must be collected in such as way as to be admissible as evidence in a court of law and this is usually done using a bit copier which makes an exact bit-by-bit copy[footnoteRef:2] (a sequential copy of everything on the device including parts which are ‘invisible’) that not only includes contents of files or documents but metadata which reveals times, dates when data was saved or printed etc.  [2:  Bit refers to the term binary digit.] 


[bookmark: _Toc5259456]2.4	Write Blockers
To ensure that data is not modified in any way during or after the copying process a write blocker is used [4]. There are hardware and software write blockers which do the same function ie they prevent writing to storage devices the only difference is that one is installed on a forensic computer workstation and the other is installed on a controller chip in a portable device. The software blocker works by monitoring and filtering input/output commands on a drive whilst the hardware blocker intercepts (blocks) any command that modifies data from reaching the storage device [26], [27].

Whilst these can work very well, The National Institute of Standards and Technology (NIST) in conjunction with many other US institutions such as the Computer Forensics Tool Testing (CFTT) program tests write blockers to check their capabilities [28]–[31] and confirm accuracy. Whilst the blocker does stop the majority of data from being written (added) there are some anomalies, for example with the CRU Forensic LabDock U5 device firmware version f3.01.0031, whereby some SCS1-3, internal IRP functions and vendor specific and undefined commands were able to be added [30].	Comment by Carlene Campbell: 
Write abbreviations out in full on first use.

[bookmark: _Toc5259457]2.5	Port Taping
Once data has been transferred using either method the ports are then taped shut to ensure that no access is possible.

[bookmark: _Toc5259458]2.6	Faraday Bags
Once the data has been captured, the device is placed in a Faraday Bag and locked in a secure facility (usually in a police safe/locker) and only the copy is used for the investigation.

Faraday Bags come in a range of sizes from mobile phone size to large enough to hold a pc tower [32]. They are used to avoid any possible contamination of acquired data by remotely accessing the equipment. The Bag is made from materials that can block wireless radio signals and by placing the evidence in this type of bag, it can be proved in a court of law that tampering had not occurred wirelessly during evidence  collection or thereafter [33],[34].

[bookmark: _Toc5259459]2.7 	Faraday Gloves
Like the Faraday Bag to ensure that the device is shielded from radiowaves or electric fields these are worn when handling the device.

[bookmark: _Toc5259460]2.8	Forensic Laboratory/Workspace
Once the data has been successfully copied, the original device is held in the Faraday bag either in the law enforcement agency’s evidence locker or in a safe in the Forensic Laboratory. Requirements for the physical aspects of the lab are:
· Secure;
· Have their own source of power;
· Low humidity and adequate cooling;
· Benches for holding the equipment;
· Evidence lockers; 
· Internet connection with adequate firewalls;
· Network Storage Devices; and
· computers [35].

[bookmark: _Toc5259461]2.9	Hash Functions
Hash functions are mathematical algorithms for mapping data of an arbitrary size to data of a certain length, representative of the original set of keys. When returned they are called values, codes, functions or algorithms and are represented as a hexidecimal number [36],[37] and are generally irreversible (meaning it is virtually impossible to generate the input by only knowing the output). 

Computer forensics usually use either Message Digest 5 (MD5), Secure Hash Algorithm 21 (SHA1) or SHA256. As hashing algorithms are like a digital fingerprint they can be used to confirm that the size of the download is the same size as the original data [38]. If anything in the disk image is altered, for example, a single character or a pixel, the hash value when recalculated will be different. However, changing the document name or extension will not alter this value [38]. It is therefore vital that every piece of evidence on the disk image is hashed to enable confirmation of exact duplication should this be questioned in court [38], [39].

After the device has been forensically examined a second hash computation should be made to prove that nothing was altered during the examination [35].

[bookmark: _Toc5259462]2.10	Password Cracking
Hash functions are used for password encryption. The process of recovering or guessing passwords is called password cracking. There are several ways of accomplishing this [40], [41]:

· Dictionary attack: uses words from the dictionary to compare against the password.
· Brute force: try combinations of all possible characters in a given length until the correct combination is achieved.
· Rainbow table attack: this method uses commonly used password that have already been hashed and stored in a database that are then easily compared against the password [42].
· Social engineering: this can be as simple as going through a person’s desk to find passwords written on a post-it note.
 
[bookmark: _Toc5259463]2.11	Carving
File carving in computer forensics is the extraction of data using the analysis of file formats which reassembles files from fragments when the system metadata cannot be found [43].
 
Data can be found in any number of places such as unallocated space, file slack space, lost clusters and even Windows swap files, on a disk where potential evidence can be stored [44]. The search starts with the standard file signature (file header) and ends once the file footer has been reached. Whatever data is found between these points is extracted and analysed, validating the file. Different extraction algorithms are used for different file formats [45]. 

[image: https://blogs.sans.org/computer-forensics/files/2010/10/Unallocated-Space.jpg]
[bookmark: _Toc4572242][bookmark: _Toc4763369][bookmark: _Toc4825862]Figure 3: Deleted Data in Unallocated Space [22]

[bookmark: _Toc5259464]2.12	Internet Browser History Tool
There are various tools that can show what internet sites have been visited. Images that have been found/looked at can also be viewed. Timestamps can be applied and filtering website history allows for keywords, dates etc to be specifically searched for. This tool allows for the web pages that are stored in the browser cache to be reconstructed so that they can be viewed in exactly the same state that the original viewer saw them.

[bookmark: _Toc5259465]2.13	Forensic Suites
Forensic suites are comprised of many tools bundled into one package. Some examples of these are Encase and FTK.

[bookmark: _Toc5259466]2.14	EnCase
Features the acquisition of forensic data with a capacity to directly preview on a network. There are various features for productivity and workflow that include pathways, keyword searches,  indexing. ‘EnScripts and App Central’ together with 4th pane are also included [46]. The processor allows for prioritization, entropy analysis, internet artifact and email processing [46].

[bookmark: _Toc5259467]2.15	FTK
FTK Digital Investigations v.6.3 boasts ‘faster searches’ although this is considered unqualified.  It can process and index data upfront. It can retrieve and analyse data, crack passwords, recover data that has been deleted and build reports [47]. This includes data that is on a hard drive, usb devices or network shares and even ‘live’ data capture [47].

[bookmark: _Toc5259468]Analysis 
In a report on the ‘comparitive analysis of standard digital forensics software’ there was overwhelming evidence that EnCase Enterprise v4 was a better option than FTK v1.81.6 with regard to the overall speed. WinHex Software came in identical to FTK [48]. 

However, in an analysis of tools  in a paper entitled ‘An Approach for the Validation of File Recovery Functions in Digital Forensics' Software Tools’ there was a strong case for the free software Blade v1.9 which scored 100% and came first place against Encase, FTK, Recover my files and Recuva [49] in a series of experiments.

[bookmark: _Toc5259469]Tools: Conclusion
There are many and varied computer forensic tools available on the market both commercial and open source. It appears from the research that many of the individual tools have been incorporated into the suites eg EVTXtract into Volatility and The Sleuth Kit with Autopsy.

The role of the computer forensic professional is to maintain awareness of all new tools coming onto the market together with their capabilities and to use the tool most suited to the task.  
[bookmark: _Toc5259470]Task 2: Case Study	Comment by Carlene Campbell: 

[bookmark: _Toc5259471]1.	Assumptions
Although the importance of the case gives merit for a forensic investigator to be used, this report is written by an incident handler because as mentioned in paragraph 1.2 the person conducting the investigation must not exceed their capabilities and this researcher does not yet have ‘expert’ knowledge. It is assumed that Mr Wales is a forensic investigator as well as Chief of Police and can interpret an FTK report, prepare an expert report and present it in a court of law. 

It is also assumed that Mr Wales has the required legal documentation authorising consent (search warrant) for the laptop and briefcase.

[bookmark: _Toc5259472]2.	Background
The Chief Investigator of The Heathrow Police Department, Mr Mark Wales, asked John to investigate items in a briefcase following the death of a suspected terrorist who was carrying the briefcase, which included a laptop, some documents and immigration visas.

[bookmark: _Toc5259473]3.	Problem Formulation
John was asked to retrieve any/all of the following for Mr Wales:

[image: ]
[bookmark: _Toc4572243][bookmark: _Toc4763370][bookmark: _Toc4825863]Figure 4: List of Files to Find
[bookmark: _Toc5259474]4.	Steps Taken
When John arrived on the scene he was given the laptop and briefcase containing documents together with photographs of the crime scene showing where the Dell laptop (‘the laptop’) was in relation to the person in the crime scene. He noted the list of officers on the Chain of Custody document and added his name, the date and time.

John then took photographs using a Canon EOS 200D Digital SLR Camera with EF-S 18-55 mm f/4-5.6 IS STM Lens. His findings were documented and drawings were done for his files.

He photographed the laptop serial number: 59T2V22 (Figure 5) from all angles showing that there was nothing attached (eg USB) and that the laptop was not in the process of charging. 

He noted that the laptop was in standby mode so live acquisition was required as per 2.2. John saw that the operating system was Microsoft Windows XP Professional Service Pack 2. This was a vital piece of information and he would take this into consideration when planning the investigation (as the software tools would need to be Windows based).

[image: Image result for image dell laptop]
[bookmark: _Toc4572244][bookmark: _Toc4763371][bookmark: _Toc4825864]Figure 5: Dell Laptop
Faraday gloves were put on when John took the laptop and he placed the laptop in a Faraday bag to ensure that no data could be destroyed by any accomplices in the area.	Comment by Carlene Campbell: 
when John (the investigator) or john, the investigator.

The Faraday bag contained its own charging mechanism and allowed charging to take place to ensure that no volatile data was lost should the battery fail before live acquisition could take place. Write blocking was implemented.

[image: ]	Comment by Carlene Campbell: 
Could make figure bigger
[bookmark: _Toc4763372][bookmark: _Toc4825865]Figure 6: Write Block
The ports were taped securely shut. Bags were labelled, sealed and recorded.

As the laptop was Windows based the ‘Forensic Tool Kit’ version 6.4.0.70  (‘FTK’) was used.

Two copies of the live data was made. John gave one to Mark Wales (with a chain of custody document) as an original and he kept the second copy to work from. A hashing algorithm was used to check the copy’s authenticity.

[image: G:\Computer Forensics\Images\volatile.PNG]
[bookmark: _Toc4763373][bookmark: _Toc4825866]Figure 7: Volatile Data Acquisition
The laptop data was stored on network (sc-205-31\CiscoShared\Assignment) and a disk image was made. As the operating system was Windows based, FTK was the forensic suite chosen and the download was completed as shown in Figure 8.
[image: ]
[bookmark: _Toc4572245][bookmark: _Toc4763374][bookmark: _Toc4825867]Figure 8: Data Source
Once the data was acquired and the disk image made as per 2.3, the laptop was given back to the local enforcement agency together with the chain of custody document. A backup of the disk image was made (checking against hash sizes for authenticity) to ensure a copy was available if the first copy was accidentally corrupted.
A new chain of custody document was made for the acquired data.
An analysis of the disk image was made and recovery tools such as Recuva was used to check for corrupt/lost/damaged or deleted files.  

A record was made of all the steps taken during these processes to go in the final report. Deleted files (files that have their FAT or MFT pointers removed) were looked for in clusters and the recycle bin. File partitions were looked for in the Master Boot Record partition table.

A key word search was made and the Windows swap file was evaluated. File slack was looked at and unallocated space was checked using keywords. Storage anomilies were examined (files with extensions that did not match contents). File names, dates and times were documented.

[image: ]
[bookmark: _Toc4763375][bookmark: _Toc4825868]Figure 9: Video file disguised as mp3

[image: ]
[bookmark: _Toc4763376][bookmark: _Toc4825869]Figure 10: Text file hidden as an audio file
One document was found to be of significance due to its time constraints and this was sent immediately to Mr Wales. It reads “Hello, 7.30 Mason Airport, Fiji, this Sunday”. This text document was hidden as an audio file.

[image: ]
[bookmark: _Toc4572246][bookmark: _Toc4763377][bookmark: _Toc4825870]Figure 11: Notepad Message - Mason Airport this Sunday
Using FTK, John looked for videos using the video tab and found video files as follows:

[image: ]
[bookmark: _Toc4572247][bookmark: _Toc4763378][bookmark: _Toc4825871]Figure 12: List of Videos Found
As a forensic practitioner, John used FTK to analyse the videos, looking for key words, hidden content, messages in the background or innocuously spoken sentences. In John’s experience, some videos of children’s birthday parties could contain middle video sections of terrorist activities or child pornography. 
[image: ]
[bookmark: _Toc4572248][bookmark: _Toc4763379][bookmark: _Toc4825872]Figure 13: Example Video of 9/11 Bombing

Photographs were looked for using the graphics tab and the recovered images included Heathrow International Airport and Mason International Airport.  

Some terrorist logos were found.  Documents included “How to make a chemical bomb”, “How to prepare for Jihad” and “How to be a Suicide Bomber”. Another document was “How to bomb Mason International Airport”. 

[image: ]
[bookmark: _Toc4572249][bookmark: _Toc4763380][bookmark: _Toc4825873]Figure 14: Top 10 Attacks
The ‘About Susan’ Word document was password protected and a password decryption program was run. It contained a list of contacts.

[image: ]
[bookmark: _Toc4572250][bookmark: _Toc4763381][bookmark: _Toc4825874]Figure 15: Password Protected Decryption Program
An Excel document with password protection was found. It contained details of bank accounts and money transfers to various accounts. The Excel document password was ‘money’.

MailXaminer was used to find emails in MS Outlook. The contact list matched contact details found in other documents. 

Before finishing his analyis, John checked the hash figures against the original to ensure that nothing had been modified during the investigation.
[image: ]
[bookmark: _Toc4763382][bookmark: _Toc4825875]Figure 16: Hash Verification
[bookmark: _Toc5259475]Conclusion	Comment by Carlene Campbell: 

From an analysis of the evidence found it can be seen that the laptop contained content associated with terrorist activities. There were 9 documents found that had been hidden in different formats eg a video in audio format implying that there was a need for them to be kept secret. 

A forensic report was prepared in pdf format and is attached in Appendix IV. John’s invoice can be found in Appendix V.	Comment by Carlene Campbell: 
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	Type
	Tools 
	Manufacturer / Creator
	Price
	Version

	Carving
Linux, Windows, Mac OS X
	Scalpel [50]
Incorporated into Sleuthkit
	Golden G Richard III
	Open source
	

	Carving
	EVTXtract [51]
Incorporated into Volatility
	Willi Ballenthin
	Open source
	

	Cloud Network 
	Xplico [52]  
	Gianluca Costa & Andrea De Franceschi
	Free
	Stable 1.2.1
Development 1.3.0

	Disk image analysis 
	ProDiscover IR [53]
	Technology Pathways
	$995
	9

	Internet
	NetAnalysis [54]
	Digital Detective Group
	£499
	V2

	Internet Browser History
	Browser History Examiner [55]

	Foxton Forensics
	£149/year
	V1.9

	Networks
	HELIX3 [56]
	e-fense
	Free
	2009R1

	Networks
	HELIX3 Pro [56]
	e-fense
	$239 /year
	2009R2

	Password Cracking
	Brutus [57]
	
	Free
	AET2

	Password Cracking
	THC (“The Hacker’s Choice”) Hydra [58]
	Marc “van Hauser” Heuse
	Free
	

	Password Cracking
	Forensic Password Accelerator Extreme [59]
	Forensic Computers Inc.
	$11,999.99
	n/a

	Suite
	FTK Imager [60]
	AccessData
	Free
	7.0.0

	Suite
	FTK [61]
	AccessData
	$3,995
	6.2

	Suite
	EnCase Forensic Imager [62]
	Guidance Software
	Free 
	

	Suite
	EnCase Forensic [63]
	Guidance Software
	$2,995
	8.08

	Suite
	The Sleuth Kit [64]
(used behind the scenes in Autopsy)
	@stake
Basis Technology, Brian Carrier, Dan Farmer & 
Wietse Venema
	Free
	4.6.5


	Suite
	CAINE (Computer Aided INvestigative Environment) [65]
	CAINE & WinTaylor
	Free
	10.0

	Suite
	Paladin Forensic Suite 
(Version 7 includes Autopsy) [66]
	Sumuri
	Free
	7

	Suite
	Oxygen Forensic Detective [67] 
	Oxygen Forensics Inc
	By quote only 
	11.0.1

	Suite
	Crowdstrike Crowdresponse
[68]
	George Kurtz & 
Dmitri Alperovitch
	Free
	

	Suite
	DEFT (Digital Evidence & Forensics Toolkit) [69]
	Stefano Fratepietro
	Free
	DEFT X

	Suite
	SANS (SIFT) [70]

	Rob Lee & team
	Free
	Uses Ubuntu 
version 18.04.1

	Suite
	Autopsy [71] [72]
	@stake
Basis Technology
Brian Carrier
Dan Farmer & 
Wietse Venema
	Free
	4.10.0

	Mac
	MacQuisition [73]
Live Data Acquisition, data collectino and forensic imaging specifically for
	Black Bag Technologies
	By quote only
	2017R1
Build: 20170707. 202631-1281e1a


	Volatile Memory
	Volatility Framework
[74]
	The Volatility Foundation
	Free
	2.6

	Windows
	Blade Forensic Data Recovery [75]
	Digital Detective Group
	£365
	V1.X

	Windows
	XWF(X-Ways) Investigator [76]
	X-Ways Software Technology AG
	£819 per licence
	19.8

	Workstation
	Talino Forensic Workstation [77]
	Sumuri
	$3695
	n/a

	Workstation
	Forensic Analysis Workstation [78]
	Forensic Computers Inc.
	$13,499.99
	n/a

	Write Blocker
	Dc3dd [79]
	Jesse Kornblum
	Open source
	7.2.641-3

	Write Blocker
	SAFE Block [80]
	Forensics Soft
	From $219 to $549 per licence
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Diversity of sources and material used.  Key concepts discussed. Appropriate summaries of articles and application of appropriate referencing conventions. (Grade mark: 85.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]17

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have demonstrated Knowledge and excellent understanding of the research aspects (Grade mark: 86.67%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]13

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA][bookmark: _GoBack]Very good evaluation of the case study.  It would be good if you could outline the process John would have used in the order to match the development of the case outline in the assignment brief; not doing so make some of the discussion a bit generic.  Otherwise, well written and appropriate softwares/tools identified for the case scenario. Fees paid outline in appendix.  Try to improve upon your conclusion; see feedback in your report. (Grade mark: 84.44%)
	[bookmark: totalANA]45
	[bookmark: markANA]38

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Copy was created without modification. Process used (FTK tools) was documented and included in appendix. (Grade mark: 100.00%)
	[bookmark: totalPAD]15
	[bookmark: markPAD]15

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Can communicate professionally and confidently in a suitable format.  (Grade mark: 100.00%)
	[bookmark: totalSPP]5
	[bookmark: markSPP]5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]88%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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Swansea SAL 27 March 2019
TO: For:

Mr Mark Wales Dell Laptop: Terrorism

Chief Investigator
Heathrow Police Department

Description Hours | Rate ‘Amount
Heathrow Airport
o Travel 2 £50 £100
« Consultation Fee 2 75 £150
Forensic analysis of a Dell laptop, 50 75 £3,750
SubTotel | £4,000
Vat@20% | €800
Total £4,800





