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This short brief aims to advise small companies on the growing trend of cybercriminals using technology to exploit money, often in the form of digital currency, from businesses both large and small. It is not intended to be used as a definitive guide to preventing malware or other technology-based cyber-attacks but provides a simple overview of one the most common threats businesses may encounter, CryptoWall.
According to a 2015 Report compiled by the Cyber Threat Alliance [1] a particularly virulent malware, CryptoWall 3.0, has been estimated to have cost US $325m in damages spanning thousands of victims globally.
[bookmark: _Toc25492185]Malware.
[bookmark: _Toc25492186]What is Malware?
Malware is a phrase contracted from two words: Malicious and Software. It has become a shorthand description for any software programme designed to intentionally cause harm or nuisance ranging from damage, data deletion/encryption or some other illegitimate action either on data or the IT System.
It should be noted at this point however that not all malware is nefarious – some are designed purely to be an irritant, rather than for criminal gain, although it could be assumed these types of malware are in the minority.
The term malware encompasses many different software types: Viruses, Trojan Horses (Trojans), Worms, Spyware/Adware and Ransomware, each with their own modus operandi and traits. Viruses and Worms are so called because of their ability to propagate; that is, they possess the ability to replicate, and even adapt their code (mutate) and are spread by a host program in the case of viruses or can independently migrate between systems as in the case of Worms.
[bookmark: _Toc25492187]How is Malware introduced to a system?
There are many methods deployed by hackers and cybercriminals to infect a remote IT system with malware, however it could be considered that some of the most common distribution methods for malware are:
· Unsolicited emails and attachments “Phishing” – Malware is often spread by it being disguised as a genuine attachment e.g. an invoice or screensaver.
· Infected removable media – USB thumb-drives and portable hard-drives that have previously been connected to an infected system
· Unintended download – an unsuspecting user browsing malicious websites or downloading pirated content can be responsible for system infection.
[bookmark: _Toc25492188]Why do they do it?
The simple answer to this question is money. Malware, particularly Ransomware is a lucrative business, often netting large rewards for cybercriminals against small or negligible outlay and with little chance of being caught by the authorities.
According to the Comparitech website [2], The Beazley Group of Specialist Insurers, has found that “…small to mid-size businesses were at the largest risk…” with small and medium businesses occupying 71% of the ransomware market; the website goes on to state that in 2018 The Beazley Group paid out over $930,000 in a single highest ransom demand.
In May 2019, the BBC reported online [3] that the City of Baltimore had been subjected to a Ransomware attack in which the hackers were demanding $100,000 (c. £75,000) in Bitcoin. The issues to the city’s infrastructure was felt for months after the attack, potentially because the ransom was not paid. That said, there was no guarantee the situation would have been any different had the City’s leadership decided to meet the ransom demand. 
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[bookmark: _Toc25492190]What is Bitcoin?
Bitcoin is a cryptocurrency, a currency that exists digitally and has no central bank or administrator. Bitcoin was created in 2009 following the release of a white paper authored by Satoshi Nakamoto [4] to a cryptography mailing list. It is widely believed that the authors name is a pseudonym and it is common belief the creator of Bitcoin remains anonymous to this day.
Bitcoin is a peer-to-peer cash transfer system [4] which allows payments to be sent directly from one party to another without ever having to pass through a bank or other financial institution. The transactions are recorded on what is known as the “Blockchain”, a public ledger held on each individual “node” (computer) connected to the Blockchain which records each Bitcoin transaction. This approach to financial transactions ensures that the records cannot be changed retrospectively without the subsequent alteration of all future transactions after the target transaction.
It is widely believed by critics of Bitcoin and other cryptocurrencies that widespread adoption and use actually empowers hackers and criminal entities; this behaviour being initially achieved by trading in illicit/illegal activities and services on various Black Markets such as the “Silk Road”[footnoteRef:2] [5]. This anonymous aspect of Bitcoin often frustrates Law Enforcement agencies attempts to eradicate cyber-exploitation of business and makes it a very popular currency for cybercriminals to issue virtually untraceable demands to profit from businesses via ransomware. [2:  Silk Road was a website created purely with the intention of buying and selling narcotics and other illegal items in 2011.] 
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[bookmark: _Toc25492192]CryptoWall – General Overview.
According to a blog by Varonis [6]:
“CryptoWall and its variants are still favourite toys of the cybercriminals that want your Bitcoin… it does much more than just encrypt your files and prompt you to pay for the key: it tries to hide inside the OS and adds itself to the Start-up folder…”
Essentially, once infected by CryptoWall, either via a phishing email or other exploit, it embeds itself into the operating system[footnoteRef:3] of the host device, then scans all the files on the device and its associated networks looking for personal data, such as documents, presentations, music and other sensitive data files to encrypt. The software deletes any “shadow volume backups”[footnoteRef:4] making data retrieval more difficult – it is this OS embedding behaviour that can be attributed to the success of the malware. [3:  CryptoWall and its predecessors are designed to infect Windows Operating Systems.]  [4:  This is a backup created by Windows Restore. Once these are deleted there is no option to “roll back” the affected system to a previous iteration prior to the cyberattack.] 

After CryptoWall has finished its scan/encrypt cycle, the user receives a ransom note containing instructions on how to make payment to receive the decryption key to unlock the affected data. Sadly, it is estimated that only 19% of people that pay the ransom get their files back.
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Ransomware is not a new or novel technology and can be traced as far back as 1996. Ironically the idea of using cryptography as an extortion method was developed as a prototype in 1996 by Adam Young and Moti Yung during the 1996 IEEE Symposium on Security and Privacy [7]. Early attempts at extortion were faced with a unique logistical problem however - how could the malware author receive payment of the ransom without their identity being exposed and hence easily tracked and caught by Law Enforcement? This dilemma remained an issue until the advent of Bitcoin in 2009, where the anonymity of digital currencies provided the necessary protection to criminal elements wishing to extort money from unsuspecting victims.
According to McAfee White Paper “Understanding Ransomware and Strategies to Defeat it” [8] a programme called CryptoLocker, launched in 2013 was considered the first commercially viable ransomware; it combined powerful encryption technology and demands issued for Bitcoin, so it was at this point that ransomware use for exploitation could be considered to rocket globally.
As CryptoLocker was released as Open Source software, it did not take long for hackers and programmers to modify the code, thereby spawning several families of malware that can trace its roots to CryptoLocker; CryptoWall is one such example.
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First seen c. 2014, the CryptoWall Trojan has since been modified and updated several times with a net result that it has become harder to detect and remove from infected systems.
What this equates to for businesses (as the increasingly reported target) is that greater vigilance and evolving security practices are required on a company level that “keeps pace” with the development of the Trojan, based on the premise that prevention is better than the cure.
The latest iterations of CryptoWall are known to embed themselves in the Operating System (OS) of the infected computer, and alongside searching for and encrypting data files such as presentations and documents, code files, music and photographs, it encrypts the found documents filenames also, making recovery from an attack much more difficult via cloud backups and other common recovery strategies.
After the malware has encrypted the data it found, it issues a ransom note with instructions on how to make payment to the user of the infected system and deletes itself. Sadly, as previously discussed, even if payment is made there is no guarantee that the cybercriminals will supply the key to decrypt the affected files, and due to the nature of the encryption used in the latest iterations, it will be virtually impossible for even the most talented hacker to decode and “crack” the encryption key required to unlock the seized data.
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As previously discussed in other sections, it has become increasingly unlikely for victims of a ransomware attack to get the encrypted data and files back, even if the ransom is paid. This then begs the question of what to do?
The best advice that can be given to potential victims of this type of fraud is that “Prevention is better than cure”, although that is not to say that an attack cannot be recovered from, however the latter does require investment in the form of excellent backup strategies.
Whilst not an exhaustive list, the following should be considered the minimum actions needed to provide some protection against attack:
· Keep OS and other software updated.
· Ransomware relies on OS and software security vulnerabilities to spread and infect new systems. Businesses should employ a cyber-security professional to ensure their systems and any software used have all the security updates installed and prevent staff from downloading and installing unauthorised software.
· Employ a quality anti-virus software and firewall.
· Anti-virus software may prevent an attack by scanning downloads and email attachments looking for hidden executable, or other suspicious files, and preventing them from running. It should be noted however that anti-virus software is not infallible and is not a fully optimised solution for malware protection alone.
· Firewalls work by acting as a filter between a system and the internet, which may prevent malware attack by either blocking suspicious files being downloaded to a system, or in the case of infected systems stopping communication required by the malware to complete its cycle. Firewalls however cannot protect against poor strategies, security policy or by businesses allowing bad practises.
· System backups.
· One of the best ways to minimise loss of data, and hence vulnerability to ransomware attack is to ensure all data is backed up regularly using an effective plan that uses at least 3 copies of the data in separate locations. This could be an external hard drive backup system, a cloud platform, and the master record on the system itself. This ensures “triple redundancy” i.e. if one system fails then the exact same data should be available on a different system, therefore not affecting the business continuity.
· The single biggest obstacle in effective system backup strategies is lack of discipline in ensuring your data is backed up regularly. It is important for businesses and individuals alike to ensure the backup policy is robust and, more importantly, enforced, to minimise data loss in the event of an attack and having to deploy the “restore from backup” option.
[bookmark: _Toc25492197]Payment is always the last resort.
Payment is not guaranteed to release you or your company from the grip of a ransomware attack. By ensuring you adopt and implement sound policies and procedures, it is possible to recover from a malware ransom attack with minimal disruption and data loss, without ever losing a penny in profits. 
It can be appreciated that cyber-security professionals can be expensive, however it is worth CEOs and CFOs carrying out a cost/benefit analysis of the short term expense of hiring a professional versus the long-term cost of data loss, extortion demands and disruption to the daily operation of the business, in short, how much is your data and profits worth to you and your employees?
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