


Investigation into Open-Source Cyber Threat Intelligence Solutions for the Healthcare Sector

Lee Canning (2116294)

Digital Health and Care Wales


Contents
<Table of contents>


Figures
<Table of figures>
Tables
<Table of tables>


Introduction
Digital Health and Care Wales (DHCW) are a Special Health Authority (SHA) working in partnership with the Welsh Government and local health boards across the NHS in Wales [1], and provide critical digital services for the delivery of health and social care. DHCW operate two data centres, and manage national digital infrastructure to provide these services [1].
Protecting patient data is one of the key objectives in securing NHS Wales networks. Various methods and technologies are currently implemented, such as firewalls, ACLs, and intrusion detection and prevention systems. However, given the continuing advancement of the threat landscape and the motivations of threat actors, there is a continual challenge to the teams charged with securing critical infrastructure and data. Recent large-scale  ransomware attacks such as the Synnovis attack in 2024 and the Wannacry attack in 2017  prove that threat actors are motivated to target patient data in healthcare organisations globally. These are known as ransomware attacks. They are largely done for economic benefit, and recently, target industries that utilise the Internet of Things (IoT) [2], in which the NHS has invested heavily to deploy remote monitoring services. These attacks are extremely costly, not only for the necessary steps taken to mitigate the attack, but from potential legal action taken by patients whose data has been compromised.
The purpose of this report is to research and analyse a potential solution for an Open-Source Cyber Threat Intelligence (OSTI/OSCTI) platform to complement DHCW’s portfolio of cyber security solutions. Timely and accurate information from threat intelligence sources can assist in enabling an extra layer of defence against attacks, providing organisations with an early warning so that they can prepare a defence, or eliminate the attack at source [3]. Advance notice of similar attacks can provide DHCW with the ability to proactively mitigate attacks, activate contingency plans, and prevent the loss of critical data and key healthcare services.
It is critical that the researcher gains thorough knowledge of the organisation’s current security portfolio, alongside cyber resilience vulnerabilities. As a support and business analyst for LIMS (Laboratory Information Management System), a critical system that manages and processes all pathology results in Wales, the researcher already has an understanding of the detrimental effect a successful attack such as Synnovis could have on patient safety.


Background to the Proposed Research
Like many industries, the digitisation of healthcare has enabled growth and operational efficiency, whilst improving patient care. Cyber and information security enables DHCW to meet business and care objectives by mitigating risks to the organisation [4].  The COVID-19 pandemic created a dramatic change in the way that NHS Wales and DHCW operated, with a large percentage of staff working remotely. To a certain extent this is still the case. Having employees connect to the network externally introduced a host of challenges from a cybersecurity perspective, as well as the recent innovations of remote doctor consultations and remote monitoring. Alongside this, the ever-present threat to the security of patient data was exposed to a much larger attack vector.
Alongside longstanding cyber security defences such as antimalware, antivirus, firewalls and VPN, organisations are utilising threat intelligence as a means of gaining an advantage over those motivated to develop more sophisticated cyber-attacks for nefarious purposes.
Cyber threat intelligence is a technique that gathers, analyses, and collates data from a variety of sources and uses specific tools to generate focused information about either existing or emerging threats. The data is available to the general public (such as social media and news reports), open-source intelligence streams, and data from the deep and dark web. This allows organisations to identify and prepare for attacks, which can mitigate or prevent risks [5]. The UK Cyber Security Council defines it as “The assessment, validation and reporting of information on current and potential cyber threats to maintain an organisation’s situational awareness”.
A key trend is the growing requirement for OSCTI to react to fast-evolving threats and recognising current limitations of existing platforms that are mainly focused on low level threats [6]. There is a need for systems to harvest and manage threat intelligence in an automated and principled way [6].
Threat Intelligence can be used to improve an organisation’s detection system by reducing the number of false positives detected [7]. There are a number of open-source threat intelligence resources available, such as www.virustotal.com and https://www.cisa.gov/ais, as well as  those that are commercially available. For example, the National Cyber Security Centre provides an early warning service which notifies organisations of low-grade incidents that have the potential to evolve into bigger issues [8]. The NCSC also provides the Share and Defend service, working with other threat intelligence providers to consume and share data sets with malicious indicators amongst industry partners such as ISPs (Internet Service Providers) [9]. 	Comment by Lee Canning (2116294): Keep links?
Microsoft has integrated CTI as part of its Defender portfolio, in an effort to accelerate the detection and remediation of cyberthreats, which gathers data from 78 trillion signals [10].
According to Microsoft’s Lean on the Machine report, the average large organization has approximately 17,000 malware warnings per week, and the median amount of time it takes for an organisation to discover a breach is 99 days. This is particularly worrying considering it can take hackers less than 48 hours to leverage total control of a network [11]. This strengthens the opinion that TI should be considered a critical component of an organisation’s cybersecurity resilience strategy.

Elastic Labs Global threat Report states that proactive threat prevention strategies against cybercriminals and threat actors should be much more proactive, and that there is a lack of discussion about the mechanisms that organisations use to share threat intelligence [12].	Comment by Lee Canning (2116294): Possible trend?
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Figure 1: MITRE ATT&CK Matrix, an example of open-source threat intelligence repository.
There are three types of Threat Intelligence: https://kravensecurity.com/the-threat-intelligence-lifecycle. 
1. Operational: Considers immediate risks that need to be prioritised.. These are considered crucial for daily activities, such as generating specific Indicators of Compromise (IOC) and recognising attack patterns and strategies employed by threat actors [3].
2. Tactical: Related to specific threats, exploits, and vulnerabilities.  (look at detection engineering, TTPs, exploit paths)
3. Strategic: An overview of the entire threat landscape (info taken from various sources) so that strategies and resources can be allocated accordingly. (Look at motivations, capabilities and trends) https://kravensecurity.com/the-threat-intelligence-lifecycle.
There are five stages in the Threat Intelligence lifecycle, as follows:
1. Source Identification: 	Comment by Lee Canning (2116294): Change this to match with the book.
a. Identify key stakeholders: Who the intelligence is shared with. In this case the stakeholders are the relevant teams and individuals within DHCW / NHS Wales.
b. Intelligence requirements: Recognise current threats at a strategic level and evaluate future threats.
c. Scope and key objectives:  Protect NHS Wales’s networks and patient data.
d. ID intelligence gaps: Learn from past activities and adjust data collection and reporting, as necessary.

2. Gathering: Collecting data from previously identified sources. This should include key open-source data intelligence feeds, plus logs and metadata from current security tools and networks. Depending on how comprehensive the collection needs to be, it could include news blogs, OSINT sources, social media, websites, forums, or even the dark web. This is performed continuously.

3. Analysis: Knowledge and experience is required here to transform the raw data into reliable intelligence, and to form a plan based on what transpires. There are specific tools to use, depending on the threats, such as the cyber kill chain. It includes both human-driven and automated analysis. [13]
	Comment by Lee Canning (2116294): Look this up. It was in that book by the greek guys.	Comment by Lee Canning (2116294): And be careful with all of this part as you’ve lifted it from the kraven website - needs to be fat checked.
4. Sharing: It is critical that the information is shared in a correct, accurate, and timely manner with the relevant stakeholders.
a. How will the information be distributed?
b. Who will it be distributed to?
c. Which intelligence channels can be used?

5. Review: A critical but undervalued stage, It is important to know if the data collected and shared resulted in mitigation or prevention of attacks, as this data could be correlated and used for future reference
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AIM IS TO CONDUCT AN EXPERIMENT FO FOUR OSCTI SOFTWARE T DETERIN WHICH IS BEST SUITED TO INTEGRATE INTO DHCW:
The research subjects/software are detailed in the table below.
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Table 1: Comparison of four available CTI Solutions





Aim & Objectives
The research question is “How can an open-source cyber threat intelligence solution be effectively integrated into organisational strategy to improve overall cyber resilience”
Aim
To conduct in-depth analysis and experimentation to recommend an appropriate OSCTI tool that will enhance DHCW’s cyber resilience

Objectives
· Conduct research into OSCTI
· Identify vulnerabilities in organisational infrastructure
· Conduct research into and experiment existing OSCTI solutions
· Recommend a suitable solution





Research Methodology

Philosophy
A positivistic approach seemed the best fit initially, given that much of the data analysed would be numerical, i.e. quantitative. This includes data such as number of attempted attacks, infected machines, the amount of time taken to thwart or warn of attacks, amount of people who clicked phishing links etc. We will be observing threat data and can perform experiments with it to gain the knowledge and data that we require. The sample size is likely to be large.
However, there is also a case for a phenomenological approach, given that much of this information is correlated and distributed amongst shareholders. It is necessary to find a way of researching how this is done so that we can turn it into qualitative data. We need to understand why and how certain approaches are taken in Cyber Threat Intelligence, and how those can be improved. Subjective data needs to be analysed, and this would come from members of the Cyber team.
By using a mixed methods approach, the hope is that both highly reliable and valid data can be obtained and analysed.
**need to explain which parts are being used for what, and what I actually plan to do, and the advantages of using each approach – with examples?**	Comment by Lee Canning (2116294): Look at slides for lecture 3

Quantitative data such as the amount of attacks, attacks thwarted, suspicious Ips DNS addresses, hash values and malware signatures.

Qualitative data such as analysing TTPs (tactics technique procedures), which are the methods used by threat actors, motivation and target preferences will require a more drawn out and discussive process in order to pinpoint and dissect data. There will be a need to analyse social media language, dark web forum discussions, and market analysis of stolen data value – none of these can be quantified in the same way as the aforementioned data. Also a need to dissect intelligence reports and which industries the threat actors are targeting, and why.
 
Approach
It’s possible a mixed research philosophy could cause confusion, however if we can combine both methods then we could begin with the inductive stage: Collect the necessary qualitative data (speak to the team and find out attack patterns, successes, fails etc) and determine themes and patterns first. Once that is complete we can move on to the deductive stage, form a hypothesis and then conduct quantitative analysis (use the identified themes and patterns alongside the hard data in order to prove or disprove the hypothesis).  It would be beneficial to remain flexible and adapt the approach depending on the context of the research, and to combine the strengths of both method. This will enable us to focus on the advantages of each philosophy, and minimise the disadvantages, providing a more complete understanding of OSCTI solutions.
	Comment by Lee Canning (2116294): Need to justify each area and how we circumnavigate the disadvantages.
Strategies
Alongside a literature review, a case study and an experiment will be conducted. A case study would allow an in-depth review and analysis of a situation where either an attack was mitigated, or successful and the role that OSCTI played. There have been many major attacks in recent times, which provides plenty of options to choose from. Ideally this would be within the NHS or DHCW, but if this is not possible then another governmental organisation would be suitable. It would allow the researcher to study and recognise steps that were or were not taken and provide valuable insight and experience.
An experiment is necessary to compare the selected software and evaluate strengths and weaknesses. This will be based on predefined criteria, which has not yet been confirmed; however, it is likely to include investigation and comparison of the following features:
· Threat detection: Are potential threats accurately identified and prioritised, promptly?
· Threat actor profiling: 
· Potential risk: Is the potential impact of threats assessed accurately?
· Data retrieval: Is data efficiently gathered from a range of intelligence sources?
· IOC management: Are IOCs managed appropriately?
· Cost: Not all intelligence is free. If a licence is needed, is it prohibitive?
· Compatibility: Is it suitable to implement on DHCW’s network.

The experiment will work on the following hypothesis.

Ho –Implementing OSCTI software X within the DHCW network will not provide any added security benefits.
H1 – Implementing an OSCTI X will provide an added layer of security to safeguard networks and patient data.

This could be tested by analysing real-time attack strategies and comparing them to those before the framework has been implemented. Although not yet finalised, the testing criteria will include data on targeted threats, key features, incident reporting, and integration capabilities.

Risks & Limitations
The researcher works on a pathology team, so has little contact with the Cyber Security and Cyber Resilience teams at DHCW.  It is likely possible that these teams would dismiss the proposal due to the project owner not currently working in the specific discipline. To overcome this, it is important to develop a relationship with the teams, so they are fully aware, in advance, of the proposal.
Installing and running third party software on DHCW machines is deemed a security risk, and restricted by default. It will be necessary for the security teams to understand the purpose of the project and the data or websites that need to be accessed so that they can assess the risks and give permission. If permission isn’t given, the experiment can be run from a personal machine, or within UWTSD potentially. The findings will be reported to DHCW, and once the security teams are satisfied there is no risk, could be run again from within the DHCW network. This would essentially double the workload; however, the aim is to recommend a solution for DHCW, therefore it would be beneficial to test it on their network.
Ethical Issues
There is the potential of creating a vulnerability in the network, which could be exploited by hackers or threat actors. If successful a breach would cause major reputational damage, but more importantly threaten the safety of patient data. However, experiments will be conducted in a sandbox environment to minimise the risk. Although it is beyond the scope of this project, implementing the proposed software into DHCW’s network comes at a greater risk and would undergo rigorous testing before deployment.
It is critical to be mindful and to protect any sensitive data that is gained during the data collection phase.

Validity, Reliability & Generalisability
Validity
	Is this a good way to investigate this problem?
Mixed approach means we get a low validity from positivistic, and high from phenomenological.	Comment by Lee Canning (2116294): Need more here
Reliability
Reliability should remain high within the experiment, as it will adhere to a set of strict criteria which should allow for uniform and consistent data. A different researcher should obtain similar results from a similar dataset.
A case study may prove to be less reliable, as an interpretation of the qualitative data may depend on the particular focus and motivation of the researcher.
Generalisability
	What range of situations do your results apply to? Could they be used for similar problems or similar organisations, or with similar data sets?
The intelligence feeds are available to the public, and relevant to any organisation that needs improve their cyber resilience. Generalisability lessens only due to the fact that some threats may target the healthcare sector specifically so the data and results may not be relevant for other parts of the public sector.
4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
	What types of data do you plan to collect? How do you plan to collect this data? If you are doing a survey, then how many respondents will you need, and how do you expect to contact those people? What is the minimum amount of data needed for your project? What will you do if you cannot collect enough data?
There are a variety of data collection methods, including  questionnaires and surveys [14]. This will provide the ability to perform qualitative analysis on data such as the types of threat and threat actor motivation, and trends within the threat landscape.
Ideally, a minimum of ten responses will be required in order to receive a broad overview of the data from colleagues that perform different roles within DHCW.
Statistical collation will also be performed such as number of threats intercepted, IOCs recognised, and number of known vulnerabilities (IP, DNS etc) within the network. The most accurate way of gathering this data will be through document reviews, as DHCW will have records and statistics available. These results are quantitative so it will be possible to apply statistical analysis to the results. 
4.1.7.2 Data Evaluation
	How will you evaluate your data? What statistical analysis techniques will you use? If you are performing an experiment then what are your experimental hypotheses and what level of statistical significance will you use? How will you present your data?
The experiment will provide large amounts of data which can be used to perform statistical analysis. More research into the types of techniques will be required prior to setting up the experiments, however it is likely to include both descriptive and exploratory analysis.
Standard deviation, mean, median and more can be used to compare various performance metrics between the software.

4.2 Development Methodology
	In this section you will describe what you are going to do, not explain how your development or analysis methodology works. 
4.2.1 Software Development Methodology OR Other Relevant Major Methodology
	State which software development you will be using and justify your decision. If you are doing a data mining project then you should state which data mining methodology you will be using. Most software development projects will use Feature Driven Development, as it is an Agile methodology suitable for small single-programmer projects.
Agile methodology!?
Agile methodology is suitable for small projects, and would work particularly well in this instance because at this point in time it is uncertain what the solution will be. 	Comment by Lee Canning (2116294): Pad this out - focus on case study and experiment


FDD as it focuses on design and implementation?!?!?!?@
Resources and Planning

Hardware Resources
	What hardware will you be using? Is there anything other than a normal networked PC?
Based Experiments will be run in a sandbox environment to mitigate any threats to the network. **what is a sandbox run on??**
Software Resources
	What software will you be using? What versions? If you need to download specialised software from anywhere, where will it come from?
Software used will be those that the project is based on, namely ***, ***, ***. It is likely that threat data feeds will be obtained via a web browser. It is also possible that the dark web is a resource for threat data, and in this case a browser such as Tor would be required. **mention cost**

Microsoft Excel, and Tableau for data analysis and visualisation. Both are available through UWTSD.
Human Resources
	Do you need people other than yourself and your supervisor to provide input to your project? If your project includes user testing or a survey then you need to identify how many subjects you need and how you will contact these people.
The project will be reliant on the support of the DHCW Cyber Resilience and Cyber Security teams. Their knowledge and experience would certainly be beneficial, given that they are at the forefront of securing the organisation’s networks and data. They would also be crucial in determining whether the recommendation would be approved.
5.5 Project Plan
	Provide either a simple Gantt chart or some other type of timeline chart or table to show the projected phases of the project. Include milestones such as submission dates and vivas if you know those dates. As a rule of thumb, the interim vivas are usually around the second week in January, the project report at the end of April (the first week back after the Easter break), and the final viva around the second week in May.
[image: A screenshot of a computer screen
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At the end of the section write a final paragraph to link it to the next section of your proposal.
Personal Reflection
Conducting research into an unfamiliar area of technology presented a number of challenges. Initially, deciding on a topic or solution for the independent project presented a number of barriers, namely because I do not work in the Cyber Security teams within DHCW and despite numerous attempts to arrange meetings or to have conversations, I was unsuccessful. Instead looking at possible topics that may be applicable to the organisation, I came across OSCTI. 
Initial research was difficult, not being certain what exactly I was long for or what the trends and key themes were within OSCTI. I initially collected a number of peer reviewed journals and books from Google Scholar and the UWTDS Library (which led to resources such as IEEE and Elsevier**) and decided to utilise Elicit and Cyberspace to provide an overview on some of the key subject topics and trends. These AI powered research assistants (I used two because of the limitations of the free versions) allowed me to quickly decide which journals and books were relevant for my literature review and discard ones that weren’t.	Comment by Lee Canning (2116294): Get a couple of citations
Moving on, with relevant literature to hand, the literature review provided me with an in depth understanding of the importance of OSCTI and the potential benefits it can deliver by providing key security features to an organisation such as DHCW. 
Developing an aim and objectives provided clarity and focus for the assignment, however although exploring research methodologies and deciding on which to use was interesting, I am not completely certain of my choice in using a mixed methodology. At present a case study and experiment seem the best fit, but this will likely be reviewed before commencing on the project in January. 
It is satisfying to see the project plan in the form of a Gantt chart, and although we have approximate start and end dates, I am interested to see just how closely I will be able to follow the timelines set. With more experience I could be more accurate, possibly.
Overall I am satisfied with my subject choice and the benefits it can bring, however it is crucial that I am able to forge a relationship with the Cyber teams at DHCW as they will play an important role in ratifying and providing feedback on the proposed solution, and if it is something that can improve security in the organisation.
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