	
	
	



Network Operating Systems and Services

RRAS Configuration
Setting up Routing and Remote Access Service (RRAS) on the S-DC computer to allow both VPN and routing connections between clients and servers was the initial step. RRAS is needed in this situation, so clients can establish a Virtual Private Network (VPN) connection and servers to have an established route to clients. I accessed the RRAS console on S-DC and enabled the VPN server role. In the routing role, I set up the appropriate routing to facilitate communication. I was able to verify the VPN setup by viewing the RRAS console on S-DC. The screenshot above is the S-DC server, and it has the appropriate VPN configuration and routing setup. A properly configured RRAS is needed to ensure that VPNs can be established, and routes for client-server communication are established.
DNS A Records
 A key network requirement was resolving hostnames to IP addresses, which was achieved by implementing DNS A records on S-DC, configured for hosts and clients s-dc, client1, clients1, webs, and rds. DNS A records provide a hierarchical and decentralized mechanism for translating hostnames into IP addresses. As verified via nslookup, all required records exist, as demonstrated in the forward lookup zone below. These A records ensure connectivity via hostnames rather than IP addresses, streamlining network administration, and enabling essential services like Active Directory, email, and web server functionality.
 
 
Reverse Lookup Zone
To complete the network, S-DC was configured with a reverse lookup zone. A reverse lookup zone contains PTR (Pointer) records that map an IP address to the IP addresses hostname, which is helpful for identifying where traffic originates or terminates, such as when troubleshooting, monitoring or logging network data. This was set as the name of the reverse lookup zone created, and PTR records were created for S-DC, DC, and the other important computers in the network. The screenshot below shows the reverse lookup zone and PTR records. Having reverse lookup configured increases the reliability of the entire network and allows every computer in the network to be correctly located with either IP address or Hostname.
VPN Setup
One of the most important configuration tasks on S-DC is to enable secure remote user connections. In this experiment, remote access connections were configured via the RRAS console; this involved enabling the appropriate VPN protocols and designating network interfaces to the remote access connection. The tests were successful; a client could successfully establish a remote access connection, and a client could use the router to route between subnets. The screen shots below display the remote access VPN configuration on S-DC; it includes the network interface details and routing. The proper configuration of VPN access is essential to allow for remote users to be able to access resources on the network securely; in other words, a secure and protected path must be established between a client and a destination that allows for confidential and intact information transfer between the two.
 Domain Users
 Domain user accounts were generated as an administrative function for controlling access to the domain and network. A few user accounts were generated manually for SDC using the Active Directory Users and Computers MMC snap-in and the ADUC graphical UI. The screenshot shows the AD Users and Computers window on S-DC, where the student and staff user accounts such as aaron were generated, one at a time. The screenshot below shows a demonstration using PowerShell to generate multiple users through a script that creates users with random names. This screenshot illustrates the power and flexibility of PowerShell by allowing multiple user accounts to be created in a single session. Generating domain user accounts as part of the administration process of a domain is essential for security and control over the network. As part of user and resource management, a system administrator needs to know how to create new users, set and change passwords, and add a new user to a new security group. This exercise demonstrated the best practices for generating and managing user accounts.
DHCP Scope
 To automate the distribution of IP addresses and decrease the chance of manual configuration errors, a DHCP scope, SwanseaScope, is configured on S-DC. The DHCP scope configuration specifies the range of IP addresses available for assignment to clients, subnet mask, default gateway, lease duration, and other DHCP scope options. Verify active leases to make sure clients are correctly acquiring an IP address. Screenshot below shows the DHCP console and configuration of Swansea scope with active leases. Deploying DHCP ensures the IP address is properly managed and reduces the potential for conflicts. It also ensures that clients can easily connect to the network as needed to maintain network functionality and scalability.
 
 

DHCP Relay
DHCP relay is necessary in networks with multiple subnets to forward the DHCP requests to a central server. I had configured the DHCP relay agent in RRAS and provided the list of interfaces and the forwarding addresses to DHCP server. The screenshot above shows the same setup in S-DC. It is also important to setup DHCP relay correctly to ensure a better functioning network to support centralized IP addressing management for every segment in the network.
Ping Tests
In this section, ping tests were run from CLIENT1 and CLIENTS1 to the s-dc, webs, and rds servers to confirm connectivity. As can be seen, ping was successful and no packet loss occurred. A screenshot of the Command Prompt windows on CLIENT1 and CLIENTS1 is shown below, which confirms connectivity. Ping tests are a common way to check for connectivity and to make sure that network devices can reach other devices, and that is part of what we are doing to verify connectivity.
Shared Drive Permissions
I created a SharedDocs folder on S-DC and gave group permissions to Everyone, Domain Users, and administrators to the folder. I also gave read, write, and modify permission to the folder. In the screenshot above, I have taken an image from the File Explorer Security tab and showed what permissions did I gave to the SharedDocs Folder. Giving folder permissions is important to the security of a network. With folder permissions, the admin can ensure a safe and authorized folder usage and sharing.


IIS Website
 An IIS was installed and configured in the S-DC to host a web service. The Default Web Site was correctly bound and set up with a physical path. We tested access to this website using a browser. The screenshot displays the IIS Manager, where you can see the site configuration, its bindings, and the specified physical path. This configuration demonstrates the S-DC’s ability to host web applications, serving as an internal environment for testing and providing a service.

RDS Login
 We tested the RDS functionality with a login attempt from CLIENT1 to the RDS server. The server presented a login screen, and we logged on successfully. The screenshot below shows the RDS login prompt from which you can also see CLIENT1 in the background. RDS is used to remotely connect to servers and to access server resources. Being able to RDS to servers is important for helping users in the field, as well as helping to manage the network efficiently.
 
 

Domain Join
 
The computers CLIENT1 and CLIENTS1 were joined to the domain aaron.acca by using the System Properties dialog. The relevant computer name, domain name, and user account belonging to a domain administrator were typed into the dialog. Following this, the welcome message appeared and signaled that the computers were successfully members of the domain.  Domain membership will be important in the future as it will allow for the network administrators to have a centralized point of managing client machines, enforcing policies and ensuring consistent and secure access to network resources.
 Conclusion
The tasks above are completed and prove the functional network environment described in the requirement of CW2. All the requested components such as RRAS, VPN, DHCP, DHCP Relay, DNS, and the Reverse Lookup were configured and checked to show reliable communication and a secure way of accessing. The users belonging to the domain were successfully set up, and the administrators were allowed for the shared network directories and for access to the network through the Internet Information Server (IIS) website. The clients were successfully joined to the domain. A ping test and RDS sign-in to the client machines confirmed the network connections are up and running as well as the RDS services.
 
The images above show all the required screenshots that were produced while working on the tasks that have been completed. In conclusion, the network was created as planned and functions properly and securely in the domain environment. It fulfils the requirement of the assessment and the document details each of the steps that were taken and the procedure used in it.
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