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Evaluate the effectiveness of the Public Service response to a terrorist attack
Between 1970 and 2019, the UK has seen 3,416 terrorism-related deaths. From 2002 onwards, there has been a significant drop in the number of terrorism-related deaths, with spokes in 2005 due to the 7th July bombings and 2017, where 3 separate terrorist attacks resulted in 40 deaths. In the aftermath of the 9/11 attacks, the whole world tightened their security when it came to terrorism (House of Commons Library, 2022). A research article by Smith and Zeigler (2017) have found that after the 9/11 attacks, the world has been much less terror-prone than the years before the attack. In response to 9/11, the UK created new legislation and policies to ensure the safety of the British public along with procedures for emergency responders. This essay will discuss and evaluate the legislation and policies put in place and evaluate how they were implemented in response to the 7th July bombings in 2005.
One Act that has been enacted to help deal with terrorism is the Civil Contingencies Act 2004 (CCA 2004). Created to replace the Emergency Powers Act 1920 and the Civil Defence Act 1948 (Cabinet Office, no date), the 2004 Act was created as the Government wanted to strengthen their ability to handle large scale events, especially ones as big as 9/11 . The aim of the Act is to provide a new framework which imposes a clear set of roles and responsibilities on certain organisations, so they are prepared to respond to an emergency (Ward, 2020)
The CCA 2004 is split into two parts. Part 1 looks at local arrangements for civil protection and establishes a framework of roles and responsibilities for local responders, whereas Part 2 focuses on emergency powers and a framework of special legislative measures that might be necessary to deal with the most serious emergencies (Tameside Metropolitan Borough, no date)
The CCA 2004 defines what constitutes an emergency. It was able to replace the older definitions and bring it in line with the issues and risks being faced in the 21st Century. Both Part 1 and Part 2 define an emergency. In Part 1, an emergency is defined as an event or situation which threatens serious damage to human welfare or the environment in a place in the UK or war or terrorism which threatens serious damage to the security of the UK. It also sets out a range of situations which local responders must prepare for, such as loss of life and disruption of transport (Civil Contingencies Act 2004). This definition was designed for local responders to prepare for localised emergencies of a certain place. Part 2’s definition differs slightly from Part 1, as the event or situation must happen in a Part or Region, rather than one place in the UK (Civil Contingencies Act 2004).. Although similar, Part 2’s definition has a higher threshold to pass before a situation can be deemed an emergency.
Within Part 1 of the Act, there is a set of rules and regulations that local responders must follow. There are two categories of responders, Category 1, which includes the emergency services and local authorities, and Category 2, which include Health and Safety Executives and transport companies (Cabinet Office, no date). Category 1 responders are tasked with civil protection duties, such as risk assessments, putting in emergency plans and sharing information with other responders to enhance co-ordination. They must also inform the public in event of an emergency (Cabinet Office, 2012). Category 2 responders are the co-operating bodies who are not usually involved in the planning, although get involved when their sector is under attack. During an emergency, Category 2 responders have to co-operate and distribute relevant information to Category 1 responders (Cabinet Office, 2012).
To ensure Category 1 and 2 responders can co-operate to the best of their abilities, a Local Resilience Forum (LRF) is created. LRFs cover a police district and include all Category 1 responders, although they must invite Category 2 responders they believe they would need to communicate with (Cabinet Office, 2013). This could be an issue as when it comes to an emergency, as some Category 2 responders may not know how to respond. To ensure this does not happen, LRFs are encouraged to maintain links with external partners and multi-agency bodies (Cabinet Office, 2013). To help responders within the LRF, there is a list of standards known as the National Resilience Standards. Within it, it sets out expectations for the LRFs to ensure consistency and readiness to react within each LRF (Cabinet Office, 2020).
When an emergency occurs, the emergency services are on the front line. It’s between these services that communication and co-operation is the most important (JESIP, N/A). Although they are part of the LRF, the emergency services are also part of the Joint Emergency Service Interoperability Programme (JESIP). Within JESIP, there are 5 principles that should be followed, especially at that start of a terrorist emergency. They must co-locate other responders as soon as possible, communicate clearly, co-ordinate by agreeing lead organisations and identifying priorities, jointly understanding the risks by sharing information about the likelihood and potential impact of the threats and to have a shared situational awareness by using the Joint Decision Model (JESIP, no date)
It’s also the responsibility of the JESIP to declare an emergency as a major incident. A major incident is an event or situation with a range of serious consequences which requires special arrangements to be implemented by one or more emergency responder agency (JESIP, no date). When responding to a major incident, Category 1 responders must use METHANE. This is declaring a major incident, determine the exact location, what type of incident has occurred, the hazards, how to access the scene, the number of casualties and how many emergency service are needed at the scene (First Aid Training Co-Operative, no date)
In 2013, The Pollock Report was commissioned to identify persistent issues that may affect emergency responders interoperability. The Report looked into the reports of emergencies from 1986 to 2010 and found several issues, one of those being lack of leadership. It found there was failure to give direction to staff, therefore affecting the amount of emergency work that was being carried out. Other failures found include inadequate training and failure to learn lessons (Emergency Planning College, 2012). The Pollock Report was able to bring forward that there was a high level of consistency of the same failures being carried out, albeit not by the same LRFs and JESIPS.
LRFs and JESIPs all plan their strategies based on Government strategies and regulations. A main terrorism strategy that is used is CONTEST. CONTEST was created to reduce the risk to the UK and oversea interests from terrorism and in doing so, allows people to continue their daily lives without fear (gov.uk, 2011). To reduce the risk of terrorism, CONTEST has four main objectives: pursue offenders to stop attacks, prevent people becoming terrorists, protect against a terrorist attack and prepare to mitigate the impact of a terrorist attack (gov.uk, 2011).
On the 7th July 2005, London’s transport system was targeted by four suicide bombers, killing 52 people and injuring 770 others. At 8.49am, three London underground trains were attacked, one between Kings Cross Station and Russell Square Station, one between Aldgate Station and Liverpool Street Station and one between Edgware Road and Paddington Station. An hour later, at 9.47am, a double decker bus was diverted to Tavistock Square where a suicide bomber detonated a bomb (BBC, 2011)
Sidique Khan, Shezad Tanweer, Hasib Hussain and Germaine Lindsay were the four bombers involved in the attack (BBC, 2015). All men were believed to have links to Al Qaeda. In 2004, Khan had appeared in one of MI’s investigations. Later on in 2005, MI5’s chief of staff had a report about Khan but decided not to follow it up due to operational reasons. In 2001, Khan was caught on video attending a training camp run by known terrorists, although due to miscommunication, MI5 was not aware a prisoner photo was taken of Khan in 1993 after he was arrested for assault (BBC, 2011). If MI5 had been aware of this, Khan could have been caught, therefore preventing the 7th July bombing. It also showed that MI5 was not fully following CONTEST, as this would have been under the objective of Prevent and Pursue. Within a review by Dr Kim Howells, it mentions that MI5 need to put their intelligence to better use. In response, MI5 have stated they have increased their resources to ensure they are able to investigate more potential terrorist investigations (Intelligence and Security Committee, 2009)
Emergency response to the attack was extremely poor. A major issue that was experienced on the day was response times. Response times at Aldgate were extremely quickly by all emergency services, with the initial 999 call being made at 8:51am. It took 3 minutes for an ambulance to arrive at Liverpool Street Station and 4 minutes for a fire engine to arrive, with additional engines arriving within a minute of being called. British Transport Police requested the help of the Metropolitan Police at 9:19am, but as they were aware of the situation, they arrived within a minute (London Assembly, 2006). The response at this scene was a lot quicker than at the other scenes.
At Edgware road, it took 19 minutes for a fire engine to arrive due to it being sent to the wrong location. The first ambulance showed up at the scene 14 minutes after it was called and the police had to be requested by the fire service, rather than the Underground staff or a 999 call (London Assembly, 2006).
At the Russell Square explosion site, very few 999 calls were being made which delayed emergency response. At 9:04am, 3 fire engines were sent to Euston Station, which was the wrong station, and 1 being sent to Kings Cross. It wasn’t until 9:13am that a fire engine arrived at Kings Cross Station, although more were requested at 9:19am and 9:36am. It took the London Ambulance Service Fast Response Unit 10 minutes to arrive at Kings Cross Station, followed by an ambulance at 9:19am. At no point during the first hour of the incident were fire engines sent to Russell Square Station, even though that’s the closest station to the explosion (London Assembly, 2006).
The response to the Tavistock Square explosion was different due to it occurring on a main road where there were many witnesses compared to the explosions on the underground trains. The first 999 call was made within a minute of the explosion occurring, with a further 12 being made within the next 9 minutes. The police response was instantaneous as there was already officers at the scene at the time of the explosion. The first fire engine was dispatched to the scene at 9:50am, although due to the amount of people and traffic surrounding the scene, there is no record of what time it showed up. The first ambulance arrived within 10 minutes of the first 999 call due to it already being in the vicinity, although there were already medics on site attending to the injured. There were no other ambulances on the scene for another 52 minutes to the high demand for ambulances between the four scenes and the rest of London. Out of the 201 ambulances available that day, only 101 were available to use. This took a toll on the injured as they were waiting to be transported to hospitals, who were ready and waiting for the patients (London Assembly, 2006).
Another major issue that that was seen during the response of the attack was poor communication between responders. A main cause of this was the radio usage. When in the underground, the radio system did not work effectively. It did not allow the train drivers to communicate with the Underground staff to alert them of what happened. If they were able to communicate, then emergency services would have been called a lot quicker and would have a more accurate picture of where the trains were (Harris, 2016). Another issue that poor communication caused was a delay in the fire service reaching the explosion site at Aldgate. Before the fire service’s arrival, Underground staff had turned off all power supply to the tracks, although this information was not relayed to the fire service, so upon arrival, they would not step foot onto the track until they had confirmation it was off, despite seeing several people walking on the track (BBC, 2010). Had this information been relayed, fire services would have gotten to the site a lot quicker, potentially saving extra lives.
The radio usage was a key recommendation in the Report that looked into the bombing. Since the report was released, London Underground has introduced a new radio system for emergency services (Harris, 2016).
The Pollock Report looked into the official inquiry of the 7th July bombings and it found several issues with the emergency response. One issue was also communication based, where the Network Control Centre was not able to effectively share information to the different services at the different sites. During this time, information was passed via word-of-mouth and written in a handwritten log, therefore distracting them from important calls, leading to them not being kept up to date. Because of the issues with the Control Centre, they overly relied on the British Transport Police to act as a liaison with the other emergency services at the scene, but due to problems with the radios, the information either took too long to reach them or did not reach them at all (Emergency Planning College, 2013).
In conclusion, there are many pieces of legislation and regulations put in place to help the UK deal with terrorism, although there are some agencies who don’t follow the procedures. LRFs and JESIPs can be as prepared as they possible can be, although the response many never go to plan, as happened in the case of the London Bombings. Recommendations from the many reviews would need to be followed to ensure attacks like this don’t happen again.
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