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1. Introduction

The project is to execute a forensic analysis on malware infected systems which are simulated on a
virtual machine. The analysis will be carried out using digital forensic tools with the purpose of
identifying different attack methods, points of entry and recovering evidence. The reason for
choosing a project in the digital forensics field is due to it being a current and developing field. There
is constant ongoing research with upcoming developments such as the look into ongoing research in
lot (Internet of Everything) Forensics. Furthermore, this specific scenario of malware infecting
computer systems and data needing to be recovered is not an uncommon one and effects
organisations no matter the size. A well-known example of this is the WannaCry attack. The
WannaCry attack was a ransomware attack that happened in May 2017 which caused a worldwide
cyber-attack on Window’s computer systems that were missing a year-old security patch. Over
200,000 computer systems were affected across 150 countries. One of the victims of the attack was
the UK’s NHS which is the biggest cyber-attack it has faced. It caused severe disruption to both staff
and patients in England alone it caused 6,912 appointments to be cancelled. [1] [2]

This project would allow for better understanding on what tools could effectively recover data from
the malware’s attack. In addition, it would allow for insight into it’s attack vectors allowing for
additional new and relevant security measures to be implemented.

2. Background to the Proposed Research

The area of study this project is taking place in is with digital forensics. Digital forensics has become
an integral part of the response to security breaches; it allows for any data to be recovered and
analysed which can help identify the method and point of entry of the attack. This in turn is used to
further improve the system’s security infrastructure. Within the field there are many different
specialties such as mobile forensics which entails investigating smart phones and tablets, file system
forensics which focuses on investigating files and folders on a device such as computers and servers
for evidence and, network forensics which has investigators looking at packet traffic. [3]

There is different specialist tools used regularly within the field, one which Is FTK imager. Set up by
Access Data Group, FTK imager has multiple different uses one of which is it is able to create a copy
of the data on the hard drives, USB thumb drives, CDs etc allowing for the evidence to be looked




through without any risk of it being accidentally tampered with. A benefit of this is it keeps the
integrity of the original data. Another feature it has is that it can capture data from the system’s RAM
allowing for another opportunity for data to be extracted. There two types of FTK imager the free
and pro version, the previously stated features are in both. An extra feature that FTK imager pro has
is it allows for drives that are encrypted with McAfee, Symantec, BitLocker etc to be decrypted
instantly, allowing for files on the drive to be accessed a lot quicker. [4] [5] [6]

Another digital forensic tool most commonly used with network forensics is Wireshark which is an
open-source software that allows network administrators to monitor and analyse network packets.

It has multiple different features one of them is that the network traffic can be looked at live showing
in real time what packets are coming in and out of the network. Another feature is that the packets
in the network traffic can be filtered by multiple types of criteria allowing for a more tailored
experience. [7] [8]

An additional example of a popular digital forensic tool is the free software Autopsy. Autopsy acts an
GUI(Graphical User Interface) version to command line tools used in the Sleuthkit. It has other
features too such as allowing multiple investigations on the go at once and having the option to
search for keywords in the data. It is a quite flexible as it is available on Linux, MacOS and Windows.
[9] [10]

The final example of a digital forensic tool is Volatility which focuses specifically on carrying out
forensics and analysis on the system’s temporary memory. It was first released by the company Black
Hat DC and it was one of the first digital forensic tools to focus on memory forensics. [11]

One of the main developments recently in digital forensics is the incorporation of using artificial
intelligence and machine learning. A use of Al in the field includes it being used to automate

different tasks allowing for investigators time to be allocated elsewhere. One specific example of this
is for it helping with identifying pattern recognition in the data being analysed to become an
automated process. Another example is it being used in Natural Language Processing (NLP) which
combs through and analyses emails, text messages and social media messages. From there it will pick
out what parts of the text are relevant and important pieces of information. [12]

An area that is getting further development is loT (the Internet of Things) forensics. This is due to the
rise in everyday devices that have the software to connect to the internet to exchange or retrieve
data. Some examples of loT devices include smart watches, smart fridges, and smart lights. As the
creation of these devices are recent there is still developments being worked on. [13]

There is a research gap in the comparison of multiple modern malware infected operating systems
such as Windows 11 having malware analysis conducted on them with the use digital forensic tools.

3. Research Problem statement

The problem that my project aims to cover is if an attacker was to plant malware onto the computer
system what would be the best method to extract any saveable data. The impact of malware
infecting a company’s systems could lead to data breaches and money being lost so it is important to




understand how these attacks occur to improve security and prevent similar attacks from taking
place in the same entry points.

4. Research Aim & Objectives

AIM: Look at the impact of a virtual machine contaminated with malware and retrieve any
recoverable data with the use of digital forensic tools.

Objectives:

e Research digital forensic tools that will be efficient to recover malware systems.
* Simulate two malware infected virtual machines.

e Extract any information that can be recovered.

¢ Analyse the data recovered from the infected system.

e Produce a forensic report to showcase my findings.

5. Methodology

5.1 Methods

For this the project the research method that will be used is mixed methods as there will be different
types of data being analysed. The research strategy that will be used for this project will be an
experiment. This is the most appropriate for the project as it is practical focused with minor
background research. It does not fall into the software development category as no software is being
created for this project, only preexisting software is being used. Any evidence recovered from the
systems will be analysed using different digital forensic tools.

5.2 Materials
An ethical consideration is that the data that will need to be recovered and used in the experiment
needs to be sample data and not personal or other people’s data.

The use of Windows and Linux and virtual machines on Oracle VirtualBox. The hardware
requirements for this project are 30MB free to install Oracle VirtualBox and a further an estimated 70
GB toinstall both Windows and Linux virtual machines. [14] [15]

6 Project Plan

Below showcases the rough timeline of when | want to carry out each of the projects main objects
|eading up to the submission deadline in May.
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