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As healthcare becomes increasingly digitalised, and applications rely on a wide range of services, it is vital that they are available and reliable. The aim of this project is to build a user-friendly webpage that monitors services’ availability. 

The industrial partner for this project is Digital Health Care Wales (DHCW), an organisation that is part of the NHS and which is responsible for developing digital healthcare services in Wales. As a test analyst within DHCW, the researcher specialises in testing the Welsh Clinical Portal (WCP) in a System Integration Testing (SIT) environment. This environment is secure and closed off, designed solely for the development team’s usage. 

WCP is an application designed for healthcare professionals, allowing them to access up to date patient information in one place, even if data comes from other healthcare settings. The application receives its patient data from a number of sources, including API services. WCP’s key features include viewing patient’s GP records, medical records, test requests and results, and radiology images.
As WCP relies on many services, it’s important they’re available and reliable. By monitoring them via a webpage, any instances of downtime can be quickly identified and addressed in real time, reducing the impact of downtime, whilst additionally giving the team insight into how reliable the services are. 
The researcher is the right person for this project due to their passion in ensuring the software they test is safe and secure, which aligns with the project’s focus on reliability. They are committed to minimising downtime spent identifying causes of failure. And finally, they thoroughly enjoy problem solving and coding. This project will allow them to enhance these skills, whilst making meaningful contributions to the team.  

[bookmark: _Toc144207565]2. Background to the Proposed Research

Monitoring the services that WCP relies on is vital in ensuring reliability and minimising downtime. The following theories are relevant to this and will be discussed below: Service-Oriented Architecture, Service Level Agreement, and Fault Tolerance. 

Service-Oriented Architecture

Service-Oriented Architecture (SOA) is a software development methodology that reuses self-contained services to create applications, where each service has its own interface and fulfils a specific functionality of the application. Emphasising loose coupling, it aims to decrease dependencies among systems [1]. 

Due to the increase in reliance of cloud technology, SOA has become increasingly popular among organisations for designing their systems so that their services can communicate with each other. This allows them to incorporate and reuse systems, while introducing new functionality tailored to specific services [2]. The main goal of SOA is to streamline application integration, improve transaction management, and apply security policies, so that applications run smoothly and can be updated in an agile manner [3]. Additionally, SOA makes it easier to debug and maintain systems. 
An example of an application that uses SOA is a food delivery app. The Menu service would store restaurant information such as menus, the Order service would store orders, the Account service would manage user accounts, and the Payment service would process payments. These services are all connected and make the app operational. 
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Description automatically generated]There are many researchers that have contributed to the SOA field. Thomas Erl is an acclaimed SOA author, known for establishing the fundamental principles for building SOA processes. His books include ‘SOA Design Patterns’ and ‘Service-Oriented Architecture: Analysis & Design for Services and Microservices’. Another key researcher is Mike P. Papazoglou, who has many papers on service-oriented computing, including web services.

SOA is relevant to the project as WCP relies on many different services that communicate with each other. Understanding the key concepts will help ensure the services can be monitored as effectively as possible.
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Service-level agreement

A Service-level agreement (SLA) is important when monitoring services within applications. They are contracts that outline responsibilities agreed by one party to another [5]. Typically, an SLA will contain the following: reason for the SLA, clear objectives and expectations for the services, timeframe, restrictions, consequences if the conditions are broken, and administration details [6]. SLAs are essential so that both parties are accountable and both understand the requirements. 

Due to WCP’s reliance on multiple services, understanding SLAs is important, as well-defined requirements provide a framework that ensures effective monitoring of the services. Even though external parties will not be involved in this project, the services will be given a specific timeframe to respond in, and if they fail to do so, this will be shown on the webpage along with corresponding uptime percentages. The team can then see if the response times and uptime percentages are being met, providing insight into how reliable and available the services are. To ensure timeframes are appropriate, the project will be reviewed every couple of months. Additionally, data will be collected on a fortnightly basis.  
Receiving alerts in real-time will be one of the project’s priorities. It’s important to acknowledge results may not always be accurate and alerts may be delayed. These factors must be considered when creating SLAs. 
Researchers in the SLA field whose work are particularly relevant to this project are Schahram Dustdar and Ming Zhao. They have both offered valuable perspectives on the subject, specifically focusing on SLA management and monitoring. 

[image: A diagram of a service level agreement
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Fault Tolerance 
A fault tolerance design allows a system to keep running even if one of its components has failed. The main purpose of implementing fault tolerance is to prevent failures from causing system shutdowns and introducing safety hazards [8]. Implementing fault tolerance in applications is vital to prevent downtime and additional costs. 
Faults can take place for numerous reasons, such as network-related issues like link failures and packet losses, physical faults such as CPU, storage, and memory glitches, and processor and process faults.  
[image: fault tolerance]
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Whilst this project aims to monitor service status rather than directly fix failures, this theory is still relevant. A single unavailable service can affect the entire application, as seen from the outages during the COVID-19 pandemic [11]. Being able to quickly to identify what service has become unavailable will minimise downtime. 

[image: Fig. 1. - Biggest Cloud Outages Of 2020.]
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Brian Randell began his research on Fault Tolerance in the 1950s, making him one of the key researchers in this field. His ideas on how virtual systems could improve the fault tolerance of programming and make systems more dependable are still applied to systems today [12].
There are many other researchers, but another key researcher is Michael R. Lyu, who’s made significant contributions to software reliability engineering and making services fault tolerant. His research is therefore particularly relevant to ensuring the reliability of the services WCP relies on. 
It’s important to note whilst service monitoring platforms, such as SolarWinds, exist, using them would require a license. Additionally, SolarWinds was hacked in 2020. This breach affected huge companies and US government agencies, including Microsoft, Visa, and the U.S. Department of Defence [13]. Developing this project in-house is beneficial as it gives more control, and external services do not need to be relied on.
Applying aspects from each of these theories will be hugely beneficial. 

[bookmark: _Toc144207566]3. Aims & Objectives

The aim of this project is to build a real-time monitoring webpage for WCP services, so that testers can quickly assess the availability of them. The focus is to quickly identify the issues, so that time spent by the test team on diagnosing the root causes of service disruptions is reduced.
Objectives:
1) Collect the list of services that will be monitored
2) Design and build a user-friendly website that displays the service’s statuses 
3) Perform testing to ensure the webpage is displaying accurate data 
4) Collect data on the service’s reliability 
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[bookmark: _Toc144207568]4.1 Research Methodology

[bookmark: _Toc144207569]4.1.1 Philosophy
A positivist philosophy has been chosen for this project. Positivism focuses on facts and data, as opposed to human biases [14]. This focus goes well with creating a service monitoring tool as it’s vital that it’s accurate and false results are avoided. An advantage of this philosophy that will benefit this project is that it favours quantitative methods over qualitive research, complimenting the project’s aim to display real-time metrics on the webpage, such as the service response time and uptime percentage. This approach ensures high reliability and that the data is specific and precise. 

Although the project will mainly be using a positivist approach due to its focus on reliability, a potential disadvantage is that this philosophy does not focus on the user’s subjective experience. For example, the user might find the webpage complicated to use. To address this, qualitative aspects will be included once the webpage has been developed. The testers, who will be the users of the webpage, will assess the webpage’s effectiveness through structured questionnaires and reviews. By using this mixed methods approach, the data will be reliable, whilst also addressing the user’s experience.  

[bookmark: _Toc144207570] 4.1.2 Approach
This project will take a deductive approach due to its emphasis on the shift from theory to data, certainty, research methodologies, and reliance on quantitative data.  

This approach will be taken as it involves starting with an existing theory. It will start off by checking the status of services that will help pinpoint issues experienced in WCP. Existing theories, such as SOA, SLA, and Fault Tolerance will be used to design and build the webpage. These theories are extremely useful due to their relevance to this project. SOA focuses on reusing services to create applications, SLA outline service standards, and Fault Tolerance aims to keep systems running even when something has failed. By implementing these theories in the design, the webpage can work efficiently.  

A disadvantage of the deductive approach is that due to following a set of rules, it’s sometimes considered rigid. To avoid this, a flexible approach will be taken where the strategies will be regularly reevaluated. Additionally, while a deductive approach will be taken for this project, an inductive approach will be used at the end of development, where service availability data, and user feedback will be collected. 
[bookmark: _Toc144207571]4.1.3 Strategies

4.1.3.1 Literature Review

The project’s aim is to create a webpage that monitors services within a closed off, secure environment. Extensive research has been done on service monitoring, however, there is not a lot of existing information on service monitoring within healthcare settings, such as the NHS. 
There are theories and frameworks that are relevant to this project. For example, Fault Detection, Isolation, and Recovery (FDIR) plays a part in identifying issues and pinpointing the causes. SLAs outline responsibilities and define targets, and Quality of Service (QoS) models measure the overall effectiveness of a service. 

Combining understandings from these theories is vital in developing an effective monitoring webpage. 
4.1.3.2 Software Development
Software Development will be the main focus of the project as a webpage will be designed and developed to monitor service availability. The webpage will be built using a combination of HTML, CSS, and JavaScript, with the addition of C# for backend tasks, such as building controllers and models. C# is one of the main languages used in .NET frameworks, making it a good choice for creating features that involve checking NET and API services. 

4.1.3.3 Survey
Once the webpage has been developed, a survey will be conducted to collect feedback and recommendations from other testers within the team. This survey will include open-ended and close-ended questions. Open-ended questions will provide new and detailed insights and give qualitative data, whereas, close-ended questions will provide the researcher with quantitative data, which will be quicker to compare. A combination of these questions will provide valuable results. Once the data from the survey has been reviewed, the researcher will look to see how they can improve the webpage. 

[bookmark: _Toc144207572]4.1.4 Risks & Limitations
Even though external parties and data will not be involved in this project, there are still factors that could prevent the project from being a success. For example, a lack of time could be a problem. To prevent this, realistic goals will be set, tasks will be broken up and prioritised, and a checklist will be created to make tasks more manageable. 

Another potential factor might be user engagement with the webpage. To prevent this, testers will be involved at the end of development, to give feedback, so that the user experience can be improved if necessary, and to ensure the webpage is used. Documentation will be created to provide clarity. 

Unexpected bugs and service changes could have a knock-on effect on the whole application and webpage. To avoid this, there will be regular reviews and updates to maintain the webpage.

While it’s unlikely for the service endpoints to changes, it’s important to recognise that the application operates within a test environment, as opposed to a live one. Therefore, the environment can never be fully assured due to the fact there’s many interactive services. It’s worth noting that some services under different projects might change. To avoid this issue, it’s key to maintain open communication with other teams within DHCW. 

[bookmark: _Toc144207573]4.1 5 Ethical Issues
There are few potential ethical issues related to the development of the webpage due to the environment being secure and closed off. Restricted to internal application, solely for the development team, it only involves environmental data. No personal or sensitive data will be used. Additionally, double step authentication is required to sign into the researcher’s dedicated work laptop.  

However, it is important to note that surveys will be sent out to testers involved with testing the webpage. These surveys will be strictly anonymous – the participants will be asked to not include their names, email addresses, and phone numbers. Additionally, the purpose of the research will be clearly explained to the testers, as well as their participation being voluntary, and written consent will be obtained. The only person with access to the survey responses will be the researcher, and the data will only be kept during the initial stages of the webpage development. After this, the data will be safely deleted. 

[bookmark: _Toc144207574]4.1.6 Validity, Reliability & Generalisability

4.1.6.1 Validity	
Developing a dedicated webpage to monitor the status of WCP services is a good way to address the issue of identifying downtime with the Welsh Clinical Portal for a number of reasons. These include:

- The status of the services are displayed in real-time, allowing the test team to quickly identify and resolve failures, therefore minimising disruptions – especially important during periods of heavy workloads and approaching deadlines
- The website enables the team to view collect and examine data related to the services. By spotting trends of service unavailability, the appropriate teams can be contacted to examine any underlying issues 
- Having the statuses of all statuses in one place removes the need to manually check each service
- The webpage helps the team focus on other tasks even when something has failed

In summary, the webpage streamlines the process of identifying and resolving service-related issues, whilst not directly fixing these issues. 
 
4.1.6.2 Reliability
A different researcher investigating the same problem is likely to get the same results due to the project’s focus on the positivist philosophy and a deductive approach. This approach revolves around collecting and examining quantitative data, which is objective and predictable. Both researchers would use the same data points, such as the endpoints and service addresses, and should get the same results on the status of the services, providing their methods are accurate. 

Results may differ between different researchers once an inductive approach is introduced at the end of the webpage development, as they may respond to user feedback differently due to its subjective nature. 

4.1.6.3 Generalisability
There are many DHCW systems beyond WCP that are managed by different teams. These systems differ in terms of services and endpoints. However, there are similarities in the datasets. The techniques used in this project, which focus on monitoring service availability, may therefore be applied to other systems within DHCW, so long as they are adapted.  

[bookmark: _Toc144207575]4.1.7 Data Evaluation Methods

4.1.7.1 Data Collection
The service data sources, i.e. the endpoints and service addresses, will be collected to create this webpage. These data points are crucial as the whole purpose of the project is to monitor their statuses.

To validate this data, the application’s endpoint database will be compared against the collected service data sources. If there any are irregularities between the two, they will be identified and resolved. This will ensure that the webpage’s data is accurate. Luckily, these endpoints are not changed very often. 

If the problem arises where enough data cannot be collected, for example, a service’s data source cannot be found, the team responsible for the service will be contacted in the hope of resolving the issue. By collaborating, it’s more likely the issue will be resolved, and as these services are all internal, there shouldn’t be a problem contacting the team. If this is not successful, the webpage will be developed without that service. However, it is important to consider that due to the services being interconnected, this could have a knock-on effect and affect the reliability of the webpage’s results. Therefore, testing is needed, and an agile approach will be taken.

A survey will be distributed, via Teams or email, to five testers at the end of the webpage development. 

4.1.7.2 Data Evaluation
The following statistical analysis techniques will be used to evaluate the project’s data:

- Trend analysis will be used to collect data from different periods to identify patterns within service-related issues. For example, a service may regularly go down during certain times of the day, which may indicate there are issues that need to be investigated (for example, the load balancer may need to be reconfigured)   
- Data visualisation will be used to help evaluate the data by clearly displaying important trends and metrics (e.g. uptime percentages and service response times)
- A descriptive statistic technique will be used to evaluate the service’s response time, and the range of response times. This will allow the team to see patterns within the data.

The data collected from these techniques will be clearly presented via graphs and charts. This will allow the whole team to easily access and understand the data in a quick fashion.

[bookmark: _Toc144207576]4.2 Development Methodology

[bookmark: _Toc144207577]4.2.1 Software Development Methodology OR Other Relevant Major Methodology
The agile Feature Driven Development (FDD) methodology will be used for this project due to its adaptive and incremental approach [15], both of which are important characteristics in ensuring in the success of the webpage. The methodology has five steps, “develop an overall model, build a features list, plan by feature, design by feature, and build by feature [6]”. These steps will be applied to the project like so:

1) A comprehensive high-level view of the system will be created, which will define the scope of the webpage
2) A list of features will be created, for example, real-time display of service statuses, data collection, and data examination
3) For each listed feature, outline the tasks and deadlines needed for each feature
4) Design the webpage based on the features list
5) For each feature, complete the plan e.g. write the code. 

[image: FDD-Model]
[bookmark: _Toc144155856]Figure 5. FDD Steps [17]
There are many advantages of FDD that directly benefit this project. For example, it prioritises quality at each step, ensuring precise updates on each progress, while also minimising overhead and disruptions for the developers [18]. The latter point being particular relevant for the researcher, who is a part-time student who works full-time.  

Another benefit of FDD is that it provides a clear framework, which will reduce confusion among the team, and it encourages communication [19], which is vital considering the webpage’s intended usage within the test team. Finally, it is an incremental process which allows the researcher to make requirement changes throughout the development of the webpage. 
Whilst there are many advantages of using the FDD methodology, there are also disadvantages. Creating a high-level view of the system will be time consuming. However, a flexible approach will be taken and other agile methodologies will be considered if necessary. 

[bookmark: _Toc144207578]5 Resources and Planning
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5.1 Hardware Resources
The only hardware that will be used for this project is a normal networked PC. 
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The IDE (Integrated Development Environment) used for this project will be Visual Studio 2017. GitHub packages, such as ‘Bogus’ will be also be used. Ideas will be also taken from the new ‘Swagger’ GitHub package. Additionally, Azure DevOps will be used to share and review code. 

[bookmark: _Toc144207581]5.3 Human Resources
As the project is designed to be used by all testers once it is fully developed, it is vital that it’s functional and user friendly to all. Therefore, once the webpage has been built, an initial group of five testers within the team will be selected to test the webpage. A questionnaire will then be sent to gather any observations and feedback. They will be contacted via Microsoft Teams or email.   

[bookmark: _Toc144207582]5.4 Project Plan
The Gantt chart below shows the projected phases of the project:
[bookmark: _Toc144155857]Figure 6. Gantt chart - projected phases of project

Having completed the project research, the researcher will next focus on collecting the list of services that will be monitored. The researcher will also strive to understand the service’s interconnections. This step is vital in starting the development of the webpage. 
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