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1.0 [bookmark: _Toc40450734]BACKGROUND FOR THE PROPOSED RESEARCH

1.1 [bookmark: _Toc40450735]Introduction
One of the greatest impacts of the emergence of the internet is the rapid growth of online auctioning. Today online auctioning has become very popular across the globe. Contrary to the traditional way of auctioning where people would travel to a different market, today, both sellers and buyers meet at the comfort of their homes via online auction systems. These systems have made it possible for anyone to access auction services at any given time. Online auctioning has provided consumers or buyers with an opportunity to access a wide range of products, some of which they could not have accessed in the local market (Aldaej 2018). These systems also have allowed the sellers to accumulate a wide consumer base around the globe or specific markets.
Although online auction systems have improved how people do business via electronic commerce, there are exist a threat of cyber threats against such systems. Today auction systems are one of the main targets for cyber fraudsters. With the current auction systems, there are many loopholes that anonymous users can use to exploit innocent clients or sellers. Some of these include having sellers who fail to deliver the product to the buyers after payments, forged bids from bidders who fail to pay for the products delivered and extortion by the auctioneer to influence the prices of the products. Also, the fact that in most of the online auction systems, anonymous users can easily register to the system, which puts the entire security of such systems in jeopardy. Therefore, to address all these loopholes, there is a need for a secure online auction system to protect both the sellers and the buyers from cybercrimes (Somani, Bobade, & Sharma 2018). 

1.2 [bookmark: _Toc40450736]Literature Review
Online auctioning is an internet-based platform where buyers and sellers negotiate on the prices of products and services.  In every auction, some rules and guidelines govern how resources are allocated, and the prices involved stand on the bids presented by the attendants. In any auction, the product or services is sold to the highest bidder. In traditional auction before the emergence of online auction systems, there existed three levels of auction personnel, which were buyers, auctioneers, and sellers. The auctioneers acted as middlemen between buyers and sellers, and they use to sell products to the seller on behalf of the sellers.  In this setup, the seller would choose an auction market based on various things, which included services being offered, commodity insurance, terms of payment, reliability, among others.  All the three participants, that is, the buyers, sellers, and auctioneers, would then meet on a physical market at a given day to sell and buy commodities (Zajicek 2016). This process involved a lot of processes and was time-consuming, not to mention the customer base was not big, considering that most of the consumers would be from the neighboring villages or surrounding. 
With the introduction of the internet, the online auctioning platform was created. This platform has taken auctioning activities by storm because it has simplified the process and ensuring that there is an expanded market for both the buyers and the sellers. An online auction system allows the seller to register with more than one online auction system. They posted their item by giving a detailed description of products, and how much stock is available and pricing at the comfort of their homes without having to travel. The buyers then may access the online auction system at any given time and place their bids.
 Upon reaching an agreement, the payment transactions are done online, and the products delivered to the address by the buyer. This online auctioning has improved the suctioning services by reducing the physical interactions as it is the case in traditional auctioning and hence reducing the cost of doing business between participants. Although this platform has become widely used across the globe, there exist some drawbacks which if not addressed, could lead to security issues. Most of the existing online auction platforms allow sellers to post their items. Still, they do not carry out a verification process to a certain that the posted item is available and that the description provided is accurate hence causing trust and security issues during the transaction process.  These systems have adapted various online payment methods, which include PayPal, use of credit card, and mobile money transfer, which, if not well secured, could be used by cybercriminals against the clients. 
Since the emergence of the online auction systems, there has been a great impact on the world's market as the effect and influence of this platform can be felt across the globe (Banks 2006). According to a research carried out in 2014 by European Fine Art Foundation, sales worth 2.8 billion euros was accumulated from online art industry, this translated to 6% of the sales made worldwide hence showing how rapid growth of online auction platforms (Bhamare, Chame, More & Rindhe 2018). As online auctions gain popularity daily, in recent days, there has been quite a huge number of successful online auction systems with eBay leading the way. According to research carried out in 2010 on the most successful online auction systems, amazon and eBay emerged the most liked online auction system by the majority of the clients (Mishra 2010). Amazon was reported to have 310 million customers, while eBay had 167 million customers by 2019 (eDesk 2019). These figures are quite big, and that means there is a huge potential market for any item posted in either of these sites. Most of these online auction platforms are open to the public, and they act as a meeting place for the buyers and the sellers. Ideally, such sites allow sellers to post their items, and once the auction process has been done, the rest is left to the buyer and seller to process the payments, and hence this leads to trust issues, especially on the transaction process. This creates many frauds associated with an online auction, some of which may include failed deliveries after payment has been made, wrong product description hence leading to wrong items being delivered, influence in prices by placing fake bids among others.
1.3 [bookmark: _Toc40450737]Existing Systems
There exist various systems that are being applied currently to curb some of the online auction frauds. Some of these existing technologies include:
1.3.1 [bookmark: _Toc40450738]Authentication mechanisms
According to a publication by the Australian Government, most of the online auction use users' email addresses and their password for the authentication process (Australian Institute of Criminology 2007). Some of the sites have even implemented SSL/TLS connections to allow encryption of the passwords to curb password capturing or eavesdropping. This mechanism has, however, not been effective as it is still possible for the user's password to be obtained using keyloggers.
1.3.2 [bookmark: _Toc40450739]Reputation mechanisms
The reputation mechanism has been put in place for online auction sites such as eBay to instill good behavior amongst the users. This mechanism allows a registered user to rate another user for the condition of services provided. The ratings can be positive, negative, or neutral depending on the interactions the users had amongst each other. Although this mechanism is aimed at boosting transaction trust, it can still be manipulated to inflate auctioneer's reputation in the case where sellers and bidders collude together hence making not the best way in handling online auction frauds.


1.4 [bookmark: _Toc40450740]Problem Statement
Based on the study above, it is, therefore, necessary to develop a proper and secure online auction system that has legitimate users who are not just identified by their emails and passwords. Before any exclusive access is given to both the bidders and the products, both the buyers and sellers information need to be verified first using their valid passport or identification numbers, which can easily be tracked in case of fraudulent activity. Also, every time the users log into the system, an OTP will be sent to their mobile phones before they could access the products and bidding platforms.
1.5 [bookmark: _Toc40450741]Objectives
The main objective of this proposal is to build up a more secure online auction system where all customers feel free to transact without having any trust issues. All the registered users and the products will be verified before any bidding can take place. Notably, to improve system security, the following objectives will be met:
· Authorization and verification of all the products, their description, and availability before they can be approved for the auction.
· The secure registration process for all the users by collecting more information than just the email addressed
· Verification of all the users during login by sending an OTP to their registered phone numbers
· Users interaction section to discuss more on the products


1.6 [bookmark: _Toc40450742]Deliverables
This study aims to develop a secure web-based system for online auction using PHP programming language. The final system will have a secure login functionality with OTP verification, user's interaction forum section, registration functionality with a validated passport, or identification number that can easily be tracked.  	

2.0 [bookmark: _Toc40450743]RESEARCH & DEVELOPMENT STRUCTURE

[bookmark: _Toc40450744]2.1 Research strategy
This project involves both types of research methodology. It will also involve the use of primary data and secondary data sources to collect the relevant information needed for the development of the proposed system (Jilcha Sileyew 2019). 
[bookmark: _Toc40450745]2.2 Sample Population Size
During this research, the population size of 80 people will be used for data collection. These 80 persons will further be grouped into three that is buyers, sellers, and auctioneers. The sample size will consist of 40 buyers, 30 sellers, and ten auctioneers with knowledge on online auction systems sampled randomly from the registered users mostly from amazon and eBay sites.  This research will also involve analyzing the operations and functionality of two online auction systems to identify more vulnerable points (UK 2018).


[bookmark: _Toc40450746]2.3 Data Collection Techniques
The data collection methods will involve online interviews via mobile/skype calls, distribution of online questionnaires to the respondents via emails. The questionnaires will be targeted to sellers of the products, while for the buyers, both the questionnaire and interview data collection methods will be used. Another data collection mechanism will be observation and recording during our interaction with the two chosen online auction systems.
[bookmark: _Toc40450747]2.4 Development Structure
This research will use the Rapid Application Development (RAD) approach to develop the proposed system.  This approach is characterized by the rapid development of prototypes and formulating deliverables in iteration (Powell-Morse 2016). This software development approach has four phases that will be very important in the proposed system’s development.
                                         [image: Rapid application development - Wikipedia]
Figure 1: The 4 Phases of Rapid Application Development Methodology

Planning Phase – This is where the project requirements document for this project will be formulated. All the functionality and nonfunctional requirements for this project will be defined here.
User Design – This is where the system design or architecture will be defined using the data collected from the respondent. All the functionalities will be represented graphically using diagrams. It is in this stage that ER diagrams will be created to show how the database for this project will be developed.
Rapid Construction – This is where the development of prototypes will start. Here the actual development of the system (coding), testing, and system integration will take place. This phase will be characterized by iterative development of the prototypes until the final product meets the laid down requirements.
Cutover – Once the development of the proposed system is done, then the secure online auction system will be moved to a production state where more testing will be carried out as well as training of the personnel.

[bookmark: _Toc40450748]2.5 Risks/Limitations/Ethical/Legal issues

Honesty and Integrity – This is an ethical issue that, during the research, we are likely to face from our respondents (Resnic 2015). Some may choose to fake data to do away with the research questions. To mitigate this, the researcher will formulate questions that are objective and sample the right, accurate, and useful data from the respondents.
Carefulness and Objectivity – Sometime during research, it is possible to be biased unknowingly and forgetting the crucial role played by other parties involved (Resnic 2015). In this research, therefore, the researcher will ensure that all participants from the three categories are involved in the data collection process to obtain credible information.
[bookmark: _Toc40450749]2.6 Data Analysis

[bookmark: _Toc40450750]2.6.1 Quantitative data
All the responses obtained from the questionnaires were coded to SPSS 20.0 software for identification, classification, and assignment of numeric numbers (Jilcha Sileyew 2019). Other software used in analyzing the collected data was excel, Microsoft Word, and other software for graphical representation of the results obtained. 

[bookmark: _Toc40450751]2.6.2 Qualitative data
The qualitative data obtained from interviews and observations were used for the triangulation of the quantitative data (Jilcha Sileyew, 2019). The reports generated from this data was used to support the findings obtained after the analysis of the quantitative data.



3.0 [bookmark: _Toc40450752]RESOURCES & PLANNING
[bookmark: _Toc40450753]3.1 Resources required
The following resources will be required to implement this project (Pallavi 2018):
[bookmark: _Toc40450754]3.1.1 Hardware Requirements 
A computer with the following minimum specifications will be required to develop the proposed system:
· Processor Speed – 2.2GHZ
· RAM – 3 GB
· Hard Disk Space – 250 GB
[bookmark: _Toc40450755]3.1.2 Software Requirements
· Licensed Dreamweaver editor
· Web browser
· Xampp Server
· Microsoft Office
· Operating System – Windows 8 and above
The software programming required will be PHP, CSS, HTML, MYSQL, JavaScript, and Bootstrap framework.


[bookmark: _Toc40450756]3.2 Project Planning Gantt Chart

The Gantt chart is one of the most famous and helpful ways to view operations, tasks, or events on time. In the left side of the chart there is the list of activities broken down in detail with the use of WBS (word breakdown structure) and at the chart’s top there is a relevant time frame reflecting the time required to successfully complete each activity. Each process is defined using a segment; the segment’s direction and length indicates the period, launch and completion date of the process (What is a Gantt Chart? Gantt Chart Information, history and Software, 2016). As shown in Table 1, the time frame for this project is ninety days, project splitted into manageable tasks proportional to project’s length. 
[image: ]
Table 1: Project Planning and Gantt Chart
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