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Abstract
This research has developed an e-commerce website primarily aimed at new developers and small business owners. The website development project has adhered to a Design-Build-Evaluate process to develop a viable, usable, and secure site. The site has utilised technologies widely in use today, such as Python Flask for the backend development, SQLite for the data storage, and Bootstrap for mobile responsive design. The website has introduced significant e-commerce website functionality, such as user registration, user logging in to the site with session management, product search, shopping cart functionality, and the ability to submit reviews on products. Additionally, a back-end section has been developed for content/product administration. The design websites, such as Shopify and Wix, have been explored to assist in the overall outline of the project, as well as conducting risk analysis and system investigations to ensure that the outlined plan was feasible and secure. The design of the system to date has been to build up into a functioning system in small steps, using a modular code design structure, and simple usability tests have been practicable and informative. The project has provided beginner-friendly coding techniques, along with GitHub for code management and Render for the online deployment of the project. User tests indicated that the system has easy to use, quick to respond, and suitable for its target audience. Improvements such as email validation and better access for the disabled have already been in the pipeline for upcoming versions. The work demonstrates a straightforward, learning-based method to acquire elementary web development skills by executing real-world assignments. Along with that, this emphasises an iterative learning process, where in each development phase, it will help to understand the concepts of database integration, routing, and Python Flask more clearly. This project will follow a modular architecture that allows the application for future scalability. In future features, such as data analytics, inventory tracking, payment processing, and AI suggestions for products, can be added to the application. This project will assist the students in making more complex full-stack applications and provide a solid foundation in Python-based web development.
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Aim: 
To create and implement an e-commerce website that facilitates secure user registration, user-friendly product browsing, cart support and a moderated review system, using adequate tools that are suitable for beginner developers.
Objectives: 
· [bookmark: _heading=h.t3jbwn7d3i6w]To investigate and operate existing basic e-commerce platforms to explore the design conventions and identify core functionalities for small business stakeholders. 
· To investigate and build an account security system allowing for user registration, login, and session data usage. 
· To investigate and design user-aware product interfaces with cart operations utilising front-end and back-end programming languages.
· To evaluate usability and user experience using informal testing.
Motivation
The rationale for the selection of developing a basic web-based e-commerce platform arose from the increasing expectation around accessible starter products in the web development domain, especially regarding digital entrepreneurship. It was noted that there are many big global players like Amazon and Shopify in the e-commerce world. However, there is a massive gap for smaller businesses, solo entrepreneurs, and first-time developers looking to have an online presence without having to know lots of advanced technologies [28]. 
The development of this project was loosely based on the desire to provide entry-level web development experience for first-time developers. Feedback from tutors and industry professionals had previously stated that learners had difficulty incorporating mission-critical systems, such as cloud-based AI or dynamic pricing algorithms. Thus, this project aimed to assist beginner developers in acquiring basic, essential web development skills like HTML, CSS, Flask, database handling, and build functional platforms replete with base-level skills. It aims to encourage students' confidence, innovative skills, and independence by providing a practical experience that reflects real-world development issues.
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· Research on the Problem Domain
This research study's domain concern is small-scale e-commerce sites, providing digital access to micro-enterprises virtually, as well as individual entrepreneurs who don't have the technical wherewithal. Digital technologies have proven indispensable to business expansion, as e-commerce, although larger, less skilled ventures can be considered, smaller ventures can face challenges implementing an integrated technology solution.  All of the various literature considering small-scale e-commerce explicitly focusing on user access concluded that very basic e-commerce systems that enable product viewing, shopping cart transactions, user sign-up, and feedback through ratings and reviews play a crucial role for conversion and engagement [25].
The result highlights the importance of functionality, clarity, and simplicity during the design of e-commerce applications for SMEs. Small businesses have limited resources and do not have a dedicated IT help team as an MNC would have [29]. Along with that, the technical expertise of the employees is limited in SME’s. Hence, it is crucial to build a user-friendly interface requiring low maintenance backend. Research has shown that if the interface is complex to navigate, users tend to abandon the platform. It is crucial to ensure an optimal use pathway through a platform is part of the business requirements.
Furthermore, the literature has outlined that the factors, such as secure login, transparent reviews of products and services, and responsive customer service, help in increasing user engagement. These features can ensure user trust and provide online visibility to the business. The mobile responsive design should be considered as user engagement on the online e-commerce platform, as mobile phones are increasing [30]. Balancing these observations, this research project aims to provide a solution that is sound both technically and based on user-centric design principles. The goal is to help SMEs in the digital economy without making technology a restriction.
Evaluating Existing Examples
Wix and Shopify are both popular e-commerce platforms that deploy simple-to-use solutions rapidly, but the major technical elements that are associated with web development are abstracted away [31]. It limits the chances for professional developers to learn development and gain insight into these backend systems. Comparatively, WooCommerce and Magento provide more personalised modules; however, these systems have more complexity as they have a higher threshold for learning and manipulation that is required to fully use these systems. Even though the previously mentioned frameworks structure businesses based on various needs and expectations, they do not provide an easy entry point to e-commerce for new developers.
This indicates the requirement for knowledge resources and systems offering a degree of complexity unlike Wix or Shopify. Although their simplicity helps in speedy deployment often limits adjustments and modifications to the visual elements of the framework. Additionally, it hides its underlying technical architecture, that can deeply inhibit developers from the way web applications function. WooCommerce and Magento, on the other hand, provide better systems for developers and ensure flexibility and fluidity [32]. However, it can be too complex for the new developers to navigate, while navigating all aspects of site development, and the oversaturation of capabilities with their learning curves. As a result, a more straightforward, practical method utilising frameworks such as Flask enables inexperienced developers to acquire fundamental abilities while still interacting with practical e-commerce features in a controlled setting.


· Analysis of Tools Required
The selected tools aim to streamline some of the development processes for the project while still allowing inexperienced developers to engage with the most fundamental technologies. Flask is used as a backend development tool because it is a simple and powerful Python framework. Flask is very easy to install and use, and contains everything that is needed to create user registration, cart management, and review systems. SQLite is used as a very lightweight relational database and stores all relevant data, such as products, users, and reviews. Bootstrap helps ensure that our platform will be responsive and easy to view on mobile devices, while GitHub is the ideal open-source repository and website for version control and collaboration [26]. 
Along with their ease of use, these tools have been selected for their scalability and practicality. The modular design of Flask makes it a great choice for prototyping and iterative learning since it lets developers bring in new features one at a time based on their requirements. SQLite provides all the necessary relational functions and requires low setup time, that makes it a perfect choice for local development and testing [34]. Bootstrap's extensive component library enhances design consistency across all web pages and accelerates frontend development across various devices with varying screen sizes due to its responsive nature [33]. GitHub's team-working tools, such as issue tracking and pull requests, foster collaboration and code quality at the same time. All the resources combined provide a development environment that is friendly for beginners and can provide support in making big and high-quality projects.
· Software Development Lifecycle 
The project follows the Design-Build-Evaluate approach utilising a simplified Software Development Life Cycle (SDLC) model specifically for use in education. The first phase, the Design Phase, incorporates requirement analysis and planning the system, including wireframes and prototype user-flow diagrams for both users and administrators. The Design Phase provides a specific and concrete understanding of feature scope and page navigation. The Build Phase employs an incremental approach, starting with the core modules based on use case scenarios. These scenarios include being able to register and log in. The spokesperson of the organisation will identify the items that appear on product display pages, shopping cart capability, and review systems [27]. 
Each module is tested in isolation before being integrated into the final product. To program the backend system, Flask and SQLite are used for the database, while managing the front end using the Bootstrap platform and HTML/CSS [4]. It will use GitHub to keep a history of the code changes during the development for managing usage and version control. In the Evaluation Phase, the feedback will be summarised and documented to be used to make improvements to the interface and the logic flow of the system. This iterative cycle will allow us to continuously improve and develop the system to satisfy both educational and functional aspects. The SDLC approach is important in that it encourages structured thinking and understanding of project management throughout the development process. 
The importance of the SDLC process is leveraging systematic thinking as well as project management comprehension procedures during the time of development lifecycle [35]. Similarly, it can provide a structured approach to development, helping developers to remain structured as well as focusing on the result of the development. During the phase of Design, user stories and user personas were established to support the understanding of the target audience’s expectations and requirements [36]. The artefacts make sure the interface can be guided through transparent navigation and user-centric development. Version control was implemented using GitHub to boost rollback capabilities and seamless collaboration during the building phase. This is integral for integrating features and effectively diagnosing problems. 
However, the modular development approach can delegate several cart management tasks, supported parallel workstreams, authentications and product displays to be tested and developed of one another [37]. This reduced the risk of system-wide failures and increased overall efficiency. An informal usability testing session with peers and mentors can provide a valuable opportunity for input collection during the evaluation phase. Participants were involved in this task to perform, as well as their interactions were noted to better assist in recognising pain points and usability issues. Improvements were made to layout, button placement, and error handling as a result of the new insights. Similarly, the finished product provided assurance to be in line with user expectations and instructional objectives thanks to this ongoing feedback loop.

[bookmark: _Toc212470394]Methodology
The research emphasised a Design, Build and Evaluate process to develop a simplified e-commerce website for educational purposes. The design phase includes interface structure and mapping out user flows. The build phase applied coding the backend logic using Python Flask, data storage in SQLite, and the responsive UI created using Bootstrap [2]. Features of this e-commerce website include product browsing, user registration, cart activity and a moderated review system [38]. Informal usability testing was used, as well as asking peers for feedback, that helps clarify functionality or enhance user experience in the evaluation phase. Alongside evaluation, design decision-making was leveraged through a literature review and review of existing platforms to make sure that the system is planned for novices and pedagogically productive.
The structured methodology would simplify the process of development and support crucial learning objectives for novice developers. Practical coding and evaluation would be easier for the student developer to focus on learning point of view at a time and make corrections to enhance the final product by dividing the project into discrete stages, such as conceptual design. The Design-Build-Evaluate cycle is another crucial teaching method as it mirrors the actual development process. For example, Peer review helped to discover usability issues that had been overlooked during the evaluation stage, such as inconsistent styling or unclear navigation, that were repaired in subsequent versions. This iterative refinement not only stresses the importance of user-centred design and continuous improvement but also leads to an end product that is practically useful and pedagogically sound.
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Requirement Analysis: 
· Functional Needs:
To address the central functions for small business participants:
User Sign-Up and Login
· The sustained login access is conducted through Flask login with session management. The convenient and secure Flask-Login extension is applied for keeping the user logged in across several pages and successfully maintaining the session of each student. It can focus on tracking users those are logged in, redirecting after login and protecting the restricted routes.
· The user account of the website is created with a hash password to protect the personal details of the account. User credentials are stored securely by hashing passwords, because the plain-text passwords are never saved to the database.
Product Catalog
· Product pages are structured from the data in the system, and each of the products' information is fetched from the SQLite database using Flask queries [39]. It ensures that all the updates that are required are made by the admin of the database, such as new product additions or price changes, those are instantly reflected on the e-commerce website. The application of templating with Jinja allows for consistent and transparent rendering of the product across the interface of the website.[17].
· Customers have access to view the specifications of the product and product details. Users of the website can browse the products through keywords or categories in the dynamic product catalogue of the website. Every individual listing represents basic details of the product such as name, price, image and a detailed description. Making better purchasing decisions is upgraded through clicking on the product, redirecting to a page that presents the details view, such as specifications, availability and reviews of other users.
Shopping Cart
· Add, change, or remove the number of products. Dynamically interacting with the cart allows users to change quantities of the product or remove items altogether if they want to. These activities guarantee that the cart reflects changes in real time by leveraging Flask routes to initiate backend updates. This feature mimics typical e-commerce activity and enhances user control.
· To briefly store cart data, a session can be used. Users can keep their selections across pages without needing to do database writes right away due to the cart data is momentarily saved in Flask sessions. This technique is lightweight and effective, making it perfect for temporarily storing data as well as the time of browsing.
· Checkout Summary that can be shown and redirected to the “My Orders” Page. A summary page represented all selected items, quantities, and total cost appears at the time consumers continue to the checkout process. Users are taken to a customised "My Orders" page, their they can check previous purchases and track the status of their orders after the order has been confirmed and saved to the database.

Review System
· Registered users can submit reviews and assign star ratings to products. Product reviews can be submitted by authenticated users by choosing a star rating (usually between 1 and 5) and writing a comment. By presenting actual experiences and viewpoints, this feature promotes user interaction and aids in gaining the trust of prospective customers. 
· The ratings and reviews are stored in a database, and they are connected to the specifics of both the user and the item. In the SQLite database, each review entry is associated with the relevant product and user via foreign key relationships. In addition to facilitating moderation and analytics functions like average rating computations and user activity monitoring, this relational structure makes it possible for reviews to be efficiently retrieved and displayed on product pages [18].
Profile Management
· Users can easily modify their profile through navigating to the profile section. Users can modify their name, email, and password. Through the safe use of Flask route in the backend. Additionally, it adds proper validators in the frontend part for handling the errors securely. It maintains the DB without compromising the integrity [46]. 
· Users can delete their profile securely permanently due to privacy and data control reasons. Deletion of the profile will delete the profile data from the SQLite database, including login information and personal records. Users can rest assured they are performance is verified via a reliable verification process that ensures inadvertent deletion will not take place. 


Admin Controls 
The admin dashboard provides a means for admins to control content. 
· Admins can add, update, or delete resources or content. Admins can flag or delete questionable reviews. 
· Admins can view all the users registered in the database, update their accounts. Admins can also delete a specific user if necessary.
The idea of this design came from the overview of the organisations such as Etsy, basic Shopify, and many other sites. They are selected for the reference due to their core web development methods implementations and, secondly, they are relatable for business applications. The product catalogue gives the opportunity of displaying dynamic content and querying a database; the shopping cart deals with session management and maintaining state; the review system conveys relational data modelling and moderation of user-generated content; user authentication gives students an opportunity to think about handling and encrypting secure data. While the admin dashboard introduces role-based access control and CRUD operations, the profile management goes one step further with personalisation options while also addressing privacy.
Non-functional Requirements: 
Directly linked to the project's goals for accessibility, security, and scalability, if suitable for development.
	Requirement
	Description

	Security
	Security precautions include limiting access to administrative functions through role-based access control and hashing user passwords using safe algorithms such as SHA-256 or bcrypt. Even in educational prototypes, these procedures aid in safeguarding private information and preventing unwanted access.
[19].

	Usability
	The interface is simple and responsive, due to the use of Bootstrap, and should be easy for people to navigate. Using Bootstrap's grid structure and components, the interface is made to be simple to use and intuitive. Users without prior technical knowledge can interact with the platform thanks to its minimum cognitive load, uniform styling, and easy navigation.

	Responsiveness
	The front end has a responsive design and was tested on both desktop and mobile devices. The front end can adjust to different screen sizes and devices because it is fully responsive. To guarantee a smooth cross-platform experience, it has been tested on PCs, tablets, and smartphones.

	Performance

	SQLite databases offer quick read and write speeds for smaller datasets. SQLite databases are perfect for lightweight applications because they provide quick read/write operations for tiny to medium datasets. In order to guarantee seamless user interactions and reduce load times, the system is optimised.

	Maintainability
	The project utilises Flask Blueprints and modular templates to facilitate easier updates in the future. Separating concerns is encouraged by Flask blueprints and modular Jinja2 templates, which facilitate codebase management, debugging, and scalability. Future improvements can be supported by this structure with little interference [20].

	Deployability

	The project is on Render for cloud access and uses GitHub to manage the code. While GitHub guarantees strong version control, collaboration, and continuous integration features, Render offers cloud-based access for the project. This configuration mimics deployment processes found in the real world.

	Beginner-Suitability
	Flask, Bootstrap, and SQLite are all beginner-friendly tools with good documentation. Beginners can use the chosen stack Flask, Bootstrap, and SQLite, because it provides a wealth of documentation and community assistance. With the help of these resources, students can concentrate on important ideas without becoming bogged down by details.


The goal is based on technology options that were selected to be understandable and easy to use for new developers and developers with some experience. Tools like Flask, Bootstrap, and SQLite were particularly picked because they expose students to real-world programming techniques while providing a gradual learning curve. Beginners may understand backend logic without being overwhelmed by complexity because of Flask's simple structure. Bootstrap makes front-end development more accessible by streamlining responsive design. SQLite is perfect for understanding relational databases and does not require any setup. When combined, these tools produce a development environment that is both pedagogically sound and easily accessible.
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[bookmark: _Toc212493835]Figure 1 Self-created use-case diagram
The use case diagram shows how three user types, Guest, Registered User, and Admin, interact with an e-commerce system. Guests can look at items and create an account or log in. After registering, users can add items to a cart, complete the checkout process, post reviews, and log out. Admin can log in, add or edit products, delete unnecessary reviews, and log out of their accounts. In order to grant each user type access to only the features, functionality, or material that are specifically designed for that user type, the figure shows access in connection to roles. This will enhance functionality and enable proper operation of the software. Additionally, it serves as a starting point for comprehending the operational functionality required for development.
Since security is currently the top issue, we have introduced some level of access structure to the software application in addition to user and admin roles. In order to distinguish between the admin and user logins, we have put session tracking into place. This allows all user types to access responsibilities that are specific to them, and only administrators can create or modify goods or user account details. It's crucial to save the user type after signing in so that the right models may be dynamically loaded and the user only utilises the available functionality. This version, which focuses on defining roles and functions, will improve security, handle permission statuses less, and match our use case diagram. Additionally, it enhances maintainability by enabling developers to firmly implement access control throughout views and templates.
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The successful implementation of the online shopping website needs to have a set of hardware and software resources to ensure smooth development, deployment, and usage. The requirements are kept minimal to link with the lightweight nature of Flask and SQLite.
Hardware Requirements
1. Processor: A dual-core processor (Intel i3 or equivalent and above) to handle application logic and database operations efficiently.
2. Memory (RAM): Minimum 4 GB RAM to support concurrent tasks such as running the database queries, Flask server and browser operations [15].
3. Storage: At least 10 GB of free disk space to store source code, database files, product images, and dependencies.
4. Display: A resolution of 1280 × 720 or higher to properly view the responsive Bootstrap-based interface.
5. Network: Stable internet connectivity for GitHub version control and package installations.
In order to guarantee accessibility for developers and students using entry-level laptops or personal computers, these hardware requirements have been purposefully kept low. A local development server, Flask routes, and lag-free basic database operations may all be carried out with the dual-core processor and 4 GB of RAM. In addition to the program files, the storage need takes into consideration media assets, such as product photos and review data, which may increase with time. A minimum display resolution supports usability testing by guaranteeing that the Bootstrap-built responsive design displays correctly on a variety of devices. A crucial component of the development process, dependable internet access is required for pip dependency installation, GitHub code submission, and update deployment to cloud platforms such as Render.
Software Requirements
1. Operating System: Compatible with Windows 10 or later, Linux distributions, or macOS.
2. Programming Language: Python 3.x for back-end development.
3. Frameworks and Libraries: Flask for server-side logic, Flask-Login for authentication, SQLAlchemy ORM for database handling, and Bootstrap for front-end design (Nico, 2021).
4. Database: SQLite3 for lightweight relational data storage.
5. Development Tools: Visual Studio Code is used to develop the website.
6. Web Browsers: Google Chrome, Microsoft Edge or Mozilla Firefox for accessing and testing the application.
In general terms, Basic specifications consist of hardware components (processor, RAM, storage) and software components (Python, Flask, SQLite, Bootstrap) that make development easier. Specifications considered "Basic" are small-scale and are for systems that can either be developed and deployed without enterprise hardware requirements, but can still use the software tools that most users can access.
The selection of these software specifications was made with the intention of maximum compatibility with ease of use, and minimum setup requirements for beginner developers. The flexibility of the operating system means contributors can develop across multiple platforms without any confining configurations. Python 3.x is a popular language for educational projects because it has a low entry threshold for accessibility and readability. Flask, a micro-framework, also contributes to low thresholds for design flexibility and speed of development. Flask-Login and SQLAlchemy ORM communicate well with databases to establish a database interface and maintain users' authentication, and do not over-complicate the workflow, if students do not want to go beyond the use of a database as intended. By using pre-built components and responsive design features, Bootstrap improves the user interface without requiring a deep understanding of CSS. Because of its integrated terminal, lightweight design, and support for Python extensions all of which enhance productivity and debugging Visual Studio Code was selected. Well-known web browsers like Chrome, Edge, and Firefox guarantee consistent rendering and facilitate extensive cross-platform testing. When combined, these resources offer a strong and accessible programming environment that lets students concentrate on fundamental ideas while developing a working e-commerce application. In the event that developers want to add more sophisticated features to the system, the stack also facilitates future scalability.
[bookmark: _heading=h.9aky6ed1e511]
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Conducting risk analysis for any website is important to protect the site from cyberattacks, performance issues, or downtime issues. These factors can adversely affect user satisfaction and affect the business of the e-commerce organisation [6]. This segment assesses various risks that can negatively affect the application, which are, for example, technical, security, data loss, project management, and performance risks.
	Risk
	Probability of the Risk
	Impact
	Mitigation

	Technical
	Moderate
	Incompatibility between various Flask extensions and third-party libraries can cause a system crash. It can delay the page loading, that can affect the user experience.
	A requirements.txt file can be maintained to list all packages necessary to deploy the website with their respective versions. This can be updated with time using pip to eliminate the chances of system failure [7].

	Security
	High
	The system is vulnerable to potential cyberattacks, such as phishing, SQL injection, or Cross-site Scripting (XSS). This can lead to data loss or compromise data integrity. Confidential data breaches can affect the trust of customers in the company. 
	The unauthorised accesses must be restricted to ensure data safety in the database. This can be achieved by using security to store hashed passwords in the database (techmonger.github.io). Additionally, Object Relational Model (ORM) architecture can reduce the chances of SQL injection and secure the system from cyber threats.


	Performance
	Rarely
	Web Traffic is another important factor that can impact the system's performance in the future. Website traffic refers to the volume of users accessing a website (airfocus.com). Excessive traffic can slow down the server and increase downtime. Sometimes, Distributed Denial-of-Service (DDoS) attacks can hamper the performance of the system and lead to user frustration.
	Multiple servers (CDNs) can be used to deploy the website in the future to prevent a system crash from excessive website traffic [10]. Proper indexing and optimised queries can streamline the deployment.

	Project Management
	Rarely
	Every project needs proper documentation for future reference. If the code is not documented properly, it can create issues for future developers to make any necessary changes in the source code. Hosting without proper testing can lead to bug identification after deployment.
	A thorough test can be carried out to find out any bugs present in the source code and solve them. Conducting periodical checks for the system to ensure the website is bug-free can help significantly.

	Data Loss
	Moderate
	All data is stored in an SQLite database. There can be impacts on the company's reputation due to accidental deletion of records or data inconsistencies within the database [11].  This kind of data loss can generate a substantial loss for the company in terms of lost money and reputational value. The Orders, Products, and Reviews data is invaluable to the company for future trend analysis. If the historical data is lost, this can lead to customer dissent.
	A Regular data backup can significantly reduce the chances of data loss.



Reducing risk is critical to the safety of the company, its customers' happiness, and its future growth potential. Following the common practices it has suggested will assist in reducing the risk of the system being created. An experience regarding the aspects involved with risk analysis in education, this activity helps students see the importance of thinking proactively as well as the resiliency of a system. The developers will be able to look at the project from an exploratory angle, considering the technical aspects such as scaling, data security, and user trust and the actual problems faced in the industry. Risk management is a dynamic process that is continuously varying and cannot be regarded as static. The choice of the parameters for performance data collection will vary over time, and new threats will arise. Code review, auto-testing, and logging features will assist in diagnosing problems at an early stage in the procedure. Using Render for code deployment and monitoring from the very start ensures the reliability and stability of the system.
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Design
An e-commerce website will be developed to offer an intuitive, responsive, and most importantly, safe system for its users. Consequently, it would be a shared experience for both users and administrators. The front-end technology will be HTML, CSS, JavaScript, and Bootstrap, as well as the back-end technology will be Python, Flask, and the Relational Database will be SQLite [12]. The site will focus mainly on providing an intuitive shopping experience to the user and giving the administrator sufficient power to edit portfolio products, delete users, and remove unnecessary feedback [50].
There will be a major focus on designing the e-commerce platform so that it provides a safe, intuitive, and responsive experience across different devices - desktop computers, tablets, and mobile phones. This will increase user and admin interaction with the site and provide access to a larger audience. The front-end stack (HTML, CSS, JavaScript, and Bootstrap) was selected due to its ease of use and can be employed to rapidly create aesthetically pleasing, responsive user interfaces. Bootstrap employs a grid system along with its pre-designed components to ensure the uniformity and organisation of design.
Python Flask is a powerful and, at the same time, light framework for building server-side logic on the backend. Its modular nature is what makes it very suitable for educational applications, as it allows for easy scaling and maintenance. Due to its very low setting requirements and being suitable for small-scale applications, the choice of database was SQLite. The technologies are thus connected nicely to enable the seamless interaction of the backend and the user interface.
The system provides the administrators with all the necessary tools to handle user accounts, control reviews, and manage product listings. The system is designed to super-user super-user-friendly and effective, hence the underlying concept is to lessen the load of the administration while maintaining the control of the platform content. All in all, the design has gone for a compromise between the user-friendliness and the technical functionality, making it both advantageous and pedagogically sound throughout.
App Interface and Website CSS Template
Bootstrap plays a crucial role in a clean, mobile-responsive design for the UI of the website. The navigation bar is always available on every page for accessing the homepage, login/logout, shopping cart, and user profile [13]. The homepage contains a grid of all products displaying images, descriptions, categories, and prices. All buttons are styled using Bootstrap classes to provide appropriate accessibility and consistency on all devices [14]. This design is mobile-responsive, meaning the user can interact on smartphones, tablets, or desktops without any issues. Regardless of the platform used, users can easily browse, buy, and manage their accounts as needed because of this mobile-first approach. By using the inherent elements in Bootstrap, modals, alerts, and cards, an attractive interface that is also interactive is produced. The grid layout also accommodates different screen sizes without requiring separate code bases for mobile and desktop views, and maintains readability and functionality. Form styles and consistent buttons obey inclusive design guidelines and improve accessibility for people with motor or visual issues. Implementing responsive tools and standardised elements in Bootstrap provides the website with a professional look and feel, being easy to maintain and develop in the future.


Artefact Design and Storyboard
The storyboard illustrates two types of users: users and administrators.
· User Flow: 
Customers first need to create an account by entering a username, an email, and a password. After creating an account, the customer will sign in to their account in the app using their email and password. Once the user signs in, they can add items to their cart, view product details, review products, and view previous orders. The shopping cart feature provides the customer with the possibility to change the quantity of all items within their cart, and at the same time, allows the user can buy every single item. The customer may complete a product review by submitting the review and or rating it with stars altogether. Besides, the user has the right to change their details in their profile and also has the option to delete their account if they want to. Customers will have to create an account that consists of their email, password, and a username. All accounts will go through a validation process so as to uphold the data integrity and prevent the occurrence of accounts that are duplicates of one another. Once the account registration is done, customers can log in to the app with their email and password. The app employs Flask-Login as a totally secure and cost-effective method for the administration of user sessions. After correctly logging in, users are capable of purchasing products to their cart, viewing detailed product pages, and submitting text-based and star-based Customers can see their past purchases in the My Orders area. In the cart, they can change amounts or take things out, and the cart total will change right away. Users also have the option to close their account or make edits to information about the profiles within the profile section, which is all data controlled and accessed by the user [40]. These offerings are developed to create an easy and effective purchasing experience. while users still retain control over their personal data and order history. 
Administrator Flow:
Administrators can access the dashboard by logging in using their email and password. They can manage the product page by making changes and adding or removing products that are incorrect or unnecessary [42]. The dashboard shows customer feedback, allowing administrators to remove inappropriate or incorrect reviews. They also have the option to delete users from the database or change their profile information. The administrator dashboard is secure and protected by role-driven access controls accessible to administrators by logging in with their credentials, such as email ID and passwords. After authentication, the administrators have complete control over the product catalogue, including the ability to add new products, edit listings, and remove products that are unnecessary or out of date. These provide a guarantee that the storefront remains current and accurate. Customer feedbacks are shown on the dashboard, allowing administrators the ability to manage comments and eliminate those that seem improper or break community rules. For moderating content, the administrators can track all registered users, edit users' profiles as needed, and permanently deactivate or inactive accounts or break platform rules. Additionally, these characteristics allow administrators to maintain a good, safe, intuitive environment, guaranteeing both customer satisfaction and operational stability. 
Database Design
The SQLite database has been used throughout the application for maintaining referential integrity and ensuring the app is flexible and scalable for the future.
1. Users: This table contains multiple user-related fields, such as id, username, email address, password, gender, age, mobile number, and role (is_admin). The inclusion of a role field makes it possible to manage access based on user roles.
2. Products: This table holds the details of products using the following fields: product_id, name, description, price, category, and image_path.
3. Cart: This table holds data for the products added by customers, utilizing the following fields: product_name, product_image, product_description, product_price, id, quantity, and added_at. Foreign keys will reference both the users and products tables.
4. Reviews: This table will store the customer reviews with the following fields: id, user_id, product_id, content, rating, and created_at.
5. Order: This table stores id, user_id, product_name, product_image, product_description, product_price, quantity, and ordered_at.
6. Admin: This table will store the admin ID, username, and hashed password for cybersecurity reasons.
The relationship leverage that any user can add many products to the cart and provide feedback on multiple products. Furthermore, a product can stay in multiple user carts and can have multiple forms of reviews. Reducing friction and incentivising the integrity of the relationship. The SQLAlchemy ORM is within Flask [45]. The SQLAlchemy ORM in Flask makes the entire process of working with the database easy by abstracting SQL queries into Python class-based models [41]. This allows the codebase to be maintainable, reduces the chances of syntax errors, and allows for easily readable code.  
Preventing redundancies and ensure the system keeps its data integrity, normalisation was applied for designing each table. For example, the separation of user and admin responsibilities in the User and Admin tables, respectively seen as clearer access management and improvement of security practices. Time markers such as added_at, created_at, and ordered_at are added for prospective analytics features in the future, such as tracking user engagement and transaction behaviour. Relational integrity is accomplished via foreign key constraints to make sure that all reviews and cart items stay associated with valid users and products.
This schema, without changing the present structure, may be expanded to consist of features such as shipment data, stock tracking, and payment history. At last, the database design creates a balance between simplicity and flexibility, which makes it perfect for practical world application development and classroom use [43].
Summary 
There is a structured UI governing a safe database model to easily allow the user and admin the functions intended in an efficient manner. On the other hand, Bootstrap allows for clarity and accessibility in patterning the site, Flask and SQLite offer well-tested and established data functionality. The provision requiring registration before logging in ensures that only registered users can place products in the cart or write reviews to elevate accountability. Together, the storyboard, UI design, and schema present an artefact that shows technical implementation and user-centred design.
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The modules assist in segregating the logic in order to maintain a clear and clean code base in the Flask project. The Flask application itself is for an e-commerce website, and can be considered as separate modules: models.py, app.py, crud.py, and forms.py.  




app.py:
This file serves as the initial point for the Flask application. This file contains the logic for authentication using Flask-Login and the necessary environment variables, such as database_url and secret_key. Furthermore, the api endpoints and the respective functions exist in this file. The @admin_required custom decorator makes it such that some api endpoints can only be accessed by the admins. The @login_required decorator makes it such that some api endpoints can only be accessed by an authenticated user. This helps to make sure that the system is secured from unauthorised users. This file creates the routes needed to run the website. The admin routes exist to administer products, where the admin can add products, update products, and delete added products. The admin can also see all the users in the database. The admin can also update user information or delete a user. Product records that have reviews in the reviews table are deleted because the system maintains referential integrity [49]. The image section in the method add_product() can allow several image formats, such as JPG, JPEG, PNG, and GIF. This reflects the user-friendly nature of the application. An authorised user can manage their own profile and update their information. Additionally, the user can delete their account.
forms.py:
This file contains the forms using the flask_wtf package. The register form and login form ensure secure registration and authentication for new users on the platform.
models.py:
This file contains all the database models that the application uses to store data effectively in a SQLite database. The models ensure referential integrity and provide a way to do CRUD operations using Python. The database is initialised using the flask_sqlalchemy package. The models and their functionalities are described below. This E-commerce project consists of several models, such as User, Admin, Review, Order, Cart, and Product. The models User and Product ensure that if any product or the user profile is deleted, the deletion cascades to the reviews table through attribute cascade=’all, delete-orphan’ passed to the method db.relationship() [51].
User Model
[image: ]
[bookmark: _Toc212493836]Figure 2  User Registration Page Sources: Self-created
This model is for users using the platform to buy products. The users can register and authenticate (log in) to the platform to shop seamlessly. The core functionalities of a user include
· Registration
· Log in using credentials
· Logout
· Maintain order and cart data.
· Managing own personal data, including username, password, age, gender, and mobile number.

Admin Model
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[bookmark: _Toc212493837]Figure 3Admin Login Page Sources: Self-created
This model is intended for platform administrators' tasks; the main task of the administrators would be:
· Perform CRUD on integrated products. 
· Modify the personal details of the customer or delete the user profile from the database
· Can delete any bad review for any offered products.
Review Model
This model provides an opportunity for users to write reviews and provide feedback about an item that will help other users. Only registered users are permitted to leave reviews for a specific item under this model, establishing security. The core functionalities include:
· Provide ratings and comments
· Display reviews on the product page and the admin page
· Each review is removed from this table if the user-provided review does not exist in the User table, nor the product that the review was meant for in the Product table, respectively.
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Cart Model
This model is responsible for storing users' chosen products with quantity in the cart. The logic ensures that only authorised users can add a product to the cart. The key functionalities of the model include
· Adding, updating, or removing a product from the cart 
· Displaying the total bill amount
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Profile Functionality 
The profile functionality enables users to manage their personal data securely and conveniently. Users can check their profile page. After logging in, they can view and update main details such as username, password, email address, gender, age, and mobile number. This allows users to keep control over their account information and maintain their data up to date. The system consists of validation checks to stop incorrect or fake entries, improving data integrity [48]. 
Moreover, the users are provided the option to delete their whole profile from the system. This action erases all related data from the database, consisting of their reviews, orders, and cart items, ensuring compliance with data privacy expectations.  
The profile section is created with a transparent, responsive design using Bootstrap, making it accessible across devices. The functionality improves user experience and reinforces trust by giving users independence over their data and account lifecycle. 

Order Model
This model is responsible for storing the order details of users. This helps to keep track of the past orders and can be used for identifying the trends in user purchases. The core functionalities are
· Place new orders from the user's cart
· View order history for every user
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Product Model
The database holds the information pertaining to every product in the system. Thus, the administrators can either introduce new products or refresh the stock status of a particular item. Among the primary functionalities are the following:
· Represents the product catalogue to the user
· View details of a product
· Admin can edit the product table as required
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Testing is essential while developing software. It ensures security and reliability while navigating through personal data. More testing has been done on this Flask-built e-commerce web application. These incorporated multiple ways to navigate through the cart page, product navigation and the way reviews are verified, and how users register and log in as well as how administrators log in. 
Testing Objectives
Testing aimed to verify secure login procedures, verify that forms were validated appropriately, and verify that admin controls (such as adding, editing, and removing products) operated as intended [22]. Testing was also done on the cart controls and review check system. Testing was done to make sure the site responded properly and that users and administrators received the correct notifications.
Types of Testing Done
To check everything thoroughly, different types of testing were used:
· Each component, including form fields, validators, and route logic, was examined independently in unit testing. For example, the sign-up and login forms were evaluated to ensure that email addresses were formatted correctly and that all required fields were included [23].
· Integration testing examined the interoperability of various components. This included submitting forms, which resulted in database modifications and the appearance of messages. Additionally, it checked to see if admin actions altered product lists and whether cart updates appeared promptly [24].
· System testing made sure that every aspect of the application from user registration to login, product browsing, cart updates, and checkout functioned as a whole.
Key Test Cases
The following table summarises the core test cases executed during the testing phase:
	Test Case ID
	Purpose of the testcase
	Test Condition
	Input
	Output
	Result

	TC01
	Registration
	Valid user registration
	Valid username, email, and password
	Account created and redirected to login
	Pass

	TC02
	Registration
	Invalid email format
	Email: user@invalid
	Error message: "Invalid email address"
	Error displayed correctly

	TC03
	Login
	Incorrect password
	Valid email, wrong password
	Flash message: "Invalid credentials"
	Flash message shown

	TC04
	Admin Login
	Correct credentials
	Username: admin, Password: adminpass
	Redirect to the admin dashboard
	Dashboard loaded successfully

	TC05
	Product Management
	Add product without image
	Name, description, price, no image
	Validation error: "Image required"
	Error message shown

	TC06
	Product Management
	Edit product details
	Updated name and price
	Product updated and reflected in the list
	Changes saved and visible

	TC07
	Product Management
	Delete product
	Confirm delete
	Product removed from the database and UI
	Product deleted successfully

	TC08
	Review Moderation
	Delete review
	Click delete on review
	Review removed from the database
	Review no longer visible

	TC09
	User Profile Access Control
	Logged in as Admin, access /account
	Admin session active
	Flash message: "Only regular users can access the profile page." + redirect
	Pass

	TC10
	User Profile Access
	Logged in as User, access /account
	Valid user session
	Profile page loads with user data
	Pass

	TC11
	Account Deletion (User)	
	Logged in as User, click delete	
	Valid user session	
	Account deleted, redirected to home
	Pass

	TC12
	Account Deletion (Admin)
	Logged in as Admin, access /delete-account
	Admin session active
	Pop-up warning: "Admins cannot delete user accounts." + redirect
	Pass

	TC14
	Type of session Tracking (Admin)
	Login as Admin
	Valid admin credentials	
	session['user_type'] = 'admin'
	Pass

	TC15
	Cleanup of Logout Session
	Logout after login	
	Active session	
	Session['user_type'] has been removed
	Pass

	TC16
	Form Binding Validation
	Logged in as Admin, access /account
	Admin session active	
	Form not bound, redirect to home
	Pass

	TC17
	Access Admin Dashboard	
	Log in as Admin
	Valid admin credentials	
	Redirect to /dashboard
	Pass

	TC18	
	User Login Redirection	
	Log in as User	
	Valid user credentials	
	Redirect to /home or /account	
	Pass



Screenshot Documentation
Screenshots were captured throughout the testing process to support the test cases and confirm expected behaviour visually. These will be included in the appendices and may feature:
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[bookmark: _Toc212493843]Figure 9 User Registration Details Validation Sources: Self-created
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[bookmark: _Toc212493844]Figure 10 Admin Details Checking Sources: Self-created
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[bookmark: _Toc212493845]Figure 11 Failed attempt to save product without image Sources: Self-created
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[bookmark: _Toc212493846]Figure 12  Failed attempt to remove the product name Sources: Self-created
 [image: ]
[bookmark: _Toc212493847]Figure 13 User Login Email Details Checking Sources: Self-created
 [image: ]
[bookmark: _Toc212493848]Figure 14 User Login Password Details Checking Sources: Self-created

These images support the validity of the test results and provide proof of the way the system reacts in different scenarios.
The system's anticipated functionality and seamless user experience have been verified during the testing process. The program is now stable and prepared for deployment after structured test cases were used to validate all major modules. A strong and intuitive design was made possible by the utilisation of Flask-WTF forms, Bootstrap modals, JavaScript event handling, and route-level validation. As the project progresses, further testing will concentrate on security hardening, scalability, and performance optimisation. For making the system work in odd times, usability and edge-case testing were implemented as an add-on to functional testing. Some of the examples of this are not valid form submissions, stress testing of the cart, and illegal access attempts. These tests provide support in finding weaknesses and improving the system’s strengths. Test Logs and screenshots support visual validation that improves the testing process’s realism and allows debugging in the future. Regression testing can be updated by incorporating automated testing tools such as Pytest or Selenium as the changes in the code base happen [44]. This dynamic strategy ensures that the system will continue to be reliable and safe over time and ensures that new functions will not damage the current operation.
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Personal Evaluation 
Participating in the e-commerce platform project provided a great opportunity to engage with my learning. I had the responsibility of ensuring account security, developing user-facing functionality, and testing the website for usability. This project was important for fulfilling the goal of building an efficient e-commerce platform that has a secure and easy-to-use nature with easy-to-understand tools. I accomplished Flask-Login for user authentication. The process was started by experiencing various obstacles in assessing user sessions and data security. After reviewing documentation and speaking to a colleague, I was able to build a feature that would store hashed passwords and maintain active user sessions. This project has contributed to a safely constructed account system.  
My contributions to front-end development with Bootstrap enhanced my understanding of responsive design. I contributed to making the design of the shopping cart and review system of the product to easily assess the product and submit feedback. Basic usability testing helped refine those features, improving navigation and overall function, and supported the project's user experience goals. In the backend implementation, Using SQLite and Flask, I managed items, users, and reviews in relational databases and learned how to hold projects on Render and control versions with Git, which are standard practices in a work environment. Besides, the participation in this project helped me to enhance my technical skills and collaboration with others. I am now have a clearer view of the need for planning, testing, and user feedback in project improvement. Automated computer testing can be improved. With the addition of new parts, the project achieved its goals and gave a firm base for later work.
System Evaluation 
The design of the platform was checked to see if it met the online shop's research objective that was secure, user-friendly, and functional. The system did meet the needs and goals set out at the time of designing. All the functionalities produce the expected output seamlessly. Users can sign up, log in, see products, handle a cart, and post reviews that are checked. Admins can manage products and check reviews, and additionally, other expected functionalities are part of this.
The system uses Flask-Login for session management and follows the standard approach for simple web applications of storing passwords as a hashed value. The system could strengthen its protection from threats such as CSRF and SQL injection; however, the current implementation provides a strong security foundation for small-scale usage [21]. Bootstrap utilised to develop a user-friendly and responsive system across device types and build a design that is simple and accessible. Initial user testing of the system has shown that it is relatively easy to use and navigate, providing challenges to non-technical users and business owners.
The performance testing scope was limited; the application performed acceptably under typical use cases. SQLite was a useful data store during the development of the application, although it will be necessary to use a larger database system with larger rollouts due to growth. The system was developed in an accessible way and was easy to keep the system current through the use of beginner-friendly tools such as Flask and GitHub. The modular codebase can accommodate future changes, such as search functionality, payment integration, or automated tests.
Conclusively, the system does that it needs to do, providing a functioning, secure, and user-centric shopping experience that can serve as an effective jumping-off point for future work.
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Further Enhancement
Simple project additions such as email confirmation options, product listing pagination, possibly minimal admin analytics, or even a semantic HTML implementation for some minimal accessibility enhancements, if any were made at all, could be considered upgrades. Clear and instructive code documentation and inline comments are essential. The next big thing would be RESTful API endpoints to offer data for external or mobile consumption [3]. Aside from demonstrating the idea of version control, contributing to GitHub can provide a sense of real-world development and provide the flexibility to apply systematic usability assessments. Whether it is regarded as a beginner project with inherent general understanding and ethical considerations being respected, or as an additional option for development upgrades, if choices are available and taken into consideration, it could support richer learning outcomes while respecting the progress via learning paths for the main project.
The primary project functionality may be enhanced, and new features aimed at enhancing customer happiness will be included. Below is a description of the new features:
i. Fraud Detection: Fraud detection using machine learning can help to facilitate security for customers and the business by detecting and preventing fraud. 
ii. AI-generated Personalised Product Recommendations: AI can provide tailored product recommendations for each user based on their preferences, purchasing history, browsing patterns, and behaviours through the help of machine learning algorithms [47]. 
iii. AI-enhanced Search Functionality: Improving the search function through machine learning/information retrieval systems will improve product searches, as well as product recommendations. autocomplete, and natural language understanding, with improved product search results based on the machine learning and AI improvements.
iv. Voice Search Integration: Users will only have to speak their queries, and then product searches will be done accordingly, besides enabling a hands-free shopping experience that adds to the website's modern and convenient aspect.
v. AI Chatbot for Customer Support: A chatbot powered by AI can be implemented to help with product suggestions, respond to common inquiries, and guide users throughout the purchase process.
vi. Dynamic Pricing: Implementing AI to modify pricing according to competition, demand, or customer set-up will ultimately improve profits. 
In summary, implementing this AI-enabled functionality can improve user experience, as well as it provides a contemporary and flexible solution for the future generation of online retail.
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The research project has clearly delineated the steps for the development and production of a simple e-commerce site for novice programmers and small business owners. The emphasis throughout the project has been on advanced technologies alongside basic web development methodologies for user authentication, database mechanisms, and a responsive interface, and all the time centred on simplicity, usability, and educational value. The Design-Build-Evaluate approach facilitated a seamless transition from planning the project to its delivery and evaluation through well-defined pathways. It intentionally selected appropriate and accessible technologies for the basic understanding of legacies, such as Python Flask, SQLite, Bootstrap, and GitHub. Each module, including signing up securely, checking out in a cart, and moderating pencil reviews, could act as a pragmatic learning module in the proper development of an application that can be managed easily.
The iterative refinement has enabled the prototype to be constantly improved, at the same time adopting the ethical and user-centred design principles. However, this project contributed to the existing knowledge pool in the education sector by offering a model approach of 'doing' in understanding web development. It enables students to create a functioning system, engage the backend and frontend, and appreciate the way usability has been related to ethical design. 
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[bookmark: _pqcfl6fjn0qn]templates/account.html
{% extends "base.html" %}
{% block title %}My Profile{% endblock %}
{% block content %}
<div class="container py-5">
  <div class="row justify-content-center">
    <div class="col-md-8 col-lg-6">
      <div class="card shadow-sm">
        <div class="card-header bg-primary text-white">
          <h4 class="mb-0">My Profile</h4>
        </div>
        <div class="card-body">
          <form method="POST">
            {{ form.hidden_tag() }}

            <div class="mb-3">
              <label for="username" class="form-label">Username</label>
              {{ form.username(class="form-control", id="username", placeholder="Enter your username") }}
            </div>

            <div class="mb-3">
              <label for="email" class="form-label">Email</label>
              {{ form.email(class="form-control", id="email", placeholder="Enter your email") }}
            </div>

            <div class="mb-3">
              <label for="gender" class="form-label">Gender</label>
              {{ form.gender(class="form-select", id="gender") }}
            </div>

            <div class="mb-3">
              <label for="age" class="form-label">Age</label>
              {{ form.age(class="form-control", id="age", placeholder="Enter your age") }}
            </div>

            <div class="mb-3">
              <label for="mobile" class="form-label">Mobile Number</label>
              {{ form.mobile(class="form-control", id="mobile", placeholder="Enter your mobile number") }}
            </div>

            <div class="d-flex justify-content-between">
              <button type="submit" class="btn btn-success">Update Profile</button>
              <a href="{{ url_for('change_password') }}" class="btn btn-warning">Change Password</a>
            </div>
          </form>

          <hr class="my-4">

          <form method="POST" action="{{ url_for('delete_account') }}">
            <div class="d-grid">
              <button type="submit" class="btn btn-outline-danger" onclick="return confirm('Are you sure you want to delete your account? This action cannot be undone.')">
                Delete Account
              </button>
            </div>
          </form>
        </div>
      </div>
    </div>
  </div>
</div>
{% endblock %}
[bookmark: _evgyaxqz581k]templates/admin_base.html
<!DOCTYPE html>
<html lang="en">
<head>
  <meta charset="UTF-8">
  <title>Admin Dashboard</title>
  <link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">
  <style>
    /* Make sidebar sticky */
    #sidebar {
      position: sticky;
      top: 0;
      height: 100vh; /* Full viewport height */
      overflow-y: auto; /* Scroll inside sidebar if content exceeds viewport */
    }
  </style>
</head>
<body class="m-0">
  <div class="d-flex">
    <!-- Sidebar -->
    <div id="sidebar" class="bg-dark text-white p-3" style="width: 220px;">
      <h4 class="mb-4">My Store Admin</h4>
      <ul class="nav flex-column">
        <li class="nav-item mb-2">
          <a href="{{ url_for('dashboard') }}" class="nav-link text-white">Dashboard</a>
        </li>
        <li class="nav-item mb-2"><a href="/products" class="nav-link text-white">Products</a></li>
        <li class="nav-item mb-2"><a href="/reviews" class="nav-link text-white">View Reviews</a></li>
        <li class="nav-item mb-2"><a href="/admin/users" class="nav-link text-white">Manage Users</a></li>
        <li class="nav-item mt-3"><a href="/admin_logout" class="nav-link text-danger">Logout</a></li>
      </ul>
    </div>

    <!-- Main Content -->
    <div class="flex-grow-1 p-4 bg-light">
      {% block content %}{% endblock %}
    </div>
  </div>
</body>
</html>
[bookmark: _fglitzz9zl9]templates/admin_dashboard.html
<!doctype html>
<html lang="en">
<head>
  <meta charset="utf-8">
  <title>Admin Dashboard</title>
  <meta name="viewport" content="width=device-width,initial-scale=1">
  <link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">
  <style>
    main {
      background-color: #d4edda; /* light green */
      display: flex;
      flex-direction: column;
      justify-content: center; /* vertical center */
      align-items: center;     /* horizontal center */
      height: 100vh;
      text-align: center;
    }
  </style>
</head>
<body>
  <div class="d-flex">
    <!-- Sidebar -->
    <aside class="bg-dark text-white p-3 vh-100" style="width:220px">
      <h4 class="mb-3">My Store Admin</h4>
      <ul class="nav flex-column">
        <li class="nav-item mb-2">
          <a href="{{ url_for('dashboard') }}" class="nav-link text-white">Dashboard</a>
        </li>
        <li class="nav-item mb-2">
          <a href="{{ url_for('product') }}" class="nav-link text-white">Products</a>
        </li>
        <li class="nav-item mb-2">
          <a href="{{ url_for('review') }}" class="nav-link text-white">View Reviews</a>
        </li>
        <li class="nav-item mb-2"><a href="/admin/users" class="nav-link text-white">Manage Users</a></li>
        <li class="nav-item mt-3">
          <a href="{{ url_for('admin_logout') }}" class="nav-link text-danger">Logout</a>
        </li>
      </ul>
    </aside>

    <!-- Main content -->
    <main class="flex-grow-1">
      <h2>Welcome Admin</h2>
      <p>Use the sidebar to edit products or view customer reviews.</p>
    </main>
  </div>

  <!-- Bootstrap JS -->
  <script src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/js/bootstrap.bundle.min.js"></script>
</body>
</html>
[bookmark: _qoo533dzzxi1]templates/admin_login.html
<!doctype html>
<html lang="en">
<head>
  <meta charset="utf-8">
  <title>Admin Login</title>
  <meta name="viewport" content="width=device-width,initial-scale=1">
  <link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/css/bootstrap.min.css" rel="stylesheet">
</head>
<body class="bg-light d-flex align-items-center" style="height:100vh;">
  <div class="container">
    <div class="row justify-content-center">
      <div class="col-md-5">
        <div class="card shadow">
          <div class="card-body">
            <h3 class="text-center mb-4">Admin Login</h3>
            {% with messages = get_flashed_messages(with_categories=true) %}
              {% if messages %}
                {% for category, message in messages %}
                  <div class="alert alert-{{ category }}">{{ message }}</div>
                {% endfor %}
              {% endif %}
            {% endwith %}
            <form method="POST" action="/admin_login">
              <div class="mb-3">
                <label class="form-label">Username</label>
                <input type="text" name="username" class="form-control" placeholder="admin" required>
              </div>
              <div class="mb-3">
                <label class="form-label">Password</label>
                <input type="password" name="password" class="form-control" placeholder="Enter password" required>
              </div>
              <button type="submit" class="btn btn-primary w-100">Login</button>
            </form>

          </div>
        </div>
      </div>
    </div>
  </div>
</body>
</html>
[bookmark: _7i718r8pq9qi]templates/admin_review.html
{% extends "admin_base.html" %}
{% block content %}
<div class="container mt-5">
    <h2 class="mb-4">Customer Reviews</h2>

    {% if reviews %}
    {% for review in reviews %}
    <div class="card mb-3">
        <div class="card-body">
            <!-- Product name -->
            <h5 class="card-title">{{ review.product.name }}</h5>

            <!-- Review content -->
            <p class="card-text">{{ review.content }}</p>

            <!-- Rating -->
            <p class="card-text"><strong>Rating:</strong> {{ review.rating }} / 5</p>

            <!-- Reviewer and date -->
            <p class="card-text">
                <em>By {{ review.user.username }} on {{ review.created_at.strftime("%d %B %Y, %I:%M %p") }}</em>
            </p>

            <!-- Delete button -->
            <form method="POST" action="{{ url_for('delete_review', review_id=review.id) }}"
                onsubmit="return confirm('Delete this review?');">
                <button type="submit" class="btn btn-danger btn-sm">Delete</button>
            </form>

        </div>
    </div>
    {% endfor %}
    {% else %}
    <p>No reviews yet.</p>
    {% endif %}
</div>
{% endblock %}
[bookmark: _vwwbuibt5grr]templates/admin_users.html
{% extends "admin_base.html" %}
{% block content %}
<div class="container mt-5">
    <h2 class="mb-4">Manage Users</h2>

    <!-- Users Table -->
    <table class="table table-striped">
        <thead class="table-light">
            <tr>
                <th>ID</th>
                <th>Username</th>
                <th>Email</th>
                <th>Actions</th>
            </tr>
        </thead>
        <tbody>
            {% for user in users %}
            <tr id="row-{{ user.id }}">
                <td>{{ user.id }}</td>
                <td>{{ user.username }}</td>
                <td>{{ user.email }}</td>
                <td>
                    <!-- Edit Button -->
                    <button class="btn btn-primary btn-sm"
                        data-bs-toggle="modal"
                        data-bs-target="#editUserModal"
                        data-id="{{ user.id }}"
                        data-username="{{ user.username }}"
                        data-email="{{ user.email }}">
                        Edit
                    </button>

                    <!-- Delete Button -->
                    <button class="btn btn-danger btn-sm"
                        data-bs-toggle="modal" 
                        data-bs-target="#deleteUserModal"
                        data-id="{{ user.id }}" 
                        data-name="{{ user.username }}">
                        Delete
                    </button>
                </td>
            </tr>
            {% endfor %}
        </tbody>
    </table>
</div>

<!-- Edit User Modal -->
<div class="modal fade" id="editUserModal" tabindex="-1" aria-hidden="true">
    <div class="modal-dialog">
        <div class="modal-content">
            <form id="editUserForm">
                <div class="modal-header">
                    <h5 class="modal-title">Edit User</h5>
                    <button type="button" class="btn-close" data-bs-dismiss="modal"></button>
                </div>
                <div class="modal-body">
                    <input type="hidden" id="editUserId" name="id">
                    <div class="mb-3">
                        <label class="form-label">Username</label>
                        <input type="text" class="form-control" id="editUsername" name="username" required>
                    </div>
                    <div class="mb-3">
                        <label class="form-label">Email</label>
                        <input type="email" class="form-control" id="editEmail" name="email" required>
                    </div>
                </div>
                <div class="modal-footer">
                    <button type="button" class="btn btn-secondary" data-bs-dismiss="modal">Cancel</button>
                    <button type="submit" class="btn btn-primary">Update User</button>
                </div>
            </form>
        </div>
    </div>
</div>

<!-- Delete User Modal -->
<div class="modal fade" id="deleteUserModal" tabindex="-1" aria-hidden="true">
    <div class="modal-dialog">
        <div class="modal-content">
            <div class="modal-header">
                <h5 class="modal-title">Confirm Delete</h5>
                <button type="button" class="btn-close" data-bs-dismiss="modal"></button>
            </div>
            <div class="modal-body">
                Are you sure you want to delete <strong id="deleteUserName"></strong>?
            </div>
            <div class="modal-footer">
                <button type="button" class="btn btn-secondary" data-bs-dismiss="modal">Cancel</button>
                <button type="button" class="btn btn-danger" onclick="deleteUser()">Delete</button>
            </div>
        </div>
    </div>
</div>

<!-- Bootstrap JS -->
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.3/dist/js/bootstrap.bundle.min.js"></script>

<script>
let userToDelete = null;

// Show delete modal
const deleteUserModal = document.getElementById('deleteUserModal');
deleteUserModal.addEventListener('show.bs.modal', function(event) {
    const button = event.relatedTarget;
    userToDelete = button.getAttribute('data-id');
    document.getElementById('deleteUserName').innerText = button.getAttribute('data-name');
});

// Delete user
async function deleteUser() {
    if (!userToDelete) return;

    const response = await fetch(`/admin/delete_user/${userToDelete}`, { method: "DELETE" });
    if (response.ok) {
        document.getElementById(`row-${userToDelete}`).remove();
        userToDelete = null;
        bootstrap.Modal.getInstance(deleteUserModal).hide();
    } else {
        alert("Failed to delete user.");
    }
}

// Show edit modal and populate fields
const editUserModal = document.getElementById('editUserModal');
editUserModal.addEventListener('show.bs.modal', function(event) {
    const button = event.relatedTarget;
    document.getElementById('editUserId').value = button.getAttribute('data-id');
    document.getElementById('editUsername').value = button.getAttribute('data-username');
    document.getElementById('editEmail').value = button.getAttribute('data-email');
});

// Update user
const editUserForm = document.getElementById('editUserForm');
editUserForm.addEventListener('submit', async function(e) {
    e.preventDefault();
    const userId = document.getElementById('editUserId').value;
    const username = document.getElementById('editUsername').value.trim();
    const email = document.getElementById('editEmail').value.trim();

    const response = await fetch(`/admin/update_user/${userId}`, {
        method: "POST",
        headers: { "Content-Type": "application/json" },
        body: JSON.stringify({ username, email })
    });

    if (response.ok) {
        location.reload();
    } else {
        alert("Failed to update user.");
    }
});
</script>
{% endblock %}
[bookmark: _rgdu4gywjuro]templates/admin_view_product.html
{% extends "admin_base.html" %}
{% block content %}
<div class="container mt-5">
    <h2 class="mb-4">Manage Products</h2>

    <!-- Add Product Button -->
    <button class="btn btn-success mb-4" 
            data-bs-toggle="modal" 
            data-bs-target="#productModal"
            data-mode="add">
        Add Product
    </button>

    <!-- Add/Edit Product Modal -->
    <div class="modal fade" id="productModal" tabindex="-1" aria-hidden="true">
        <div class="modal-dialog modal-lg">
            <div class="modal-content">
                <form id="productForm" enctype="multipart/form-data">
                    <div class="modal-header">
                        <h5 class="modal-title" id="productModalTitle">Add Product</h5>
                        <button type="button" class="btn-close" data-bs-dismiss="modal"></button>
                    </div>
                    <div class="modal-body">
                        <input type="hidden" name="id" id="productId">

                        <!-- Product Name -->
                        <div class="mb-3">
                            <label class="form-label">Product Name</label>
                            <input type="text" class="form-control" name="name" id="productName" required>
                        </div>

                        <!-- Description -->
                        <div class="mb-3">
                            <label class="form-label">Description</label>
                            <textarea class="form-control" name="description" id="productDescription" rows="3" required></textarea>
                        </div>

                        <!-- Category -->
                        <div class="mb-3">
                            <label class="form-label">Category</label>
                            <input type="text" class="form-control" name="category" id="productCategory" required>
                        </div>

                        <!-- Price -->
                        <div class="mb-3">
                            <label class="form-label">Price (£)</label>
                            <input type="number" step="0.01" class="form-control" name="price" id="productPrice" required>
                        </div>

                        <!-- Image -->
                        <div class="mb-3">
                            <label class="form-label">Image</label>
                            <input type="file" class="form-control" name="image" id="productImage" 
                                   {% raw %}{{ "required" if not product else "" }}{% endraw %}>
                            <small class="text-muted">Image is required when adding a new product.</small>
                        </div>
                    </div>

                    <div class="modal-footer">
                        <button type="button" class="btn btn-secondary" data-bs-dismiss="modal">Cancel</button>
                        <button type="submit" class="btn btn-primary" id="modalSubmitBtn">Add Product</button>
                    </div>
                </form>
            </div>
        </div>
    </div>

    <!-- Products List -->
    <table class="table table-striped">
        <thead class="table-light">
            <tr>
                <th>Image</th>
                <th>Name</th>
                <th>Description</th>
                <th>Category</th>
                <th>Price (£)</th>
                <th>Actions</th>
            </tr>
        </thead>
        <tbody id="productsTableBody">
            {% for product in products %}
            <tr id="row-{{ product.id }}">
                <td>
                    {% if product.image %}
                    <img src="{{ url_for('static', filename='images/' ~ product.image) }}" width="60" height="60" class="rounded">
                    {% else %}
                    <span class="text-muted">No Image</span>
                    {% endif %}
                </td>
                <td>{{ product.name }}</td>
                <td>{{ product.description }}</td>
                <td>{{ product.category }}</td>
                <td>£{{ "%.2f"|format(product.price) }}</td>
                <td>
                    <!-- Edit Button -->
                    <button class="btn btn-warning btn-sm"
                        data-bs-toggle="modal" data-bs-target="#productModal"
                        data-mode="edit"
                        data-id="{{ product.id }}"
                        data-name="{{ product.name }}"
                        data-description="{{ product.description }}"
                        data-category="{{ product.category }}"
                        data-price="{{ product.price }}">
                        Edit
                    </button>

                    <!-- Delete Button -->
                    <button class="btn btn-danger btn-sm" 
                        data-bs-toggle="modal" data-bs-target="#deleteConfirmModal"
                        data-id="{{ product.id }}" 
                        data-name="{{ product.name }}">
                        Delete
                    </button>
                </td>
            </tr>
            {% endfor %}
        </tbody>
    </table>
</div>

<!-- Delete Confirmation Modal -->
<div class="modal fade" id="deleteConfirmModal" tabindex="-1" aria-hidden="true">
    <div class="modal-dialog">
        <div class="modal-content">
            <div class="modal-header">
                <h5 class="modal-title">Confirm Delete</h5>
                <button type="button" class="btn-close" data-bs-dismiss="modal"></button>
            </div>
            <div class="modal-body">
                Are you sure you want to delete <strong id="deleteProductName"></strong>?
            </div>
            <div class="modal-footer">
                <button type="button" class="btn btn-secondary" data-bs-dismiss="modal">Cancel</button>
                <button type="button" class="btn btn-danger" onclick="deleteProduct()">Delete</button>
            </div>
        </div>
    </div>
</div>

<!-- Bootstrap JS -->
<script src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.1/dist/js/bootstrap.bundle.min.js"></script>

<script>
// Handle Add/Edit Modal show
const productModal = document.getElementById('productModal');
productModal.addEventListener('show.bs.modal', function (event) {
    const button = event.relatedTarget;
    const mode = button.getAttribute('data-mode');

    if (mode === "edit") {
        document.getElementById("productModalTitle").innerText = "Edit Product";
        document.getElementById("modalSubmitBtn").innerText = "Update Product";

        document.getElementById("productId").value = button.getAttribute('data-id');
        document.getElementById("productName").value = button.getAttribute('data-name');
        document.getElementById("productDescription").value = button.getAttribute('data-description');
        document.getElementById("productCategory").value = button.getAttribute('data-category');
        document.getElementById("productPrice").value = button.getAttribute('data-price');
    } else {
        document.getElementById("productModalTitle").innerText = "Add Product";
        document.getElementById("modalSubmitBtn").innerText = "Add Product";
        document.getElementById("productForm").reset();
        document.getElementById("productId").value = "";
    }
});

// Handle Delete Modal
let productToDelete = null;
const deleteModal = document.getElementById('deleteConfirmModal');
deleteModal.addEventListener('show.bs.modal', function (event) {
    const button = event.relatedTarget;
    productToDelete = button.getAttribute('data-id');
    document.getElementById('deleteProductName').innerText = button.getAttribute('data-name');
});

// Delete Product
async function deleteProduct() {
    if (!productToDelete) return;
    const response = await fetch(`/ecommerce/delete/${productToDelete}`, { method: "DELETE" });
    if (response.ok) {
        document.getElementById(`row-${productToDelete}`).remove();
        productToDelete = null;
        bootstrap.Modal.getInstance(deleteModal).hide();
    } else {
        alert("Failed to delete product.");
    }
}

// Submit Form (Add/Edit)
const productForm = document.getElementById("productForm");
productForm.addEventListener("submit", async function (e) {
    e.preventDefault();
    const formData = new FormData(productForm);
    const productId = document.getElementById("productId").value;

    let url = productId ? `/ecommerce/update/${productId}` : "/ecommerce/add";
    let method = productId ? "PUT" : "POST";

    const response = await fetch(url, { method, body: formData });

    if (response.ok) {
        location.reload(); // reload to refresh table
    } else {
        alert("Failed to save product.");
    }
});
</script>
{% endblock %}
[bookmark: _byiq2kjkdb0z]templates/base.html
<!DOCTYPE html>
<html lang="en">

<head>
  <meta charset="UTF-8">
  <meta name="viewport" content="width=device-width, initial-scale=1">
  <title>{% block title %}My Store{% endblock %}</title>

  <!-- Favicon -->
  <link rel="shortcut icon" href="{{ url_for('static', filename='favicon.ico') }}" type="image/x-icon">


  <!-- Bootstrap CSS -->
  <link href="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/css/bootstrap.min.css" rel="stylesheet">

  <!-- Font Awesome -->
  <link href="https://cdnjs.cloudflare.com/ajax/libs/font-awesome/6.4.0/css/all.min.css" rel="stylesheet">

  <style>
    html,
    body {
      height: 100%;
      margin: 0;
    }

    body {
      display: flex;
      flex-direction: column;
      background-color: #f8f9fa;
      font-family: 'Segoe UI', sans-serif;
    }

    /* Navbar styling */
    .navbar {
      background: linear-gradient(135deg, #43cea2, #185a9d);
    }

    .navbar-brand {
      font-weight: bold;
      font-size: 1.6rem;
    }

    main {
      flex: 1;
      padding-top: 80px;
      /* avoid overlap with fixed navbar */
    }

    /* Flash animation */
    .flash {
      animation: fadeIn 0.6s ease-in-out;
    }

    @keyframes fadeIn {
      from {
        opacity: 0;
        transform: translateY(10px);
      }

      to {
        opacity: 1;
        transform: translateY(0);
      }
    }

    /* Footer styling */
    footer {
      background-color: #212529;
      color: #ccc;
    }

    footer a {
      color: #aaa;
      margin: 0 8px;
      text-decoration: none;
    }

    footer a:hover {
      color: #fff;
      text-decoration: underline;
    }
  </style>
</head>

<body>

  <!-- Navbar -->
  <nav class="navbar navbar-expand-lg navbar-dark fixed-top shadow-sm">
    <div class="container-fluid px-4">
      <!-- Logo -->
      <img src="{{ url_for('static', filename='favicon.ico') }}" alt="favicon" class="img-fluid" style="width: 32px; height: 32px; margin-right: 5px;">

      <a class="navbar-brand" href="{{ url_for('home') }}">My Store</a>

      <!-- Mobile Toggle -->
      <button class="navbar-toggler" type="button" data-bs-toggle="collapse" data-bs-target="#navbarNav">
        <span class="navbar-toggler-icon"></span>
      </button>

      <!-- Navbar Links -->
      <div class="collapse navbar-collapse justify-content-between" id="navbarNav">
        <!-- Left Links -->
        <!-- Inside the navbar collapse -->
        <div class="mx-auto d-flex gap-5">
          <a class="nav-link text-white fw-semibold" href="{{ url_for('home') }}">Home</a>


          {% if current_user.is_authenticated %}
          <!-- <p class="nav-link text-white fw-semibold">Logged in: {{ current_user.is_authenticated | string }}</p> -->
          <a class="nav-link text-white fw-semibold" href="{{ url_for('cart') }}">Cart</a>
          <a class="nav-link text-white fw-semibold" href="{{ url_for('orders') }}">My Orders</a>
          {% endif %}
        </div>

        <!-- Right User Menu -->
        <ul class="navbar-nav">
          <li class="nav-item dropdown">
            <a class="nav-link dropdown-toggle" href="#" role="button" data-bs-toggle="dropdown">
              <i class="fas fa-user-circle fa-lg"></i>
            </a>
            <ul class="dropdown-menu dropdown-menu-end">
              {% if current_user.is_authenticated %}
              <li><a class="dropdown-item" href="{{ url_for('account') }}">Profile</a></li>
              <li><a class="dropdown-item" href="{{ url_for('logout') }}">Logout</a></li>
              {% else %}
              <li><a class="dropdown-item" href="{{ url_for('login') }}">Login</a></li>
              <li><a class="dropdown-item" href="{{ url_for('register') }}">Register</a></li>
              {% endif %}
            </ul>
          </li>
        </ul>
      </div>
    </div>
  </nav>

  <!-- Main Content Area -->
  <main class="container my-4">
    {% with messages = get_flashed_messages(with_categories=true) %}
    {% if messages %}
    {% for category, message in messages %}
    <div class="alert alert-{{ 'success' if category == 'success' else 'danger' }} flash" role="alert">
      {{ message }}
    </div>
    {% endfor %}
    {% endif %}
    {% endwith %}

    {% block content %}{% endblock %}
  </main>

  <!-- Footer -->
  <footer class="text-center mt-auto py-3">
    <div class="container">
      <p class="mb-2">&copy; 2025 My Store. All rights reserved.</p>
      <p>
        <a href="#">Privacy Policy</a> |
        <a href="#">Terms & Conditions</a> |
        <a href="#">Contact Us</a>
      </p>
    </div>
  </footer>

  <!-- Bootstrap JS -->
  <script src="https://cdn.jsdelivr.net/npm/bootstrap@5.3.0/dist/js/bootstrap.bundle.min.js"></script>
</body>
</html>
[bookmark: _cf5lwng4hfv1]templates/cart.html
{% extends "base.html" %}
{% block content %}
<div class="container py-5">
  <h2 class="text-center mb-5 fw-bold">🛒 Your Shopping Cart</h2>

  {% for item in cart_items %}
  <div class="card mb-4 border-0 shadow-sm rounded-4">
    <div class="row g-0 align-items-center">
      <div class="col-md-3 text-center p-3">
        <img src="{{ url_for('static', filename='images/' ~ item.product_image) }}"
             class="img-thumbnail rounded-3 shadow-sm"
             style="max-height: 150px; object-fit: cover;"
             alt="{{ item.product_name }}">
      </div>
      <div class="col-md-6">
        <div class="card-body">
          <h5 class="card-title text-primary fw-semibold">{{ item.product_name }}</h5>
          <p class="card-text text-muted small">{{ item.product_description }}</p>
          <p class="card-text mb-2">
            <span class="badge bg-success">£{{ item.product_price }}</span>
            <span class="ms-2 text-secondary">x {{ item.quantity }}</span>
          </p>
          <p class="card-text fw-bold text-dark">Subtotal: £{{ item.quantity * item.product_price }}</p>
        </div>
      </div>
      <div class="col-md-3 text-end pe-4">
        <form action="{{ url_for('update_cart', cart_id=item.id) }}" method="POST" class="mb-2">
          <div class="input-group input-group-sm">
            <input type="number" name="quantity" value="{{ item.quantity }}" min="1" class="form-control">
            <button type="submit" class="btn btn-outline-success">Update</button>
          </div>
        </form>
        <a href="{{ url_for('remove_from_cart', cart_id=item.id) }}" class="btn btn-outline-danger btn-sm">Remove</a>
      </div>
    </div>
  </div>
  {% endfor %}

  <div class="text-end mt-5">
    <h4 class="fw-bold">Total: £{{ total_price }}</h4>
    <a href="{{ url_for('checkout') }}" class="btn btn-primary btn-lg mt-3">
      <i class="fas fa-credit-card me-2"></i> Proceed to Checkout
    </a>
  </div>
</div>
{% endblock %}
[bookmark: _1fb9eufr7pxq]templates/change_password.html
{% extends "base.html" %}
{% block title %}Change Password{% endblock %}
{% block content %}
<div class="container py-5">
  <div class="row justify-content-center">
    <div class="col-md-6">
      <div class="card shadow-sm">
        <div class="card-header bg-warning text-dark">
          <h4 class="mb-0">Change Password</h4>
        </div>
        <div class="card-body">
          <form method="POST">
            {{ form.hidden_tag() }}

            <div class="mb-3">
              <label for="current_password" class="form-label">Current Password</label>
              {{ form.current_password(class="form-control", id="current_password") }}
            </div>

            <div class="mb-3">
              <label for="new_password" class="form-label">New Password</label>
              {{ form.new_password(class="form-control", id="new_password") }}
            </div>

            <div class="mb-3">
              <label for="confirm_password" class="form-label">Confirm New Password</label>
              {{ form.confirm_password(class="form-control", id="confirm_password") }}
            </div>

            <button type="submit" class="btn btn-warning">Update Password</button>
          </form>
        </div>
      </div>
    </div>
  </div>
</div>
{% endblock %}
[bookmark: _c5oi68gz9k3r]templates/index.html
{% extends "base.html" %}
{% block content %}
  <style>
    .product-list {
      display: grid;
      grid-template-columns: repeat(auto-fit, minmax(280px, 1fr));
      gap: 30px;
      padding: 40px;
      justify-items: center;
    }

    .product-card {
      background-color: #fff;
      border-radius: 16px;
      box-shadow: 0 12px 24px rgba(0, 0, 0, 0.08);
      overflow: hidden;
      width: 100%;
      max-width: 320px;
      display: flex;
      flex-direction: column;
      transition: transform 0.3s ease, box-shadow 0.3s ease;
    }

    .product-card:hover {
      transform: translateY(-5px);
      box-shadow: 0 16px 32px rgba(0, 0, 0, 0.12);
    }

    .card-image {
      width: 100%;
      aspect-ratio: 4 / 3;
      overflow: hidden;
      background-color: #f0f0f0;
    }

    .card-image img {
      width: 100%;
      height: 100%;
      object-fit: cover;
      display: block;
    }

    .card-content {
      padding: 20px;
      flex: 1;
      display: flex;
      flex-direction: column;
      justify-content: space-between;
    }

    .card-content h3 {
      font-size: 1.3em;
      margin-bottom: 10px;
      color: #2e7d32;
    }

    .card-content p {
      font-size: 0.95em;
      margin-bottom: 8px;
      color: #444;
    }

    .add-to-cart {
      margin-top: auto;
      padding: 10px 16px;
      background-color: #4CAF50;
      color: white;
      font-weight: bold;
      border: none;
      border-radius: 6px;
      cursor: pointer;
      text-align: center;
      text-decoration: none;
      transition: background-color 0.3s ease;
    }

    .add-to-cart:hover {
      background-color: #388E3C;
    }

    @keyframes fadeIn {
      from { opacity: 0; transform: translateY(10px); }
      to { opacity: 1; transform: translateY(0); }
    }
  </style>

  <h2 style="text-align:center; margin-top: 30px;">Our Products</h2>
  <div class="product-list">
    {% for product in products %}
    <div class="product-card">
      <div class="card-image">
        <img src="{{ url_for('static', filename='images/' ~ product.image) }}" alt="{{ product.name }}">
      </div>
      <div class="card-content">
        <h3>{{ product.name }}</h3>
        <p><strong>Description:</strong> {{ product.description }}</p>
        <p><strong>Price:</strong> £{{ product.price }}</p>
        <p><strong>Category:</strong> {{ product.category }}</p>
        <a href="{{ url_for('product_detail', product_id=product.id) }}" class="btn btn-outline-success mt-2 mb-2">
          View Details
        </a>
        
              
        <a href="{{ url_for('add_to_cart', product_id=product.id) }}" class="add-to-cart">Add to Cart</a>
      </div>
    </div>
    {% endfor %}
  </div>
{% endblock %}
[bookmark: _etq6fd3l0fr4]templates/login.html
{% extends "base.html" %}

{% block title %}Login{% endblock %}

{% block content %}
<div class="container py-5">
  <div class="row justify-content-center">
    <div class="col-md-6 col-lg-5">
      <div class="card shadow rounded-4">
        <div class="card-body p-4">
          <h2 class="text-center mb-4 fw-bold text-primary">Login</h2>

          <!-- Flash messages -->
          {% with messages = get_flashed_messages(with_categories=true) %}
            {% if messages %}
              {% for category, message in messages %}
                <div class="alert alert-{{ 'success' if category == 'success' else 'danger' }} alert-dismissible fade show" role="alert">
                  {{ message }}
                  <button type="button" class="btn-close" data-bs-dismiss="alert" aria-label="Close"></button>
                </div>
              {% endfor %}
            {% endif %}
          {% endwith %}

          <form method="POST" novalidate>
            {{ form.hidden_tag() }}

            <div class="mb-3">
              {{ form.email.label(class="form-label") }}
              {{ form.email(class="form-control", placeholder="Enter your email") }}
              {% if form.email.errors %}
                <div class="text-danger small">{{ form.email.errors[0] }}</div>
              {% endif %}
            </div>

            <div class="mb-3">
              {{ form.password.label(class="form-label") }}
              {{ form.password(class="form-control", placeholder="Enter your password") }}
              {% if form.password.errors %}
                <div class="text-danger small">{{ form.password.errors[0] }}</div>
              {% endif %}
            </div>

            <div class="d-grid">
              {{ form.submit(class_="btn btn-success btn-lg") }}
            </div>
          </form>

          <p class="text-center mt-4">
            Don't have an account?
            <a href="{{ url_for('register') }}" class="text-decoration-none text-primary fw-semibold">Register here</a>.
          </p>
        </div>
      </div>
    </div>
  </div>
</div>
{% endblock %}
[bookmark: _kdbf7ynmg3d9]templates/orders.html
{% extends "base.html" %}
{% block title %}My Orders{% endblock %}

{% block content %}
<div class="container py-5">
  <h2 class="text-center mb-5 fw-bold text-primary">📦 My Orders</h2>

  {% if orders %}
    {% for order in orders %}
    <div class="card mb-4 shadow-sm border-0 rounded-4">
      <div class="row g-0 align-items-center">
        <div class="col-md-3 text-center p-3">
          <img src="{{ url_for('static', filename='images/' ~ order.product_image) }}"
               class="img-thumbnail rounded-3 shadow-sm"
               style="max-height: 150px; object-fit: cover;"
               alt="{{ order.product_name }}">
        </div>
        <div class="col-md-6">
          <div class="card-body">
            <h5 class="card-title fw-semibold text-dark">{{ order.product_name }}</h5>
            <p class="card-text text-muted small">{{ order.product_description }}</p>
            <p class="card-text mb-2">
              <span class="badge bg-success">£{{ order.product_price }}</span>
              <span class="ms-2 text-secondary">x {{ order.quantity }}</span>
            </p>
            <p class="card-text fw-bold text-dark">Total: £{{ order.product_price * order.quantity }}</p>
          </div>
        </div>
        <div class="col-md-3 text-end pe-4">
          <p class="text-muted small">Ordered on: {{ order.ordered_at.strftime('%d %b %Y, %I:%M %p') }}</p>
        </div>
      </div>
    </div>
    {% endfor %}
  {% else %}
    <div class="alert alert-info text-center">
      You haven’t placed any orders yet.
    </div>
  {% endif %}
</div>
{% endblock %}
[bookmark: _926w4hjd0n43]templates/product_details.html
{% extends "base.html" %}
{% block content %}
<div class="container py-4">
  <div class="row justify-content-center">
    <div class="col-lg-10 col-md-12">

      <!-- Product Card (Horizontal Layout) -->
      <div class="card mb-4 shadow-sm">
        <div class="row g-0">
          <!-- Product Image -->
          <div class="col-md-5">
            <img src="{{ url_for('static', filename='images/' ~ product.image) }}"
                 class="img-fluid rounded-start h-100 w-100 object-fit-cover"
                 alt="{{ product.name }}">
          </div>

          <!-- Product Details -->
          <div class="col-md-7">
            <div class="card-body">
              <h2 class="card-title text-success">{{ product.name }}</h2>
              <p class="card-text"><strong>Description:</strong> {{ product.description }}</p>
              <p class="card-text"><strong>Price:</strong> £{{ product.price }}</p>
              <p class="card-text"><strong>Category:</strong> {{ product.category }}</p>
              <a href="{{ url_for('add_to_cart', product_id=product.id) }}" class="btn btn-success mt-3">Add to Cart</a>
            </div>
          </div>
        </div>
      </div>

      <!-- Review Section -->
      <div class="card mb-4">
        <div class="card-body">
          <h4 class="text-success mb-4">Customer Reviews</h4>

          {% if current_user.is_authenticated %}
          <form method="POST" action="{{ url_for('add_review', product_id=product.id) }}">
            <div class="mb-3">
              <label for="rating" class="form-label">Rating</label>
              <select name="rating" class="form-select" required>
                <option value="">Select</option>
                {% for i in range(1, 6) %}
                  <option value="{{ i }}">{{ i }} ★</option>
                {% endfor %}
              </select>
            </div>
            <div class="mb-3">
              <label for="content" class="form-label">Your Review</label>
              <textarea name="content" class="form-control" rows="3" required></textarea>
            </div>
            <button type="submit" class="btn btn-success">Submit Review</button>
          </form>
          {% else %}
            <p class="text-muted">Please <a href="{{ url_for('login') }}">log in</a> to leave a review.</p>
          {% endif %}
        </div>
      </div>

      <!-- Display Reviews -->
      {% for review in product.reviews %}
      <div class="card mb-3 shadow-sm">
        <div class="card-body">
          <div class="d-flex justify-content-between">
            <strong>{{ review.rating }} ★</strong>
            <small class="text-muted">{{ review.created_at.strftime('%d %b %Y') }}</small>
          </div>
          <p class="mb-0"><em>{{ review.user.username }}</em>: {{ review.content }}</p>
        </div>
      </div>
      {% else %}
        <p class="text-muted">No reviews yet. Be the first to share your thoughts!</p>
      {% endfor %}

    </div>
  </div>
</div>
{% endblock %}
[bookmark: _31nvciue769o]templates/register.html
{% extends "base.html" %}

{% block title %}Register{% endblock %}

{% block content %}
<div class="container py-5">
  <div class="row justify-content-center">
    <div class="col-md-6 col-lg-5">
      <div class="card shadow rounded-4">
        <div class="card-body p-4">
          <h2 class="text-center mb-4 fw-bold text-primary">Create an Account</h2>

          <!-- Flash messages -->
          {% with messages = get_flashed_messages(with_categories=true) %}
            {% if messages %}
              {% for category, message in messages %}
                <div class="alert alert-{{ 'success' if category == 'success' else 'danger' }} alert-dismissible fade show" role="alert">
                  {{ message }}
                  <button type="button" class="btn-close" data-bs-dismiss="alert" aria-label="Close"></button>
                </div>
              {% endfor %}
            {% endif %}
          {% endwith %}

          <form method="POST" novalidate>
            {{ form.hidden_tag() }}

            <div class="mb-3">
              {{ form.username.label(class="form-label") }}
              {{ form.username(class="form-control", placeholder="Enter your username") }}
              {% if form.username.errors %}
                <div class="text-danger small">{{ form.username.errors[0] }}</div>
              {% endif %}
            </div>

            <div class="mb-3">
              {{ form.email.label(class="form-label") }}
              {{ form.email(class="form-control", placeholder="Enter your email") }}
              {% if form.email.errors %}
                <div class="text-danger small">{{ form.email.errors[0] }}</div>
              {% endif %}
            </div>

            <div class="mb-3">
              {{ form.password.label(class="form-label") }}
              {{ form.password(class="form-control", placeholder="Enter your password") }}
              {% if form.password.errors %}
                <div class="text-danger small">{{ form.password.errors[0] }}</div>
              {% endif %}
            </div>

            <div class="d-grid">
              {{ form.submit(class_="btn btn-success btn-lg") }}
            </div>
          </form>

          <p class="text-center mt-4">
            Already have an account?
            <a href="{{ url_for('login') }}" class="text-decoration-none text-primary fw-semibold">Login here</a>.
          </p>
        </div>
      </div>
    </div>
  </div>
</div>
{% endblock %}


[bookmark: _c2817ugo198u]app.py
import traceback
from flask import Flask, request, jsonify, redirect, url_for, render_template, flash, abort
from models import db, Product, User, Review, Admin, Cart, Order
from flask_login import LoginManager, login_user, logout_user, login_required, current_user
# from werkzeug.security import generate_password_hash, check_password_hash
from werkzeug.utils import secure_filename
import os
from forms import RegisterForm, LoginForm
from functools import wraps
from flask import current_app
from waitress import serve
from forms import UpdateAccountForm
from forms import ChangePasswordForm
from flask import session

from werkzeug.security import check_password_hash, generate_password_hash
# ================================= APP CONFIG =================================
app = Flask(__name__)
app.secret_key = "supersecretkey"



app.config["SQLALCHEMY_DATABASE_URI"] = "sqlite:///products.db"
app.config["SQLALCHEMY_TRACK_MODIFICATIONS"] = False
db.init_app(app)

# ================================= LOGIN CONFIG ===============================
login_manager = LoginManager()
login_manager.login_view = "login"  
login_manager.init_app(app)

@login_manager.user_loader
def load_user(user_id):
    user_type = session.get('user_type')

    if user_type == 'admin':
        return db.session.get(Admin, int(user_id))
    elif user_type == 'user':
        return db.session.get(User, int(user_id))

    # Fallback (optional): try both if session is missing or corrupted
    user = db.session.get(User, int(user_id))
    if user:
        return user
    return db.session.get(Admin, int(user_id))



# Create tables + default admin
with app.app_context():
    db.create_all()
    if not Admin.query.filter_by(username="admin").first():
        admin = Admin(username="admin", password=generate_password_hash("admin123"))
        db.session.add(admin)
        db.session.commit()




def admin_required(f):
    @wraps(f)
    def decorated_function(*args, **kwargs):
        if not current_user.is_authenticated or not current_user.is_admin:
            flash("Admin access required", "danger")
            return redirect(url_for("admin_login"))
        return f(*args, **kwargs)
    return decorated_function

# ================================= ROUTES =====================================

@app.route('/')
def home():
    products = Product.query.all()
    return render_template('index.html', products=products)

# ---------- AUTH ----------
@app.route("/admin_login", methods=["GET", "POST"])
def admin_login():
    if request.method == "POST":
        username = request.form.get("username").strip()
        password = request.form.get("password")

        admin = Admin.query.filter_by(username=username).first()

        if admin and check_password_hash(admin.password, password):
            login_user(admin)
            session['user_type'] = 'admin'  # ✅ Track admin type
            flash("Admin logged in successfully!", "success")
            return redirect(url_for("dashboard"))  # or admin_dashboard
        else:
            flash("Invalid credentials", "danger")

    return render_template("admin_login.html")

@app.route("/admin_logout")
@admin_required
def admin_logout():
    logout_user()
    return redirect(url_for("admin_login"))


@app.route("/dashboard")
@admin_required
def dashboard():
    return render_template("admin_dashboard.html")

# ---------- VIEWS ----------
@app.route("/products")
@admin_required
def product():
    return render_template("admin_view_product.html", products=Product.query.all())

@app.route("/reviews")
@admin_required
def review():
    return render_template("admin_review.html", reviews=Review.query.all())

# ---------- PRODUCT API ----------
@app.route('/ecommerce/add', methods=['POST'])
@admin_required
def add_product():
    data = request.form
    image_file = request.files.get('image')

    # Validate required fields
    if not all([data.get('name'), data.get('description'), data.get('category'), data.get('price'), image_file]):
        return jsonify({"error": "All fields are required"}), 400

    # Validate price format and value
    try:
        price = float(data.get('price'))
        if price <= 0:
            return jsonify({"error": "Price must be greater than zero"}), 400
    except (TypeError, ValueError):
        return jsonify({"error": "Invalid price format"}), 400

    # Validate image format
    ALLOWED_EXTENSIONS = {'png', 'jpg', 'jpeg', 'gif'}
    def allowed_file(filename):
        return '.' in filename and filename.rsplit('.', 1)[1].lower() in ALLOWED_EXTENSIONS

    filename = secure_filename(image_file.filename)
    if not allowed_file(filename):
        return jsonify({"error": "Invalid image format. Allowed formats: png, jpg, jpeg, gif"}), 400

    # Save image
    image_path = os.path.join(app.static_folder, "images", filename)
    image_file.save(image_path)

    # Create and save product
    new_product = Product(
        name=data['name'],
        description=data['description'],
        category=data['category'],
        price=price,
        image=filename
    )
    db.session.add(new_product)
    db.session.commit()

    return jsonify(new_product.to_dict())

@app.route("/ecommerce/products")
@admin_required
def get_products():
    return jsonify([p.to_dict() for p in Product.query.all()])

@app.route("/ecommerce/update/<int:product_id>", methods=["POST", "PUT"])
@admin_required
def update_product(product_id):
    product = Product.query.get_or_404(product_id)

    # Validate and update name
    name = request.form.get("name")
    if name:
        product.name = name.strip()

    # Validate and update description
    description = request.form.get("description")
    if description:
        product.description = description.strip()

    # Validate and update category
    category = request.form.get("category")
    if category:
        product.category = category.strip()

    # Validate and update price
    price_input = request.form.get("price")
    if price_input:
        try:
            price = float(price_input)
            if price <= 0:
                return jsonify({"error": "Price must be greater than zero"}), 400
            product.price = price
        except ValueError:
            return jsonify({"error": "Invalid price format"}), 400

    # Validate and update image
    image_file = request.files.get("image")
    if image_file and image_file.filename:
        filename = secure_filename(image_file.filename)

        # Check allowed extensions
        ALLOWED_EXTENSIONS = {'png', 'jpg', 'jpeg', 'gif'}
        def allowed_file(filename):
            return '.' in filename and filename.rsplit('.', 1)[1].lower() in ALLOWED_EXTENSIONS

        if not allowed_file(filename):
            return jsonify({"error": "Invalid image format"}), 400

        image_path = os.path.join(app.static_folder, "images", filename)
        image_file.save(image_path)
        product.image = filename

    # Commit changes
    db.session.commit()
    return jsonify(product.to_dict())


@app.route("/ecommerce/delete/<int:product_id>", methods=["DELETE", "POST"])
@admin_required
def delete_product(product_id):
    product = Product.query.get_or_404(product_id)

    try:
        db.session.delete(product)
        db.session.commit()
        app.logger.info(f"Successfully deleted product: {product.name} with ID {product.id}")
        return jsonify({"message": f"Product '{product.name}' deleted successfully"})

    except Exception as e:
        db.session.rollback()
        error_message = f"Error deleting product ID {product.id}: {str(e)}\n{traceback.format_exc()}"
        app.logger.error(error_message)  # Logs to app's log file and console
        print(error_message)  # Also prints to console for quick feedback
        return jsonify({"error": "Failed to delete product"}), 500
    
# shows all the user to the admin in a table format in tht frontend
@app.route('/admin/users')
@admin_required
def admin_users():
    users = User.query.all()  # Fetch all users from database
    return render_template('admin_users.html', users=users)

# delete request for admins to delete the user 
@app.route('/admin/delete_user/<int:user_id>', methods=['DELETE'])
@admin_required
def delete_user(user_id):
    user = User.query.get(user_id)
    if user:
        db.session.delete(user)
        db.session.commit()
        return jsonify({'success': True})
    return jsonify({'success': False}), 404

# update request for admins to update the user details
@app.route('/admin/update_user/<int:user_id>', methods=['POST'])
@admin_required
def update_user(user_id):
    data = request.get_json()
    user = User.query.get(user_id)
    if user:
        user.username = data.get('username', user.username)
        user.email = data.get('email', user.email)
        db.session.commit()
        return jsonify({'success': True})
    return jsonify({'success': False}), 404

# ---------- REVIEW API ----------
@app.route("/ecommerce/reviews")
@admin_required
def get_reviews():
    return jsonify([review.to_dict() for review in Review.query.all()])

@app.route("/ecommerce/reviews/<int:review_id>/delete", methods=["POST"])
@admin_required
def delete_review(review_id):
    review = Review.query.get_or_404(review_id)

    # Optional: Log the deletion action
    app.logger.info(f"Admin {current_user.username} deleted review ID {review_id}")

    try:
        db.session.delete(review)
        db.session.commit()
        flash("Review deleted successfully!", "success")
    except Exception as e:
        db.session.rollback()
        app.logger.error(f"Error deleting review ID {review_id}: {str(e)}")
        flash("Failed to delete review. Please try again.", "danger")

    return redirect(url_for('review'))




# ====================================================== User Section =========================================================
@app.route('/register', methods=['GET', 'POST'])
def register():
    form = RegisterForm()
    if form.validate_on_submit():
        # Strip whitespace from inputs
        username = form.username.data.strip()
        email = form.email.data.strip()

        # Check for existing user by email or username
        existing_user = User.query.filter(
            (User.email == email) | (User.username == username)
        ).first()

        if existing_user:
            flash('Email or username already exists. Please choose another.', 'warning')
            return render_template('register.html', form=form)

        # Hash password and create user
        hashed_pw = generate_password_hash(form.password.data)
        user = User(
            username=username,
            email=email,
            password=hashed_pw
        )
        db.session.add(user)
        db.session.commit()

        flash('Account created successfully!', 'success')
        return redirect(url_for('login'))

    return render_template('register.html', form=form)


@app.route('/login', methods=['GET', 'POST'])
def login():
    form = LoginForm()
    if form.validate_on_submit():
        # Strip whitespace from email input
        email = form.email.data.strip()
        password = form.password.data

        # Query user by email
        user = User.query.filter_by(email=email).first()

        # Validate credentials
        if user and check_password_hash(user.password, password):
            login_user(user)
            session['user_type'] = 'user'
            flash('Logged in successfully!', 'success')
            app.logger.info(f"User {user.username} logged in.")
            return redirect(url_for('home'))
        else:
            flash('Invalid email or password. Please try again.', 'danger')
            app.logger.warning(f"Failed login attempt for email: {email}")

    return render_template('login.html', form=form)


@app.route('/logout')
@login_required
def logout():
    username = current_user.username  # Capture username before logout
    logout_user()
    flash('You have been logged out.', 'success')

    # Optional: Log the logout action
    app.logger.info(f"User '{username}' logged out.")

    return redirect(url_for('login'))


@app.route('/product/<int:product_id>')
def product_detail(product_id):
    product = Product.query.get_or_404(product_id)
    return render_template('product_details.html', product=product)

@app.route('/add-to-cart/<int:product_id>')
@login_required
def add_to_cart(product_id):
    product = Product.query.get_or_404(product_id)

    existing_item = Cart.query.filter_by(user_id=current_user.id, product_id=product_id).first()

    if existing_item:
        existing_item.quantity += 1
    else:
        new_item = Cart(
        user_id=current_user.id,
        product_id=product.id,
        product_name=product.name,
        product_image=product.image,
        product_description=product.description,
        product_price=product.price,
        quantity=1
)

        db.session.add(new_item)

    db.session.commit()
    flash(f"{product.name} added to cart!", "success")
    return redirect(url_for('home'))

#cart
@app.route('/cart')
@login_required
def cart():
    cart_items = Cart.query.filter_by(user_id=current_user.id).all()
    total_price = 0

    for item in cart_items:
        product = Product.query.get(item.product_id)
        if product:
            total_price += item.quantity * product.price
        else:
            app.logger.warning(f"Missing product_id {item.product_id} in cart")

    return render_template('cart.html', cart_items=cart_items, total_price=total_price)


#suupporting routes
@app.route('/update-cart/<int:cart_id>', methods=['POST'])
@login_required
def update_cart(cart_id):
    item = Cart.query.get_or_404(cart_id)
    if item.user_id != current_user.id:
        abort(403)
    item.quantity = int(request.form['quantity'])
    db.session.commit()
    flash("Cart updated!", "success")
    return redirect(url_for('cart'))

@app.route('/remove-from-cart/<int:cart_id>')
@login_required
def remove_from_cart(cart_id):
    item = Cart.query.get_or_404(cart_id)
    if item.user_id != current_user.id:
        abort(403)
    db.session.delete(item)
    db.session.commit()
    flash("Item removed from cart.", "info")
    return redirect(url_for('cart'))

@app.route('/checkout')
@login_required
def checkout():
    cart_items = Cart.query.filter_by(user_id=current_user.id).all()

    if not cart_items:
        flash("Your cart is empty. Add items before checking out.", "warning")
        return redirect(url_for('cart'))

    try:
        for item in cart_items:
            order = Order(
                user_id=item.user_id,
                product_name=item.product_name.strip(),
                product_image=item.product_image,
                product_description=item.product_description.strip(),
                product_price=item.product_price,
                quantity=item.quantity
            )
            db.session.add(order)
            db.session.delete(item)  # Clear cart

        db.session.commit()
        flash("Your order has been placed!", "success")
        app.logger.info(f"User {current_user.username} placed an order with {len(cart_items)} items.")
        return redirect(url_for('orders'))

    except Exception as e:
        db.session.rollback()
        app.logger.error(f"Checkout failed for user {current_user.username}: {str(e)}")
        flash("Something went wrong during checkout. Please try again.", "danger")
        return redirect(url_for('cart'))


@app.route('/orders')
@login_required
def orders():
    user_orders = Order.query.filter_by(user_id=current_user.id).order_by(Order.ordered_at.desc()).all()
    return render_template('orders.html', orders=user_orders)
#review
@app.route('/add-review/<int:product_id>', methods=['POST'])
@login_required
def add_review(product_id):
    content = request.form.get('content')
    rating = int(request.form.get('rating'))
    review = Review(user_id=current_user.id, product_id=product_id, content=content, rating=rating)
    db.session.add(review)
    db.session.commit()
    flash("Review submitted!", "success")
    return redirect(url_for('product_detail', product_id=product_id))




# user profile view
@app.route('/account', methods=['GET', 'POST'])
@login_required
def account():
    if not isinstance(current_user, User):
        flash("Only regular users can access the profile page.", "warning")
        return redirect(url_for('home'))  # or admin dashboard

    form = UpdateAccountForm(obj=current_user)

    if form.validate_on_submit():
        current_user.username = form.username.data
        current_user.email = form.email.data
        current_user.gender = form.gender.data
        current_user.age = form.age.data
        current_user.mobile = form.mobile.data
        db.session.commit()
        flash('Profile updated successfully!', 'success')
        return redirect(url_for('account'))

    return render_template('account.html', form=form)


#user delete profile
@app.route('/account/delete', methods=['POST'])
@login_required
def delete_account():
    db.session.delete(current_user)
    db.session.commit()
    flash('Your account has been deleted.', 'success')
    return redirect(url_for('home'))


#change pass
@app.route('/change-password', methods=['GET', 'POST'])
@login_required
def change_password():
    form = ChangePasswordForm()

    if form.validate_on_submit():
        if not check_password_hash(current_user.password, form.current_password.data):
            flash("Current password is incorrect.", "danger")
            return redirect(url_for('change_password'))

        if form.new_password.data != form.confirm_password.data:
            flash("New passwords do not match.", "warning")
            return redirect(url_for('change_password'))

        current_user.password = generate_password_hash(form.new_password.data)
        db.session.commit()
        flash("Password updated successfully!", "success")
        return redirect(url_for('account'))

    return render_template('change_password.html', form=form)
# ================================= RUN APP ====================================
if __name__ == "__main__":
    print("Starting Witress on http://localhost:5000")
    serve(app, host="0.0.0.0", port=5000)
[bookmark: _cf6qxas3or5h]config.py
# App configuration (DB URI, secret key, etc.)
import os

BASE_DIR = os.path.abspath(os.path.dirname(__file__))

class Config:
    SECRET_KEY = "super-secret-key"
    SQLALCHEMY_DATABASE_URI = f"sqlite:///{os.path.join(BASE_DIR, 'instance', 'app.sqlite')}"
    SQLALCHEMY_TRACK_MODIFICATIONS = False
[bookmark: _bi6m7rc6jtuk]crud.py
from sqlalchemy import create_engine, text

# Path to your SQLite database
db_path = 'instance/products.db'
engine = create_engine(f'sqlite:///{db_path}')

# Connect and delete all rows from the user table
with engine.connect() as connection:
    try:
        connection.execute(text('DELETE FROM user'))
        print(" All user data deleted successfully!")
    except Exception as e:
        print(" Error:", e)
[bookmark: _p0a662okmks5]forms.py
# from flask_wtf import FlaskForm
# from wtforms import StringField, PasswordField, SubmitField
# from wtforms.validators import InputRequired, Length, Email, Regexp

# class RegisterForm(FlaskForm):
#     username = StringField(
#         "Username",
#         validators=[
#             InputRequired(message="Username is required."),
#             Length(min=4, max=50, message="Username must be between 4 and 50 characters."),
#             Regexp(
#                 r'^[A-Za-z0-9_]+$',
#                 message="Username must contain only letters, numbers, or underscores."
#             )
#         ]
#     )

#     email = StringField(
#         "Email",
#         validators=[
#             InputRequired(message="Email is required."),
#             Email(message="Enter a valid email address."),
#             Length(max=100, message="Email must be less than 100 characters.")
#         ]
#     )

#     password = PasswordField(
#         "Password",
#         validators=[
#             InputRequired(message="Password is required."),
#             Length(min=6, message="Password must be at least 6 characters."),
#             Regexp(
#                 r'^(?=.*[A-Za-z])(?=.*\d)[A-Za-z\d@$!%*?&]{6,}$',
#                 message="Password must include both letters and numbers."
#             )
#         ]
#     )

#     submit = SubmitField("Register")


# class LoginForm(FlaskForm):
#     email = StringField(
#         "Email",
#         validators=[
#             InputRequired(message="Email is required."),
#             Email(message="Enter a valid email address."),
#             Length(max=100, message="Email must be less than 100 characters.")
#         ]
#     )

#     password = PasswordField(
#         "Password",
#         validators=[
#             InputRequired(message="Password is required."),
#             Length(min=6, message="Password must be at least 6 characters.")
#         ]
#     )

#     submit = SubmitField("Login")

# class UpdateAccountForm(FlaskForm):
#     username = StringField(
#         "Username",
#         validators=[
#             InputRequired(message="Username is required."),
#             Length(min=4, max=50),
#             Regexp(r'^[A-Za-z0-9_]+$', message="Only letters, numbers, and underscores allowed.")
#         ]
#     )

#     email = StringField(
#         "Email",
#         validators=[
#             InputRequired(message="Email is required."),
#             Email(),
#             Length(max=100)
#         ]
#     )

#     gender = SelectField(
#         "Gender",
#         choices=[('', 'Select'), ('Male', 'Male'), ('Female', 'Female'), ('Other', 'Other')],
#         validators=[Optional()]
#     )

#     age = IntegerField("Age", validators=[Optional()])
#     mobile = StringField("Mobile Number", validators=[Optional(), Length(max=15)])

#     submit = SubmitField("Update Profile")

#     class ChangePasswordForm(FlaskForm):
#     current_password = PasswordField(
#         "Current Password",
#         validators=[InputRequired()]
#     )
#     new_password = PasswordField(
#         "New Password",
#         validators=[
#             InputRequired(),
#             Length(min=6),
#             Regexp(
#                 r'^(?=.*[A-Za-z])(?=.*\d)[A-Za-z\d@$!%*?&]{6,}$',
#                 message="Password must include both letters and numbers."
#             )
#         ]
#     )
#     confirm_password = PasswordField(
#         "Confirm New Password",
#         validators=[InputRequired()]
#     )

#     submit = SubmitField("Change Password")




from flask_wtf import FlaskForm
from wtforms import StringField, PasswordField, SubmitField, IntegerField, SelectField
from wtforms.validators import InputRequired, Length, Email, Regexp, Optional

class RegisterForm(FlaskForm):
    username = StringField(
        "Username",
        validators=[
            InputRequired(message="Username is required."),
            Length(min=4, max=50, message="Username must be between 4 and 50 characters."),
            Regexp(r'^[A-Za-z0-9_]+$', message="Username must contain only letters, numbers, or underscores.")
        ]
    )
    email = StringField(
        "Email",
        validators=[
            InputRequired(message="Email is required."),
            Email(message="Enter a valid email address."),
            Length(max=100, message="Email must be less than 100 characters.")
        ]
    )
    password = PasswordField(
        "Password",
        validators=[
            InputRequired(message="Password is required."),
            Length(min=6, message="Password must be at least 6 characters."),
            Regexp(r'^(?=.*[A-Za-z])(?=.*\d)[A-Za-z\d@$!%*?&]{6,}$', message="Password must include both letters and numbers.")
        ]
    )
    submit = SubmitField("Register")


class LoginForm(FlaskForm):
    email = StringField(
        "Email",
        validators=[
            InputRequired(message="Email is required."),
            Email(message="Enter a valid email address."),
            Length(max=100, message="Email must be less than 100 characters.")
        ]
    )
    password = PasswordField(
        "Password",
        validators=[
            InputRequired(message="Password is required."),
            Length(min=6, message="Password must be at least 6 characters.")
        ]
    )
    submit = SubmitField("Login")


class UpdateAccountForm(FlaskForm):
    username = StringField(
        "Username",
        validators=[
            InputRequired(message="Username is required."),
            Length(min=4, max=50),
            Regexp(r'^[A-Za-z0-9_]+$', message="Only letters, numbers, and underscores allowed.")
        ]
    )
    email = StringField(
        "Email",
        validators=[
            InputRequired(message="Email is required."),
            Email(),
            Length(max=100)
        ]
    )
    gender = SelectField(
        "Gender",
        choices=[('', 'Select'), ('Male', 'Male'), ('Female', 'Female'), ('Other', 'Other')],
        validators=[Optional()]
    )
    age = IntegerField("Age", validators=[Optional()])
    mobile = StringField("Mobile Number", validators=[Optional(), Length(max=15)])
    submit = SubmitField("Update Profile")


class ChangePasswordForm(FlaskForm):
    current_password = PasswordField("Current Password", validators=[InputRequired()])
    new_password = PasswordField(
        "New Password",
        validators=[
            InputRequired(),
            Length(min=6),
            Regexp(r'^(?=.*[A-Za-z])(?=.*\d)[A-Za-z\d@$!%*?&]{6,}$', message="Password must include both letters and numbers.")
        ]
    )
    confirm_password = PasswordField("Confirm New Password", validators=[InputRequired()])
    submit = SubmitField("Change Password")
[bookmark: _fo2tf55r7ct0]models.py
from flask_sqlalchemy import SQLAlchemy
from flask_login import UserMixin
from datetime import datetime

db = SQLAlchemy()

# User Table
class User(db.Model, UserMixin):
    id = db.Column(db.Integer, primary_key=True)
    username = db.Column(db.String(50), unique=True, nullable=False)
    email = db.Column(db.String(120), unique=True, nullable=False)
    password = db.Column(db.String(200), nullable=False)
    is_admin = db.Column(db.Boolean, default=False)

    # New optional fields
    gender = db.Column(db.String(10))
    age = db.Column(db.Integer)
    mobile = db.Column(db.String(15))

    reviews = db.relationship('Review', back_populates='user', lazy=True, cascade='all, delete-orphan')


# Product Model
class Product(db.Model):
    __tablename__ = 'product'

    id = db.Column(db.Integer, primary_key=True)
    name = db.Column(db.String(100), nullable=False)
    description = db.Column(db.Text, nullable=False)
    price = db.Column(db.Float, nullable=False)
    image = db.Column(db.String(100), nullable=False)
    category = db.Column(db.String(50), nullable=False)

    reviews = db.relationship('Review', back_populates='product', lazy=True, cascade='all, delete-orphan')

    def to_dict(self):
        return {
            "id": self.id,
            "name": self.name,
            "description": self.description,
            "price": self.price,
            "image": self.image,
            "category": self.category
        }


# Cart Table
class Cart(db.Model):
    id = db.Column(db.Integer, primary_key=True)
    user_id = db.Column(db.Integer, db.ForeignKey('user.id'), nullable=False)
    product_id = db.Column(db.Integer, db.ForeignKey('product.id'), nullable=False)
    product_name = db.Column(db.String(100), nullable=False)
    product_image = db.Column(db.String(200), nullable=False)
    product_description = db.Column(db.Text, nullable=False)
    quantity = db.Column(db.Integer, default=1, nullable=False)
    added_at = db.Column(db.DateTime, default=datetime.utcnow)
    product_price = db.Column(db.Float, nullable=False)


# Order Model
class Order(db.Model):
    id = db.Column(db.Integer, primary_key=True)
    user_id = db.Column(db.Integer, db.ForeignKey('user.id'), nullable=False)
    product_name = db.Column(db.String(100), nullable=False)
    product_image = db.Column(db.String(200), nullable=False)
    product_description = db.Column(db.Text, nullable=False)
    product_price = db.Column(db.Float, nullable=False)
    quantity = db.Column(db.Integer, nullable=False)
    ordered_at = db.Column(db.DateTime, default=datetime.utcnow)


# Review Model
class Review(db.Model):
    __tablename__ = 'review'

    id = db.Column(db.Integer, primary_key=True)
    user_id = db.Column(db.Integer, db.ForeignKey('user.id'), nullable=False)
    product_id = db.Column(db.Integer, db.ForeignKey('product.id'), nullable=False)
    content = db.Column(db.Text, nullable=False)
    rating = db.Column(db.Integer, nullable=False)
    created_at = db.Column(db.DateTime, default=datetime.utcnow)

    user = db.relationship('User', back_populates='reviews')
    product = db.relationship('Product', back_populates='reviews')

    def to_dict(self):
        return {
            "id": self.id,
            "product_id": self.product_id,
            "user_id": self.user_id,
            "content": self.content,
            "user_name": self.user.username if self.user else None,
            "product_name": self.product.name if self.product else None,
            "rating": self.rating,
            "created_at": self.created_at.strftime("%Y-%m-%d %H:%M:%S") if self.created_at else None
        }


# Admin Model
class Admin(UserMixin, db.Model):
    __tablename__ = "admin_user"

    id = db.Column(db.Integer, primary_key=True)
    username = db.Column(db.String(100), unique=True, nullable=False)
    password = db.Column(db.String(200), nullable=False)

    @property
    def is_admin(self):
        return True
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Add to Cart
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# Product Model
class Product(db.Model):
__tablename_ = “product"

4d = db.Column(db. Integer, primary_key=Truc)

nane = db.Column(db.String(108), nullablesFalse)
description = db.Column(db.Text, nullable-False)
price = db.Coluan(db.Float, nullable=False)

image = db.Column(db.String(109), nullable=False)
category = db.Colum(db.String(50), nullablesFalse)

reviews = db.relationship(*Review’, back_populates="product, lazy=True)

def to_dict(se1f):

return {
"id": self.id,
“neme”: self.name,
“description”: self.description,
“price": self.price,
“inage": self.inage,
“category™: self.category
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Create an Account

Username

XYZ

Username must be between 4 and 50 characters.
Email

Enter your email

Email is required.

Password

Password must be at least 6 characters.

Already have an account? Login here.
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Admin Login

Invalid credentials

Username

admin

Password
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€ 2 C @ @ localhost:5000/products

Product Name

dfgdfgdf

Description

dfgdfgfg

Category
dgdfg
Price (£)

212

Image

Choose File  No file chosen

Image is required when adding a new product

localhost:5000 says
Add Product Failed to save product.

Add Product

o & @ o @
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Add Product

Product Name

Description Please fill out this field.

Category

Image

Choose File  No file chosen

Image is required when adding a new product

Add Product
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Login
Email

xyz

Enter a valid email address.
Password

Enter your password

gin

Don't have an account? Register here.
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Login

Invalid email or password. Please try again. X

Email
xyz@gmail.com

Password

Enter your password

gin

Don't have an account? Register here.
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