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[bookmark: _Toc233824403]Abstract
SFM has embraced the use of smart manufacturing techniques such as IoT, cloud-based production management, and automation of machinery. The frequency of malware infections, phishing attacks, and attempts at unauthorised access indicates the need for a comprehensive cybersecurity strategy within SFM. This report provides an analysis to identify both internal and external cyber threats for SFM, along with a proposal for a security framework that is based on internationally recognised cybersecurity standards such as ISO/IEC 27001, the NIST Cybersecurity Framework, and the CIA Triad. In support of this endeavour, various recommendations in relation to development of practical security policies, the implementation of technical controls, the establishment of mitigation measures, the application of network monitoring procedures, development of incident response plans, and raising employee awareness, have been made. The above recommendations are intended to protect the organisation's assets from cyber threats, provide assurances of business continuity to the organisation; to avoid disruptions to operations; and to enhance the organisation's overall cybersecurity posture.
[bookmark: _Toc233824404]Introduction
Digital technologies, automation, and interconnected manufacturing systems are an ever-growing part of the manufacturing industry today. An increase in operational efficiency and productivity through the implementation of Industry 4.0 technologies (e.g., Internet of Things (IoT) devices, cloud computing, and industrial control systems) has provided manufacturers with the tools to operate their businesses more effectively; however, these same technologies also have expanded the potential attack surface for cybercriminals.
The medium-sized manufacturing company SFM, which provides products for the automotive and aerospace industries, employs IoT sensors, automation technologies, and the cloud-based production management system. Despite all the operational benefits offered by these solutions, their deployment poses new risks of cyberattacks, such as malware infections, ransomware attacks, phishing, insider threats, and unauthorised access.
Malware infections and recent cases of phishing among SFM employees prove that the company suffers from certain cybersecurity vulnerabilities, and addressing them is essential in order to avoid future problems for its operations and finances.This report discusses major cybersecurity risks facing SFM and recommends security policies, risk mitigation strategies, incident response plans, security monitoring and education of SFM personnel.
[bookmark: _Toc233824405]Identification of Internal and External Cybersecurity Threats
The company SteelForm Manufacturing Ltd. (SFM) is working in an interconnected manufacturing sector that involves Internet of Things (IoT) devices, cloud computing, automation, and Industrial Control Systems (ICS).While such technologies make operations more efficient and productive for the company, at the same time, they increase its vulnerability to cyber attacks. For the purpose of formulating a sound cybersecurity strategy, it is necessary to know the internal and external threats that can affect the CIA triad of the organizational information assets (NIST, 2024).
[bookmark: _Toc233824406]3.1 Internal Threats
Human error is one of the most frequent internal threats. The employees may download harmful attachments, set insecure passwords or divulge confidential information to unauthorized personnel. As per the IBM Cost of a Data Breach report, human error continues to be one of the most prominent reasons behind security threats since employees lack cybersecurity knowledge (IBM, 2024).
Insider threat is another significant problem. Discontented employees and contractors with access privileges may steal any important production-related data, client information or intellectual property. Such manufacturing organizations are especially susceptible to insider threats because their product design, specifications, and production process can be considered commercially valuable assets (ENISA, 2023).
Poor access control poses another major risk factor within the organization. The concept of least privilege indicates that users must have limited access levels (NIST, 2024).Furthermore, inadequate management of devices is equally risky. Absence of proper security measures will enable these devices to easily overcome organisational safeguards (ISO/IEC 27001, 2022).
[bookmark: _Toc233824407]3.2 External Threats
These types of threats come from the external environment and are usually committed by cyber criminals, organised gangs, rivals, or nation-states.
Another threat that can seriously threaten SFM is ransomware (ENISA, 2024).
Phishing attacks also constitute another potential risk. Phishing attacks are often used as the starting point of more elaborate cyber-attacks (National Cyber Security Centre, 2024).
Malware that can steal sensitive information, interfere with the production process or enable access through backdoors (Cisco, 2024).
Cybercriminals may interfere with the operation of the machinery, disturb the production process, and harm the safety system (CISA, 2024).
Also, cloud-based production management system used by SFM brings about cloud security threats (Cloud Security Alliance, 2023).
Lastly, distributed denial of service attacks may affect online activities due to excessive network resource use (NIST, 2024).
[bookmark: _Toc233824408]Security Policies for SteelForm Manufacturing Ltd. (SFM)
For the purpose of enhancing cybersecurity and protection of organizational information, SFM is required to adopt security policies which comply with established international frameworks including the ISO/IEC 27001:2022 framework, the NIST CSF 2.0 framework, and the GDPR compliance framework. Such policies will promote the objectives of Confidentiality, Integrity, and Availability (CIA) of information.
[bookmark: _Toc233824409]4.1 Information Security Policy
Information Security Policy should give the general framework for the implementation of cybersecurity measures in the organization. It should give the security goals and allocate responsibilities within the organization in addition to setting procedures for the protection of information assets. Management should show commitment to the process by providing sufficient resources and personnel and ensuring regular review of the policy. Information in the organization should be categorized based on its sensitivity, and highly sensitive information like engineering plans should receive higher protection than public information.
[bookmark: _Toc233824410]4.2 Access Control Policy
Access Control policy in line with PoLP will be implemented in SFM to ensure that the employees have access only to the systems and information that are necessary for them to perform their duties. Role-Based Access Control is the most appropriate approach and shall be used to grant permission for various tasks by department. Multi-Factor authentication will be mandatory for all administrators, remote access, and cloud application use. The password policy shall be made strict for both minimum length and complexity of passwords.
[bookmark: _Toc233824411]4.3 Network Security Policy
Because SFM manages ICS, IoT devices, and cloud computing services, network security becomes a necessity for its operations. The Network Security Policy should provide for the separation of OT networks from corporate IT networks to guard against any potential attacks that could move from one system to another. Enterprise firewalls, IDS, IPS, and secure virtual private networks (VPNs) should be implemented to ensure the safety of communications through the network. Vulnerability assessments and penetration testing need to take place regularly for identifying and eliminating security vulnerabilities.
[bookmark: _Toc233824412]4.4 Data Protection and Privacy Policy
The company SFM deals with sensitive information of customers, employees, suppliers and engineers that need to be safeguarded from any kind of unauthorized access. In the Data Protection Policy, it needs to be ensured that the data is encrypted during the process of storing and transmitting using encryption standards like AES-256. Secure backing needs to take place along with offsite or cloud based backing. This policy should further specify data retention period as well as safe means of disposing information when its use is no longer required.
[bookmark: _Toc233824413]4.5 Incident Response Policy
An official Incident Response Policy needs to be developed to properly manage all cybersecurity incidents in the company. According to the NIST Incident Response Lifecycle framework, this policy should include preparation, identification, containment, recovery, and aftermath stages. SFM should form an Incident Response Team (IRT), which would be in charge of dealing with security-related incidents. All employees need to be informed about how to detect and report any suspicious activity.
[bookmark: _Toc233824414]4.6 Acceptable Use and Third-Party Security Policies
The Acceptable Use Policy will address the proper use of corporate IT assets and prevent actions including but not limited to installing unauthorized software, password sharing, or connection of unauthorized equipment. Acknowledgement of this policy will need to be done on an annual basis by all employees. Another policy that needs to be developed is the Third-Party Security Policy which addresses the requirement for vendors and service providers to satisfy certain cybersecurity standards.
[bookmark: _Toc233824415]4.7 Summary
Adoption of these policies will ensure that SFM adopts a cybersecurity governance framework. All the policies work together to improve data security, access and network security, regulatory compliance, and incident management, thereby enhancing the organization’s cybersecurity resilience.
[bookmark: _Toc233824416]Mitigation Measures
In order to deal with the cybersecurity threat at SFM, the company must implement a set of security controls for both technical, administrative and physical aspects of cybersecurity in line with the defence-in-depth approach.
[bookmark: _Toc233824417]5.1 Multi-factor Authentication (MFA) 
Should be employed in all systems (clouds, VPNS and admin accounts). This measure will ensure protection of the organisation’s information as the process of logging in will require more than one method to be used (Microsoft, 2024).
[bookmark: _Toc233824418]5.2 Endpoint Protection and Anti-malware solutions 
Should be installed on all the company’s equipment, computers and devices. Advanced Endpoint Detection and Response will detect any malware, ransomware or any other types of cyber threats via real-time scanning and updates (Cisco, 2024).
[bookmark: _Toc233824419]5.3 Network Segmentation 
Should segregate Corporate IT systems from OT and ICS systems and networks which will prevent attacks spreading further and endangering manufacturing operations (CISA, 2024).
[bookmark: _Toc233824420]5.4 Patch and Vulnerability Management programme 
Should be implemented. The programme will ensure timely patches and updates of the company’s software and operating system as well as IoTs (NIST, 2024).
[bookmark: _Toc233824421]5.5 Data Backup and Disaster Recovery Plan
Data Backup and Disaster Recovery Plan is an integral part of ensuring business continuity. SFM needs to use encrypted backups via the 3-2-1 backup approach and conduct regular testing of recovery plans (NCSC, 2024).
[bookmark: _Toc233824422]5.6 Physical Security Controls
Moreover, Email Security Controls, Security Monitoring by means of SIEM, and Physical Security Controls including access-controlled server rooms, CCTV monitoring, and encryption of devices need to be deployed (ISO/IEC 27001, 2022; NIST, 2024).
[bookmark: _Toc233824423]Monitoring and Incident Response Plan
Implementation of cybersecurity at SteelForm Manufacturing Ltd. (SFM) can be considered successful when there is proper monitoring and an appropriate incident response strategy to ensure minimal disruption and financial losses. Taking into account that SFM makes use of interconnected manufacturing systems, IoT, cloud, and ICS, there is a need for fast identification and reaction to potential threats.
[bookmark: _Toc233824424]6.1 Continuous Network Monitoring
SFM has to install SIEM software in order to gather and analyze logs generated by the server, firewall, endpoint, cloud services, and IoT devices. The company needs IDS and IPS which would allow monitoring network traffic and detecting such events as failed login attempts, anomalies in traffic, malware communication, unauthorized access, etc. It is necessary to keep the security logs for at least 12 months (ISO/IEC 27001, 2022).
[bookmark: _Toc233824425]6.2 Threat Intelligence
The firm must utilise threat intelligence from reputable sources, including the NCSC and CISA, to assess new cyber threats, vulnerabilities and methods of attack. Such intelligence must be incorporated into systems for monitoring and protection against threats.
[bookmark: _Toc233824426]6.3 Incident Response Team (IRT)
The company should set up an Incident Response Team consisting of IT security officers, management, legal, HR and communication specialists. Team members must have clear roles and take part in regular incident response drills.
[bookmark: _Toc233824427]6.4 Incident Response Lifecycle
SFM needs to adopt the NIST Incident Response Life Cycle: Prepare, Detect and Analyse, Contain, Eradicate, Recover and Lessons Learned. The above life cycle makes sure that incidents are handled effectively and the organization is restored in an effective way using the knowledge gained from the incident for strengthening the security controls in the future (NIST, 2024).
[bookmark: _Toc233824428]6.5 Incident Response Flowchart
[image: ]
Figure 1:Incident Response Process for SteelForm Manufacturing Ltd.

[bookmark: _Toc233824429]6.6 Benefits of Continuous Monitoring and Incident Response
Monitoring and effective incident management lead to quick identification of possible risks that may occur. It results in less downtime, protection of sensitive data, and compliance with the requirements of regulations. It helps organizations become more resilient, enhances stakeholder trust, and improves business continuity and security.
[bookmark: _Toc233824430]Staff Training and Security Awareness Programme
It is important to note that the employees are the primary defenders of the organisational information assets, and human error is one of the most common reasons for cyberattacks. Therefore, SFM should introduce a security awareness training programme to build a cybersecurity culture within the company and avoid threats such as phishing, weak passwords, and unintentional data breach.
[bookmark: _Toc233824431]7.1 Objectives of the Training Programme
The objectives of the training programme should include increased cyber threat awareness among employees, promotion of security policy adherence, development of good practices of information handling and incident reporting, and minimisation of cyberattacks' success chances. Moreover, the training should ensure compliance with ISO/IEC 27001 and NIST.
[bookmark: _Toc233824432]7.2 Target Audience
Training must be given to all employees. The management will focus on governance and risk management, while IT personnel will receive training on technical security. Training should be provided to office workers in relation to phishing and data protection and to manufacturing workers in relation to IoT security.
[bookmark: _Toc233824433]7.3 Training Topics
Phishing, passwords, MFA, internet, data security, social engineering, cloud computing security, teleworking, incident reporting, and compliance should be part of the training.
[bookmark: _Toc233824434]7.4 Training Delivery Methods
The training should be conducted via workshops, online courses, quarterly updates, phishing simulations, cybersecurity newsletters, workplace campaigns, and yearly cybersecurity events.
[bookmark: _Toc233824435]7.5 Training Schedule
Cybersecurity awareness training must be conducted continuously through induction training for new employees, regular training sessions, simulated phishing activities, and an annual review of the program.


	Activity
	Frequency

	New employee induction training
	On first day of employment

	Online awareness modules
	Every six months

	Phishing simulation exercises
	Quarterly

	Security newsletters
	Monthly

	Policy review and acknowledgement
	Annually

	Full cybersecurity refresher training
	Annually



[bookmark: _Toc233824436]7.6 Assessing Training Effectiveness
The efficiency of the training must be evaluated via the success rate of training attendance, test results, phishing simulation tests, security incidents reports, compliance to policies, and staff feedback.
[bookmark: _Toc233824437]7.7 Creating Cybersecurity Culture
The SFM should foster a culture where cybersecurity is a collective responsibility. The management should motivate the staff to report suspicious activities and act in a secure manner.
[bookmark: _Toc233824438]Conclusion
SteelForm Manufacturing Ltd. is a manufacturing organization operating in a technology-driven world where the aspect of cybersecurity presents numerous challenges. As a result of the presence of Internet of Things devices, automation and cloud computing, the organizations have various risks, such as phishing, malware, ransomware, insider risks, and unauthorized access to corporate resources. These pose threats to the confidentiality, integrity, and availability of information in the organization.
In addressing these threats, this paper recommended different security strategies for SFM in compliance with ISO/IEC 27001:2022 and NIST Cybersecurity Framework. The policies include the following: information security policy, access control policy, network security policy, data protection policy, incident response plan, and third-party risk management policy. This report also included some of the mitigating actions against cybersecurity risks, which are MFA, endpoint protection, network segmentation, patches management, backup security, and continuous monitoring using SIEMs.
It is also necessary to develop an efficient incident response framework and staff awareness training program for an organisation to ensure its cyber resiliency. Implementing these suggestions will allow SFM to enhance its security measures, business continuity, manage cyber risks, and achieve organizational success in the digital manufacturing industry.
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