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DefibMap has been created as a Uni project designed to help people when in need to locate the closest AED (automated esternal Defibrilator )quickly in an emergency and support easier access to life saving equipment around London. Time is the prime factor in an out of hospital card arrest and because of that the platform that we are building has to be fast , reliable and trustworthy. Because of that the app can not be treated as a normal Map App, it needs strong data quality, safe user workflows and a secure backend.
DefibMap
My part in the project is as DevSecOps engineer. In other terms I need to make sure that Development, Security and deployment communicate and work together , gaps in the connectivity between them are not acceptable. My responsibility was to support a secure data pipeline, safe access controls and an easy workflow so the team can build an MVP that aligns with real world easy to maintain and improve. This report explains what I did, why it mattered, and what I learned from applying DevSecOps thinking to a safety-critical project.

[bookmark: _Toc217039508]1. What my role covered and why it was important 
As DevSecOps Engineer, I looked after the “glue” between the parts of the project: how the app is built, how it is deployed, and how we protect the system and the data. In a normal student app, security can be left until the end, but in DefibMap that would be risky because the platform can influence real decisions in an emergency. If the map gives wrong information, or if the system is abused (spam, fake AEDs), it can reduce trust and potentially waste time. 
So my focus was not on adding many new features, but on making the project safe and stable: clear workflows, permissions, better data handling, and a deployment approach that can be repeated. This supports the rest of the team because developers can build faster when the “rules” and structure are clear. 
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A big part of DevSecOps is communication. In our team, different people worked on different areas (data, backend, frontend, security, planning). If we do not communicate clearly, we can end up with mismatched work: for example, the frontend expects a field called access_hours but the database uses something else, or the pipeline imports data in a different format than the app expects. 
To reduce this, I supported a structured way of working using tools like GitHub for version control and Trello/MS Teams for coordination. These tools helped us track tasks, reduce repeated work, and keep changes visible. For an MVP, this matters because we have limited time; we needed to focus on the most important features first (map + AED data + routing logic + simple verification process). 
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Because DefibMap depends on location data, the data pipeline is a core part of the system. Our plan relied on open data sources (like OpenStreetMap via Overpass API) and a process to bring that data into our database (Supabase/PostgreSQL). Even if the app design is good, bad data can break the user experience or create unsafe guidance. 
I supported the idea of a simple ETL flow:
· Extract: pull AED entries from open sources
· Transform: clean and standardise fields (e.g., coordinates, names, tags)
· Load: store the results into the database consistently
This is important because open data can be messy: duplicates, missing access times, or unclear location descriptions. The transform step is where we can detect obvious problems before they reach the app. 
I also supported the plan for repeatable updates, not a one-off import. AEDs change location or access rules, so the system needs a way to refresh data safely over time. An automated approach (scheduled scripts) helps keep the platform useful after the project ends. 
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For our backend database (Supabase/PostgreSQL), a key security concept is Row-Level Security (RLS). In simple terms: RLS allows the database to decide “who can see or change what,” even if someone tries to bypass the front-end. This is useful because it adds a second layer of protection. 
In DefibMap, not all users should have the same access:
· Public users should mainly view verified AED locations.
· Contributors might submit new AED locations or updates.
· Admins/validators should review and approve submissions.
I contributed to the security thinking behind separating these roles. This links directly to our safety aim: we want community involvement, but we also want to reduce misinformation and spam. Having a verification workflow supported by permissions makes that more realistic. 
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DefibMap uses APIs to move data between the database/backend and the client (mobile/web). Some endpoints may be safe to be public (like reading verified AED points), but other actions (submitting updates, approving entries, admin tools) should be protected. 
I supported the approach of using API keys and role-based rules to protect sensitive endpoints. I also raised simple security points that are easy to forget in student projects:
· Avoid exposing secret keys in frontend code.
· Use least privilege: keys should only do what they need to do.
· Add basic protections against abuse (like rate limiting and validation).
Even if we are not fully implementing enterprise security, these steps show we understand real-world risks and try to reduce them in a realistic way for an MVP. 
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Another part of my role was supporting how the project can be built and deployed in a consistent way. If builds and deployments are manual, mistakes happen easily (wrong version, missing config, different environments). DevSecOps tries to reduce this using CI/CD tools. 
We described the use of GitHub Actions to automate steps like running checks and building the backend/frontend. We also discussed using Docker for backend services. Docker helps because it packages the app with its dependencies, so it behaves the same on different machines. 
My contribution here was mainly the structure and reasoning:
· A repeatable pipeline improves reliability.
· Automated checks catch issues earlier (“shift left”).
· Using standard tools makes the project easier for others to continue. 
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Because DefibMap is linked to real-world emergencies, ethics matters. I supported the idea that the platform should be low privacy risk and aligned with GDPR principles where possible. In practice, this means we should avoid collecting unnecessary personal data and focus mainly on location-based AED information and verification status. 
I also helped consider safety-critical risks we should be honest about:
· Outdated AED locations (device moved/removed)
· Access restrictions (indoors, locked buildings, time-limited access)
· Incorrect submissions (mistakes or malicious spam)
· Data gaps (not all AEDs are mapped)
From a DevSecOps viewpoint, these risks are reduced by combining technical controls (validation rules, permissions, logs) with process controls (review/approval workflow). The goal is not to claim the system is perfect, but to show we understand what can go wrong and how to reduce harm. 
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Student projects can look great in a demo but fail in real life if the infrastructure is too expensive or hard to run. I supported a “realistic stack” idea using services that are cost-friendly and common for MVPs: Supabase, GitHub Actions, Docker, and mapping services with free tiers. 
This matters because DefibMap is the kind of project that could continue after the module if it stays affordable. A platform that relies on expensive hosting or complex manual steps is unlikely to survive without a funded organisation behind it. 
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The main lesson for me was that security and reliability are not “extras.” They shape how the whole system is built. If we plan them early, the team wastes less time later fixing avoidable problems. For a safety-critical app, this is even more important because trust is a key requirement. 
If I continued the project, I would prioritise these improvements:
1. Monitoring and logging so we can detect failures and unusual behaviour earlier (not only after users complain).
2. Scheduled data refresh with clear rules for merging and verifying updates, to keep data current.
3. Stronger automatic validation (duplicate checks, suspicious location flags, minimum required fields).
4. More complete CI/CD so all services (backend and frontend) deploy consistently with less manual work. 
Overall, my DevSecOps work helped DefibMap London move from a “student idea” toward a more realistic MVP: safer data handling, clearer permissions, and an approach that can be deployed and improved over time. 


